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Chapter 2

Literature Review

2.1 Introduction

Reliability engineering is an engineering field that deals with the study of reliability.
defined as, “the ability of a system or com inent to perform its required functions under
stated conditions for a specific riod of time”. It is often reported in terms of a

probability.

Even though a product has a rel  le design, when the product is manufactured and used
in the field, its reliability may  unsatisfactory. The reason for this low reliability may
be that the product was poorly wfactured. So, even though the product has a reliable
design, it is effectively unrel e when fielded which is actually the resu of a
substandard manufacturing process. As an example, cold solder joints could pass initial
testing at the manufacturer, but fail in the field as the result of thermal cycling or
vibration. This type of failure did not occur because of an improper design, but rather it is
the result of an inferior manufe  ing process. So while this product may have a reliable

design, its quality is unacceptable because of the manufacturing process.
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created a biotelemetry chip usit analog modulation technique, which greatly enhance
the wireless monitorii  of ECG data. On the other hand, Betancourt-Zamora and Lee
(1998) proposed a new architecture based upon CMOS technology that saves power as
significant portion of the power budget for any implantable telemetry system is allocated

to the generation of the RF carrier.

Similarly, Valdastri and Menciassi (2004). derives a microcontroller based multi-channel
telemetry system which can rc | different types of sensors simultaneously. This is
widely used in industry as a common platform for most of the biotelemetry devices
available today. Wang and Johann ien (2005) also designed a whole new biotelemetry

device which is a system-on-chip and programmable.

2.4 Specific Reliability Moc s for Electronics

Since solder joints are the common part of any electronic devices, Jorez (1999) presented
an optical method to study the the  -me anical behaviour of electronic power devices
to understand the reliability of solder joints. Studies like these provide real data that can

be used to calculate failure es ‘devices.

Park and Osenback (2005) found that a parameter exponential function is useful to
predict the degradation of T, ~ s transition temperature) under the given aging

condition.




18

2.5 Prediction Modeling : d Assessment

Reliability prediction is one of the most common forms of reliability analysis, usually
employed at the earli design stages, in order to evaluate inherent reliability of © >duct
design as well as to identify potential reliability problems. The most common reliability
prediction techniques of the past v based on empirically driven MIL-HDBK-217; the
military standard widely used for three decades by many electronics companies.
Reliability prediction models su described by MIL-STD-217 are widely accepted in
industry. However, they do not ovide accurate values in a number of situations.
Therefore, during the last years this method’s popularity has been gradually declining
mostly due to proliferation of 1 ~ electronic packaging technologies, continuous
improvement in quality and reliability, and thus subsequent inability of MIL-HDBK-217

to make accurate failure rate predictions.

However, most of the mathenr cal models in MIL-STD-217 along with the relevant
principles of physics remain la :ly valid. In the past years there have been multiple
efforts to improve the accuracy of MIL. "D-217 predictions. The examples include
PRISM, developed by RAC, British Telec: 1+ HRD-5, European IEC 1709, Telcordia SR-

332, French develope CNET 93, and others. Following is the list of standards available;

1. MIL-HDBK-217 (parts count and parts stress method)
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Pfau and Ferrari (2007) went in ¢ 1pletely different direction and proposed a hidden
markov model based segmentation technique that can be applie to large data set with
various degrees of freedom. Stochastic pattern recognition based on hidden 1 rkov
model can be successfully ap; ed to the task of automated segmentation and

classification of inertial sensor d

Although there is not much research that can be found on the Reliability analysis of
biomedical or biotelemetry devi , but lot can be found considering general electronics.
As discussed and presented in previous chapter that biotelemetry or biomedical devices
are basically microelectronics the research on reliability of electronic devices is
applicable. Bernstein and Gurfinkel (2006) presented a comprehensive paper, in which,
two state-of-the-art degradation- d reliability simulation methodolr~‘es are reviewed
and a new failure rate-based SPICE reliability simulation methodology is proposed to
address some limitations inherent in the former methods. The simplicity and power of
this reliability simulation method make it an additional tool for designers and users to
estimate product reliability and . ow syst 1 designers to de-ratc products for longer life

applications.

Similarly, Cushings and Mortin (1993) presented very interesting approach and study by
comparing MIL-STD-217 with >F (physics of failure) approach. Cushings and fortin

(1993) presented data showing the difference in failure rates of components using the two
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methods. In conclusion, emphasizes was made on understanding the actual failure

mechanism rather than generalizing | types of failures into single type.

Nash ¢ | Pecht (1994) also presented a very comprehensive overview of reliability
prediction and assessment methods and also provided deficiencies in currently available
methods which lead to future work. For example; development of PoF model to better
represent the effects of material, stress and structure towards failure of components or

systems.

Guo and Zhao (2006) reviewed two pular used models for repairable systems. 1 order
to overcome the drawbacks of these models, a new model which considers both time
trend and repair effects was proposed. Comparison results show that the proposed model

is very useful in practice.

Jones and Hayes (2001) also pr nted a1 w approach to calculate non-constant failure
rate model for reliability estimation of a system which does not depend upon constant
failure rates. Lall (I >) com | the tv  approaches in calculation of the temperature
acceleration of microelectronics device fai re. The comparison showed different results

obtained from using MIL-HDBK-217 mo :l and PoF approach.
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To further, design analysis and qualification of micro-electronics is evaluated by using
analytical and experimental ap_ ach for determining structural and materials

specifications.
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Chap :r3

Failure Data Analysis

3.1 Introduction

In this chapter field data of reco ¢ t . will be analyzed to determine the failure
modes for the tags. Field data for a nu ber of Data Recording Tags was cc ected

through the warranty claims database, shown in appendix 1 and 2.

Before the failure data an ssis, descriptic  functionality and recorded data is described

in next topic to better understand the product and type of data under study.

3.2 Data Recorder Tag

Biotelemetry instruments and s1 en are used around the worl by biologists to study
wildlife behaviour. The complete system comprises of hardware and software.
Hardware includes implantable d  recording tags and data download/upload device,
whereas, software is provided for post pi  essing of recorded data for easy viewing in

graphical format.
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F(t) = cumulative distribution function (CDF)

Weibull distribution consists of a family of distributions which can be used to describe a

wide range of failure data. The Weibull di ity function is defined by Equation 3-3;

P
R(t) = e”(éj (3-3)
Fort=0

Where;

R =reliability of system at given tin  t
t = time

f} = shape parameter

0 = scale parameter (characteristic life)

The Exponential and the Raleigh distributions are two of the many special distributions
that can be obtained from the Weibull dis butions by changing the value of the shape
parameter, B. An Exponential di ibution obtained by setting the shape parameter to 1,

while a Raleigh distribution is obtained by  tting the shape parameter to 2.




The failure and reliability functions are rele 1 by;

F(t)=1-R(t)

By substituting equation 3-3 into 3-4, we g

VLY

F(t)=1-¢e °

Rearranging and applying natural Ic ~ on both sides;

Comparing this with the general | ion describing a straight line,

45

(3-4)

(3-5)

(3-6)

(3-7)
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Y=mx+c (3-8)
Where,
Y = Inln !
1= F(1)
X=Int

One can also plot a graph between Inln[1/1 -F(t)] and In(t).

To determine the statistical distribution fit to the given data and estimate the values for its

parameters by usit  the hazard plotting steps is described below:

3.4.1 Plotting Steps

The following 8 steps are used to  Hnstruct a hazard plot;

1. Ordering the data containing *t” times from smallest to largest without making
any distinction whether these data are running (censoring) or failure times of
units. A separate column adjacent to the times is showing the status of the tags
for identification.

2. Labeling the ordered t h reverse ranks.
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3. Computing hazard value for ch failure using 1/reverse rank. The hazard value
may be described as the conditional probability of failure time. In other words, it
is the observed instantaneous failure rate at a certain failure time.

4. Obtaining the cumulative hazard value for each failure by adding its hazard value
to the cumulative h:  d value of the preceding failure.

5. Choosing a statistical distribution, in this case Weibull, an prepare times to
failure and corresponding cumulative hazard data for use in the selected
distribution to construct a hazard plot.

6. Excel is used to calculate values ai  plot charts. Even though the running times
are not plotted, they do d linet plotting points of the times to failure
through the reverse ranks.

7. Determining if the plotted ¢« 1 points roughly follow a straight line. If they do, it
is reasonable to conclude that the s¢ :cted distribution adequately fits the data and
draw a best fit straight line.

8. Estimating the values of the distribution parameters using the hazard plot. For

example; for Weibull di  t ion values of 6 and B can be calculated.

Following the steps mentioned :  ve, a graph is plotted for the complete failure d 1 as

shown below in Figure 3.7.
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Similarly, MTTF for Weibull distrit ion can be calculated using Equation 3-10;
MTTF=0.I“{1+%) ( 10)

Inserting the values of 6 and 8 fre  the graph and determining the value of I" from the

tables, we get;

MTTF = 3225.89.F.(1+ l J
0.7619

MTTF = 6711.771(2.317)
MTTF = 3786.45HOURS
MTTF = 0.43YEARS

We can see that the distribution is ¢ »wing decaying hazard rate, A(t), which is the infant

mortality part of the bathtub ci ; show in Figure 3.8.

0<p<1 = 0.76 = exponentially decr. ing function, describes infant mortality
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Again, applying Equations 3-9 and 3-10, we get;

slope(m) = 3 =0.6337

v -5.8853

O=p #=p 0o’ =10793.92 hours

MTTF = 1.7 years

0<B<1 =0.63 = exponentially decrr ing fi ction, describes infant mortality

3.10 Fault Tree Analysis

FTA can be simply described as . analytical technique, in which an undesired state of
the system is specified, usually events that result in failure. The system is then analyzed
to find all realistic ways in whicht unde ed event (top event) can occur. The fault tree
itself is a graphic model of the *  ious parallel and sequential combinations of far s that
will re It in the occurrence of the predefined undesired event. The faults can be events
that are associated with component hardware failures, human errors, software errors, or
any other pertinent events which can lead to the undesired event. A fault tree thus depicts
the logical interrelationships of basic events that lead to the undesired event, the top event

of the fault tree.
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FTA is a deductive, failure-basc ©~ proach. In determining the causes, a fault e is
constructed as a logical illi ration of the events and their relationships that are necessary

and sufficient to result in the undesired eve:  or top event.

In the previous section failure data obtained from field was analyzed and the following

failure modes were noted;

1. Temperature s sor failure
2. Pressure sensor failure
3. Communications failure

4. Power failure

In this section a Fault Tree Ai s will be conducted to further investigate the root
cause of these failures. Each m 2 of failure is plotted to show root cause of the ilure
and the probability of each component fail  is looked upon to determine the root-cause

of the failure.

Before fault tree analysis of the ove entioned failure modes are conducted it is
important to understand the block diagram of the whole circuit so that relationship
between components can be seen, v ich v 1 help in creating and understanding the fault
tree diagrams. Following Figure 3.15 shows the block diagram of the data recorder that

1s under study;
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Dov ° iLink
1
Real Time Clock Microprocessor Reset Switch
Ul u2 swi1
Memory ADC Amplifier
u3 U4 us
Temperature Sensor Pressure Sensor
TH1 TAB1
] L

Figure 3.15 ock Diagram of Data Recorder Tag

The DC power is supplied to the icroprocessor (U2) whi- runs the embedded fi ware

to control the rest of the circuitry.

Using MIL-HDBK-217F, failure rates of each component was calculated and
corresponding failure probability v ues were determined for Fault Tree Analysis. The

values are shown in the following Table 3.2;
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The analysis of the tree is conducted by expressing the top event as a Boolean algebraic
equival t of the tree itself. The top event “E1” is the union of 02 combin ions,

(intersections) of basic events, I'™ and Pin 2.

E1=E2+Pin2

E1=THI + R8 + Pin 2

The failure rate (A) of each component invc sed is used to calculate the Reliability (R) of
each component, whic is then subtracted from 1 to obtain the failure probability (P) of

that particular component.

For above failure event,
P(temperature sensor ilit = =P(77) + P(Pin 2)

=P(T [)+] R8)+P(Pin2)
Inserting the values of from table 1, we get;

P(E1)=0.011522581+ 0.0002 )1 +5.25599E-06=0.01173385=1.1%

The relative importance of each component can be obtained by taking the ratio of the

individual value of failure of probability tc e total system probability, P(E1).
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Table 3.3 Component importance for temperature circuit

Component Importance
THI 98.24%
R8 1.75%
Pin 2 <0.01 %

3.10.2 Pressure Sensor Failure

This mode of failure is described as when only pressure readings are not obtained due to
pressure sensor circuitry failure, which also includes, amplifier and signal converter.
This phenomenon is also observed,  temperature sensor failure, as flat line shov 1g an

infinite value of pressure in the data.

The fault tree of such failure event is shown in Figure 3.17;
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Figure 3.17 FTA of ressure sensing failure

Again using same concepts as applied previously;

El1=E2+E3+Pin3

El =TABI] + R18 + R19 +PK1 +PK1+ U5 + R3 + RS + R15 + E4 + Pin 3

El =TABI +R18+R19+PK +I 1+US5+R3+RS5+RIS5+(RI3*RI14*C5*C6)

+Pin3

Or can be expressed in terms of probability of failures, as;
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Figure 3.18 . . A for communications failure

E1=E2+E3+ BATT
El1=LEDI +R9+RI10+U2+Cl+RI2+ 4+BATT

E1=LEDI +R9+R10+U2+Cl RI2+(C8*F *UI *XI*(C2)+BATT

Hence,
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Figt  3.19 FTA for Battery failure

El =BATT+E2=BATT+U2+Cl1+R._+E3
El =BATT+U2+Cl1 +R12+(C8 *R6 * Ul * X1 *C2)

By inserting the valuc of probability of failure for each component, we get;

Hence,

P(E1) = 0.005320166 = 0.53%

The siy  ficance of each compor  t can be analyzed by considering the ratio of P(E1) to

individual failure probability, as low in Table 3.6;
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for failure in the different modes need to  explored in detail and manufacturn  and

assembly defects need to be eliminated before the deployment of these tags.

In next chapter these failure modes will be looked upon in greater detail for determination

of root cause of early life failures.
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of the tag to determine the rate of power ige at each stage and also to determine the

depreciation in the cell’s life when one activity is overused.

The tag once manufactured stays in running mode withdrawing a currents which depend

on the type of activity. The activities are;

1.

¢ ep: it is amount of cu nt needed by microprocessor to keep clock r ning.

This is a continuous current draw condition which is fixed during mission life of

the tag.
. Reset: this is the amount of current icroprocessor needs to reset the memory and
start logging in readii 35 m sensors from the beginning. This is an intermittent

current draw condition that depends on user and not fixed.

. Sample: it is the amount of current microprocessor needs when taking readings

from pressure 1d tempe ure sensors. This is an intermittent current draw

condition which is fixed during mission life of the tag.

. Download: it is the amount of current microprocessor needs when recorded data

is downloaded from tag’s memory « p to ¢« puter. This is also an intermittent

current draw condition that depends on user and not fixed.

Figures 4.8 to 4.13 show the me: irements of time and currents used by the data-recorder

tag. These measurements were ~ :en usii  a highly accurate Oscilloscope.
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Table 4.7 Life of data-record when used at +25°C and -16°C

Operating Temperature IR0 -16°C
21301.7/ nours 21255.64 hours
2.4 years 2.4 years

Life of Data-Recorder

Since there was only 46 hours of difference in battery lifetime when tested at +25°C and -
16°C, the life of the data-recorder tag, which includes continuous and intermittent drain

conditions, is more than 2 years.

The data download and reset activities are user dependent and ¢ be varied. Also, note
from Table 4.6 that data dov d activity draws more current and for longer period.
Addressing this relationship and its impact on tag life, a curve is plotted between the data

download activity and tag life sc relationship can be understood, see Figure 4.14.
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stresses on the surface of the de¢ recorder and has a potential to damage the soft and

hard polyurethane body.

Pressure experiments are conducted to test these tags under such pressures . 1 to

determine the design limitations.

5.2.1 Samples Preparation

Few test specimens were made using the same manufacturing procedure used for the
manufacture of the actual data-recorder . These test samples were moulded with
moisture absorption test paper t Chloride test strip), which turns white in colour
when moisture is absorbed. 1 isture tests strip replaces actual circuit board and
electronic components to keep cost of test specimens low. Tag size and dimensions were

exactly the same as the actual produ

5.2.1.1 Step 1

Preparation of moulds was done with moulding silicone. Once the silicone moulds were
ready, after an overnight cure, it wi fi :d to half its height with hard polyurethane and

left for over night to cure at room mperature. Figure 5.3 shows the process.
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Recorded data from the tags that failed under packaging failure mode show that animals
diving pattern was closer to 1500 psi (1000 meters) and also no physical damage was
noticed on the casing of the failed tags, means no cracks. This means that the water
penetration which is { - effect of packagii failure was not caused by high stresses or
openings through the plastic polyurethane body but could be due moisture diffusing

through the polyurethane material.

Chapter 6 further investigates packaging failure from moisture diffusion perspective since
it has been established that polyuret ine ackaging is strong enough to sustain high
pressure, 2800 psi, when applied for few : nutes, which is the normal behaviour of the
marine animals. Root cause of other failure modes, power, temperature sensor, pressure

sensor and communication diode wres will also become clear in Chapter 6.
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Cr=—r== (6-5)

Where;
Cy = correction factor
Z = thickness of specimen (mm)

X = length/width of the specimen

Zhou, Coffin and Arvelo (20t  suggested another correction factor, as shown in

equation 6-6.

D.= D(l+—1—+—] (6-6)

Where;

D = diffusion coefficient negle lge effect (mmz/hour)
D. = diffu n coefficient includii edge e :ct (mm?/hour)
h = height or thickness of the specimen (mm)

I = length of the specimen (mm)

w = width of the specimen (mm)

Using Crank's equation (Mathe ttics of [ fusion, 1956), shown in Equation 6-7;
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Table 6.2 Water absorption pro-  rties from polyurethane datasheet

Soft Polyurethane Hard Polyurethane

Water Absorption, %
(168 hours at 25°C) 0.3 0.2
ASTM D 570

Inserting the values of M{/M.. in Equation 6.9 for soft polyurethane, we get;

| 0.3

D== :
161 /168 2/

D=4.20x 10" mm¥hr

Using equation 6-11, moisture diffusion ingress rate can be calculated.

0.45(2 )
{990, =

420x10"

tgoe, = 4285.71 hours = 178.5 days

Using equations 6-9 and 6-11again for hard polyurethane, we get;
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p=" _O&
16 /1 68{;

D=1.07 x 10° mm%hr

toge, = 60560.74 hours = 2523.36 1ys = 6.913 years

The results are summarized in T: le 6.3 below;

Table 6.3 Diffusion coefficient for polyurethanes, soft and hard

3 Qaft Polyurethane Hard Polyuretkane
Diffusion Cc;efﬁcient. D 47 <10° 1.07x 107
(mm*/hr)
t99% ’
(dag) 178.5 2523.36

eferring to Table 6.3, it takes approximz y 6 months for the soft polyurethane circular
cap to fully saturate with water whereas 7 years for hard polyurethane. Considering it
takes 7 years to diffuse through 1 : hard polyurethane, it is not considered for FEA
simulation study. Only soft polyurethane circular cap was modeled in next section as it

diffuses in 6 months which can be the cause of failures in the tag.
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6.4.1 Boundary Conditions

As shown in Figure 6.4, Face 1 is exposing face of the circular cap where moisture is
applied and therefore concentration on Face 1 is set to 1, meaning completely wet. Face

2 and 3 are defined as completely dry faces and concentration set to 0.

L R S S N ]

Face 1
Moisture Concentration: ;
=111 \
Face 3

Moistu concentration: x,y,z
=0,00

Figure 6.4 Boundary conditions for moisture diffusion FEA model

Where;
C = 0 for complete dryness

C =1 for saturated wetness
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robust adhesive structures not only in microelectronic packaging applications, but also in

aerospace and structural applications w re high reliability is the key design eleme

7.1 Conclusion of Research

Throughout the study both experiments and  alytical models were developed to achieve
greater understanding of the phenomenon. These conclusions can be divided into four

primary sections.

Weibull analysis and hazard plots of failure obtained from field data show infant
mortality. Fault tree analysis  »w that all electronic components on-board have high

reliability as a system and eve the crit il component analysis for each sub-system

surpasses design life of the t: attery is the only component that determi :s the
ultimate life of the data-recorder id | Hvides life to the electronics beyond 2 years,
which 1s the design life of the The result of infant mortality attributes to poor quality

control in manufacturing process.

Second section of the thesis includes the experimental and analytical analysis of the tag to
address each individual failure mode. Power failures which is related to rapid discharge
of battery, is addressed by unc itanding the design limitations of the battery and
calculatit  the true life of the ry. ~ s is done by conducting experiments on the

battery at room and sub-zero temperatures. This methodology helped in under. inding
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Fatigue may occur due to repeated absorption and desorption of moisture in an adhesive

joint. Recovery results in this study have shown a significant, permanent loss in

interfacial fracture toughness upon fully drying after exposure to moisture. It would also

be interesting to evaluate the effect of multiple cycles of environmental fatig : on

interfacial fracture toughness, with one cycle consisting of saturated conditions followed

by fully drying.

Further recommendations are as  lows;

Humidity controlled envirc 1 1t is zeded at the manufacturing facility so that
complete dry electronic assembly is moulded.

Accelerated life testii  models to be researched and developed for environmental
stress testing

Burn-in times and burn-in « _ imizatic should be calculated using reliability theory
and practices before encaps ati1  the electronics

Models for different types stress tests to be developed for temperature, vibration,
humidity and electrical stresses

Further structural analysis ing FEM to be conducted on the area of contact at the
interface of the soft and hard polyurethane

More mechanical tests to conducted for bond strength of the two moulding
materials

More experiments and analytical anz sis needed to understand characterization and

modeling of moisture behaviour
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In-depth analysis of diffusion of moisture in multi-material system

Using humidity chamber fickian curve for moisture ehaviour to be developed for
further clear understanding of moisture behaviour in moulding compounds

Vapour pressure modeling for moistu  diffusion to be conducted to underst. d the
impact of moisture presence on the circuit board at different temperatures and
pressures

Further understanding of « " :ct of moisture on loss of adhesion between moulding

materials is needed for des 1qualific ion and evaluation
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