


























































































































































































































































































































































































































































































































many more options for register placement and this can be explored and optimized
for performance improvement. It is also necessary to conduct the performance com-
parison between the pipelined AES S-boxes based on composite field structures with

the S-boxes of structures other than composite field structures, such as the decoder-

permutation-encoder structure for low power purpose in [14]. In this way, a more

complete picture of performance characteristics of the hardware implementation of

the AES S-box is achieved.

Investigation of AES Datapath Architecture with Inner Round Pipeline

In this dissertation, we only investigate the architectures with outer round pipelin-

ing, i.c., pipeline that is only applied between two consecutive round functions for the

128-bit width datapath, and some cases of inner round pipelining (the pipeline within

the round functions) by using the pipelincd S-boxes (as is shown in Chapter 7). By

considering the entire hardware implementation of the round function of the AES
including ShiftRows and MizColumns, there is more datapath architecture pipeline
options available for the exploration of better performance and more performance

trade-offs.

Investigation of the Influence on Side Channel Attacks under Various AES

Datapath Architectures

Due to the increasing significance of the ability to resist side channel attacks for

block cipher it would be i ing to i i the behaviour

of the different AES datapath architectures under side channel attacks. Attention

149



could be given to the investigation of the behaviour of the architectures under power

analys

ince these architectures have quite different power characteristics as are

shown in this dissertation.

Design of the Successor of PUFFIN2 with Improved Security

According to the recently proposed cryptanalysis against PUFFINZ in [70], PUF-
FIN2 docs not fully achicve the originally claimed security strength and the vulnera-
bility lics in the involutional property of the cipher. It would be desirable to design
the new lightweight block cipher based on PUFFIN and PUFFINZ that has the en-
hanced sceurity resistent to the recently proposed cryptanalysis while still featuring

an involutional structure so that the compactness and the support for both encryption

and decryption remains
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Appendix A

Description of the Operation of the

ShiftRows Components

The operation of the ShiftRows components shown in Figures 6.2, 6.3, 6.4 and
6.5 is controlled through the multiplexers. All the 8-bit registers are driven with a
continuous clock. In order to demonstrate the operation of these components, the
contents of the registers at some selected clock cycles are shown in Tables A.1, A2,

A.3 and A4 for Figures 6.2, 6.3, 6.4 and 6.5, respectively, where the first clock cycle

is denoted as CC00 and the n-th clock cycle after CCO00 is denoted as CCn. The

content of a registe a byte of the State following the notation in Figure 2.1



Table A.1: Contents of the registers of the 8-bit width ShiftRows component at

the selected clock cycles

RO1 | RO2 [ RO3 | R04 | RO5 | RO6 | RO7 | RO8 | R09 | R10 | R11 | R12
CCO0 | Boo | Buo | Bao | Bso | Boa | Bua | Bax | Bay | Boa | Bia | Baz | Bsz
CCOL | Bio | Bao | Bso | Boa | Bun | Bay | Baa | Boa | Bia | Baz | Bsa | Boa
CCO4 | By | Buo | Bao | Bso | Boa | Bra | Box | Baa | Boa | Bus | Baa | Baa
CCO05 | Bio | B2o | Bso | Boz | Bia | Bax | Bsa | Bog | Bia | Bas | Bsz | Bio
CCO9 | Bio | Bao | B | Bos | Bus | Baa | Bz | Boo | Bio | Bio | Bio | Bon
CC12 | Bos | Bio | Bay | Bsa | Byo | Bio | Bao | Bio | Boa | Bia | Bia | Bia
CCI6 | Byo | Bio | Byo | Byo | Boa | Bia | Bay | Baa | Bia | Bio | Baa | Bia

Table A.2: Contents of the registers of the 16-bit width Shift Rows component at

the selected clock eycles

RO1 [ RO2 | RO3 | R0O4 | RO5 | RO6 | RO7 | RO8 | R0O9 | R10 | R11 | R12
CCO00 | Boo | Bio | B2o | Bso | Boa | Bia | Bay | Bsy | Boa | Biz | Baa | Bsa
CCO1 | Bao | Bso | Boa | Bro | Bay | Bsa | Boz | Bia | Baa | Bsa | Bos | Bis
CC02 | Boy | Bio | Bay | Bso | Boa | Bra | Bap | Bsa | Bos | Bis | Bas | Bsa
CCO3 | By | Bso | Boz | Bro | Bao | Bsa | Bos | Bus | Bas | Bsz | Bho | Bio
CC05 | Bzo | Bsa | Bos | Buo | Baa | Bsz | Bio | Bio | Bio | Bso | Bia | Bis
CCO6 | Bog | Bio | B | Bsa | Boo | Bio | Bho | Bio | Boa | Bl | Baa | Bia
CCO8 | By, | Biy | Bio | Bio | Bon | Biu | By | Bsy | Boa | Biz | Brz | Bia




Table A.3: Contents of the registers of the 32-bit width Shift Rows component at

the selected clock cycles

RO1 | RO2 | RO3 [ R04 | RO5 | RO | RO7 | ROS | R09 | R10 | R11 | R12
CCO0 | Boo | Bro | Bao | Bso | Boa | Buy | Bay | Bsa | Boa | Bra | Baa | By
CCOL | Boy | Bio | Bay | Bso | Boz | Bua | Bao | Bay | Bos | Bus | Bas | Bsa
CCO2 | Boa | Bro | Bao | Bsa | Bos | Bis | Bay | Bsa | By | Big | Bio | Bio
CCO3 | Bos | Buo | Ba | Bsa | Boo | Bio | Bao | Bio | Boa | Bia | Baa | Bia
CCO4 | Byo | Bio | Bao | Bio | Boa | Bia | Bau | Bia | Boz | Bia | Baa | Bia

Table A.4: Contents of the registers of the 64-bit width Shift Rows component at

the sclected clock eycles

RO1 | RO2 | RO3 | RO4 | RO5 | ROG | ROT | ROS
CCO00 | Boo | Bio | Bzo | Bso | Boa | By | Bay | Bsa
CCOL | Boa | Bio | Bao | Bsz | Bos | Bia | Baa | Baa
CCO2 | Byo | Bio | Bao | Bio | Boa | Bia | Baa | Bia
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Appendix B

Description of the Operation of the

MixColumns Components

The operation of the MizColumns components shown in Figures 6.6, 6.7 and 6.8
is controlled through the multiplexers and the AND gates. All the 8-bit registers
are driven with a continuous clock. In order to demonstrate the operation of these
components, the contents of the registers at the clock cycles of an operation are shown
in Tables B.1, B.2 and B.3 for Figures 6.6, 6.7 and 6.8, respectively, where the first
clock cycle is denoted as CC00 and the n-th clock cycle after CCO0 is denoted as

CCn. The content of a register is a byte following the notation in (2.2)
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Table B.1: Contents of the registers of the 8-bit width MizColumns component for

the clock cycles during a complete operation (m = n + 1)

RO1 R02 RO3 RO4
By ® 028, Bon ® Bin® 03By ® Bin
CCoo Bom
03By @ By | 02By ®03Bs, | ®Ban ® By
Bon® Bia® | 03Bon® Bin
ceol don’t care Bogn ® Bim
0285, ®03Bsn | ®Byy ® By
03Bon ® Bin 03By
CCo2 don’t care don’t care
@By © By By ® By
028y, ® 03By,
C€CO3 | don't care don't care don’t carc
®Bam ® Bym
RO5 ROG ROT
CCoo Bom 03B, 02By,
CCO1 | 03By @ Bim | 02Bom ® 03Bym | Bom ® 02B1,m
02Bym® Bom ®02B13 | Boon ® Bim
ccoz
03B1m By ®©03B2m ©02By
Bon @ 02B1® | Bon @ Bim® | 03Bom & Bim
CCo3
03B ® By | 02B2m ® 03By | ®Bam @ Bam
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Table B.2: Contents of the registers of the 16-bit width MizColumns component

for the clock cycles during a complete operation (m = n + 1)

RO1 RO2 RO3
Boy ® Bin®
Ccoo Boyu ® Bigu | 02Bom ® 03By
02By,, 03By

02Bo, @ 03B1m | Bon @ Bim®
ccot don’t care
©Bo @ Bym | 02By ® 03B3.

RO4 RO5 ROG
03B, ® By
ccoo 03By ® Biyn | Bogn 0281,
@Byn @ Bon

By ®02B1,® | 03By ® Biw
Cccol don’t care

03By @ Bym | &Bom © Bagn

Table B.3: Contents of the registers of the 32-bit width MizColumns component

for the clock cycles during a complete operation

RO1 R02 RO3 RO4

02Byn @ 03B1n | Bon ®02B1,2@ | Bou ® Bin® | 03By @ Bin
CCoo

DByn ® Byn | 03By @ By | 02By, © 03By, | ©Bop @ By
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