
















































































































































































































































































































































volutiouHi Hnd the datapath can he used for key generation. T hese feature;; 

nllow for very compact serialized hardware implementation. Compared with the pre­

vious moot compact hiock cipher PRESENT, which requires different hardware for 

em;ryption and decryption operations, PUFFiN2 ean he huilt wi th smaller urea ami 

has the hardwnre for both cncryption and decryption operations 

9.2 Suggestions for Future Work 

Due to the limit of timc, wille further research ha.;; not boou (:omim;ted Hnd 

illduded in dit;SCrtation. Thel;e work is mcntioned in the following 

Ill vestigat ion of P ipe line for Sp ecific A ES S-Box Structures 

The illl'estigation of pipeline configurations for thc AES S-box bllscd on a 

typical composite field structure from [5) ill order to show the typica1 effen on perfOT­

llHlw.:e hy pipdillillg. There a llumber of other cOIiJ\-,ooite field S-hox strud,ul'es , 

including [6] , [7), [8), [9), [10) and (1:1), and these arc u:sually elahorately 

developed to achic\'e certain perfof!nance benefits over the typical structure adopt 

iu thi;; dissertatioll. It <:an be expcdoo that investigating the pipeline configurations 

for I'adl of tbt' S-hox stfll('!. llft'S in pipelillN\ S-hox illlplPmell­

tatiOIlS with hetter performance thiln those examined in I.hb It is also 

worthwhile to new composite fie ld that are devel­

oped for pipeline.:1 strndure. !l.loreover, the p1H.(;ement of pipeline registers examined 

in this dissertation is determined either hy the synthesis tool at the gate level or 

hy thc virtual compuncnt boundary at the component level There ac tually exist.s 
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many more options for regi~ter placemcnt «nd this can be explored Hlld optimiz ~'{1 

for perfOrtnHllee improvement. It is also n~'Ces.<;a!y to conduct the perfornwnef' ~om­

parisoll betwccn the pipelincd AES S-boxes based on composile fiel d stIuclur~ with 

the S-boxes of ~tructures other than composite field struct ures, such as the decuder­

permuta tion-encodcr structurc for low power purpose in [141. [n this way, a more 

complete picture of performance eharacteri~tics of thc hardware implementation of 

the AES S-box is achieved 

Investigation of A ES Datapath A rchitecture with Innor Ilound P ip e li ne 

[nthisdisscrtlltion, weonly invc>;tigatp the architectlln,; with outerrulllld pipclin­

ing, i.c" pipeline that is only applied betwccn two eonsecut ivc round functions for the 

128-hit width datapath, and sonte cases of iuncr round pipclinillg (the pipclinc within 

tlw round [unctions) by llsing the pipelined S-boxcs (as i~ shown in Chapt,'r 7). By 

considering the entire hardwnfe implementation of the ronnd funct ion of the AES 

im;lmliug ShiftRu11!s and MixCu/UIIIHS, there is morc datapath (lfehitccture pipeline 

options available for the exploration of bcttcr performallCC and more perforrnillice 

l.radL' .. olf~. 

Inve~t igati oll of the Influ L'IH;e O il Sid e C ha nne l A ttacks under Var io us A t:S 

Da ta path Architect ures 

Due 10 the increasing significancc of the abili ty to r~'8 ist. 8id,~ channel at.tH.Ck~ for 

block cipher ilrlplelrlentat ion~. it would be interesting to invC8tigat.e the behaviour 

of lhp <iiffprpnt AES ,lal.apalh IUf'hit(X·l.uH'S IIml,'r ~ide dJalllwl a1.1.a,.ks. AII('nTioti 



could bc ~iVCll to the inycst igation of tllC behaviour of the Il rc1J i tedurL~ undcr powcr 

analysis sin~c these <lrchitcdu!'cs h<lVC quitc d iffc rent power ch <l fncteristics as [l fe 

~howtl in tiJis dissertat ion, 

Design of the Successor of PUFFIN2 with Improved Secu r ity 

Accordiug to the roecntly proposed cryptaualysis against PUFFlN2 in (70], PUF­

FlN2 docs [Ju t fully achieve the originally claimed security strength [lnd thc l'ulnf"Ca.-

bility lie;; in the involut iOlllll property of the ci pher. It would be desirable to dc;;igll 

the new lightweight block cipher ba.~ed O il PUFFIN and PUFF1N2 that has the (~n-

llanced ~'(;ur ity rc;; istcnt to the recently proposed cryptanillysis while sti lt feat uring 

an ill\'olut ional structure so that the compactness nnd thc support for bolb cllcrypt ioll 

and dc'(;ryption remains 
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Appendix A 

D escription of the Oper ation of the 

Shi ftRow s Components 

The opcmtiou of the ShittRows components ~ho\\'n ill Figures 6.2, 6.3, (iA and 

6.5 is controlled through the llIultiplexers. All the 8-bit rcgi~ten; arc driven with II 

continuous c1U(;k. i ll order to demonstrate the operation of these components, the 

contcnts of the registers at some selected clock cycles arc shawl! ill Tables /\.1, 1\.2. 

A.3 and A.<I for Figur{,'S 6.2, 6.3, 6.'1 and 6.5, respec ti\-c!y, where the first clock cycle 

is dCllotl..'(i as CCOO and the II -th clock cycle after ecoo is denoted !~~ cell The 

l.'Olltcnt of a register is 11 byte of tim Stale following the Hotation in Figure 2.1 
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Table A,I Contents of the registers of the 8-bit width Shijl Rows component lit 

the selected dock cycle!> 

nOI R02 n03 RO'I n05 ROO H07 H08 R09 1110 Ril BI 2 

ecoo 130,0 8 1.0 B~.o BJ.O Bo,) B1.1 Bu B3 ,) Bo.~ 81.~ B2,2 Bu 

c eol B) ,o /J~.o Iho BO.1 B),) 8 2,1 8.1.1 BO,2 13) ,2 112,2 B3•2 110.:1 

CCO·I 110•1 Bl,O B2.0 B3.0 BO.2 B1,2 8 Z•1 B3.1 130,] Bu ih .3 Bu 

CC05 111.0 Bu) 8 3.0 8 0.2 8 1.2 Bv 133.1 ilo.3 B ) ,] B1,J B3 ,2 130.0 

CC09 8 1.0 lJ~.o 8 3,) BO.3 BI.3 lJ~.) Bu Bo.o 8;,0 13~.0 1J~.0 130.1 

CC I2 BO.3 B1.0 B7,1 B3,2 Ho.o B;.o B~ ,o B;.o BO.I B; ,) B~.I B~, ) 

CC iG Bo,o B;.o B~.o B~.o BO,) B;.) B~.) 8'3.1 B~.2 lJ;,2 B;.2 lJ!I.2 

Table A.2: Contents of the registers of the Iii-bi t width Shijlfrows compollellt ilt 

thcsclccted d ock cydC!> 

ROI 1102 R03 R04 R05 B06 H07 R08 B09 RIO 111 1 B I2 

CCOO Bo.o BI.o B7,0 B3.0 Bo" BI.I B~ ,) 113.1 Bo.2 B1.2 B2.2 lJ3.~ 

CCO I B2.0 B3.0 Bo.) B1,0 8 2.1 B3.1 lJo,2 B1.2 112.2 113,2 110.3 Bu 

e e02 Bo,) B1.0 B2.1 B3,0 Bo,2 B) ,2 llz,u Bl ,) BO.3 B1,3 B2,3 B:1.2 

CC03 lhl 113.0 BO.2 BI.o B2,O B3,1 Bo.3 Bu Bu Ih~ Bo,o 13; .0 

CC05 il~,o [h,1 Bo.:1 111.0 112.1 B) ,2 Bo.u B; ,o B;.o 11~.u Bo,1 B; .I 

CC06 BO.3 B1,0 8 2.1 Bu Bo.o B;.o B;.o B~.o BO,) 8 ;.1 B~.I B~,1 

ee08 Bo.o B;.o B;,o B;.o BO.1 B;.I B;,1 B;.I Bo,~ 11;.2 B;.2 B~,2 
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Table A.3: e()[[tl~[[ts of the registers of the 32-bit width Shi/I.Raws component at 

the selected clock cycles 

IW1 R02 IlO3 R04 [W5 ROG H07 HOB IW9 HIO HII Hl2 

CCOO lio,o li] ,o 8 2,0 liM liD.] lil.l iJ2 ,] 8:u 110.1 11],2 B2,2 8 1,2 

ee01 lio.1 Bl,o B2,1 lho lJo,z 1hz liz,o il:J,l 110.3 li l,:1 il2,;1 iJu 

Ce02 110.z 8 1,0 8 2,0 8 3,] 80,3 Ih:1 112 ,1 113 ,2 llo,o Il;,u B~,u B; ,o 

CC03 111).:1 13).0 132,[ 8 3,2 130,0 8;,0 8;.0 13~,0 BO,1 B;.1 B;,I B~ ,1 

ee04 80,0 Il; ,o 132.0 13;.0 130.1 B;,1 8;.1 B~.I BO,2 8; .z B;,2 B:'1,2 

Table 11.4: eontcllts of thc Icgi~tcrs of the G4-bit width Slli/tRows compo))p))t at 

the sckctL'tl dock cycles 

CC02 Bo,o 8;,0 B;.o n;,o Bo,1 Bl.1 B~. I B;,1 
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Appendix B 

Description of the Oper ation of the 

M ixColumns Components 

The operatioll of the MixColulIUjs colllvoucnts shown in Figures (l,G, G.7 and G.8 

is controlled through the multiplexers and the AND gates. All the 8-bit registers 

<01'(' driven with a cont inuous clock . In order to demonstrate the operation of these 

components, UJC colltents of the registers at the clock cycle,; of an oppratioll are showll 

in TuLles B.I , B.2 and 13.3 for Figures fiJi, 6.7 and G.8, rcspccth-c!y. wllf'rc the first 

clock cycle is deJloted a" ecao lind the U-tll clock cycle after eCaD is denoted lL~ 

Cell_ The contellt of i\ rcgbtcr is a byte following the notation ill (2.2) 
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Taole l1.1: Contents of the registen; of the 8-oit width /ldixCo/ulI!1!S component for 

the clock cycles during a complete operation (/II = /I + I ) 

ROI n02 R03 RM 

Bo,,, ffi 02Bl," ffi Bo." $ Bl,"CD 03Bo." (!) B l," 
ceoo Bo.", 

03B2,,, ffi BJ,,, 02B2." $ 03B3." $ 8. •. " $ B2.,, 

8 o."IDi31."ID 0380.,,$ 8 1,,, 

eeol don't care lJO.m EIl lJI,,,, 
02B'1." tfl 03H:1." (jj /J2 ." EIl Hz,,, 

03Bo." tfl BI.n O:IBo,,,,Q) 
ee02 don 'tclul' don't eare 

EIlBZ." (!) JJ2 ,, il l,mill/h.m 

02LJo.", (!) 03IJl.m 
Ce03 don't care don't cme don't cme 

tfl LJz.", CD B3,m 

I I ROS ROG n07 

CCOO 8 0,m 03IJo.", 02LJo.", 

eeOl 03Bo.", $ B l.m 02Bo,,,, ID 03B1•m ilo,,,,ID 02BI.,., 

02LJo . .,, (D Bo,,,, m 02LJ1,m LJo.", (!) 8 ],m 
CC02 

03LJ I, m ill JJz,m (1)038 2,,,, 0 02il2,,,, 

ilo,,,, $ 02BI..,, ID ilo.", m B I ,,,, (!) 03LJo . ." ill ill,,,, 
CC03 

0382,,,, ffi 8:1.", 02LJz.m (l) 038J.", (fI i32 ,,,, (JJ 8 z .... 
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Tuble U.2: Contents of the rcgi~tcr~ of the !G-bit width MixCohmms componcnt 

for thc c1()~k cycles during a complete operation (111 = II + I) 

HOI R02 R03 

lJO.n tD lJ l .,, (}) 

CCOO lJo.", Ql Bl,m 0280,", tD 03lJ l .,., 

02B2,n CD 03B3.n 

02Bo,,,, tD 03BI,,,. Bo.", IJ) B l,mlJ) 
CeOI don 't care 

EBB~"" tD B3.'" 02B2.". tD 03B3.", 

R04 R05 !lOti 

03Bo,,, tD 8 1." 
CCOO 0380.", tD B I, ,,, Bo ... , (1) 0281 .... 

EfJ Bz.n tD Bz.n 

Bo.rn tD 028l,mEB 0380.". tD Bl .... 

eeol don' t care 
03B2,,,,tD 8 3.". ffi Bz.mtD B2.". 

TaLle 13 .3: Contents of the registers of the 32-uit width AJixCoiurrms cOlll Ponent 

fOf the clock cydes during a complete operatioll 
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