DESIGN AND IMPLEMENTATION OF PEER-TO-PEER ENERGY TRADING
SYSTEM USING INTERNET OF THINGS AND BLOCKCHAIN

©Mirza Jabbar Aziz Baig, B.Sc., M.S.

A thesis submitted to the School of Graduate Studies
In partial fulfillment of the requirements for the degree of

Doctor of Philosophy in Electrical Engineering.

Electrical and Computer Engineering Department

Faculty of Engineering and Applied Science

Memorial University of Newfoundland

March 2024

St. John’s Newfoundland and Labrador



Dedication
This work is respectfully dedicated
to
My Father

For earning an honest living for us

My Mother
A strong and gentle soul
My First teacher
Who taught me
to
Trust in Allah
Believe in hard work, honesty and

Never give up



Acknowledgements

In the Name of ALLAH, the Most Beneficent the Most Merciful.

To begin with, I would like to thank Allah (S.W.T.) for the grace and favors throughout
this Ph.D. program. As an expression of gratitude, I would like to thank the Prophet Muhammad
(Peace Be Upon Him), the last and final messenger of Allah (S.W.T.) who, through his profound

teachings and exemplary life continues to inspire millions of people around the world today.

Thank you so very much to my thesis supervisor, Professor Mohammad Tariq Igbal. His
unwavering dedication, vast knowledge, and profound insights have been the cornerstone of this
research journey. As a result of his resolute support, patient guidance, and constructive feedback,
this thesis has been shaped into a comprehensive and impactful piece of work. I was fortunate to
have been mentored by an exceptional individual who gave me the opportunity to explore new
horizons and believe in my capabilities. Thanks to your mentorship, I have not only gained
academic proficiency, but also developed both as a researcher and as a person. Your time,
expertise, and passion made this research both rewarding and enlightening. In gratitude for the

opportunity to work under your supervision, I will cherish your contribution for the rest of my life.

Dr. Jahangir Khan, an exceptional co-supervisor. Even though there was a considerable
time zone difference, their steadfast commitment to my research journey was evident. He has gone
to great lengths to improve my writing skills, which I greatly appreciate. Through his expert

feedback, I have been able to enhance the quality and clarity of my research.

Dr. Mohsin Jamil is a remarkably skilled co-supervisor. I greatly appreciate the

comprehensive, personalized support I received from Dr. Jamil as a mentor. By providing



constructive feedback and meticulously reviewing my work, they significantly enhanced the

quality and impact of my work.

Further, I would like to express my gratitude to Dr. X. Liang, Professor at the University
of Saskatchewan, who was my co-supervisor during the beginning of my degree program, then she

left Memorial to pursue a more promising career.

In moving forward with the fruits of this research, I would like to share the credit with my
wife Ms. Sehrash Jabbar Baig. My driving force has been your support, understanding, and
patience. Without your assistance and encouragement, this accomplishment would not have been

possible.

As a true pillar of strength, Dr. Mirza Akash Aziz Baig, thank you for being more than just
a sibling. Throughout this research, your encouragement and belief in my abilities have been

instrumental.

As I celebrate the completion of this thesis, I would like to acknowledge my older son
Hussain, whose insightful questions and thirst for learning continuously inspired me, and my
younger son Hassan, whose giggles and innocent wonder always provided me with therapeutic

relief during times of stress.

A special thank you to the members of my research group for their commitment to my
research and friendship. This endeavor would not have been possible without your camaraderie

and team spirit. Having been a member of such a great team makes me proud.

I appreciate the generosity and selflessness of all those who provided support during the

first phase of my adaptation here in St. John's. Your support was a beacon of comfort in this foreign



land, whether it was a welcome at the airport, assistance with navigating the local system, or
introductions to new friends and communities. Thank you for your kind words, smiles, and genuine

concern, which have made this journey truly memorable.

I'am happy to complete this thesis, and I will carry with me the cherished memories, lessons
learned, and support I have received from my supervisors, family, and friends as I embark on new

horizons.

Heartfelt gratitude and appreciation,

Jabbar.



List of Contents

Title Page Number
] A0 G A D xii
List Of Tables. . ... XVi
&) (03 47 0 0 T xvii

ADSITACT. . .ot Xviii
1. INTRODUCTION AND LITERATURE REVIEW ... ..o e 1
1.1 INtrodUCHION. ... 1
1.2 Literature ReVIEW. ..ot 5
1.3 Research ODbJectiVes. ... ...ouiiuiii i 15
1.4 Significance of the Research................ooo 16
1.5 Thesis Organization ...........o.oouiiiiitiit i 17
Bibliography..... ..o 18

2. DESIGN AND ANALYSIS OF AN ISOLATED DC MICROGRID FOR A REMOTE

COMMUNITY IN PAKISTAN ..ottt et e e e te e e eiee e 25
Co-authorship Statement. ... ..ottt et ce e eae e 25

2.1 INtroduction. ... ... e 26

2.2 NI LTS B TET 5 01310 ) o HAP 30

23 SyStem DESIZN. .. uiintiiti et 31
24 System Configuration and Components.............c..oeveveiuiininiiniennn.. 33
2.5 Microgrid configuration and P2P Energy trading Scheme........................ 35

Vi



2.6

2.7

2.8

CONCIUSION ..t ettt e e e e 38
FUtULe WOTK ..o e e 38

Bibliography.......ccooiiii 39

3. PEER-TO-PEER ENERGY TRADING IN A MICROGRID USING INTERNET OF

THINGS AND BLOCKCHAIN. .. ...ttt e 41
Co-authorship Statement. ..........c.ooiiiii i e 41

3.1 INtrodUCtion. ... ..o e 43
3.2 Related Work ... 46
33 Internet of Things ........ooiiiii e 51
34 Blockchain ... 53
3.5 Smart CONIACE. ......ee e 54
3.6 System DeSCriPtion. ......ovuiuuiniit i 56
3.7 Experimental Setup..........oouiiiiii 61
3.7.1 Hardware Setup.........o.oouiiii 61

3.7.2 Software Setup........ouevii i 64

3.7.2.1  Node-Red flow.......cooiuiiiiiiiiiiiii 65

3.7.2.2  Node-Red User Interface (UID)...........cooceeviiiiiiiii, 67

3.7.2.3  Payment Execution.............c.cooviiiiiiiiiiiiiiiiiiin, 70

3.8 CONCIUSION. ..ceitttiit e e e e 74
Bibliography . ......co.oieii e 75

Vii



4. DESIGN AND IMPLEMENTATION OF AN OPEN-SOURCE I0OT AND BLOCKCHAIN-

BASED PEER-TO-PEER ENERGY TRADINGPLATFORM USING ESP32-S2, NODE-

RED AND, MQTT PROTOCOL .....uuiniitiiie e e e 79
Co-authorship StatemMeENt. ... ..ottt e e eeee e ee e e 79

4.1 INtrodUCtiON. ...t 81
4.2 A Brief Overview of Technologies.............ooiiiiiiiiiiiiiiiiiiiiiieas 88
4.2.1 Blockchain Technology..........cooieiiiniiiiiiiiiie e 88

4.2.2 Internet of Things (I0T)......ooveiiiiiii e, 90

4.2.3 Message Queuing Telemetry Transport (MQTT) Protocol............. 91

4.3 The System DesCription..........o.vvuiiitiiiiie i 93
4.4 Components of Proposed Peer to Peer energy Trading Platform................. 94
44.1 SBIISOTS . ettt ettt e e e 94

4.4.1.1 ACS 712 Hall Effect Current Sensor............c..coouvvuiniineeennen. 94

4.4.1.2  Voltage SenSOT......ovuiiitiiiiee it 95

4.4.1.3 ESP32-S2 Micro-Controller...........c..coooiiiiiiiiiiiiiiin. 95

4.4.1.4 Wi-Fi Router (Communication Channel) ............................ 96

4.5 Web Interface and Node-Red IoT server ...........coooiiiiiiiiiiiiiiiiiiiinn, 96
4.6  Implementation Methodology ..........cvvieiiiiiii e 102
4.7  Hardware Design and Implementation................cccoiiiiiiiiiiiiiiiiieiennn. 104
4.8  Experimental Setup for the proposed Peer-to-Peer Energy trading Platform.....106
4.9 Testing and Results..........ooiiiiii i 106
4.9.1  ReSUILS. ..ottt 107

O OB B et 1 T ) D P 114

viii



4.11

CONCIUSION. . . ettt e e e e e e 115

412 FULULE WOTK . oottt e e e e 116

Bibliography........coooiii 117

5. A LOW-COST, OPEN-SOURCE PEER-TO-PEER ENERGY TRADING SYSTEM

FOR A REMOTE COMMUNITY USING THE INTERNET-OF-THINGS,

BLOCKCHAIN, AND HYPERTEXT TRANSFER PROTOCOL..................... 121

Co-authorship statement..............cooiiiiiiiiii e 121

5.1 INtrodUCtion. ... ..o e 123

5.2 Literature ReVIEW. ... ..o 124

53 Site DESCIIPHION. .. ee ettt et 130
5.4 Hardware and network structure for the proposed P2P energy trading with

microgrid configUIation. ..........o.vviiiiiii i 132

5.5 System Components and technology used.................c.oooiiiiint. 134

5.5.1 Raspberry P14B. ... 135

552 ESP32-WROOM-32....eiiiiiiie e 137

553 The Blockchain............oooiiiiii e 138

554 User Interface. ........oouvveiiiiii i 139

5.5.5 HTTP Request-Response Protocol..............coooveiiiiiiiiiiinn... 140

5.5.6 Communication Channel...............coooi 141

5.6 Prototype design and Experimental setup.............ccooevviiiiiiiiiiiiiiinnn, 142



5.7

5.8

59

5.10

5.11

RESUILS . oo 146
DISCUSSION ..ttt e e e e e e e e e 154
CONCIUSION. .« e ettt e e e e e e e e, 157
FUtULE WOTK . oo e e 158
Bibliography.......cooiiii 160

6. Blockchain-Based Peer-to-Peer Energy Trading System Using Open-Source Angular

Framework and HypertexXt...... ..o 166
Co-authorship Statement.........c.oouiitii it e e aeaees 166

6.1 INtrodUCtiON. ...t 168
6.2 System DeSCription. ... ...oouiiniitiit i 173
6.3 Technology and Software.............cooviiiiiiiiiiii e 175
6.3.1 Raspberry Pi.....oooiii 175
6.3.2 ESP 3 2-S 3 177
6.3.3 The Blockchain............oooi 177

6.3.4 Internet of Things (I0T)......ccevviiiiiii e 179

6.3.5 User Interface. ........ccoooiiiiiii 180

6.3.6 Communication and Network................oooi 181

6.4 Design and Implementation of Hardware Component.......................... 182
6.4.1 Prototype Design ......oouviuiiiii i 183

6.4.2 Experimental Setup..........ccooiiiiiiiiiiii 184
6.5 Implementation Methodology...........c.ooeiiiiiiiiiiiiiiee 185



6.6

6.7

6.8

6.9

7.1

7.2

7.3

7.4

Testing and Results.........coooiiiiiiii e 187

DISCUSSION ...ttt 195
CONCIUSION ...ttt e 198
Future Work. ... 199
Bibliography.......ccooiiiii e 200
CONCIUSION. ..t e 205
N0 10100 E: ) o P 205
Research Contributions. ..........ooiiuiiiiii e 209
Future Work. ..o 212
List of Publications...........c.oiuiiuiiiiii e 212
7.4.1 Journal Articles..........ooiiiii 212
7.4.2 Refereed Conference Publications...............ccocceeiiiiiiiian.. 213

Xi



List of figures

Figure 2.1, Proposed SIte .....oinuiiiit ittt e et e et e e 29
Figure 2.2 Aerial view of the proposed SIt€ ...........ccoviiiiiiiiiiiii i 29
Figure 2. 3. Monthly Average Solar Global Horizontal Irradiance (GHI) data...................... 30
Figure. 2.4. Daily, monthly, and yearly load profile of one house in the community............... 31
Figure 2.5. Optimal configuration of the proposed system.............ccoviiiiiiiiiiiiiiiennnnn. 33
Figure 2.6. Monthly electric production for one house in the community............................ 34
Figure 2.7. Configuration of proposed microgrid with P2P energy trading scheme................ 35
Figure 2.8. System connection within a house. ... 37
Figure 3.1. Internet of things and renewable energy trading...................coiiiiiiiiiiiiiinen, 52
Figure 3.2. Basic blockchain.............o i 54
Figure 3.3. Working of smart CONtract .............cooiiiiiiii e 55
Figure 3.4. Block diagram of P2P energy trading...............coiiiiiiiiiiiiiiiiiice 57
Figure 3.5. Schematic diagram of the proposed System..............cooooiiiiiiiiiiiiiiii 59
Figure 3. 6. Hardware setup of P2P energy trading model.................ooooiiiiiiiiiiiiinn. 62
Figure 3. 7. Load connected to P2P energy trading model.................c.ooiiiiiiiiiiiinn. 62
Figure 3. 8. Node-Red flow for the proposed P2P energy trading model............................ 66
Figure 3.9. Node-Red User Interface.............oooiiiiiiiiiiii e 67
Figure 3.10. Email notification of @nergy..........co.oiiiiiiiiiiii e 67
Figure 3.11. Events shown in debug window...............ooiiiiiiiiiiiiiii e 68
Figure 3. 12. P2P energy trading e-mail notification...............c.cooviiiiiiiiiiiiiiiiiinnnn.. 69
Figure 3. 13. Accounts with associated balance on Server...............coovviiiiiiiiiiiniiiniannnn. 71
Figure 3.14. Blockchain status on the Server............ooiiiiiiiii i 72

xii



Figure 3.15. Block details. .......ooouiiiiiii e 72

Figure 3.16. MetaMask plugin........cc.oiiniiiiiii e e ae e 73
Figure 4.1 Blockchain Server.........oouiiiiiii i e e eeeee e 89

Figure 4. 2 Internet of things platform............ ..o e, 90
Figure 4.3 Overview of MQTT Protocol..........cciiiiiiiii e 92
Figure 4.4 P2P energy trading platform architecture.................coooiiiiiiiiiiiii e, 93
Figure 4.5 Web interface of proposed P2P platform with MetaMask add on......................... 98
Figure 4.6 MetaMask plugin...... ... 99
Figure 4. 7 Node-Red flow for data acquisSition..............coeiiiiiiiiiiiiiiiiiieie e, 100
Figure 4.8 Node-Red flow to facilitate energy trading.................oooiiiiiiiiiiiiiiiiiinne. 101
Figure 4.9 Hardware design for the proposed P2P energy trading platform........................ 105
Figure 4.10 Experimental setup for the proposed P2P energy trading platform................... 105

Figure 4. 11 Energy demand posted by the buyer.................ooi 108

Figure 4. 12 Available Energy posted by sellers............coooviiiiiiiiiiiiii i 108
Figure 4. 13 Blockchain Status On SETVET.........ovuiitiitiitiii i 109
Figure 4.14 Details of block 64 on the blockchain server.................coooiiiiiiiii 110
Figure 4. 15 Details of block 63 on the blockchain server...................oooiiiiiiiiiiin..n. 110
Figure 4.16 Successful transaction status on web interface................coovviiiiiiiiiiiiian 111

Figure 4.17 Flow chart of proposed P2P energy trading platform........................c 112
Figure 4.18 Node-Red dashboard..............oooiiiiiiii e 113
Figure 5.1. An aerial view of the selected location...................ooiiiiiiiiiiiiii 130
Figure 5.2. Actual view of the proposed Site...........o.vvuiiiiiiiiiiiiiiii e 130
Figure 5.3 Proposed P2P Energy Trading System Architecture..................cooviiiiinin.e 133

Xiii



Figure 5.4 Microgrid Configuration of proposed Energy Trading System ......................... 134

Figure 5.5. Ganache blockChain SeTVer..........oouuiiiiiii e e e 139
Figure 5.6. User interface for peer-to-peer energy trading.............ccoovviiiiiiiiniiiiieinnennn... 140
Figure 5.7. The distance between houses and the Wi-Fiserver...................ooooiiiiin.. 141
Figure 5. 8. Hardware implementation of the low-cost server...................coviiiiiiinn... 143
Figure 5.9. Experimental setup for the proposed P2P energy trading system....................... 143
Figure 5.10. Flow chart of the proposed P2P energy trading system......................c.oeeene. 147
Figure 5.11. MetaMask @XtenSION. ... .ottt e e 148
Figure 5.12. Blockchain Server...........oouiiiiiii e 150
Figure 5.13. Block details.........oouiiuiii e 150
Figure 5.14. Block Details. ..o 151
Figure 5.15 Account Status after Transaction...............oooiiiiiiiiiiiiiiiiii e 151

Figure 5.16. Transaction details on blockchain.................coo 152
Figure 17. Energy demand on user interface. ............ooeoiiiiiiiiiiiiiiiiiii i 152
Figure 5.18. TOT SErVer StatUS. .......ouiutitiit it 153
Figure 5.19 Energy offered by the seller...... ... 153

Figure 6.1. An overview of system architecture................c.oooiiiiiiiiiiiiiin e 174
Figure 6. 2. Starting Ganache SeIrVer...........o.uiuiitiitiit e 179
Figure 6. 3. Angular based User Interface. ..o, 180
Figure 6.4. Basic Hardware Implementation................c.oooiiiiiiiiiiiiiiiiii e, 183
Figure 6. 5. Experimental Setup....... ..ot 184
Figure 6.6 System flowchart....... ... e 188
Figure 6. 7. (a) Accounts Import (b) User Authentication...............ccooeviiiiiiiiiiiiniinnnn.. 189

Xiv



Figure 6.8. MetaMask notification for purchase...............coooiiiiiiiiii i, 190

Figure 6. 9. My Account Status on Ul.........coooiiiiiiii e 190
Figure 6. 10. Other Peers Buy Energy Status on UlL.............coooiiiiiiiiiiiiii e, 191
Figure 6. 11. Other Peers Sell Energy Status...........cooiiiiiiiiiii e 191

Figure 6. 12. Local Blockchain Server............c.cooiuiiiiiiiii e, 193
Figure 6. 13. Block details........ooviiiiiii e 193
Figure 6. 14. Information about blocks.......... ..o 194
Figure 6. 15. Details of Energy transaction..............ooeoiuiiiiiiiiiiiiiii i 194
Figure 6. 16. Server status for the Internet of Things..............oooiiiiiiiiiii 194

XV



List of Tables

Table 2.1. Homer System and Optimization..............ooviiiiiiiiiiii i eieeeeeneen, 32
Table 3.1 Summary of Related Work....... ..o e 49
Table 3.2 Hardware DesCription..........oiuuiitiitiee et e e et e e e e e neeeaeans 63
Table 3.3. Software Setup Description of the Proposed P2P Energy Trading Model............... 64
Table 4.1 Components used in P2P energy trading platform........................cooiiina, 97
Table 5.1. An itemized bill of COMPONENtS..........ooviiiiiii e e 154
Table 5.2. Power requirement of the proposed system..............cooeiiiiiiiiiiiiiiiiiiiiaann.. 156
Table 6.1. Component-specific POWET Te€qUITEMENTS. ... ....uenuententeteaneeteateeeeeeanenan, 195
Table 6.2. Pricing Information for Hardware Components................ccooeviiiiiiiiiiiinenn... 196

XVi



Acronyms

[oT Internet of Things

DG Distributed Generation

pP2p Peer-to-Peer

HMI Human—Machine Interface
SBC Single-Board Computer
Pi4B Raspberry Pi 4 Model B
HTTP Hypertext Transfer Protocol
CPU Central Processing Unit

CLI Command-Line Interface
SSID Service Set Identifier

PV Photovoltaic

FID Field Instrumentation Device
1P Internet Protocol

MQTT Message Queuing Telemetry Transport
ESS Energy Storage System

Ul User Interface

SBC Single Board Computer

SoC System on a Chip

GUI Graphical User Interface

HOMER Hybrid Optimization of Multiple Energy Resources

XVii



ABSTRACT

With advancements in renewable energy technologies, consumers are becoming
prosumers, and renewable energy resources are being used in distributed networks. In an isolated
distributed system, peer-to-peer (P2P) energy trading is one of the most promising energy
management solutions. In this research, we propose a P2P energy trading method for micro-grids
using open resources and technology. A DC-micro-grid has been designed for a remote site in
Pakistan. This site is in the northern part of Azad Jammu and Kashmir, Pakistan, within the lower
area of the Himalayan Mountain range. Several of the modern amenities, including road access,
are lacking in this area. For this remote site, an open-source and low-cost P2P energy trading
system is designed and implemented. A photovoltaic (PV) system is also designed using HOMER
Pro. The microgrid design is composed of PV panels and battery banks, designed after considering
the load profile of each house. The proposed P2P energy trading platforms mainly comprise an
Internet-of-Things (IoT) server to transfer the energy amongst the peers without human
intervention. An Ethereum based private blockchain is suggested for money transfer in the form
of cryptocurrency. The 10T server enables the peers to control and monitor self-produced energy,
while Ethereum based private blockchain facilitates the financial transactions associated with the
energy transfer. The proposed open-source P2P energy trading platform facilitates energy trading
amongst the peers and provides real time data acquisition, monitoring, and control of self-
generated energy at a remote location. This research involves the use of four different techniques
in order to establish a P2P energy trading architecture, as well as a microgrid design with low-cost,
low-power components and open-source technology for a remote community. The first technique
to set up the P2P energy trading platform involves the following key components, Arduino UNO,
ACS 712 hall-effect current sensor and a relay. The current sensor data is sent in real-time to
Arduino for onward communication to the IoT server. A user-friendly interface is developed on

XViii



the server to perform various energy trading tasks. Peers have the choice to access the server
remotely to perform energy trading tasks. Energy trading events can be shared amongst peers
through e-mail notifications. For financial transactions, we utilized Ganache graphical user
interface (GUI), a private Ethereum blockchain that eliminates the need for financial institutions.
The proposed P2P energy trading model has been successfully tested for energy trading between
two peers. The details of the proposed hardware and software setup explain how low-cost P2P

energy trading can be achieved.

In the second technique, the trading activities are done on a web interface that uses a private
Ethereum blockchain. A smart contract is deployed on the Ethereum blockchain and the trading
activities performed on the web interface are recorded on a tamper-proof blockchain network. An
IoT platform is used to monitor and control self-generated energy. Energy data is collected and
processed by means of ESP32-S2 microcontrollers using field instrumentation devices that are
connected to the voltage source and load. An open source decentralized P2P energy trading system,
designed on the blockchain and IoT architecture is proposed. The hardware setup includes a relay,
a current sensor, a voltage sensor, a Wi-Fi router and ESP32-S2 microcontroller. For data transfer
the Message Queuing Telemetry Transport (MQTT) protocol is used over a local network. ESP32-
S2 is setup as MQTT client and Node-Red IoT server is used as MQTT broker. Hypertext Transfer
Protocol (http) request method is implemented to connect the Node-Red server with the web

interface developed using React.JS library.

The third method involves a Raspberry Pi 4 Model B (Pi4B), which is used to host the main
server of the trading system, including the user interface and the Ethereum blockchain server. The
Ethereum blockchain is used to deploy smart contracts and the IoT servers run on ESP32

microcontrollers. Sensors and actuators connected to the ESP32 are field instrumentation devices

XiX



that facilitate acquiring, monitoring, and transferring energy data in real-time. A blockchain-
enabled user interface is developed using the React.JS open-source library, to perform trading
activities. As a communication channel, the proposed system uses a Wi-Fi network. For system
security, the designed system has restricted authorization. For information security and data
integrity, other security measures are also considered, such as login credentials, private keys,
firewalls, and secret recovery phrases. To facilitate communication between the server and the

client, a Hypertext Transfer Protocol is implemented.

As part of the fourth technique, we have implemented a Raspberry Pi 4 Model B (Pi4B) as
the main server on which the user interface (UI) and local Ethereum blockchain are hosted.
Additionally, the blockchain implements the smart contract. Open-source Angular framework is
used to develop the UI that facilitates trading activities. This method of P2P energy trading also
explores the development of an Internet of Things (IoT) server using the latest ESP32-S3
microcontroller. Data is acquired by field instrumentation devices (FIDs) and transmitted to an
IoT server via the microcontroller. An immutable record of all transactions is maintained by the
blockchain network. By configuring the system locally, hosted on a private network with restricted
access, security is ensured. Additional security measures are also considered for information
security and data integrity, including a secret recovery phrase, firewalls, login credentials, and a
private key. A Hypertext Transfer Protocol is implemented amongst the servers and clients. Within
the scope of this thesis, we present four different methods of P2P energy trading designed for
remote communities that involve renewable energy sources. All design details, simulations results,

experimental test results are included in the thesis.

XX



Chapter 1

Introduction and Literature Review

1.1 Introduction

As electric vehicles (EVs) become more popular, smart appliances become more prevalent,
and living standards rise, the demand for electrical energy may rise by 20% over the next decade
[1]. All the countries around the world are focusing on renewable energy sources such as solar
power and wind power to meet the electric demand and reduce greenhouse gas emissions [2]. With
the escalation of Distributed Energy Resources (DER) such as Photovoltaic (PV), Battery Energy
Storage Systems (BESS), Electric Vehicle (EV), Wind Energy Conversion Systems (WECS) and
advances in information and communication systems technology, a new market for electricity has
emerged [3]. As low-cost renewable energy technologies have gained popularity and electric
energy demand has grown, there has been an increase in prosumers in the electric market [4].
Renewable energy has sparked a significant transformation in the energy sector worldwide as a
result of the energy transition. There has been an evolution from a consumer to a prosumer of
energy. The proliferation of distributed energy sources has contributed to the growth of the

prosumer in the energy sector [5].

Traditionally, Electric power is generated in distant regions by large power plants with
megawatt capacity, which are delivered to end-users via utility networks over a long distance.
Electrical energy is transferred from producers to consumers, while cash flow is transferred in the

opposite direction. A conventional energy transmission and trading system is unidirectional in



terms of both the flow of energy and cash. Recent years have seen the energy industry shift towards
the decentralized model, driven by technological advances in information technology and

distributed energy technologies [6].

The growing adoption of distributed energy resources in the residential sector will require
several new marketing approaches. As opposed to the conventional electricity market, participants
now prefer distributed generation and the sale of electrical power. Renewable energy sources allow
consumers to regulate their power consumption and production. It is now imperative to have a

state-of-the-art platform for energy trading to support this emerging concept of prosumers.

The ability to set the optimal trading time, as well as complete trading autonomy, financial
security, and pricing liberty is all provided by this trading platform. Peer-to-peer (P2P) trading has
become the only alternative for consumers to participate actively in the energy market in recent

years. In the P2P energy trading, energy is traded directly between consumers and prosumers.

Peers can trade surplus energy through the use of peer-to-peer energy trading, which can be
beneficial for both buyers and sellers [7]. Prosumers can trade energy like goods and services in
peer-to-peer energy trading, which is a key component of energy trading over P2P. Furthermore,
P2P trading can aid grid peak demand too, reducing the need for reserves, and preventing network
outages. The GridWise Architecture Council, terms P2P as transactive energy (TE), a system that
effectively controls supply and demand. Over $4 billion is expected to be generated by the P2P

industry by 2026 [8].

P2P energy trading is the trade of energy between prosumers and consumers with no
contribution from a third party. In P2P the prosumers and consumers are referred to as peers. The

P2P model requires that peers trade among themselves rather than relying on a third-party



intermediary. Generally, it is the national level that determines energy market prices. On the
contrary, P2P energy trading allows participants to determine energy prices on their own. A shared
economy model is the foundation for P2P energy trading in a distributed network [9]. P2P energy
trading has become a leading solution for energy management as it allows peers to contribute to
the electricity market, either by reducing their demand or by selling excess energy [10]. Prosumers
can buy and sell energy in general or within a community at large. Microgrids are an ideal
environment for P2P energy trading [11]. Information and communication technology, blockchain
technology and intelligent devices have revolutionized the P2P market. As a result of blockchain
technology, the prosumer can conduct financial transactions independently. However, smart
devices, coupled with Internet-of-Things (IoT), provide a low-cost method of energy trading. An
entirely new market structure has been created for electricity due to blockchain technology and the
internet of things. It is now feasible for peers to perform transactions independently instead of

relying on centralized authority.

By combining blockchain technology with the Internet of Things, P2P energy trading platforms
can become more efficient. Rather than buying energy from utilities, consumers can now purchase
it on local energy markets. A blockchain-based platform for energy trading can provide prosumers
with greater efficiency and control. It can also provide real-time transparency of energy

consumption and funds utilization through the immutable blockchain ledger.

Internet of Things (IoT) refers to the concept of connecting things to the Internet. In other
words, it minimizes human intervention and automates things. This will ultimately result in better
service and information. IoT has revolutionized many traditional aspects of life in today's high-
tech era. It has been instrumental in the transformation of cities, homes, pollution control, energy

conservation, smart transportation, and industries. We are constantly surrounded by the Internet of



Things, which improves our quality of life in a variety of ways [12]. A wide range of technologies
are combined in IoT, including sensors, computing, embedded devices, and communications.
Following the internet and Information and Communication Technologies (ICT), the Internet of
Things represents the fourth major revolution. IoT is predicted to have an even greater impact on
society's well-being and the economy than the internet, and information and communication
technologies [13]. A key characteristic of the IoT is that electronic, sensor, and software devices
can be connected to each other and to an operator, allowing real-time data to be captured and
shared [14,15]. Essentially, it enables physical devices to become smarter by transforming
traditional forms into smart ones [14]. It is apparent that the IoT can play an essential role in the
transformation of the energy sector in the direction of decentralization, which will in turn benefit

prosumers and renewable energy producers economically.

A blockchain is composed of blocks assembled into a chain. In these blocks, data from
each participant in the network is stored [14]. A set of transactions is executed in a block format.
Once the transactions have been generated, they are grouped into blocks and linked to one another
in chains - along with their timestamps [4]. As a result of these blocks, a distributed ledger known
as a blockchain is continuously updated with records of data [16]. This chain mechanism provides
an additional layer of security, as even the smallest modifications invalidate subsequent blocks.
Additionally, if only the hash of the last block is verified, the validity of the entire chain can be
established. In the early stages of blockchain technology, economic transactions were tracked
without the need for trusted intermediaries (such as banks). Although blockchain has its roots in
economic transactions, like Bitcoin, it has been proven to be a useful technology in other fields

when distributed approaches are preferred to centralized approaches. In the case of energy



purchases or sales, blocks can be arranged in tables with information such as seller ID, buyer ID,

amount of transferred energy, duration, time stamp, and power profile [17].

Renewable energy sources have undoubtedly had a significant influence on the
conventional electricity market. Nevertheless, it has not yet completely captured the traditional
electricity market. In this study, an energy trading platform based on blockchain and IoT is
proposed. Featuring a decentralized structure, the proposed system provides participants with
access to the most recent solutions for energy trading, such as financial transactions, energy
transfers, and energy metering. It focuses on enabling local energy trading and utilizing
cryptocurrencies as a financial incentive through a private blockchain. Within the scope of this
study, design and implementation of fully decentralized P2P architectures are proposed that allows
peers to connect and trade energy without intervention from third parties. Using a locally
configured user interface (Ul), the proposed IoT and blockchain-based P2P energy trading
platform connects participants into trades. Through the platform, prosumers can use distributed
generation in a cost-effective manner, as the energy pricing is set by participating peers solely,
which can be lower than in local markets. This is advantageous for both producers and consumers.
Energy exports will determine the seller's payment, and energy consumption will determine the
consumer's charge. As a part of this study, energy exports and energy consumption are monitored
and controlled with the IoT platform, and financial transactions are ensured with blockchain

technology.

1.2 Literature Review

As part of this research, a comprehensive literature review was conducted, and some of the
most relevant findings are presented here. Considering its many applications, electricity plays a
vital role in our daily life. Additionally, the energy crisis is the biggest challenge for humans, and
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it will remain so for the foreseeable future. The lack of electricity affects nine hundred forty million
people worldwide [18]. People in developing countries live without electricity at a high rate. There
are 58.65% of Pakistani rural households without electricity, which is a great concern [19].
Electricity availability is an issue that affects the daily lives of people living in hi-tech societies,
leading to the installation of isolated microgrids for off-grid communities to take advantage of
distributed energy resources. In [20], a hybrid microgrid combining photovoltaic (PV), battery
energy storage, and diesel generators (DiGs) is described. The purpose of this model is to
determine the optimal size and location of a BESS system, as well as the optimal size of a PV
system. This case study examines a remote off-grid community in northern Canada. This study
takes into consideration operation and configuration constraints when determining the optimal
system size. In district Tharparker, Sindh, Pakistan, 95% of the houses are not electrically powered.
A comprehensive analysis of the sizing, cost analysis, and installation of off-grid PV systems has
been undertaken by the authors of [21]. As compared to the national grid, the authors claim that
off-grid solar PV offers a lower cost of energy generation. The researchers compared the cost of
electrifying the area under research with the cost of electrifying the area with grid power and

concluded that solar PV is the best option, and it costs 63% less than grid power.

For Dakhla, Morocco, a hybrid microgrid design is presented in [22]. The optimal
composition of a hybrid microgrid would include PV, wind, diesel, and batteries. The authors
propose an equilibrium optimizer for minimizing costs, improving stability, and serving loads in
diverse environments. The main goal of the research is also achieved through sensitivity analysis.
As a result of their efforts, the authors were able to reduce the net present cost of the microgrid
designed for Dakhla, Morocco. Likewise, another study [23] found that remote islands could

benefit from stand-alone hybrid solar-wind-battery systems. This system has been analyzed from



a techno-economic perspective by the authors. They used HOMER (Hybrid Optimization of
Multiple Energy Resources) Pro software to analyze the system and estimate the levelized cost of
energy. This study claims to present a cost-effective renewable energy solution for remote islands.
Aiming to understand factors that influence social acceptability of solar photovoltaic systems in
northwest Pakistan, the authors of [24] identify factors that influence social acceptance. A binary
logistic model was used to evaluate the determinants of social acceptability of PV systems. The
study area has 46 percent of households using solar PV systems. It was emphasized by the authors
that Pakistan has abundant solar energy that can be converted into electricity by the use of solar
photovoltaic systems. A specific recommendation of the study is that the government adopt
policies aimed at encouraging the use of solar energy in Pakistan via incentives. As stated in [25],
off-grid PV systems are important for electrifying remote areas. Identifying and assessing solar
energy potential in remote regions of Sindh, Pakistan. For the selected rural areas, the tilt angle
was determined to increase solar energy generation capacity. Compared with conventional energy
sources, solar PV off-grid systems are inexpensive and have a lower cost. As a result of this study,
researchers believe Pakistan's government will be able to utilize off-grid solar PV energy

generation systems.

As outlined in [26], a blockchain-based IoT system is proposed. By utilizing the Internet
of Things, power flows are accounted for, while a blockchain platform eliminates the requirement
for a central authority. In the proposed system, a local energy market was established to handle
distributed energy transactions and central authority was eliminated. An energy tag system (a smart
contract embedded in a blockchain) is proposed in [27]. Data is collected via IoT applications
regarding the energy requirements of a consumer or prosumer within a smart home. Each member

of the platform receives a purchase or selling tag depending on whether the prosumer has surplus



energy to sell or whether the consumer is seeking to meet its own energy needs. Energy tags are
verified by the participants involved in the energy transaction with the original consumer or
prosumer. Upon the validation of the transaction, the tag is assigned to the block. Following the
generation of the block, a ledger is triggered between all participants involved in that particular
transaction and it is then distributed to all participants on the energy-transaction platform. Based
on the work proposed the concept of pure and hybrid P2P energy trading has been further
categorized. The research presented in [28] suggests the development of a P2P energy trading
system for Virtual Power Plants (VPPs). A P2P energy trading and bidding mechanism was

developed using Ethereum blockchain technology and smart contracts.

A public blockchain platform has been used to address cost and security concerns, and
smart contracts have been used to facilitate auctions. An energy bidding platform based on
blockchain technology was developed, as well as an environment for testing cryptography in order
to achieve economic P2P energy trading that is efficient and transparent. Several software products
are interconnected through the suggested auction-based bidding model, such as Solidity, Remix,
Metamask, Infuro.io, and Ropsten, to create a real-life cryptographic environment to facilitate
trading of energy based on blockchain technology. In accordance with [29], the operating costs of
direct current (DC) and alternating current (AC) operated electrical devices are evaluated using
bill sharing and the mid-market rate method for different levels of PV penetration both for
households and for communities. Using a bill-sharing method, all peers within the network share
the operational costs and income based on the share of energy they generate or consume. Using
the mid-market rate method, the internal price is calculated using the total generation and demand

relationships.



EVs and distribution networks (DNs) trade energy using the Byzantine-based blockchain
consensus framework [30]. For the duration of the peak load period, DN requires more power from
EVs. During this practice of energy trading, the blockchain is used to ensure the security of the
shared energy and information from potential malicious attacks. Blockchain applications are
characterized by Byzantine general problem structures. In [31], the authors emphasize the use of
a novel game-theoretic platform to facilitate P2P energy trading between consumers in a
community. Consumers may adjust their energy needs based on the quantity and price of energy
offered by sellers. There were two types of trading competitions considered by the authors: 1) the
price competition between the sellers, and 2) the seller selection competition between the buyers.
A noncooperative game is designed for the price competition between the sellers. An evolutionary
game theory is applied to the selection of sellers by buyers. Furthermore, a Stackelberg game
method based on M-leaders and N-followers is employed to shape the interaction between the
buyer and seller. Two algorithms are proposed in order to maintain equilibrium between the games.
According to this research, peer-to-peer energy trading has substantial technical and financial
benefits for the community and appears to be an alternative to energy storage systems that are

costly and inefficient.

Among local households, P2P energy trading has surfaced as an emerging technique that
offers both consumers and operators potential benefits. In P2P trading, blockchain and smart
contract technology have gained increasing attention due to their secure nature. However, there is
still room for improvement in latency and computation costs for blockchain-based P2P energy
trading. The authors of this study propose a blockchain-based energy trading system for a P2P
market that specializes in community-based demand-response management. Two noncooperative

games are used to develop the proposed demand-response mechanism, in which dynamic pricing



is applied to suppliers. As a smart contract running on a Hyperledger blockchain, the proposed
energy trading system is prototyped on a cluster network. Based on this study, the proposed
demand-response games reduce net peak load tremendously, and at the same time, the off-chain
processing mode keeps the same system integrity as the on-chain mode while reducing latency and

overhead [32].

Another study [33], examines Vehicle-to-Vehicle (V2V) energy trading using blockchain
technology. As the authors point out, V2V energy trading has emerged as an attractive alternative
for relieving the load placed on the traditional grid by allowing two individuals to trade energy
directly without mediators. It has recently been proposed to use blockchain technology to
implement V2V energy trading. This study proposes a Block Alliance Consensus (BAC)
mechanism that is capable of maintaining Hashgraph throughput and resisting Sybil attacks on a
large-scale P2P energy trading network. BAC and ETB are implemented on the Hyperledger
Fabric platform. The authors of [34] propose an innovative strategic framework for P2P energy
trading that considers network constraints. Using the sharing form alternating direction method of
multipliers (ADMM) algorithm, consumers can estimate the allowed power injection before
engaging in P2P energy trading. An algorithm that includes a transaction fee in continuous double
auction (CDA) matching is proposed to quantify the cost of network usage for prosumers. The
distribution network limits are taken into account in an adaptive aggressiveness-based bidding
strategy. The P2P energy trading framework created profits and supported distribution network
operations in testing with IEEE 37-bus distribution network, according to the authors. The peer-
to-peer energy trading has evolved into a high level of energy management that allows peers to
control their demand for electricity or sell excess energy [35]. As an open ledger, blockchain

allows peers to connect and verify transactions with each other. Alternatively, blockchain is
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regarded as a system for keeping records of all transactions without allowing any interference.

Smart contracts are the basis for these transactions [36].

Through an overview of the current state-of-the-art P2P trading, the authors discussed the
various operating algorithms of P2P energy trading along with their characteristics, features, and
standards in [37]. A case study of Nepal's energy system is presented in this article along with an
analysis of Nepal's micro and mini-grids, challenges, limitations, and potentials. In conclusion, the
authors propose a model that addresses the specific problems associated with the Nepalese energy
market. The authors of another study [38] propose two novel methods for identifying households'
mutual energy trading preferences on an entirely local P2P market. First, excess power supply is
matched with peer demand, and second, the distance between the participants is considered. To
determine how bilateral trade preferences affect energy prices and trade volume, both strategies
are evaluated. A decentralized network of entirely P2P energy trading markets is used to generate
the data on a day-ahead basis. To implement the P2P trading market, a permissioned blockchain
smart contract is used. The simulations are based on real domestic data from a community in the
Netherlands, which includes several different decentralized energy sources. P2P networks reduce
energy purchasing costs and grid interaction, according to the authors. Similarly, if trading
preferences are distance-centered, the sum of P2P energy traded is higher at a lower price. Another
study [39] concluded that P2P market mechanisms normally entail a significant computational
burden, and real-time trading demands fast calculations. The authors emphasize the difficulty
involved in developing and operating such systems in real-time. To maximize social welfare, the
authors present and analyze a novel online consensus alternating direction multiplier algorithm for
the P2P market utilizing real-time market information. Additionally, the authors claim that the

algorithm can reduce computational complexity.
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A number of case studies have been performed to demonstrate the high efficiency, superior
convergence, and tracking capabilities of the authors' algorithm. A user-centric cooperative
mechanism is described in [40] that allows users to participate actively in peer-to-peer energy
trading. The proposal aims to make economic transactions as simple and straightforward as
possible by taking into account the preferences of all parties involved in the ordering process. As
part of the Higashi-Fuji demonstration experiment, a case study has been conducted in Japan in
order to demonstrate the proposed mechanism. Accordingly, the study revealed that consumers
could buy renewable energy economically, efficiently, and automatically, and that prosumers
could sell surplus energy. As well, they recognized that the key to facilitating P2P energy trading
is to design incentives that will motivate participants to participate. P2P energy trading is discussed
in [41] as a promising energy trading and management solution in an isolated microgrid. Through
open technology and resources, the authors propose an loT and Ethereum blockchain-based trading
platform that is claimed to be state-of-the-art. Due to the increasing use of distributed energy
resources in distribution systems, low-voltage networks may be able to utilize new methods of

operation according to the authors in [42].

A growing number of peer-to-peer energy trading schemes have been emerging due to
recent trends in cryptocurrencies and blockchain technology, which enables neighbors to exchange
electricity without the intervention of conventional intermediaries. In accordance with the authors'
findings, a sensitivity analysis can be used to evaluate how such an exchange impacts network
constraint. The proposed method is tested on a low-voltage network in the United Kingdom. This
study concluded that it is possible to provide users with economic benefits while meeting network
constraints under P2P schemes. The peer-to-peer energy trading method [43] has also been

identified as an effective method by which a distribution network can provide renewable energy
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to multiple consumers. There is still a need to comply with distribution voltage constraints when
implementing energy transactions, as this study emphasizes the importance of implementing them
securely. In this study, the researchers propose a P2P decentralized protocol for trading energy that
can be used to regulate voltage. A case study is used in order to verify the effectiveness and

efficiency of the system in accordance with IEEE bus-33 and 69 standards.

According to Zheng et al. in [44], distributed energy resources have led to peer-to-peer
trading. It appears that there is a growing consensus among experts that peer-to-peer is the future
of the energy market. As a means of reducing capital expenditures and increasing storage devices'
efficiency, this study examines the concept of shared energy storage, based on the sharing
economy principle. This study presents a P2P energy trading model for residential homes that have
a shared energy storage system. The economic benefits of energy trading through peer-to-peer
networks have been demonstrated through numerical simulations, while the introduction of shared
energy storage may further reduce the cost of energy. According to researchers in [45], energy
trading has increased in recent years because of the availability of distributed sources of energy
and the ability of electricity producers to export surplus fuels for a profit. Through the energy
trading system, energy from multiple sources is successfully combined, providing better facilities
for energy consumers and consistent resource usage. The authors discuss how blockchain can
enhance transparency and performance through decentralization, scaling, and device reliability. In
addition, the importance of a blockchain-based smart grid is demonstrated. Additionally, the
research examines the use of blockchain technology to ensure the decentralization, security, and

scalability of future autonomous electric grids.
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A decentralized energy trading market could be developed as a result of the convergence
of blockchain, distributed renewable energy, and [oT. As a result, prosumers and consumers will
be able to engage in peer-to-peer energy trading. As described in [46], the authors propose a
blockchain-based system for peer-to-peer energy trading in a smart grid. It consists of a single-
phase grid-connected inverter-based smart grid that delivers 220V and 50Hz power. The trading
of energy is facilitated through the use of IoT and blockchain technologies. A sinusoidal pulse
width modulation (SPWM) inverter is designed, and the grid connection is established by means
of phase control. Inverter implementation is carried out in MATLAB, while blockchain and IoT
are developed in Python. Approximately 43% of the population of Sub-Saharan African countries
does not have access to electricity, and the number is even lower in rural areas, at 28%. In view of
the distances involved and the high investment costs, it is not feasible to connect small remote
villages to the national utility grid. Rural electrification can be achieved through the use of oft-
grid photovoltaic and energy storage systems. In [47], the authors present a concept for a local
energy market that includes a blockchain-based peer-to-peer (P2P) market for solar-powered oft-
grid systems. According to [48], the authors propose the concept of a double-chain blockchain and
the corresponding peer-to-peer transaction model based on a reorganization of the power chain
and transaction chain. To maximize the prosumer's economic interests, peer-to-peer independent
decision-making is achieved through the transaction chain (public chain). A security check is
performed, and the transaction scheme is adjusted through the power chain (alliance chain) as well
as through the constraints of the power network. The IEEE 14-node distribution network is
simulated using the Ethereum blockchain development platform. According to the simulation

results, the proposed double-chain blockchain is more efficient in terms of processing transactions
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than the single-chain blockchain. According to the authors, prosumers can conduct peer-to-peer

transactions safely and autonomously by using the proposed method.

1.3 Research Objectives

On the basis of the literature reviewed, two distinct streams of literature were identified.
Researchers in the first stream focus on off-grid PV systems and on their social adaptability. In
contrast, the other stream examines P2P energy trading utilizing blockchain technology and
contends that peer-to-peer trading is the most promising energy management and trading solution.
The author believes that this is the first study to present the complete design and technical details
of a low-cost, open-source, P2P energy trading platforms and P2P energy trading implementation
to an un-electrified remote community in Pakistan. The motivations for proposing the IoT and
blockchain-based P2P energy trading system for this remote community include (a) low cost, (b)
low energy consumption, (c) high possibility of implementation in unserved remote communities,
and (d) potential use in remote areas with no access to the internet. According to the literature
reviewed, the proposed P2P energy trading methods have never been considered before, and thus

can also be considered novel in terms of their use and application.

This research aims to design and implementation of a P2P energy trading platform using

IoT and blockchain with the following main objectives:

1. To select a remote site with no services and design a PV based DC microgrid.
2. To design and implement an innovative P2P energy trading platform using open-source

resources with real-time settlements, technical and economic efficiency.
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3. Design and implement a novel P2P energy trading platform by installing a decentralized
web interface, Ethereum blockchain, and locally installed IoT server hosted on a local network.
Since an open source, P2P energy trading network has never been seen before.

4. Development and application of an open-source and low-cost, local server hosted on a
private network for peer-to-peer energy trading, using a ganache command-line interface (CLI)
private Ethereum blockchain and a raspberry Pi to host the server.

5. To design and implement an optimal energy trading system for remote communities to

achieve energy trading and monitoring independence without internet.

1.4 Significance of the Research

The increasing demand for renewable energy sources to meet the energy requirement and
the technological advancements have raised the number of prosumers in the electricity market. To
add to this, the emerging technologies like blockchain and the IoT have given a new trend to the
electricity market. Blockchain technology has given financial liberty to the users and eliminated
the need for third-party solutions for financial transactions. While the IoT excluded human
interventions. This paradigm shift requires state-of-the-art energy trading solutions that can
facilitate prosumers in monitoring generated energy, transfer of energy, energy metering, and
freedom of financial transactions.

This thesis identifies a straightforward and unique approach to designing and implementing
an [oT and blockchain-based open-source platform for peer-to-peer trading of energy. As a result
of the development of four platforms, the prosumers will be able to monitor and trade energy

without the involvement of any central authority with fast and efficient financial settlements.
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1.5 Thesis Organization

As part of the preparation of this thesis, a manuscript format has been adopted.

Accordingly, the remainder of the thesis is arranged as follows:

A DC-microgrid is designed and analyzed in Chapter 2. The site selected is an un-electrified
remote community in Pakistan. An overview of the proposed microgrid configuration and details
about connections are included in this study. In addition, this study provides information on peer-
to-peer energy trading to allow prosumers to get financial incentives. Throughout this chapter, the

work is focused on achieving objective 1 outlined in section 1.3 of this thesis.

In chapter 3, a P2P energy trading method for microgrids based on open resources and
technology is proposed. The setup includes an Internet of Things server for transferring energy
between peers without the need for human intervention, and an Ethereum-based private blockchain

for the transfer of money. This chapter contributes to Objective 2, as stated in Section 1.3

A novel P2P energy trading platform is described in Chapter 4 of this thesis. This is
accomplished by installing a decentralized web interface, Ethereum blockchain, and a locally
installed IoT server. It provides remote monitoring, control, and real-time data acquisition for self-

generated energy in addition to financial independence over blockchain.

Chapter 5 contributes to the development and application of an open-source, low-cost, local
server that implements P2P energy trading using a Ganache command-line interface, a private

Ethereum blockchain, and a Raspberry Pi.

Chapter 6 discusses the use of blockchain technology to trade energy across peer-to-peer
networks. The main server is a Raspberry Pi 4 Model B (Pi4B), on which the user interface (UI)
and private Ethereum blockchain are configured. In order to develop the user interface that
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provides assistance in conducting trading activities, an open-source Angular framework is used. A

microcontroller ESP32-S3 is also used to develop an Internet of Things (IoT) server.

This thesis concludes with a discussion of its conclusions and recommendations for future

research in Chapter 7.
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Chapter 2

Design and Analysis of an Isolated DC-Microgrid for a

Remote Community in Pakistan

Co-authorship statement

This chapter presents the design and analysis of an isolated DC-microgrid and contributes
to objective 1 of this thesis as stated in section 1.3. The main objective of this chapter is to design
a photovoltaic (PV) system for ten houses in the community. Through the use of HOMER Pro, it
has been possible to achieve the optimal design for the DC-microgrid. It consists of PV panels and
a battery bank designed after considering the load profile of each home. This chapter presents the
solar energy potential, load profile, optimal configuration of the proposed system. This study also
provides details about the proposed microgrid configuration and its connections. A basic technical
overview of Peer-to-Peer energy trading is also provided, which enables prosumers to gain

financial returns.
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Abstract— This chapter presents the design and analysis of an isolated dc-microgrid. The
site is an un-electrified remote community of Pakistan, and the people are living their life without
electricity in this modern era. The main objective of the paper is to design a photovoltaic (PV)
system for ten houses in the community. The optimal design of the dc-microgrid has been achieved
using HOMER Pro. The proposed system is composed of PV panels, battery bank, designed after
considering the load profile of each house. The solar energy potential, load profile, an optimal
configuration of the proposed system has been presented in this chapter. As a part of this study, a
description of the proposed microgrid configuration and details about connections are also
provided. The basic technical information on Peer-to-Peer energy trading is also provided beyond

the scope of this study that enables the prosumers to get financial returns.

Key words- Isolated microgrid, PV system, Renewable energy, Peer-to-peer (P2P).

2.1 Introduction

Electricity is an essential part of man's daily life, given its various applications. In addition,
the energy crisis is also and will remain the biggest challenge for human beings. Nine hundred
forty million people in the world do not have access to electricity [1]. The percentage of people
living without electricity is high in developing countries. Unfortunately, 58.65% of the rural
population of Pakistan is living without electricity [2]. In countries like Pakistan the energy crisis
is because of increasing population, limited financial resources of government, required
installation of long transmission lines for the people living in remote areas. People's daily lives are
affected by the lack of access to electricity in this hi-tech world, that encourages the need to get
advantage from distributed energy resources and install isolated microgrids for off-grid

communities. Particularly the communities with plentiful renewable energy resources. Of most
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importance, such studies are particularly required, which present methods for getting returns on
the investments. For this study, literature reviews have been conducted in great detail, and some
are shown here as a reference. A hybrid microgrid developed using photovoltaic (PV), battery
energy storage system (BESS), and diesel generators (DiGs), is presented in [3]. This model
determines the optimal size and location of BESS systems, as well as the optimal size of PV
system. This case study focuses on a remote off-grid community in Northern Canada. To achieve
the optimal size of the system, the annual system cost is minimized, considering operation and
configuration constraints. The authors in [4] focused on complete sizing, cost analysis, and
installation of off-grid PV for some houses in district Tharparker, Sindh, Pakistan, which is 95%
un-electrified. The authors claim in their results that the cost of energy generation by the off-grid
solar PV system is less as compared to the energy supplied by the national grid. They also
compared the cost of electrification of the area under research by the off-grid solar PV system and
if the area is electrified by means of grid supply and concluded that the solar PV system is most
suitable for the site, and it costs 63% less than the utility grid. In [5], a hybrid microgrid design is
presented for Dakhla, Morocco. The optimal hybrid microgrid is composed of PV, wind, diesel,
and battery. An equilibrium optimizer is proposed to design the system for cost minimization,
improving stability, and to serve load under distinct environments. Sensitivity analysis are also
conducted to attain the main goal of the research. The authors successfully reduced the net present
cost for the microgrid designed for Dakhla, Morocco. Another study [6] also presents the
feasibility of a stand-alone hybrid solar—wind-battery system for a remote island. The authors have
performed a techno-economic analysis for the system. They used HOMER (Hybrid Optimization

of Multiple Energy Resources) Pro software to analyze the system and to find the levelized cost
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of energy for the proposed system. In this study, the author also claimed that they have presented

a cost-effective renewable energy solution for the remote island.

Although research such as these discussed above provides a solid basis and justification
for planning and designing microgrids, however, we find nothing from the literature reviewed
about the Peer-to-Peer (P2P) energy trading scheme associated with microgrids. Also, the energy
system proposed in this chapter has never been considered in this geographical area. Thus, this
work is novel with respect to geographical zone and P2P energy trading scheme associated with

the isolated dc-microgrid. This study has made the following significant contributions.

This study proposes an isolated dc-microgrid design for an un-electrified remote community in

Pakistan.

1.  Anoptimal lowest net present cost dc-microgrid is designed and presented for selected site.
ii.  The proposed Peer-to-Peer energy trading scheme for the isolated microgrid helps the
community members monitor and trade energy without relying on any central authority

and get returns on their investment besides fulfilling daily electricity needs.
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iii.  This study will help design and install isolated microgrids with Peer-to-Peer energy trading

features for remote communities in the world with rich solar resources.

& ’ 34°49'06.6"N.74°1306.5°E

Figure 2.2. Aerial view of the proposed site
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2.2 Site Description

The site selected for this study is in the Neelum valley, the Northern part of Azad Jammu
and Kashmir, Pakistan encompassing the lower area of the Himalayas. The optimal design of an
isolated microgrid with P2P energy trading features has been attained for a small community
comprising thirteen houses. In virtue of the location 34°49'06.6"N 74°13'06.5"E it receives daily

average irradiance of 4.63 kWh/m?/day.

The proposed site view is presented in figure 2.1, and figure 2.2 shows the aerial view
extracted from google earth of the proposed remote community. In figure 2.1 and figure 2.2, we
can see that there are no power lines and no road access to this community. Additionally, the
houses on the site are so close to each other that it is easy to set up a Wi-Fi-based private
communication link to facilitate P2P energy trading for the proposed isolated microgrid. A P2P
energy exchange platform has been presented that is associated with an isolated microgrid for the
deemed site. The system will enable its users to monitor, control and trade self-generated energy

with no central entity.

Figure 2.3 represents the monthly average solar global horizontal irradiance data of the
site. Based on the average monthly solar global horizontal irradiance data for the proposed site, it

can be determined that the proposed site could accommodate an isolated dc-microgrid.
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Figure 2. 3. Monthly Average Solar Global Horizontal Irradiance
(GHI) data
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2.3 System Design

In this study, initially, we chose ten houses from the community for the proposed system
design, considering the system limitations. The optimal system design of the proposed isolated
microgrid has been achieved using HOMER Pro software. HOMER Pro-optimization and
sensitivity analysis features help in system sizing and analysis and provide the most cost-effective
solution. A total of 2708 solutions were simulated, and the optimal design is presented in the

following sections as a result of the analysis, sizing, and design for the remote site.

The load profile, as shown in figure 2.4, is a critical aspect of designing an isolated
microgrid. The sizing and modeling of the system cannot be precise without a proper load profile.
The efficiency and reliability of the systems also depend on the accuracy of the load profile. Within
the scope of this study, we considered all important factors in developing load profiles for each
house within the community. The heat and cooking needs of the household are met either by
kerosene or firewood. Weather-dependent cooling is also not required. The typical load of the

household is extremely small. It is very rare for the household in that area to have a larger load.
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Figure. 2.4. Daily, monthly, and yearly load profile of one house in the community
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Taking into account the nearest electrified household electricity bill in the vicinity, we estimated
the average load of a typical household as 1.6 kWh/day. The results presented in this chapter are
based on this load. For the purpose of estimating the load of other houses, and to achieve optimal
design of isolated microgrid within the community, we have made some small adjustments to the
average load and achieved the load profile of ten houses in the remote community under this study.
The maximum load in the community is 2.00 kWh/day for the house at serial no. 10, Table 1, and
the house with the smallest load presented at serial no. 1 with a load of 1.28 kWh/day. Figure .2.
4 also shows the daily, monthly, and yearly load profile of the system with a dc-base load of 1.6

kWh/day.

Table 2.1. Homer System and Optimization

Load Profile of No. of PV Initial No. of Batteries  System
Sr.  connected Houses panels (0.34 capital Rs. (12V 85 Ah Autonomy
No. (kWh/day) kW each) each) (Hrs.)
1 1.28 3 133,419 4 60
2 1.36 3 143,110 4 56.5
3 1.44 2 188,221 8 107
4 1.52 2 191,350 8 101
5 1.60 2 195,147 8 96.1
6 1.68 2 198,721 8 91.5
7 1.76 2 202,538 8 87.3
8 1.84 2 207,315 8 83.5
9 1.92 3 210,460 8 80.1
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10 2.00 3 215,425 8 76.9

We have presented the details of number of solar panels with capacity, no. of batteries with
their ratings, the initial capital cost of the system, and the system autonomy in hours for the
proposed isolated dc-microgrid. The proposed system configuration and the details of the

components are presented in the next section of this chapter.
A breakdown of the electrical loads for each installation can be found in Table 2.1.
2.4 System Configuration and Components

The system configuration by HOMER Pro is shown in figure 2.5. It shows a PV module,

load and a battery connected to a DC bus. The bus voltage selected for the proposed system is 48V.
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Figure 2.5. Optimal configuration of the proposed system
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This system has a 25-year life expectancy. With the initial capital cost of Rs. 133,419 for an
average load of 1.28 kWh/day. Different combinations of PV panels and battery banks were
simulated using HOMER Pro, and the best combination was selected based on various factors like
net present cost (NPC), cost of energy (COE), and initial capital cost in local currency. The depth
of discharge of the battery bank in the proposed system is 80%. All the houses connected in an
isolated microgrid have a battery bank, and the house with the basic load has an autonomy of 2.5

days/60 hours.

Within the scope of this study, ten houses are connected with the microgrid and the details
of load profile of each house, no. of PV panels required with the capacity of 0.34kW each, no. of
batteries (12V 85 Ah) required with the battery specification and the system autonomy are
presented in Table 2.1. The monthly electric production of the basic system at sr. No. 1 in Table
2.1 is shown in figure 2.6, which shows the 100% renewable energy fraction of the proposed
system. It follows that the system is self-sufficient to serve the community's energy needs.

Effective energy storage is also demonstrated by the system whereby the batteries could provide

Maonthly Electric Production

Jan Feb Mar Apr May Jun M Aug Sep Oct Nev Dec

Figure 2.6. Monthly electric production for one house in the community
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power to the community for a longer period. The system components selected for the proposed
site are easily available in the local market. Reference [7, 8] provides the price and details of the

solar panels and the batteries used as a part of HOMER Pro optimization.

Configuration of isolated dc-microgrid for the proposed site with P2P energy trading

scheme is presented in the next section of this chapter.

2.5 Microgrid Configuration and P2P energy Trading Scheme

The microgrid configuration for the site is proposed as part of this study. In figure 2.7, we

present the microgrid configuration with connections details. Each house as a part of dc-microgrid

Local Wi-Fi
Network

()

Perzonal Device/
Local Web Interface

Junetion Box
Charge
Controller

Figure 2.7. Configuration of the proposed microgrid with P2P energy trading scheme
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has a battery bank and a PV system installed. All the houses are connected with each other. The
authors also emphasize P2P energy trading within the microgrid. A P2P trading platform
associated with the microgrid not only gives energy management and control solutions but also
provides the prosumers to have returns on their investments. In [9], the authors provide a basic
concept of P2P energy trading. The authors also suggested P2P energy trading platform is the state-
of-the-art solution for energy management and trading without the involvement of a third party.
Although P2P energy trading doesn’t come under the scope of this study, however, we propose
P2P energy trading for prosumers to gain returns on investments. This can be achieved using
internet of thing (IoT) platforms that enables one to monitor and control distributed generation.
Blockchain technology can be used to keep the record of the energy transactions and to get
financial in terms of cryptocurrency. In figure 2.7, a local Wi-Fi network is shown that can be used
to set up a private communication link between the personal devices in each house to facilitate
P2P energy trading. The symbols R to Rio in figure 2.7 represent the relays at each premises. The
energy buyer/energy seller can use their personal devices to trade energy within the microgrid with
tamper-proof records. If housel wants to trade energy with house 5 the relay R and Rs will turn
on for the duration of energy trading by means of a locally installed web interface. The energy
monitoring and control can be achieved using field instrumentation devices and IoT platforms, and

details are presented in [10].
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Figure 2.8. System connection within a house

Figure 2.8 shows the connection details of the PV system within a house. It shows that 72
cells solar panels of 24V and 0.34kW have been used based on HOMER Pro optimization. A
maximum power point tracker (MPTT) is also part of the PV system to track the maximum Power
Point. A battery bank comprising eight batteries 12V 85Ah each is used as a backup supply that
provides system autonomy. The bus voltage of the system is 48 volts, and dc-to-dc converters are
used for smaller loads within the house. A connection to facilitate P2P energy trading is also shown

in figure 2.8 that enables the community members to trade energy within the community.
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2.6 Conclusion

The primary objective of this study is the design and analysis of a dc-microgrid for a remote
community in Pakistan. HOMER Pro is used for system optimization, and optimal system design
has been achieved. In this case study, the heating and cooking load is not considered, and the
system is designed only based on basic domestic needs such as lighting, small refrigerators,
electronics, etc. The proposed system fully satisfies the needs of each house. Essential technical
information on P2P energy trading and connections details are also provided. Based on the results,
isolated dc-microgrids are the best solution for un-electrified remote settlements with good solar

resources.

2.7 Future Work

For future work, the authors aim to provide full technical details and implementation
methodology of Peer-to-Peer energy trading using the internet of things and blockchain technology

for the site under consideration.
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Chapter 3
Peer-to-Peer Energy Trading in a Microgrid Using

Internet of Things and Blockchain

Co-authorship statement

An open resource and technology-based P2P energy trading method is presented in Chapter
3. A blockchain based on Ethereum is proposed for money transfer in the form of cryptocurrency,
and an Internet of Things server is proposed to transfer energy to peers without human intervention.
In addition to software implementation, this chapter also discusses hardware setup. A user-friendly
interface has been developed on the server to perform various energy trading tasks. Energy trading
events can be shared among peers through e-mail notifications. Ganache's graphical user interface
(GUI) uses a private Ethereum blockchain to facilitate financial transactions. Chapter 3 provides
details of the proposed hardware and software setup and explains how low-cost P2P energy trading

can be achieved. This chapter contributes to Objective 2, as indicated in Section 1.3.
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Canada, 2020, pages 0402-0406, doi: 10.1109/IEMCONS51383.2020.9284869. While the full
technical details of Chapter 3 are published in the ELECTRONICS JOURNAL, Electronics, vol.

25, no. 2,2021, doi: https://doi.org/10.53314/ELS2125039B.

Abstract With advancements in renewable energy technologies, consumers are
becoming prosumers, and renewable energy resources are being used in distributed networks. In
an isolated distributed system, peer-to-peer (P2P) energy trading is one of the most promising
energy management solutions. In this chapter, we propose a P2P energy trading method for
microgrids using open resources and technology. The proposed setup comprises an Internet of
Things (IoT) server to transfer energy amongst the peers without human intervention, and an
Ethereum based private blockchain is suggested for money transfer in the form of cryptocurrency.
The IoT server enables the peers to control and monitor self-produced energy. Arduino UNO, ACS
712 hall-effect current sensor, and a relay are the main components used in the hardware setup.
The current sensor data is sent in real-time to Arduino for onward communication to the IoT server.
A user-friendly interface has been developed on the server to perform various energy trading tasks.
Peers have the choice to access the server remotely to perform energy trading tasks. The energy
trading events can be shared amongst peers through e-mail notifications. For financial transactions,
we utilized Ganache graphical user interface (GUI) a private Ethereum blockchain eliminating the
need for financial institutions. The proposed peer-to-peer energy trading model has been
successfully tested for energy trading between two peers. This chapter provides details of the

proposed hardware and software setup and explains how low-cost P2P energy trading can be

achieved.
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3.1 Introduction

Increasing demand of electric vehicles (EV), use of smart appliances and higher living
standards may increase the demand for electrical energy by 20% in the next decade [1]. In recent
years, increased utilization of renewable energy sources (RES) has been seen worldwide. By 2022,
renewable energy will be around 30% of world’s energy production [2]. To meet the electricity
demand and reduce greenhouse gas emissions, countries around the globe are focusing on
renewable energy sources such as solar and wind [4]. The rise in prosumers (buyers and sellers)
has been witnessed because of less expensive renewable energy technologies. Interest has been
high to sell or share self-produced energy within communities [3].

In conventional power systems, power is produced by larger power plants with megawatts
capacity situated in distant regions and sent to end-use customers over a significant distance by
the utility network. The electrical energy goes from the producers to the consumers, and the cash
flow goes the other way. The flow of both energy and cash is unidirectional in the conventional
system of energy transmission and trading. In recent years, the energy industry is switching
towards the decentralized model as information technology, and the distributed energy
technologies have been further developed [5]. At present, energy is produced at larger scales by
conventional energy production methods such as hydropower, natural gas, coal etc., causing huge
environmental deterioration and high transmission losses.

In the case of renewable energy sources, the consumers can control their power

consumption and production. The energy trading between the prosumers and consumers without
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the involvement of any third party is called peer-to-peer P2P energy trading. The prosumers and
consumers here are referred to as peers. It also means that the peers are trading amongst
themselves, and they do not rely on any mediator. Energy market prices are usually set on the
national level. While in P2P energy trading, the participants have the liberty to set the prices
themselves. The basis for P2P energy trading in a distributed network is founded on a shared
economy model [6]. The IoT platform facilitates the energy trading process. The advantage of
using the IoT platform is that it minimizes human intervention. In traditional energy trading
networks, the energy transactions are unidirectional from a source of energy generation over a long
distance, causing transmission loss with a contrary cash flow. On the other hand, P2P energy
trading is not unidirectional in terms of both cash and energy transactions [7].

Peer-to-peer (P2P) energy trading became an advanced level of energy management
solution for smart grid, which permits peers to participate in electricity market either by reducing
their demand or by selling excess energy [8]. P2P energy trading platform enables prosumers to
buy or sell energy generally or within a community. P2P energy trading is thought to be an
appropriate trading model in microgrids [9].

Blockchain is an open ledger where different peers can connect with each other and are
able to perform and verify transactions. Otherwise, considered as an accounting record system,
blockchain keeps the details of all the transactions without allowing any interference. These
transactions are based on smart contracts [10]. Blockchains are distributed data arrangements used
to store digital transactions with no central authority. They can allow numerous users at a time to
make changes to the ledger without requiring any central authority. Every participant has access
to the records’ chain in the blockchain network. All the new transactions are linked with the

previous transaction with cryptograph making it more adaptable and secure. Every network
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participant can confirm the validity of the transactions in blockchain which authenticate the
transparent, tamper proof and trustable transactions [11].

In this chapter, we propose an loT-based energy trading platform associated with
blockchain-based financial transactions. The primary concept is to enable energy trading locally
and to get financial incentive in the form of cryptocurrency. The proposed platform is a
decentralized platform that allows the peers to connect and trade energy with no involvement of
any third party. The proposed IoT and blockchain-based P2P energy trading platform connects the
participants using a web-based user interface. The platform can facilitate prosumers in a cost-
effective utilization of distributed generation. It is beneficial to both the energy producer and the
consumer as the pricing mechanism is based on negotiations between the peers, which may be
lower than the local energy markets. In this particular work, energy trading is considered between
two peers only. The seller will be paid depending on the energy export, and the consumer will be
charged according to the negotiated price and energy consumed. The IoT platform is used to
monitor and control energy export and energy consumption, and the blockchain technology is used
for secure and transparent financial transactions.

The significant contribution of this chapter is that it covers both the financial side and the
technical side of a Peer-to-Peer energy trading platform. As the current published research only
address the complex financial solutions of the P2P energy trading systems and ignoring the
practical transfer and monitoring of renewable energy. This chapter is unique because it provides
full implementation details of a P2P energy trading setup. We have provided a complete server
setup including electrical side and software implementation. The technical side helps the peers in
the physical transfer of electric power, energy metering, and available energy monitoring. At the

same time, the financial side is helpful for financial transactions on a secured blockchain network.
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It also enables the platform participants to decide the price of energy themselves which may be
lower than the local energy markets. To the best of our knowledge such information is not found
in any publication. The proposed research work is successfully tested, and the results are presented

in the following sections of the chapter.

3.2 Related Work

In [5] an IoT and blockchain-based system is proposed. IoT is used to account for power
flows, while a blockchain platform eliminates the need for a central authority. The proposed
system developed a local energy market to deal with distributed energy transactions and eliminated
central authority. In [12], the authors proposed an energy tag (smart contract embedded in the
blockchain) system. The IoT applications are used to collect data regarding the energy needs of a
consumer or prosumer within a smart home. Based on whether the prosumer has surplus energy to
sell, or a consumer wants to fulfill its own energy needs, a purchase or selling tag is established
and sent to all members of the platform. The participants who are interested in the energy
transaction confirm the energy tag with the original prosumer or consumer. After the transaction
becomes valid, the tag is assigned to a block. A ledger is then triggered between the participants
involved in that particular transaction once the block is generated and then sent out to all the
participants of the energy-transaction platform. The work proposed in [12] furthers categorize pure
P2P and hybrid P2P energy trading.

The research work presented in [13] suggests a P2P energy trading system for a Virtual
Power Plant (VPP). The authors focused on the financial side using the Ethereum blockchain and
smart contract and developed a P2P energy trading and bidding mechanism. The platform

addressed cost and security concerns using a public blockchain, and the concept of smart contracts

46



is used for auctions. A blockchain-based bidding platform was developed, and a cryptography
testing environment was set up to achieve economic P2P energy trading with efficiency and
transparency. The suggested auction-based bidding model interlinks various software, e.g.,
Solidity, Remix, Metamask, Infuro.io, and Ropsten, to enable a real-life cryptographic
environment in blockchain-based energy trading.

In reference [14], the operational costs of alternating current (AC) and direct current (DC)
operated electrical devices are evaluated using bill sharing and the mid-market rate method for
various levels of PV penetration considering both households and communities. All the peers in
the network share the operational cost and income as per the share of energy they generate or
consume using a bill-sharing method. Total generation and demand relationships are used in the
mid-market rate method to calculate the internal price at the average of export and import price.
In another research work (see [15]), the authors recognized seven different microgrid power
market standards and evaluated the Brooklyn Microgrid based on those standards. The authors
established and shaped a local electricity market with a focus on a private Ethereum blockchain
that enables participants to trade self-produced energy on a distributed trading system with no
contribution of any central authority.

The authors in [16] employed wireless networks to develop a blockchain based secure
power trading structure designed for the smart grid. In the proposed system, power data collected
by the wireless network is recorded using blockchain, and trading decisions are made using the
smart contract. To improve power trading and renewable energy utilization, the authors introduced
local energy trading blockchain and renewable energy trading blockchain named dual-chain
structure. They also modeled a renewable energy incentive method. The authors proposed the

energy trading system using blockchain by employing a wireless network with improved security.
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Here, issues such as data transmission and single point of failure are addressed in the electricity
market. The suggested system performs reliable distributed energy trading without any central
party between consumers and prosumers.

In [17], the Byzantine-based blockchain consensus framework is utilized for energy trading
amongst EVs and distribution networks (DN). DN begins the energy trading by requiring more
power from the EVs for the duration of the peak load period. In this energy trading practice, the
blockchain is used to secure the shared energy and information from vulnerable attacks. Byzantine
general problem structure is used to feature the application of blockchain. The research work in
[18] emphasizes P2P energy trading between the prosumers in a community using a novel game-
theoretic platform. The energy needs of the consumer can be adjusted based on the quantity of
energy offered by the sellers and the price. The authors considered two different trading
competitions: 1) price competition among the sellers; and 2) seller selection competition among
the buyers. The price competition between the sellers is designed as a noncooperative game. For
the buyers to select the sellers, an evolutionary game theory is applied. Additionally, an M-leader
and N-follower Stackelberg game method is employed to shape the interaction between the buyers
and sellers. To maintain the equilibrium between the games, two algorithms are suggested. The
research shows how P2P energy trading delivers substantial technical and financial benefits to the
community, and it appears to be an alternative to cost-intensive energy storage systems.

The latest research work is presented as a part of the literature review in this chapter
section. All the papers use public blockchain except [15], which uses private blockchain to adopt
only bill sharing techniques. None of the papers above is presenting a complete solution for energy
trading. The related work shows that the authors benefitted the P2P community by providing

accounts of power flow, categorizing P2P and hybrid P2P energy trading, cost analysis, and
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efficiency of power trading between DN and EVs. Contrarily the proposed Peer-to-Peer energy
trading platform gives a state-of-the-art energy trading solution to the P2P community. The peers
can monitor and trade energy and get full benefits of blockchain technology in financial
transactions on a private blockchain. The system can efficiently perform real-time energy and
financial transactions, which is not addressed in published work. The system proposes a complete
buying and selling platform including financial transactions which have not been addressed in the

previous work.

Table 3.1 Summary of Related Work

Blockchain platform/ Objective Proposed approach

Method used

Prosumers engagement An IoT (Internet of Things) system

Steemit platform, Public in the energy market. to account the energy flows and

blockchain [5] Considered privacy and  blockchain approach to eliminate the

security of participants,  need for a central control unit.

accounting of energy

flow.
Smart contract and public ~ For efficient electrical Proposed an energy tag (smart
blockchain [12] energy transaction contract embedded in the
between prosumers, blockchain) system

categorize pure P2P and
hybrid P2P energy

trading

49



Smart contract and public

blockchain [13]

Operational cost

comparison [14]

Private blockchain [15]

Local Energy trading
blockchain and renewable
energy trading blockchain

[16]

Byzantine based

blockchain [17]

To address cost and

security concerns and to

achieve efficient,

transparent, and

economic energy trading

Boost energy trading

Reduce electricity

cost in the local market

To enhance the
efficiency of power
trading and renewable

energy utilization

Enhancement of energy
and information data

security in trading

Auction-based bidding mechanisms

1s introduced

Mid-market rate and bill sharing
method for different levels of PV

penetration.

A decentralized market

mechanism using a private

blockchain is proposed

An energy trading system using
blockchain by improving security of
wireless networks. Also introduces

an incentive mechanism.

Byzantine general problem
framework is utilized to feature the

application of blockchain.
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process between EVs

and DN

. Substantial financial and . .
Game-theoretic model Noncooperative game is used for

technical fits ft
[18] echnical benefits for sellers and for the buyers’

P2p it
COMMURTLY evolutionary game theory is applied.
Stackelberg game approach to

maintain the attraction between the

participants

3.3 Internet of Things

Internet of Things (IoT) is a generalized notion of connecting things to the internet. It
minimizes the human intervention with things and automates them. Ultimately, we can get better
service and information. In IoT, we connect humans, objects, etc., to the internet and gather various
information for further processing and analysis. Moreover, the IoT comprises actual and virtual
objects with their own individual features and is all around incorporated into the data organization.
IoT can convey/respond to things, conditions, and information. The things also respond based on
the conditions and the information detected. To understand IoT, it is important to utilize sensor,

devices and technologies that can incorporate with IoT platforms [19].

IoT devices are primarily used for accumulating data and information from the physical
things around to facilitate our daily life. The IoT platforms are also used to control IoT devices

remotely and hence increasing the quality of life. IoT communicates with things by utilizing
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sensors and communication technologies [20], and in response, objects respond autonomously
without the involvement of humans, thereby increasing the efficiency. In this way, IoT can play
an essential role in the transformation of the energy sector towards decentralization, which, in turn

will yield economic benefits to the prosumers or renewable energy producers.

Internet

of
Things

Figure 3.1. Internet of things and renewable energy trading

Figure 3.1 depicts the IoT connecting different components that are considered important
in a P2P energy trading network. [oT platforms can connect different peers to transfer energy in a
decentralized network and can manage energy storage and renewable energy resources. They can
also be utilized for charging electric vehicles from distributed energy resources. IoT platform
provides the peers a decentralized network to monitor and control energy trading sessions.

After navigating through a decade-long journey, IoT technology is currently ushering in
various opportunities. Numerous loT gadgets and modules with multiple communications
protocols, computation technologies, and security algorithms have been developed, while others
are still in a developing phase. IoT platforms use different communication protocols such as

MQTT, CoAP, DDS, XMPP, and HTTP for communication with IoT devices [21]. However, the
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wired communication protocol can also be used to facilitate communication between the loT

platform and the IoT devices.

3.4 Blockchain

Blockchain uses a distributed ledger technology controlled by the participating peers with
no involvement of any central authority. The idea of blockchain was hailed through a white paper
by Satoshi Nakamoto on October 31%,2008. He presented the concept of an online platform of
bitcoin transactions between the participating peers and eliminated the need for a financial
institution [20]. In a blockchain, the blocks are assembled in the form of chains, and each block
stores the data for all transactions. Each block performs a vital role in linking the earlier block to
the next block instantly after the next block appears in the network [20]. All the participants in a
network store historical data. These are distributed in a block format, called a set of transactions.
Every node has a public and a private key. The participating peers can perform digital signatures
on the performed transactions using the hash function and private key. The blocks holding these
transactions are organized in the form of chains and are connected without any interruption—
together with the time flow after being formed. As the blocks are linked in the form of chains, the
information stored in the blocks cannot be changed. All the network participants can verify the
transactions by accessing the ledger they hold. The transactions without validations cannot be
stored in blocks [10]. Hence, the characteristics of blockchain are data integrity, security, and

decentralization.
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Figure 3.2. Basic blockchain

Figure 3.2 represents the basic blockchain structure. Each block contains information such
as index; timestamp, which keeps the record of the exact block mining time, block hash, the unique
block identity; Tx hash (Transaction hash, the unique identity of every traction performed on a
blockchain), and data. Each block is also connected to the previous block making a chain of blocks.
Referring to figure 3.2, block By, always present in the blockchain, is called genesis block, the first
block of every blockchain. The rest of the blocks in the blockchain stacks over the genesis block.
In a P2P network, the participating peers manage the blockchain independently without the
involvement of any central authority. As we shift the energy sector from a centralized to a
decentralized network, blockchain is an essential factor, as it can address security and transparency

issues in energy trading. Such a process can be either local (between the peers) or wholesale [22].

3.5 Smart Contract

Nick Szabo introduced the smart contract concept in 1994. He defined a smart contract as
“A computerized transaction protocol that executes the terms of a contract.” Consequently, the
advent of blockchain unfolded the significance of smart contracts. In terms of blockchain, smart

contracts are scripts recorded on the blocks forming a blockchain. Each contract has a unique
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address as it dwells on a chain. These contracts are generated by addressing transactions to them.
Afterward, smart contracts execute automatically in a specified method on the network nodes [10].
Figure 3.3 shows the working of a smart contract, where a response is dependent on the pre-set

conditions. Once the pre-decided conditions are fulfilled, the desired response will occur.

Condition 1: response |

S SeC it condition Condition 2: response 2

Pre-setresponserules —
Condition N: response

Figure 3.3. Working of smart contract [17]

As compared to traditional agreements, smart contracts do not depend on any mediator. This idea
of executing smart contracts without any mediator became successful only because of blockchain—
a system that can self-execute the contracts.

There are different platforms to develop smart contracts, e.g., NXT, Bitcoin, or Ethereum
[23]. On a blockchain, a smart contract shall not be changed. However, it can be monitored,
authenticated, and self-enforced. Bitcoin first implemented smart contracts. In 2015, Vitalik
Buterin developed Ethereum—a blockchain-based decentralized network for payment execution

inclusive of a development environment for a wide range of smart contracts on blockchain [24].

Ethereum blockchain allows smart contracts to execute independently. In this platform, at
first, the contract amongst the participating peers is applied as a script and then deployed to the
blockchain network. On the execution of the digital commands, the smart contract is initiated
automatically on the blockchain network, and the condition already set up in the smart contract are

followed. Hence all the transactions are executed independently without relying on any central
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authority. In cryptocurrency, the smart contracts can be deemed as wallets because they contain

balance and account addresses like traditional cryptocurrency accounts [13].

3.6 System Description

In most countries, the conventional energy trading model is entirely managed by utility
companies, and the energy consumers are altogether dependent on the service providers. Besides,
the electric power is produced by large-scale power plants installed at distant locations from the
load centers. There is also no uniform policy regarding the pricing mechanism, and the energy
price is decided centrally without the direct involvement of the end-users. As described in Section
3.1, increasing demand for electric energy and the penetration of renewable energy witnessed an
increasing number of prosumers. Also, modern technologies emphasize decentralized networks
where people can deal with each other without the involvement of any mediator. Peer-to-Peer
(P2P) energy trading is the most advanced solution towards decentralized energy trading involving
independent production, consumption, and financial incentives. In a P2P network, the peers can
decide the energy price by themselves and manage their energy needs without relying on any
central entity.

In this work, the proposed peer-to-peer (P2P) energy trading model consists of an IoT
server with a user interface associated with a private Ethereum blockchain. The user interface is
developed in a user-friendly manner and is simple to use. The developed system enables the
participating peers of the proposed P2P energy trading model to manage their energy needs either
by selling the excess amount of energy or they may buy the energy if their energy demand is

increased. The participating peers may be the energy buyers or the energy sellers.
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The P2P energy trading model connects Prosumers together and facilitates the energy trading
amongst them. In this P2P energy trading model peer can consume self-produced energy and sell
the excess energy by using the developed user interface (UI) of the server. The Ul enables the
prosumers to give buy or sell calls, transfer energy, measure the energy transferred, and execute
payments. There are also options to refuse the buyer in case energy is not available to sell. Also,
an emergency stop button may be used to stop energy flow if an emergency occurs. The peer (buyer
or seller) can show the willingness to buy or selling by using the “Buy” or “Sell” button on the Ul
of the server. Once peerl initiates the buy call with the buy call button, it will send an e-mail
notification to peer2 showing the inclination of peerl to buy energy. If peer2 to have enough
energy and is ready to sell energy to peerl, peer2 will transfer energy to peerl by using the “Energy
Transfer” button on Ul For financial incentives, we used here a fully private Ethereum based
blockchain technology to ensure secured, transparent and tamper proof financial transactions.
Blockchain enables the peers to perform efficient and speedy transactions to get incentives for the
energy exported. It allows direct financial transactions between peers and eliminates the need for

any central financial institution.
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Figure 3.4. Block diagram of P2P energy trading
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Figure 3.4 shows the block diagram of a P2P energy trading model. The P2P energy trading
process starts from buy or sell calls. After a peer receives a buy call, he/she will be able to sell
energy. If a sell call is received, the peer may accept the energy selling offer. The next step is to
transfer the energy between the peers if enough energy is available. If the available energy is not
sufficient for selling purposes, this peer has the choice to refuse the other peer. When ready, the
peers may utilize the Ul to initiate the transfer of energy. The developed system is fully
decentralized and reduces human interventions to a minimum. Once the peers transfer energy, the
system automatically disconnects the power supply according to the predetermined time intervals.
The server of the P2P energy trading model is developed using Node-Red visual programing
language, which can measure the energy consumed and send e-mail notifications of energy
consumption to the peers. The block diagram also shows a payment execution block that shows
that the system is also enabled to perform the financial transactions in response to the consumed
energy. The developed model is also associated with the fully private Ethereum blockchain to
perform financial transactions. After the energy transaction is completed between the peers, the
buying peer (energy importer) will receive an e-mail notification to pay for the energy consumed,
and the financial transactions are then performed using the Ethereum blockchain. The P2P energy
trading model, in addition to empowering the participating peers to refuse if sufficient energy is

not available, has also an option to stop energy transfer in case of an emergency. The block diagram
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shows how the P2P energy trading model facilitates the P2P energy trading in a decentralized

manner and eliminates the need for any central authority.

The P2P energy trading model presented in this chapter is fully autonomous and works in
a decentralized manner. The system can transfer energy between the peers without human
interventions, and the associated Ethereum blockchain enables the peers to get the incentive for
energy trading. There is no central authority to decide the price of energy. In this P2P energy
trading model, the electric energy price is pre-decided amongst the peers allowing energy prices

lower than the local energy market. The system can manage energy needs and measure energy
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Figure 3.5. Schematic diagram of the proposed System

consumption in real-time, and the buyer must also pay for the energy consumed using the Ethereum

blockchain under sufficient security and transparency. The P2P energy trading model developed

59



here is adequate to accommodate 10 participants. However, as an initial test, we have applied it

for only two peers, the details of which are presented in the next sections.

Figure 3.5 presents the schematic diagram of the P2P energy trading model. In the figure
two peers named “peerl” and “peer2” are shown. Both the peers are equipped with the distributed
energy resources. Peerl is equipped with solar energy resource as photovoltaic panels appears in
the figure while peer2 is utilizing wind energy to fulfill its energy needs. The P2P energy trading
models enables the participants to share energy after fulfilling their own energy requirements and
get the financial benefits in the form of crypto currency.  The details of each component are

presented below:

J Server: A server has been developed for the P2P energy trading model to facilitate energy
trading between peers. Peers are programmed in a Node-Red IoT platform and Ethereum
blockchain.

o Data: All the information regarding the energy trading and financial transaction is
transmitted between the participating peers of the system using a private network.

. Energy: For the physical transfer of energy services, wires are used in this P2P energy
trading model.

J Switch: Switch is used for the physical transfer of energy between peers.

. Load: Load can be lights, motor, appliances, etc. However, for testing this system, two
light bulbs of 100 watts each have been used.

J DC/AC Converter: DC to AC converter can be used as most of the renewable energy
resources gives DC output, and commonly used household loads are in AC.

o Batteries: Batteries can be used to store energy and supply surplus energy between peers.

. Photovoltaic panels represent a renewable energy source.
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. Wind turbine: Represents a renewable energy source.

The proposed peer-to-peer energy trading model has major contribution to facilitate P2P
community, it satisfies all the requirements of a fully decentralized P2P energy trading network
which has not been addressed yet. IoT platform enables the peers to trade energy with high
efficiency. Blockchain technology allows peers to perform and verify financial transactions

without relying on any third party.

3.7 Experimental Setup

The proposed P2P energy trading model has two main components:

(1) hardware setup

(2) software-based setup.

3.7.1 Hardware Setup

The hardware setup of the proposed system is presented below in figure 3.6. The structure
comprises an Arduino UNO microcontroller, ACS 712 Hall-effect current sensor, relay board,
Jjumper wires, LED, a resistor, and wires to supply energy to the connected load. Arduino UNO is
selected based on its compact size and is programmed using Arduino IDE to receive data from the
current sensor and onward transmission of data to the IoT server. In this setup 30A module of ACS
712, Hall-effect current sensor is used to measure the current ranging from OA to 30A. The
switching capacity of the SRD-05VDC-SL-C relay board used in this hardware setup is 10A.

Figure 3.7 shows the load connected to the system for testing. The load is composed of two light
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bulbs: 100 watts each. A wired communication protocol is used for the communication of data

between the hardware setup and the IoT server.

Figure 3. 6. Hardware setup of P2P energy trading model

Figure 3. 7. Load connected to P2P energy trading model

After connecting the load to the system, the current sensor senses the current flow and
transmits the sensed values to the IoT platform. The IoT platform starts measuring the consumed
energy by taking the voltage value as standard AC 120V using payable energy node and based on

the information transferred by the Arduino microcontroller (The system is tested in St. John’s
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Newfoundland, Canada with standard values of AC as there is no voltage fluctuation here).
Arduino UNO analog pins are used to transfer the data sensed by the current sensor to the server,
and digital pins support the energy transfer process. The relay here is used to perform automatic
switching operations. The relay operates based on the signal received by the IoT platform. Once
the relay gets the signal from the IoT platform automatically starts or stops the energy transfer
process. As soon as the energy transfer is complete, an e-mail notification is generated and sent to
the energy consumer, and the system is disconnected. Here, an LED is used to indicate the trading
session. Once the trading session starts, it turns on. After the trading session is over, it
automatically turns off. Table 3.2 summarizes the hardware used in the proposed P2P energy

trading model and the purpose of the hardware being used.

Table 3.2 Hardware Description

Hardware used Purpose

Current sensor Used to sense current drawn by the load.

Arduino board Arduino microcontroller digital pins are used to perform energy transfer

function/indication. Analog pins are used to transmit sensed current value.
LED LED is used to specify trading session.

Power Supply Standard 120 V 60 HZ AC power supply is used for testing purposes

Relay To start or stop energy transfer process automatically
Electric wires To supply energy to the load

Jumper wires To connect circuit components

Light bulbs Two light bulbs 100 watts each are used to serve as load
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3.7.2 Software Setup

The software setup comprises a Node-Red IoT platform, Ganache graphical user interface
(GUI), Ethereum blockchain, and MetaMask. Node-Red visual programming language is used to
develop the flow-based server and create the Ul for the proposed P2P energy trading model. Node-
Red flow is used to assign tasks to the nodes and to connect the nodes with each other, while the
user interface helps the peers to perform the required tasks for efficient energy trading. The peers
may access the server remotely and are able to complete required transactions even not being on-
site. After completing energy transactions, payment execution can be done on the private Ethereum
blockchain using ganache GUI and MetaMask. In this platform, occasionally, the participating
peers will have to pre-decide the price of energy themselves without being dependent on any
intermediary. Table 3.3 describes the software used to build the server. The hardware setup
communicates with the software setup through USB serial ports.

Table 3.3. Software Setup Description of the Proposed P2P Energy Trading Model

Program Purpose

Node-Red Used to develop the flow to connect different nodes using Node-Red

visual programming language.

Node-Red User Helps peers to perform different tasks, such as ‘Buy’, ‘Sell’, ‘Refuse’,

Interface ‘Transfer’, or ‘Stop’.
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Ethereum Ganache GUI is used to develop local Ethereum blockchain for test run.

Blockchain

MetaMask MetaMask is used to perform transactions.

3.7.2.1 Node-Red flow

Figure 3.8 represents the flow, programmed using Node-Red visual programming language
for the proposed P2P energy trading model. It represents buttons to facilitate ‘Buy’ and ‘Sell’ calls
and respond to the respective calls. Peers are connected to each other through e-mail
communication. Arduino nodes represent the connection with Arduino board. After the connection
is established between the Arduino nodes and the Arduino board the current sensor transfers the
data to the server, which facilitates the power measurement through ‘Power Meter’ and energy
measurement using the ‘Payable Energy’ node as shown in figure 3.8. Node-Red node named
‘Payable Energy’ is placed to notify the energy consumption of a ‘start event’, to calculate the

energy consumed in KWh, and to show the event time in seconds.

It also declares a ‘stop event’ after energy transfer is over. Once the stop event is declared

by the specific node, it sends an e-mail notification to the peer (energy exporter) notifying the
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Figure 3. 8. Node-Red flow for the proposed P2P energy trading model

consumed energy and the time for which energy was consumed. For sending e-mail notifications
between the peers, the Node-Red e-mail notification node is used, shown in figure 3.8. A trigger
node is also shown in figure 3.8, which is used to facilitate the energy transfer for a particular
interval of time. After the pre-set time span is over, the trigger node generates a signal that halts
the energy transfer process by actuating the relay. A debug node is also used to display all the data

on the server itself.
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3.7.2.2. Node-Red User Interface (UI)

Figure 3.9 shows the Node-Red dashboard user interface (UI) composed of different
buttons and a power meter. A peer can give different calls by tapping on this UI and able to monitor
the supplied power on the power meter. It also shows the notification in response to a ‘Buy’ call
generated by peerl. When peerl makes a ‘Buy’ call showing the willingness to buy energy, a
notification will pop up on the screen. At the same time, peer2 will receive an e-mail notification,

as shown in figure 3.10.

Peer 1

Buy Energy

Power Meter

TRANSFER

STOP

SELL

REFUSE

Figure 3.9. Node-Red User Interface

tome -

Buy Energy

Figure 3.10. Email notification of energy
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If the excess energy is available or peer2 is willing to sell energy, peer2 will transfer energy

using the ‘Transfer’ button, and energy transactions would start between the peers. Peerl will get

an e-mail notification indicating that the energy transfer has started. After the energy is transferred,

the system will automatically disconnect the power supply based on the pre-set time between the

peers. Peerl will again receive an e-mail notification of payable energy showing time (in seconds)

and energy consumption (in KWh). The UI of the sever gives the peers some other options such

as ‘sell’, ‘refuse’, and ‘stop’. Peers willing to sell energy can also send the sell call. If the energy

is not enough to be sold, the UI allows them just to tap the ‘Refuse’ button, and the other peer will

receive an e-mail notification that energy is not available. In figure 3.9, a ‘stop’ button is also
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shown, which allows the participants of the proposed P2P energy trading model to stop the transfer

of energy instantly during any unwanted incident.

The system has been tested for various time intervals after connecting the load. All the
trading sessions have been shown on the server and communicated to the peer (energy user) at the

time energy transfer started and once the trading session was over.

Figure 3.11 shows the start of the energy trading sessions, which also declares that the trading

session is over by indicating the ‘event: stop’ notification with time stamps.

The server developed on the Node-Red IoT platform enables peers to trade energy freely
according to their choice and without relying upon any utility company. All the trading sessions
appear in the Node-Red debug window. At the same time, the energy consumer is notified about

the energy trading session through e-mail notifications, as shown in figure 3.12. All the

Message from Node-RED Inboxx Cee

jabbaraziz.baig@gmail.com Nov 23, 2020, 11:56 AM (6 days ago)
{"name"."Payable Energy","event”."start"}

jabbaraziz.baig@gmail.com Nov 23, 2020, 12.00 PM (6 days ago)  ¥r
{"name™"Payable Energy" "event”"stop" "time":224 “energy".0.0125}

Jabbaraziz.baig@gmail.com Nov 23, 2020, 12:00 PM (6 days ago) W
{"name"."Payable Energy", "event"."start"}

jabbaraziz baig{@gmail.com Nov 23,2020, 1210 PM (6 days ago) Tt
{"name”"Payable Energy","event""stop","time":595,"energy".0.0331}

jabbaraziz.baig@gmail.com Nov 23,2020, 12:10 PM (6 days ago) ¥
{"name":"Payable Energy” "event™"start"}

jabbaraziz.baig@gmail.com Nov 23,2020, 1:10 PM {6 days ago) ¥t
{"name""Payable Energy" "event™ "stop” "time" 3603 "energy"0. 2005}

Figure 3. 12. P2P energy trading e-mail notification

information regarding energy trading would appear in the debug window on the server, and at the

same time, all the trading events would be communicated through e-mail notifications. Figure 3.12
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shows the e-mail notification from Node-Red regarding the trading session, which is the same as
the information that appeared on the server itself. After the peer gets the information about the
energy consumed, he/she will then pay for the energy consumed using the Ethereum blockchain.

Details are presented in the next section.

3.7.2.3 Payment Execution

For payment execution, we use Ganache GUI, which provides the local network of
Ethereum blockchain with 10 accounts. Each account is associated with public and private keys
and a balance of 100 Ethers, which can be used to run tests. Ether is a cryptocurrency, and Ganache
GUI allows financial transactions in Ethers.

After successful transactions, Ganache GUI creates real-time blocks. It also helps the
participants to explore the blockchain, transactions and to deploy smart contracts. Peers can

connect using RPC Server.

Figure 3.13 shows the created accounts for the testing purposes, the balance of 100 Ethers
in each account except the accounts on INDEX 0 and INDEX 1 as we had performed transactions
between these two accounts. The TX COUNT (Transaction count) represents that two transactions
have been performed using the accounts at INDEX 0 and 1. For the rest of the accounts, the TX
count is 0. The private key is hidden for all accounts. It is important to hide and secure the private

key as it gives the peers the rights to funds with the associated address.
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Figure 3. 13. Accounts with associated balance on server

The TX COUNT in figure 3.13 shows that 04 transactions have been performed using the
address 0xFaFC72f0B5SEb377F3829CcAC35¢c20A1aE45861f and
0xa4167367e¢7552dADa3471CC53e80bb4205fE245d, hence four blocks have been mined on the
blockchain server the status of which is shown in figure 3. 14. It also shows the transaction details

and the amount of GAS used.

In cryptocurrency, the network charges a fee from the peers, which is called GAS. It only
exists inside the Ethereum blockchain just to check the amount of work done. However, the
transaction fee is charged based on the GAS price in the form of Ethers. If we explore the
transaction in a block, it gives us important details of the addresses amongst which the transaction
is performed, as well as Tx Hash (Transaction Hash), block hash and the time stamp. The

transaction Hash is a unique string of characters associated with each transaction. The details saved
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in block 4 regarding the transaction performed on the private Ethereum blockchain are shown in

figure 3.15.
ACCOUNTS BLOCKS
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Figure 3.14. Blockchain status on the server
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Figure 3.15. Block details

Figure 3.16 shows the MetaMask plugin extension that is used to access the distributed
applications of Ethereum as an add-on extension in Google Chrome. Ganache GUI can be accessed

using MetaMask to perform transactions.
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Figure 3.16. MetaMask plugin

The balance of the accounts can be imported to MetaMask using the private keys of the
accounts. To perform the transactions between peerl and peer2, we have imported the balance
using the private keys of the accounts into MetaMask. Once the private key is imported in the
MetaMask, the balance associated with the private key appears, as shown in figure 3.16. The
balance associated with account 0xFaFC72f0BSEb377F38{29CcAC35¢20A1aE45861f for peerl
and account 0xa4167367e¢7552dADa3471CC53e80bb4205fE245d INDEXED at serial 1 for

peer2 has been imported using the private keys, showing 100 Ethers for each account. Once the
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accounts are imported, the transactions can be performed by the peers, and the blocks are mined

with timestamps following each transaction.

In this way, the participating peers of the P2P energy trading model are able to perform
secured financial transaction on a private Ethereum blockchain using a unique private key that
gives participant access to his ganache account and uses funds in a secured manner. While for the
technical side, every participant has access to its own Node-red [oT server to monitor and transfer
energy. The participants use e-mail notifications for communication, secured by built-in features

of e-mail security like password and two-factor authentication.

3.8 Conclusion

The proposed P2P energy trading model has a unique and simple architecture. As compared
to the existing P2P energy trading platforms, the proposed system is user-friendly, open-source,
and may introduce increased efficiency and profitability. The existing P2P energy trading
platforms mainly focus on software-based financial transactions to facilitate P2P trading.
However, the proposed system in this work not only covers the financial side using the blockchain
technology but also proposes hardware set up connecting with Node-Red for transfer of energy in
real-time to get financial benefits as blockchain server provides a secure and transparent system
for financial transactions. We have demonstrated how an open-source platform can be utilized to
achieve all the tasks in a P2P network. An interactive user interface has been developed to transfer
energy. Ethereum blockchain is used for payments of the consumed energy. The proposed platform
provides a complete open-source solution for energy transfer, metering, and fund transfer for P2P
energy trading. Although the proposed P2P energy trading model has been tested in real-time for
two peers only, this system is able to accommodate 10 peers at a time and can be extended at an

inter-community level. This fully decentralized platform gives the opportunity to the peers to
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decide the price of energy they are producing. They can also control and manage their energy
requirements. As such, this system yields financial benefits to the participants of P2P network. The
peers can access the server remotely and start trading any time just by tapping on the UI. The
proposed system is fully automated and eliminates the need of human intervention. In addition,
peers can enjoy the distinct features of blockchain without relying on conventional financial

institutions.
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Chapter 4

Design and Implementation of an Open-Source loT
and Blockchain-based Peer-to-Peer Energy Trading
Platform using ESP32-S2, Node-Red and, MQTT
protocol

Co-authorship statement

Chapter 4 describes a P2P energy trading system that provides real-time data acquisition,
monitoring, and control of self-generated energy at a remote location. Trading activities are
conducted through a web interface using a private Ethereum blockchain and smart contracts. To
implement this system, a combination of software and hardware is used. The monitoring and
control of self-generated energy is achieved through the use of an internet of things platform. For
financial transactions, the Private Ethereum blockchain is used. This chapter presents system
design, implementation, testing, and results. This chapter is based on objective 3, as outlined in

section 1.3.

I, Mirza Jabbar Aziz Baig significantly contributed to the Methodology, Software and
hardware implementation, Data curation and Writing — original draft of this manuscript as a
principal author. This research work is also supervised by Dr. Mohammad Tariq Igbal, Dr.
Jahangir Khan and Dr. Mohsin Jamil who supervised this research work in addition to
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conceptualization, resources, correction and editing the original draft of the manuscript. This
chapter is a version of “M. J. A. Baig, M. T. Igbal, M. Jamil, and J. Khan, “Design and
implementation of an open-Source IoT and blockchain based peer-to-peer energy trading platform
using ESP32-S2, Node-Red and, MQTT protocol,” Energy Reports, vol. 7, pp. 5733-5746, 2021,

doi: https://doi.org/10.1016/j.egyr.2021.08.190.”

Abstract: An open-source P2P energy trading platform facilitates energy trading amongst
the peers. The proposed system provides real time data acquisition, monitoring and control of self-
generated energy at a remote location. The trading activities are done on a web interface that uses
a private Ethereum blockchain. A smart contract is deployed on the Ethereum blockchain and the
trading activities performed on the web interface are recorded on a tamper-proof blockchain
network. An internet of things platform is used to monitor and control the self-generated energy.
Energy data is collected and processed by means of ESP32-S2 microcontrollers using field
instrumentation devices which are connected to the voltage source and load. An open-source
decentralized Peer-to-Peer (P2P) energy trading system, designed on the blockchain and internet
of things (IoT) architecture is proposed. The hardware setup includes a relay, a current sensor, a
voltage sensor, a Wi-Fi router and ESP32-S2 microcontroller. For data transfer the Message
Queuing Telemetry Transport (MQTT) protocol is used over a local network. ESP32-S2 is set up
as MQTT client and Node-Red IoT server is used as MQTT broker. Hypertext Transfer Protocol
(http) request method is implemented to connect the Node-Red server with the web interface
developed using React.JS library. The system design, implementation, testing, and results are

presented in this chapter.

Key words: Peer-to-Peer (P2P), Ethereum blockchain, Message Queuing Telemetry Transport

(MQTT), Hypertext Transfer Protocol (http), Internet of things (IoT).
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4.1 Introduction

The proliferation of Distributed Energy Resources (DER) such as Photovoltaics (PV)
systems, Battery Energy Storage Systems (BESS), Electric Vehicles (EV), Wind Energy
Conversion System (WECS) along with advancements in information and communication systems
technologies, has introduced a new electricity market [1]. A significant demand for electric energy
and the availability of low-cost renewable energy technologies has raised the number of prosumers
in the electricity market. As a result, a considerable interest of selling or sharing electrical energy
has been witnessed in the electricity market [2]. Blockchain and internet of things has given a new
shape to electricity market. Rather than rely on centralized authority, peers can now perform
transactions on their own. Blockchain technology and the Internet of Things can boost the
efficiency of peer-to-peer energy trading platforms. Now, consumers can buy energy on local
energy markets, instead of having to buy it from utilities. Blockchain and internet of things-based
energy trading platforms can be more efficient and controllable for prosumers. The immutable
blockchain ledger can also provide a transparent energy and funds usage data in real-time.

As the residential sector is increasingly adopting distributed energy resources, several new
market approaches will be necessary. Market participants now prefer distributed generation and to
sell electrical power, contrarily to the conventional electricity market. This emerging concept of
prosumers now requires a state-of-the-art platform for energy trading. A platform that can provide
full trading autonomy, the financial security and pricing liberty and to choose the best suitable
time for trading sessions. The direct exchange of energy amongst consumers and prosumers is
known as P2P energy trading. Over the past few years, peer-to-peer (P2P) trading has become an
only option for consumers to participate actively in energy market. Peers can trade excess energy

production with peers through peer-to-peer energy trading, which is beneficial for both parties[3].
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Consequently, their investment can yield a return. An important part of peer-to-peer energy trading
is that it helps prosumers to trade their energy similar to goods and services. In addition, energy
trading on a peer-to-peer basis can also help reduce peak demand on the grid, lowering the need
for reserves, and reducing network outages [4]. As described by the GridWise Architecture
Council, P2P is also defined as transactive energy (TE), a system for dynamically managing supply
and demand across the electric grid. The P2P platform industry is expected to generate revenues
of over $ 4 billion by 2026 [5].

A blockchain-based P2P energy trading system is presented in [5]. The system includes
bilateral contracts, the Vickrey-Clarke-Groves (VCG) mechanism, an electronic commerce
platform, and the ability to trade with the main grid. This multi-layered mechanism accommodates
changes in electricity generation and consumption preferences. Furthermore, the VCG mechanism
minimizes market power by ensuring that bids are truthful and transparent. To compensate for the
disadvantage of VCG, namely, the unbalanced budget, different remedies are also proposed. In
their description of the trading framework, the authors described it as multi-settlement and quasi-
ideal. To evaluate the execution of proposed P2P frameworks and the solutions for the VCG's
inability to maintain balanced budgets, the authors conducted several case studies. An energy
trading market concept that is fully P2P is presented in [6], the study incorporates two methods of
identifying market preferences. In the first strategy, excess supply and demand are matched,
whereas in the subsequent method, the distance between participants is considered. Moreover, the
two strategies are evaluated and compared in terms of the effect they have on the price and amount
of traded locally energy. The study explains how P2P energy trading market can be developed
onto the blockchain in a decentralized manner. The authors emphasized on P2P energy trading

model for private houses, integrating electric heating model and optimization model.
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Electricity can be purchased and sold locally by plug-in hybrid electric vehicles (PHEVs)
in smart grids by using a peer-to-peer (P2P) approach. The authors provide incentives to PHEVs
so that local electricity demand balances with local fleets of PHEVs instead of traditional methods
that distribute electricity long distances and through complex electricity networks. As part of the
study, the authors examine a promising consortium blockchain technology to enhance transaction
security without requiring any mediator. The proposed system illustrates the detailed operations
of localized P2P electricity trading with the consortium blockchain method (PETCON). To
maximize social welfare, an iterative double auction mechanism is used to determine the price of
electricity and the amount of electricity traded among PHEVs. Using PETCON, authors increase
security and privacy of transactions. The application of the double auction mechanism to a real
map of Texas shows that social welfare can be maximized while protecting PHEV privacy [7]. In
another research article, an energy trade system that employs P2P energy trading while
simultaneously considering demand response is presented. The energy market is conceptualized
as a non-cooperative Stackelberg game amongst prosumers and auctioneers. Prosumers, as buyers,
maximize social welfare by solving optimization problems. The auctioneer also boosts the average
social welfare of sellers. The authors proposed a unique Stackelberg Equilibrium (SE) that is the
ideal solution to the optimization problem. Blockchain technology is used by the authors to
implement the proposed algorithm, which provides enhanced security and privacy protection, and
demonstrates the feasibility of the P2P energy trading approach. This blockchain-based energy
trading approach is also measured for throughput, latency, and running time [8].

A latest research presents simulations results of P2P energy trading based on real-world
data by introducing a market mechanism and a decentralized market clearing method with the

blockchain integration. Markets and blockchain are two key components of the proposed platform.
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The market layer is based on a short-term pool-supported auction and is cleared through a unique
decentralized Ant-Colony Optimization procedure. Using this market procedure, players' privacy
is preserved, and they can trade products between different time periods. Blockchain technologies
facilitate real-time settlements through automated processes, security, and the implementation of
smart contracts. In this study, the authors simulated energy trading, clearing markets, smart
contract operation, and blockchain-based settlement conducted through a platform based on real-
world data [9]. Ref. [10] examine the possibilities for self-governing peer-to-peer energy trading
from within microgrids utilizing blockchain technologies and auction mechanisms. A continuous
double auction framework and a uniform-priced double-sided auction framework are designed that
both employ Ethereum's smart contract functionality. A/B tests were performed on a real-time data
to validate the proposed design. To compare the two frameworks, the authors presented a number
of cost analyses. The authors emphasized a P2P trading platform that incorporates blockchain
technologies and agent-based systems could revamp the current centralized energy grid.

During peak hours, a central power system can decrease energy demand of its customers
by using a peer-to-peer (P2P) energy trading approach. As a result, a cooperative Stackelberg game
is devised, in which the central power system acts as the leader that determines a price during the
peak demand period to compensate for prosumers not consuming energy from it. By contrast,
prosumers act as followers and form coalitions with neighbors to take part in peer-to-peer energy
trading to meet their energy needs in reaction to the leader's decision. Stackelberg's proposed game
is examined for its properties. Because of the stability of prosumers' coalitions, the game uses a
unique and stable Stackelberg equilibrium. At equilibrium, the leader formulates its strategy using
a closed-form expression, while the prosumers select their coalition structure. Peer-to-peer (P2P)

energy trading is suggested in this chapter to lower the total electricity demand of a central power
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system during peak hours. In this study, the authors propose an algorithm that facilitates the
equilibrium solution between the centralized and the prosumer power systems. The proposed
scheme has been proven beneficial in numerous case studies [11]. With the help of Ethereum's
blockchain and smart contracts, the authors enabled peer-to-peer (P2P) energy trading amongst
consumers and producers. Smart contracts reside on a blockchain shared by the participants, thus
guaranteeing exact execution of trades, and keeping immutable records of transactions. The system
eliminates the high costs and overheads of conventional server-based P2P energy trading. The
study implements, Microgrid dynamic pricing to balance total supply and total demand, preventing
double sales, automatic and autonomous operation [12].

A wealth of literature review has been carried out as a part of this research and some is
presented here in this chapter. Our research has not found any publications referring to the usage
of a locally installed Node-Red IoT server for monitoring and controlling energy in a Peer-to-Peer
energy energy trading system design. Moreover, the use of ESP32-S2 micro-controller in our
design, ensures that a local participants of P2P energy trading network can visualize the state of
the process by visualizing data information on the Node-Red dashboard. A private Ethereum's
blockchain is also integrated with a web interface developed using React.JS library for performing
trading activities on a locally installed server. This not only helps in performing trading activities
but also to maintain the tamper-proof records of energy trading sessions. Both the servers are fully
automated and interconnected with each other by means of http request method. The proposed
platform is locally installed on a machine and can be accessed remotely.

This article presents a novel peer-to-peer trading platform, with the following key contributions:
. This chapter presents an innovative Peer-to-Peer energy trading platform design using

open-source resources with real time settlements, technical and economic efficiency.

86



. Design and installation of server on a local machine and communication channel makes it
useful for remote locations with no internet access.

J Implementation of a Peer-to-Peer energy trading platform by installing a decentralized web
interface, Ethereum blockchain, locally installed Node-Red IoT server hosted on a local network
is the main feature. The fact that an open source, peer-to-peer energy trading network has never
been seen before is novel to the best of our understanding.

. After a thorough review of the available research, we present a straightforward and unique
approach to the design and implementation of an IoT and blockchain-based open source P2P
energy trading platform. Any future participant planning to carry out such an exercise will find
this chapter a useful guide.

The remaining parts of the paper are arranged as follows. Section 4.2 of the paper presents
an overview of the technologies used in this chapter including blockchain, internet of things and
MQTT protocol. Section 4.3 describes a brief overview of the proposed open-source IoT and
blockchain-based Peer-to-Peer (P2P) energy trading platform. Section 4.4 represents the details of
the components used for the design and implementation of the proposed P2P energy trading
platform. This includes ESP32-S2 microcontroller, relay, current sensor, voltage sensor, Energy
storage system (ESS)/ battery and load. In section 4.5 we discussed the web interface and IoT
server and http request method to connect the servers. Node-Red flow, based on Node-Red visual
programing language are also discussed in this section. Section 4.6 depicts the implementation
methodology used in this chapter. It describes how the required data is collected and energy trading
sessions are performed. As a part of section 4.7 and 4.8 system design, implementation and
experimental setup are discussed. Section 4.9 includes the testing and results of the proposed P2P

energy trading platform. In section 4.10 discussion about the key features of the system is
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presented. In section 4.11, we conclude the paper and section 4.12 depicts the future work
direction.
4.2 A Brief Overview of Technologies

Throughout section 4.2, the major technologies incorporated into the design and
implementation of our proposed open-source peer-to-peer energy trading platform are briefly
introduced. Ethereum blockchain and internet of things (IoT) are two of the technologies upon
which P2P energy trading platforms are based, as well as Message Queuing Telemetry Transport
(MQTT), a lightweight protocol for IoT data transfer.
4.2.1 Blockchain Technology

A blockchain is made up of blocks put together in the form of a chain. Data from each of
the participants in the network is stored in these blocks. This is done in a block format, called a set
of transactions. Following their formation, these transactions are grouped into blocks and
connected to one another in chains - along with the time stamp [2]. These blocks are records of
data that are continuously added into a distributed ledger called a blockchain [20]. An additional
layer of security is provided by this chain mechanism, even the smallest modifications invalidate
subsequent blocks. Furthermore, if only the hash of the last block is verified, the validity of entire
chain can be ascertained. Initial applications of blockchain were used to track economic
transactions without requiring trusted intermediaries (such as banks). Even if its origins are in
economic transactions, like Bitcoin, the blockchain has proven to be an applicable technology to
other fields, when distributed approaches are the choice to centralized ones. For energy purchases
or sales, blocks can be organized into tables with details such as seller ID, buyer ID, amount of
transferred energy, duration, timestamp, and power profile [21]. As part of this study, we have

used a local Ethereum blockchain, which is provided by Ganache graphical user interface (GUI).
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Ganache GUI is a personal Ethereum blockchain which can be used for distributed application
development. It ensures that dApps can be developed, deployed, and tested in a deterministic and
secure environment [22]. Users can deploy smart contract and run tests using Ganache. Ganache
also provides 10 accounts with 100 fake Ethers in each account. These Ethers and accounts can be
used to perform test runs. To manage the wallet and to perform transaction MetaMask is used
which is a google chrome extension. Peers willing to use P2P energy trading platform can be
connected to each other on a blockchain server using remote procedure call (RPC) protocol. Figure
4.1 shows the overview of Ganache GUI, a local Ethereum blockchain used as a part of this
research. The digital address of each account can be seen in figure 4.1 with 100 ETHS in each
account. Each account is also associated with a unique private key that ensures the security of

wallet.
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Figure 4.1. Blockchain Server
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4.2.2 Internet of Things (IoT)

In this high-tech age, the Internet of Things (IoT) has changed many traditional ways of
living. IoT has allowed cities, homes, pollution control, energy conservation, smart transportation,
and industries to undergo amazing transformations. We can sense the Internet of Things
everywhere we go, constantly increasing our quality of life. Overall, loT encompasses a wide
variety of smart systems, structures, devices, and sensors [23]. Internet of Things (IoT) combines
sensor, computing, embedded, and communication technologies. The Internet of Things aims to
offer smooth services to anyone, anywhere, at any time. [oT is bringing the fourth major revolution
following the internet and Information and Communication Technologies (ICT). Researchers and
developers predict IoT will improve society's well-being and industries more than the internet and
ICT [24]. Basically, the internet of things (IoT) lets electronic, sensor, and software devices to

interconnect with each other, as well as an operator, to facilitate the collection and sharing of real

Internet
of

Figure 4. 2. Internet of things platform
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time data [13,19]. It allows physical devices to be made smarter through the transformation of
traditional forms into smart ones [13].

Smart energy management systems, smart emergency response systems, smart healthcare
systems, smart transportation and industrial automation, smart homes and smart cities, etc. have
been developed in recent years, utilizing the [oT model [13,19]. Also shown in figure 4.2, various
smart platforms are connected with an IoT platform.

Node-Red has been selected for use as a preferred IoT platform. Locally installed Node-
Red server on a private machine ensures platform’s security and privacy. Node-RED allows users
to replace common coding tasks with visual drag-and-drop to connect web services and gadgets.

Various components are linked together to create a flow using Node-Red editor.

4.2.3 Message Queuing Telemetry Transport (MQTT) Protocol

A lightweight data communication for machine-to-machine interaction can be achieved
using Message Queuing Telemetry Transport (MQTT) protocol [13]. MQTT's 2-byte fixed header
makes it ideal for internet of things applications, since it can handle applications having low
bandwidths, low computing power, little memory, and low batteries, which are common in IoT
applications [14,15]. Andy Stanford-Clark of IBM and Arlen Nipper of Arcom (now Eurotech)
initially developed MQTT protocol and now the Organization for the Advancement of Structured
Information Standards (OASIS) recognize MQTT as an open standard [16]. For the purpose of
implementing MQTT, TCP/IP connection is required, with wired or wireless local area networks
[17,18]. As part of the MQTT protocol, message delivery is graded according to Quality of Service
(QoS) levels 0 through 2. As a result, the MQTT protocol is ideal for IoT applications with limited

resources as a reliable data transfer protocol [13,14,15,18]. MQTT is therefore considered
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preferable to other protocols like REST, CoAP, API and HTTP, etc. MQTT also uses TCP/IP to
communicate, only CoAP uses UDP [13,18,19]. There is an extensive discussion of the properties,
benefits, and drawbacks of various IoT protocols, like MQTT, HTTP and CoAP in [13,19]. For
the proposed open-source loT and blockchain-based Peer-to-Peer Energy trading platform we have

used MQTT, IPv4, TCP and IEEE 802.11 IoT protocol. MQTT protocol is used to transfer data
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Figure 4.3. Overview of MQTT Protocol

from ESP32-S2 (MQTT client) to Node-Red IoT server . Whereas, personal smart devices (MQTT
clients) can be used to subscribe topics to visualize data on Node-Red IoT server. An overview of

the MQTT protocol is shown in figure 4.3.
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4.3. The System Description

Throughout this section, the authors describe the architecture of the proposed open-source
P2P energy trading platform. The system configuration in figure 4.4. shows a web interface hosted
on a local machine to perform energy trading tasks. The web interface is connecting to the Node-

Red server used to monitor and control energy. Http request method is implemented to connect the

Current Sensor

~ Voltage Sensor

—
e Publish
HMIs .
Personal Devices
h amme

“Subscribe

(MQTT Client)

(MQTT Broker)

Figure 4.4. P2P energy trading platform architecture

two servers, so that an energy trading process can take place. To develop the communication link
between the various components of the proposed system a Wi-Fi router is used. For system

security, user authentication is set up on the router. Only authorized user can access the network.
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Energy storage system (ESS) represents a battery which is connected to a DC load. ESP32-S2
(MQTT client) publishes the sensor data (voltage and current) to Node-Red IoT server (MQTT
Broker) after processing. This configuration also demonstrates a relay device that facilitates energy
trading sessions. On receiving an energy demand, it starts energy transfer process and after the
demand is successfully fulfilled it halts the process. This is done by means of an algorithm without
any human intervention. The participating peers can access the system using personal devices on

the same network.

4.4 Components of Proposed Peer to Peer energy Trading Platform.

4. 4.1 Sensors

4.4.1.1 ACS 712 Hall Effect Current Sensor

ACS 712 Hall effect current sensor is used to measure load current using Hall Effect
principle. It provides voltage isolation of 2.1kVRMS and a low resistance conductor that is
integrated into the sensor. Hall ICs convert the magnetic field generated by copper conductors into
proportional output voltages by converting the current flowing through the copper conductors. As
a result, an output voltage is produced which is proportional to the measured AC or DC current
[26]. This module is available to sense the current of 05A, 20A and 30A with the output sensitivity
range of 66mV/A to 185mV/A at a supply voltage of SVDC. It uses the ACS7I2ELCTR chip as
its central component [26]. To measure analog signals, the ESP32-S2 uses a maximum range
3.3VDC supply, so by connecting the Vcc pin ACS-712 Hall effect current sensor with the 3.3V
pin of this sensor and selecting appropriate value of sensitivity accuracy of measured values is

ensured. As a part of this study, we have used 20A DC module.

94



4. 4.1.2 Voltage Sensor

ESP32 is a 13-bit device, and its ADC pins are capable to read 3.3V. To convert the bus
voltage of the proposed open-source P2P energy trading platform to the readable signal range of
ESP32-S2 ADC pins, a simple voltage divider circuit is used in this project. Equation (1) shows

the voltage divider equation.

R
(R1+R2) ()

Vout = Vin X

Where V,,,,= ESP32-S2 ADC voltage (3.3) and V;,= Source voltage or Battery voltage (12V),
Whereas R; and R, are calculated using V,,,; and V;,as a reference.
With voltage divider circuit, the bus voltage of 12V is converted to 3.3V, which ensures the

proposed design is capable to sense the bus voltage of the proposed platform.

4.4.1.3 ESP32-S2 Micro-Controller

ESP32-S2 a single core Wi-Fi microcontroller is designed by ESPRESSIF and featured
with high performance, low power consumption, and a vast array of I/O (inputs and outputs). An
integrated product featuring extremely low power consumption and 2.4 GHz Wi-Fi on a system-
on-chip solution makes it ideal for IoT applications. The Wi-Fi solution is offered by this chip
fully complies with the IEEE 802.11b/g/n protocol. There is a 32-bit Xtensa® LX7 processor on
this chip that operates at 240 MHz. This device has a rich set of peripheral interfaces including
12S, I12C, UART, SPI interface, LED PWM, LCD, camera interface, ADC, touch sensor, DAC and
temperature sensor, in addition to 43 GPIOs (General Purpose Inputs and Outputs). In addition, it

supports full-speed USB On-The-Go (OTG), which allows USB communications [27].
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4. 4.1.4. Wi-Fi Router (Communication Channel)

For data communication on the TCP/IP Wireless Network between ESP32-S2 (MQTT
Client) and Node-Red server (MQTT Broker) and web interface we have used D-Link Router (DI-
524 Airplus G). To establish a local Wi-Fi connection network, the router is used, since the ESP32-
S2 microcontroller used in this project is compatible with TCP/IP and IEEE 802.11b/g/n Wi-Fi
standards [18,27]. In this way ESP32-S2 publishes sensor data to Node-Red IoT server over
MQTT protocol. Wi-Fi network connections is restricted to authorized persons using service set
identifier (SSID) and password.

For the successful testing and to obtain required results, we have also used a 12V,
7.2Ah/20HR battery as source voltage and 12V, 50W DC light bulb as load. We have also
developed an interactive user interface to perform energy transactions using React.JS and a Node-
Red server is set up to monitor and control the self-generated energy. More details about the server
are presented in the following section of the paper. Table 4.1 presents the name of the components

used to design an open-source P2P energy trading platform.

4.5 Web Interface and Node-Red IoT server

We have used React.JS (an open-source tool used to create user interfaces for web
applications) library to create front-end/web interface for the proposed open-source P2P energy
trading platform which is also locally installed on the system and accessible from
http://localhost:3000/ and is integrated with MetaMask and Ganache GUI. The smart contract has
been deployed on the local Ethereum blockchain. Reloading is made faster with the virtual
document object model (DOM) since the virtual DOM allows rendering to be sped up. The

React.JS framework is also used by many real-time applications, including Facebook and Netflix

96



[28]. The source code used for web interface, connectivity with Ganache GUI and smart contract
are extensions of [30] to develop an appropriate P2P energy trading platform. The detailed

installation guide on the basic concept can be found at [31]. Participating peers of the proposed

open-source P2P energy trading platform can access the user interface at http://localhost:3000/ to
perform energy trading tasks. Figure 4.5 shows an interactive and user-friendly interface
developed for the P2P energy trading with a MetaMask plugin. The user interface is linked with
local Ethereum blockchain on which smart contract is deployed. All the transaction performed are
saved on an immutable blockchain network. As shown in figure 4.5 participating peers can bid
their energy requirement and in response the peers with access energy can also post a selling
notification with price and quantity of energy. This allows the buyer to buy energy on a most
suitable price, which may be less than the bidding price of the buyer.

Table 4.1. Components used in P2P energy trading platform

Module Used Purpose of module in the design
React.JS Library To develop web interface of the system
Node-Red Server To monitor and control self-generated energy
Ganache GUI To deploy local Ethereum blockchain
ESP32-S2 Microcontroller Read sensors value and publish sensors data
over MQTT
ACS-712 Hall effect Current Sensor To measure load current
Voltage Sensor To measure the voltage
Relay To start or stop energy transfer
12V, 7.2Ah/20HR battery Source voltage
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12V, 50W DC light bulb To serve as load

Electric Wires To connect the components of proposed
design
Jumper Wires To connect the components of proposed
design
Breadboard Build the circuit

The user interface developed for P2P energy trading platform is integrated with Ganache
GUI a private Ethereum blockchain which can be accessed through MetaMask. Peers can access

their respective wallets using MestaMask plugin. Once the peers perform any type of transaction
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Figure 4.5. Web interface of proposed P2P platform with MetaMask add on

on the user interface MetaMask plugin will pop up automatically on the screen and peers will

reconfirm the amount charged for their particular transaction, that might be the energy purchasing
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Figure 4.6. MetaMask plugin
price or gas used. Gas is a fee Ethereum charges to successfully perform the transactions on a
blockchain network. Ethereum blockchain network charges a fraction of Ether in terms of fee. The
price of gas is expressed in gwei, a unit of ETH, and each gwei equals 0.000000001 ETH (10
ETH). Rather than saying that your gas costs 0.000000001 ether, you might say it costs 1 gwei

[29]. The MetaMask notification is shown in figure 4.6 is linked with http://localhost:3000/ and

allows to access accounts on a local Ethereum blockchain. For the security of the system the peers
on the P2P energy trading platform use their own password to access the platform as shown in the
figure 4.6, in addition each account is associated with a unique private key, which allows the user
to access their Ethereum wallets.

The proposed system incorporates the features of a fully decentralized network, the

participating peers have full liberty to decide the energy quantity and price without the
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involvement of any central authority. Peers can also delete the posted bid/ offer if for some reason

the transaction is not complete.

Node-RED an open-source solution was developed by IBM Emerging Technology. This
web application is based upon Node.js (a server-side java scripting platform). Node-RED runs
locally on http://localhost: 1880. It also offers options to quickly build a live data dashboard using
Node-RED user interface module. The user interface is accessible from http://localhost:1880/ui
using a local browser [25]. Node-Red flow can be made by using simple drag and drop options

and flow can also be saved, import and export as a JSON file.

e
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Figure 4. 7. Node-Red flow for data acquisition
Figure 4.7 shows a Node-Red flow programmed using Node-Red visual programming
language. The voltage, current, power and battery state of charge (SoC) data are transferred via
MQTT protocol from the hardware components of the system and can be visualized on Node-Red

user interface. Node-Red server is also installed on a local machine.
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For the fully automation of the P2P energy trading platform, we have implemented
Hypertext Transfer Protocol (HTTP) request method. There are different http request methods like,
DELETE, POST, PUT, GET, HEAD, OPTIONS, PATCH. We have used http POST method to

catch the request from http://localhost:3000/. Once the participant peer of P2P energy trading

platform sends a buy request to purchase energy, the amount of energy will be posted to Node-
Red server and if the required amount of energy is greater than zero, it will be transferred
automatically using a computer algorithm. The algorithm is implemented in the function node on
Node-Red flow that will compare the energy demand with the amount of energy being transferred.
Once the required amount of energy is transferred it will send a turn off message to the relay. In
this way we have attained a fully automated P2P energy trading model on a local blockchain using

open-source technology.

[post] /NodeRed function

Energy function
B connectec

Relay ON Relay

@ connectec
Relay OFF

Figure 4.8. Node-Red flow to facilitate energy trading
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Figure 4.8 shows a Node-Red flow that facilitates energy trading with a http request node
to get the value of required energy from the web interface of the proposed P2P energy trading
platform. Once the Node-Red https request node gets the energy demand from the web interface
and then the attached function node converts the JSON string into the raw value to compare with
the MQTT energy node using the other function node shown in the figure 4.8 attached directly
with MQTT energy node. When the energy demand and energy transferred amounts are equal,
compared by implementing the algorithm in the function node it will actuate the relay to stop

energy transfer process.

4.6 Implementation Methodology

As a part of implementing the proposed open-source P2P energy trading platform current,
voltage, and battery state of charge (SoC) data are measured and processed. Electrical wires are
used to connect the current and voltage sensors to the system. The ESP32-S2 allows the
measurement and collection of data using the Arduino IDE programs. ESP32-S2 micro-controller

has been programmed using Arduino IDE programs.

Algorithm 4.1: Data acquisition

Initialization,;
1. Voltage and current data are measured using analog sensors;
2. ESP32-S2 defined pins reads sensors values and calculates values of Battery (SoC), Power
and
Energy;

3. ESP32-S2 connects to local Wi-Fi network using SSID and Password;
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4. ESP32-S2 identifies Node-Red server/ MQTT broker using server IP Address;

5. ESP32-S2 publishes sensors data to MQTT broker using TCP/IP Wi-Fi connection,;

6. ESP32-S2 publishes Power and Energy data to MQTT broker using TCP/IP Wi-Fi
connection;
7. Node-Red server receives data on Node-Red flow;

8. Node-Red server displays data on Node-Red dashboard;

while

9. ESP32-S2 is not connected;

10. Establish ESP32-S2 connection by passing, SSID, and password;

if

11.  ESP32-S2 connection successfully established;

12. Display “Connected” on Arduino IDE Serial Monitor;

else

13.  Display “Connection failed.... retry in 5 seconds” on Arduino IDE Serial Monitor;

end

The PubSubClient MQTT library is used to configure ESP32-S2 micro-controller as an
MQTT client and the measured and collected data are transferred to locally installed Node-Red
server (MQTT Broker) via MQTT protocol over TCP/IP Wi-Fi communication link. Node-Red
server receives data and displays it on the Node-Red dashboard. Algorithm 4.1 shows the
pseudocode that encapsulates the data flow process. In Algorithm 4.1 pseudocode (line 1 to line
8) explains ESP32-S2 pins read the sensors values and calculate the values of battery state of
charge (SoC), power, and energy. It also shows the connection process of ESP32-S2 with Wi-Fi

and the MQTT broker. The process regarding the publishing of data to the MQTT broker is also
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shown in this part of the pseudocode. Line 9 to 13 presents the establishment of an ESP32-S2
connection with Wi-Fi and displays the connection status on the Arduino serial monitor with a
data sampling time of 100 milli seconds. In this way data and information are processed and made
available to facilitate energy trading process. In Algorithm 4.2 pseudocode for energy trading
process is explained. Once the peer shows the desire to buy energy and starts the process using the
web interface of the proposed P2P energy trading platform. The information about amount of
energy required is collected at Node-Red server and energy trading process will start. The
algorithm then compares the amount of energy being transferred and required energy. Once the
energy demand is fulfilled the relay will automatically disconnect the system and energy transfer

process will stop.

Algorithm 4.2: Energy Transfer

1. Collects energy demand data from the web interface;

2. Collects energy transfer data from the Node-Red,;

3. Compares energy demand data with energy being transferred;

ilf Energy demand is greater than zero, turn on the relay and start energy transfer;
else

5. Relay will remain close and no energy transfer;

end

4.7 Hardware Design and Implementation

In this section of chapter 4 the authors have described the hardware design and implementation of

the proposed P2P energy trading platform. We have used a voltage sensor to measure the real time
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storage battery voltage. This is done by means of voltage divider rule explained in section 4.1.2 of
this chapter. The current sensor shown in figure 4.9 is used to measure current drawn by the load
and the relay shown will start/stop the trading sessions automatically. ESP32-S2 micro-controller

depicted in figure 4.9. above is used to collect and process data and to control relay operation

L‘

Figure 4.10. xperimental setup for the proposed P2P energy trading platforrh
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4.8 Experimental Setup for the Proposed Peer-to-Peer Energy Trading Platform

As described in section 4.7 the design of proposed open-source P2P energy trading
platform is set up for operation. The complete experimental setup of the system is shown in figure
4.10. This set up also uses a battery and load to practically demonstrate the energy transfer
operation. The battery acting as source voltage of the system, is connected with the inputs of
voltage sensors, while relay and the current sensor are set up between the battery and the load in
series connection. The data can be collected by ESP32-S2 microcontroller using the sensors output
pins and onwards transferred to the locally installed Node-Red IoT server. Node-Red IoT server
receives energy demand from the web interface developed to initiate trading sessions and start
energy transfer process automatically. The Node-Red is also connected with web interface to

perform energy trading tasks (explained in section 4.5 of this chapter).

4.9 Testing and Results

The proposed open-source P2P energy trading platform has been tested to obtain the
required results. Figure 4.17 shows a flow chart of the proposed system. The flow chart gives a
brief overview of complete energy trading process.

The designed P2P energy trading setup is for 10 peers, there is no transaction delay, and
the designed server can easily handle all requests. The participants may face delay in transactions
on a public blockchain network like bitcoin due to a large ledger. However, in the proposed system,

the ledger is small and maintained on a private server. It can process transactions immediately.
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4.9.1 Results

The web interface incorporated with private Ethereum blockchain is developed using
React.JS library and is connected to Node-Red server, and to the hardware side of the proposed
open-source P2P energy trading platform. Once a peer bids energy demand, in response the other
peers on the platform can post the available energy at their premises and the price they are willing
to sell the energy on the web interface details explained in section 4.5 figure 4.5 of this chapter.
This gives the buyer an opportunity to choose amongst the various available options even with a
greater amount of energy as required at a lesser price. All the energy demands posted by the peers
will appear in the energy demand section as shown in figure 4.11. The other peers on the P2P
energy trading platform can visualize the bids on HMIs (dashboards). In response they can post
the available energy on the web interface at the price of their own choice. The amount of energy
available to sell will show up in the buy energy section of the web interface. If a participating peer
of the energy trading platform changes his mind after posting any trading action, there is also an
option to delete. In figure 4.11 serial no. 4, a peer is willing to buy 1 Whr of energy at a price of
1 ETH. In response of his bid, he has an option to buy say 2 Whr of energy for 1 ETH, as shown
in figure 4.12 serial no.12. Similarly, another participating peer (serial no 5 figure 4.11) of the
proposed P2P energy trading platform willing to buy 2 Whr of energy at a price of 3 ETH.
Whereas, he has the option to buy the required amount of energy at lesser price as shown in figure
4.12 serial no. 13. This platform gives an option to both buyers and seller to sell energy at their

desired price according to the market response.
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Figure 4. 11. Energy demand posted by the buyer

Figure 4. 12. Available Energy posted by sellers
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All the trading actions performed by the peers on the web interface will appear on the local
Ethereum blockchain. We have performed 66 transactions using the web interface and all the

transactions are recorded on the blockchain server. The blocks are mined with the timestamps and

W Ganache - O s

(2) sLocks

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS 'WORKSPACE
66 20000000000 6721975 MUIRGLACIER 5777 HTTP:/127.0.0.1:7545 AUTOMINING P2P ENERGY TRADING

BLOCK MINED ON GAS USED
2021-07-81 09:26:02 52511

66

BLOCK MINED ON GAS USED
2021-07-81 09:25:41 117894

65

BLOCK MINED ON GAS USED
2021-07-81 09:24:57 52511

64

BLOCK MINED ON GAS USED
2021-07-81 09:24:35 117894

63

BLOCK MINED ON GAS USED
2021-607-81 09:23:49 52511

62

BLOCK MINED ON GAS USED

61 2021-07-81 09:23:27 117894

BLOCK MINED ON GAS USED
2021-607-01 09:22:54 52511

60

BLOCK MINED ON GAS USED
2021-67-81 099:21:53 117894

50

BLOCK MINED ON GAS USED

58 2021-07-81 099:21:31 52511

Figure 4. 13. Blockchain status on server

can be explored to get the details of the transaction performed. Figure 4.13 depicts, 66 blocks are
formed in response of different trading tasks performed using web interface.

Figure 4. 14 shows details of block 63.
0xB4C003Ed923FC3F971Deb44d8d54eSECEF50D189 is the address where the smart contract is
deployed. The energy demand posted by the seller

(0x27b62Dd1eD0394018B22c2D38b13E01C83e8b862) using the web interface and this will
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W Ganache - m} X
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8

Figure 4.14 Details of block 64 on the blockchain server
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Figure 4. 15 Details of block 63 on the blockchain server

appear on the blockchain. A small amout of gas 11; c}lsed a fee to deploy the transaction on the seen



blockchain server. A unique id is assigned to this transaction called transaction hash and can be in
block 63 as TX 0x5955b6430bcfe2155abc1a403d066e33610c4cf834bce48b4b0a32¢c2277e6c5d.
Function in each block shows a product is created to sell in the energy market in response of the
action performed at web interface.

In figure 4.15 the inside details of block 64 are shown. When we explore block 64 of the
blockchain, where a buyer purchases the required amount of energy with a buyer ID
0x83Aa632ECcB70d36F3d6566eB378c440902496b7 the function now shows purchase product
and an amount of 5 ETH has been charged with a some gas as a fee. The block 64 mined in response
of energy purchased. It also has a unique transaction hash assigned to it. Once the trading sessions
is complete it is recorded on the blockchain and can also be visualized on the web interface of the

proposed P2P energy trading platform as shown in figure 4.16.

8 Purchased

Figure 4.16. Successful transaction status on web interface
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Figure 4.17. Flow chart of proposed P2P energy trading platform
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Figure 4.18. Node-Red dashboard

After collecting the sensor data ESP32-S2 microcontroller transmits data to Node-Red IoT
server which is responsible for monitoring and control of energy. The data collected and processed
by ESP32-S2 microcontroller can be visualized on Node-Red dashboard as shown in figure 4.18.
The On and Off buttons shown here are developed here to initiate or stop energy trading sessions
using Node-Red dashboard only.

The proposed P2P energy trading platform can be used for a small community of 10 houses
within the range of local communication link set up through the Wi-Fi router, which can be
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increased and decreased depending on the community's need. The Wi-Fi router used for the current

project has a range of 328 Feet indoor and 1312 Feet outdoor.

4.10 Discussion

This section describes a few of the key characteristics of the proposed open-source IoT and
blockchain-based Peer-to-Peer energy trading platform realized after successful testing of the
system:

. Blockchain and IoT based P2P energy trading platform: The proposed open-source
P2P energy trading platform is based on IoT platform and a private Ethereum blockchain. The
proposed platform introduces vital components that a blockchain-based P2P energy trading system
should include for proper energy monitoring, energy metering and money transaction in a
decentralized manner. This includes blockchain-based web interface, Node-Red IoT server,
ESP32-S2 microcontroller, Field instrumentation devices and MQTT protocol communication
channel.

o Energy Trading: A web interface is developed for Human machine interactions. Real time
settlements can be done using the web interface. This web interface can be accessed remotely to
perform energy trading tasks.

. Ethereum Blockchain: A private Ethereum blockchain has been used to deploy smart
contract and maintain digital ledger of transactions. All the trading activities performed using the
web interface are recorded on an immutable blockchain network with timestamps with all the

security features of blockchain.
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. Fast Transactions: The proposed P2P energy trading platform can perform transaction on
a blockchain network immediately. There is no delay in the transactions and system can handle all
requests easily.

o Data Acquisition: The proposed system is capable of data acquisition using field
instrumentations devices commonly available in the market.

. Monitoring and Control: Locally installed Node-Red IoT server is used to monitor and
control self-generated power. Peers can monitor the available energy and are able to transfer
energy in response to a buy call.

o Security: The proposed P2P energy trading platform is restricted to authorized users only.
To access the Ethereum wallet MetaMask require login credentials plus Ethereum wallet itself has
a unique private key for each user which ensures authorized access to the funds and platform. To
add to this local Wi-Fi network also require user authentication credentials.

o Central Server: After implementing proposed P2P energy trading platform, there is no
need for central servers to support the energy trading.

o The Ease of Use of The System: The proposed P2P energy trading system is developed
in user friendly manner. The participant of the platform does not require any training to use the

system.

4.11 Conclusion

In the current era where energy consumers are now becoming prosumers and a large
amount of energy is generated by renewable energy resources particularly by using solar
photovoltaic (PV) panels. The participants of energy market are exploring different ways to sell
self-generated energy and looking for such platforms which can help them to get returns on their

investment in renewable energy resources. Peer-to-Peer energy trading platforms are such
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platforms which makes renewable energy more accessible to everyone and participants can make
better use of self-generated energy. Such platforms can help to grow renewable energy resources
and can reduce extra burden on the power system. Also, the participants of P2P energy trading
platform can get profit on their investment.

In this chapter, the authors presented an advanced open-source P2P energy trading platform
using internet of things and blockchain. We have demonstrated both the software and hardware
implementations of our proposed P2P energy trading platform. The software implementation is
done by installing web interface hosted on a local machine using React. JS library with Ganache
GUI a private Ethereum blockchain. The web interface facilitates all the trading activities which
are recorded on a blockchain network. For data monitoring and energy control we have used Node-
Red server that is also hosted on a local machine. In hardware implementation we have used
ESP32-S2 microcontroller with field instrumentation devices. From the testing and results we
proved that the proposed P2P energy trading platform works perfectly. The system operates in a
decentralized manner and all the transactions are documented on digital ledger. The system
performs all the trading sessions properly and monitors energy data accurately. Although, the
system has been tested on a small storage 12V battery and S0W load, customization of the system

is also possible to facilitate energy trading to fulfill the energy needs of a household.

4.12  Future work

As a future work the authors aim to implement this project to the remote location with
poor/no electricity network and no internet access. Particularly smaller communities with abundant
renewable energy sources. This project aims to facilitate such parts of the world where people are

living without electricity or have electricity for shorter period during the whole day. We plan to
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add auto sale and purchase features along with full electrical connection details for a remote site

in Pakistan. The increased range of communication link setup for this decentralized network is

also the part of future work extension. Details will be published in future papers.

Acknowledgement: The authors would like to thank Mirpur University of Science and

Technology (MUST), Mirpur-10250, Azad Jammu and Kashmir, Pakistan, and Higher Education

Commission (HEC), Islamabad-44000, Pakistan for providing an opportunity to carry out this

research under Human Resource Development program.

Bibliography

[1]

[2]

[3]

[4]

T. Alskaif, J. L. Crespo-Vazquez, M. Sekuloski, G. v. Leeuwen and J. P. S. Catalao, “Blockchain-
based Fully Peer-to-Peer Energy Trading Strategies for Residential Energy Systems,” in IEEE
Transactions on Industrial Informatics, doi: 10.1109/T11.2021.3077008.

M. J. A. Baig, M. T. Igbal, M. Jamil and J. Khan, “IoT and Blockchain Based Peer to Peer Energy
Trading Pilot Platform,” 2020 11" IEEE Annual Information Technology, Electronics and Mobile
Communication Conference (IEMCON), 2020, pp- 0402-0406, doi:
10.1109/IEMCONS51383.2020.9284869.

E. A. Soto, L. B. Bosman, E. Wollega, and W. D. Leon-Salas, “Peer-to-peer energy trading: A
review of the literature,” Appl. FEnergy, vol. 283, p. 116268, Feb. 2021, doi:
10.1016/j.apenergy.2020.116268.

W. Tushar, T. K. Saha, C. Yuen, D. Smith and H. V. Poor, "Peer-to-Peer Trading in Electricity
Networks: An Overview," in IEEE Transactions on Smart Grid, vol. 11, no. 4, pp. 3185-3200, July
2020, doi: 10.1109/TSG.2020.2969657.

M. K. AlAshery et al., "A Blockchain-Enabled Multi-Settlement Quasi-Ideal Peer-to-Peer Trading
Framework," in IEEE Transactions on Smart Grid, vol. 12, no. 1, pp. 885-896, Jan. 2021, doi:

10.1109/TSG.2020.3022601.

117



[6]

[7]

[8]

[9]

[11]

[12]

T. Alskaif, J. L. Crespo-Vazquez, M. Sekuloski, G. v. Leeuwen and J. P. S. Catalao, "Blockchain-
based Fully Peer-to-Peer Energy Trading Strategies for Residential Energy Systems," in IEEE
Transactions on Industrial Informatics, doi: 10.1109/T11.2021.3077008.

J. Kang, R. Yu, X. Huang, S. Maharjan, Y. Zhang and E. Hossain, "Enabling Localized Peer-to-
Peer Electricity Trading Among Plug-in Hybrid Electric Vehicles Using Consortium Blockchains,"
in IEEE Transactions on Industrial Informatics, vol. 13, no. 6, pp. 3154-3164, Dec. 2017, doi:
10.1109/T11.2017.2709784.

H. T. Doan, J. Cho and D. Kim, "Peer-to-Peer Energy Trading in Smart Grid Through Blockchain:
A Double Auction-Based Game Theoretic Approach," in IEEE Access, vol. 9, pp. 49206-49218,
2021, doi: 10.1109/ACCESS.2021.3068730.

A. Esmat, M. de Vos, Y. Ghiassi-Farrokhfal, P. Palensky, and D. Epema, “A novel decentralized
platform for peer-to-peer energy trading market with blockchain technology,” Appl. Energy, vol.
282, p. 116123, 2021, doi: https://doi.org/10.1016/j.apenergy.2020.116123.

G. Vieira and J. Zhang, “Peer-to-peer energy trading in a microgrid leveraged by smart contracts,”
Renew. Sustain. Energy Rev., vol. 143, p. 110900, Jun. 2021, doi: 10.1016/j.rser.2021.110900.

W. Tushar et al., "Grid Influenced Peer-to-Peer Energy Trading," in IEEE Transactions on Smart
Grid, vol. 11, no. 2, pp. 1407-1418, March 2020, doi: 10.1109/TSG.2019.2937981.

J. G. Song, E. Seon Kang, H. W. Shin, and J. W. Jang, “A Smart Contract-Based P2P Energy
Trading System with Dynamic Pricing on Ethereum Blockchain,” Sensors, vol. 21, no. 6, p. 1985,
Mar. 2021 [Online]. Available: http://dx.doi.org/10.3390/s21061985.

A. Al-Fugaha, M. Guizani, M. Mohammadi, M. Aledhari and M. Ayyash, "Internet of Things: A
Survey on Enabling Technologies, Protocols, and Applications," in IEEE Communications Surveys
&  Tutorials, vol. 17, no. 4, pp. 2347-2376, Fourthquarter 2015, doi:
10.1109/COMST.2015.2444095.

R. K. Kodali and S. Soratkal, "MQTT based home automation system using ESP8266," 2016 IEEE
Region 10 Humanitarian Technology Conference (R10-HTC), 2016, pp. 1-5, doi: 10.1109/R10-

118



[15]

[17]

[18]

[19]

[20]

[21]

[23]

HTC.2016.7906845.

A. Sahadevan, D. Mathew, J. Mookathana and B. A. Jose, "An Offline Online Strategy for loT
Using MQTT," 2017 IEEE 4" International Conference on Cyber Security and Cloud Computing
(CSCloud), 2017, pp. 369-373, doi: 10.1109/CSCloud.2017.34.

P. Dhar and P. Gupta, "Intelligent parking Cloud services based on IoT using MQTT protocol,"
2016 International Conference on Automatic Control and Dynamic Optimization Techniques
(ICACDOT), 2016, pp. 30-34, doi: 10.1109/ICACDOT.2016.7877546.

S. Nuratch, "Applying the MQTT Protocol on Embedded System for Smart Sensors/Actuators and
IoT Applications," 2018 15" International Conference on Electrical Engineering/Electronics,
Computer, Telecommunications and Information Technology (ECTI-CON), 2018, pp. 628-631,
doi: 10.1109/ECTICon.2018.8619981.

Lawrence O. Aghenta, M. Tariq Igbal. Design and implementation of a low-cost, open source [oT-
based SCADA system using ESP32 with OLED, ThingsBoard and MQTT protocol[J]. AIMS
Electronics and Electrical Engineering, 2020, 4(1): 57-86. doi: 10.3934/ElectrEng.2020.1.57

T. Sultana and K. A. Wahid, "Choice of Application Layer Protocols for Next Generation Video
Surveillance Using Internet of Video Things," in IEEE Access, vol. 7, pp. 41607-41624, 2019, doi:
10.1109/ACCESS.2019.2907525.

D. Tapscott and A. Tapscott, Blockchain Revolution: How the Technology Behind Bitcoin is
Changing Money Business and the World, 2016

M. L. Di Silvestre, P. Gallo, M. G. Ippolito, E. R. Sanseverino and G. Zizzo, "A Technical
Approach to the Energy Blockchain in Microgrids," in IEEE Transactions on Industrial Informatics,
vol. 14, no. 11, pp. 4792-4803, Nov. 2018, doi: 10.1109/T11.2018.2806357.

Ganache GUI documentation. Available online: https://www.trufflesuite.com/docs [Accessed on
June 23, 2021].

Kumar, S., Tiwari, P. & Zymbler, M. Internet of Things is a revolutionary approach for future
technology enhancement: a review. J Big Data 6, 111 (2019). https://doi.org/10.1186/s40537-019-

119



[24]

[25]

[27]

[28]

[29]

[30]

[31]

0268-2.
S. N. Swamy and S. R. Kota, "An Empirical Study on System Level Aspects of Internet of Things
(IoT)," in IEEE Access, vol. 8, pp. 188082-188134, 2020, doi: 10.1109/ACCESS.2020.3029847.
R. K. Kodali and A. Anjum, "loT Based HOME AUTOMATION Using Node-RED," 2018 Second
International Conference on Green Computing and Internet of Things (ICGClIoT), 2018, pp. 386-
390, doi: 10.1109/ICGCI0T.2018.8753085.
Current Sensors ICs. Available online: https://www.digikey.ca/en/products/detail/allegro-
microsystems/ACS712ELCTR-20A-T/1284594. [Accessed on June 23, 2021].
ESP32-S2-WROOM product details Available online:
https://www.espressif.com/sites/default/files/documentation/esp32_datasheet en.pdf [Accessed
on June 24, 2021].
K. Saundariya, M. Abirami, K. R. Senthil, D. Prabakaran, B. Srimathi and G. Nagarajan, "Webapp
Service for Booking Handyman Using Mongodb, Express JS, React JS, Node JS," 2021 3rd
International Conference on Signal Processing and Communication (ICPSC), 2021, pp. 180-183,
doi: 10.1109/ICSPC51351.2021.9451783.
Ethereum Gas and Fees. Available online:
https://ethereum.org/en/developers/docs/gas/ [Accessed on June 30, 2021].

Ethereum Marketplace Step-by-Step Tutorial. Available online:

https://github.com/dappuniversity/marketplace [Accessed on May 30, 2021].

How to Build a Blockchain App with Ethereum, Web3.js & Solidity Smart Contracts. Available

online: https:// www.dappuniversity.com/articles/how-to-build-a-blockchain-app [Accessed on

May 30,2021].

120


https://github.com/dappuniversity/marketplace
https://www.dappuniversity.com/articles/how-to-build-a-blockchain-app

Chapter 5

A Low-Cost, Open-Source Peer-to-Peer Energy
Trading System for a Remote Community using the
Internet-of-Things, Blockchain, and Hypertext
Transfer Protocol

Co-authorship statement

In chapter 5, a low-cost, open-source peer-to-peer (P2P) energy trading system for a remote
community is presented. This community has never had access to electricity or other modern
amenities due to its geographical location. In this study, the author seeks to design and implement
a P2P energy trading system for this remote community in order to facilitate the use of distributed
energy resources by its residents. A summary of the overall system design, implementation,
testing, and results is presented in this chapter. This chapter satisfies the objectives 4 and 5 of

section 1.3.

I, Mirza Jabbar Aziz Baig is the principal author of this chapter and was involved in developing
the methodology, implementing the software and hardware, evaluating data, and writing the
original draft. Dr. Mohammad Tariq Igbal, Dr. Jahangir Khan, and Dr. Mohsin Jamil reviewed and
edited the original manuscript as well as conceptualized and contributed resources. This chapter
appears in the following research publication “M. J. A. Baig, M. T. Igbal, M. Jamil, and J. Khan,

“A Low-Cost, Open-Source Peer-to-Peer Energy Trading System for a Remote Community Using
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the Internet-of-Things, Blockchain, and Hypertext Transfer Protocol,” Energies, vol. 15, no. 13,

p. 4862, Jul. 2022,: .”

Abstract: A low-cost, open-source peer-to-peer (P2P) energy trading system for a remote
community is presented in this chapter. As a result of its geographic location, this community has
never been able to access electricity and other modern amenities. This study aims to design and
implement a P2P energy trading system for this remote community. That allows residents to take
advantage of distributed energy resources. A Raspberry Pi 4 Model B (Pi4B) hosts the main server
of the trading system that includes the user interface and a local Ethereum blockchain server. The
Ethereum blockchain is used to deploy smart contracts. The Internet-of- Things (IoT) servers run
on an ESP32 microcontrollers. Sensors and actuators connected to the ESP32 are field
instrumentation devices that facilitate acquiring, monitoring, and transferring energy data in real
time. To perform trading activities, React.JS open-source library was used to develop the
blockchain-enabled user interface. An immutable blockchain network keeps track of all
transactions. The proposed system runs on a local Wi-Fi network with restricted authorization for
system security. Other security measures like login credentials, private key, firewall and secret
recovery phrase are also considered for information security and data integrity. Hypertext Transfer
Protocol is implemented for communication between the servers and the client. This explains

overall system design, implementation, testing, and results.

Keywords: Peer-to-Peer (P2P), Distributed Generation (DG), Internet-of-Things (IoT),

Blockchain, Hypertext Transfer protocol, Open-Source.
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5.1 Introduction

Electricity serves as a necessity in a variety of aspects of life and is, therefore, one of the
basic amenities of modern civilization. It is impossible to imagine improving the quality of life
without electricity. With the rapid advances in technology, social well-being cannot be envisioned
without electricity. The modern hi-tech life relies heavily on electricity. Undoubtedly, people today
can enjoy all the necessities of life, such as watching TV, turning on their laptops, using the
internet, having heating or air conditioning, etc. Yet, it is not elusive that there are people
worldwide who lack access to electricity. The world bank estimates that 13 percent of the world’s
population did not have access to electricity by 2019 [1]. Growing percentages are witnessed in

developing and underdeveloped countries.

Regarding Pakistan, 75.4 percent of the country's population has access to electricity [2]
and for rural areas it stands at 60.8 percent. This percentage remained 59 percent from the year
2000 to the end of the year 2019 [3]. The huge population of Pakistan living without electricity
underscores the need for alternative energy solutions. Considering Pakistan’s immense
photovoltaic (PV) generation capacity, electrification of remote areas can be best achieved with
off-grid photovoltaic systems. In the context of remote communities this is particularly true, where
power is not available through the national grid. In this research, we have designed a low-cost,
open-source Peer-to-Peer (P2P) energy trading system for a remote community in Pakistan. The
people at the selected community do not have access to electricity, thereby isolating them from the

modern world.

Raspberry Pi 4B is employed as the main server of the proposed system, making it a low-
cost system. Several low-cost servers have already been developed on Raspberry Pi devices.

Raspberry Pi has proven useful for development of servers and technologies as a low-cost device
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[41-43]. The authors in [41] developed a low-cost SCADA system based on Rasberry Pi. The claim
of Raspberry Pi as a low-cost single board computer is suported by authors in [42], where the
authors developed low-cost point-of-care technologies for cervical cancer prevention using

Raspberry Pi.

5.2 Literature Review

A comprehensive literature review has been conducted during the course of this research,
and some of the useful literature reviewed are set forth. In [4], considering the energy crisis in
Pakistan, the authors designed an off-grid PV system for district Tharparkar, Pakistan, which is 95
percent un-electrified. An evaluation of the system size and the associated costs is conducted.
Based on the load, the authors determined the ratings of each component in the PV system. In
addition, the authors did a cost analysis and concluded that PV systems are significantly less
expensive than national grids for electrifying this area. According to the authors, the annual energy
cost per unit is 63 percent less than if it was supplied by the grid. This study [5] aims to identify
factors that influence the social acceptability of solar photovoltaic systems in northwest Pakistan.
The research evaluated the determinants of social acceptability of PV systems with binary logistic
models. Solar PV systems are being used by 46 percent of the households in the study area. The
authors emphasize that Pakistan has plenty of solar energy available for converting into electricity
using solar photovoltaic systems. Specifically, the study recommends that the government adopt
policies aimed at promoting solar energy in Pakistan through incentives. The authors in [6]
emphasize the importance of off-grid PV systems in the electrification of remote areas. Identifying
the potential and viability of solar energy in remote regions of Sindh, Pakistan. A suitable tilt angle
was determined for the selected rural regions, resulting in an increased generation capacity of solar

energy. Solar PV off-grid system is inexpensive and has a lower cost than conventional energy
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sources, according to this research. Researchers claimed that this study would aid the government

of Pakistan in taking advantage of off-grid solar PV energy generation systems.

Energy consumers, rather than large energy producers, are integrating distributed energy
resources into the current power market, gradually evolving from unidirectional, centralized to
bidirectional decentralized markets, as well as consumers are becoming prosumers. Energy trading
and the management of distributed generation (DG) can be enhanced by P2P, an evolving
architecture in the field of local energy markets. The authors discussed in depth the various
operating algorithms of P2P energy trading along with their characteristics, features, standards,
and scope through an overview of current state-of-the-art P2P trading. Additionally, this article
uses Nepal's energy system as a case study and explores Nepal's micro/mini-grids and the
challenges, limitations, and prospects they present. The authors concluded with a model that
addresses the specific problems associated with the Nepalese energy market [7]. In another study
researchers propose two novel approaches for identifying households' mutual trading choices in
an entirely local P2P energy market. The first approach aims to match excess power supply with
demand from peers, and the second one compares the distance between the participants. Both
strategies are evaluated to determine how energy prices and trade volume are affected by bilateral
trade preferences. The data is generated in a day-ahead setting using a decentralized network of
entirely P2P energy trading markets. A permissioned blockchain smart contract is then used to
implement the P2P trading market on the digital platform. For simulations real domestic data from
a community in the Netherlands is used, including distinct decentralized energy resources. The
authors agreed that in the proposed system, energy purchasing cost and grid interaction is reduced
in the P2P network. Likewise, when trading preferences are distance centered, the sum of P2P

energy traded is higher at a low cost. The comparison with electric heating and without electric
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heating in the household is also presented [8]. This study [9] recommends UBETA (a permissioned
blockchain-based energy trading and payment settlement architecture) which incorporates three
diverse kinds of energy markets. As part of the UBETA system, an enterprise Ethereum blockchain
known as Hyperledger Besu is used, along with the Istanbul Byzantine Fault Tolerance (IBFT)
consensus algorithm. The performance of the system was compared with the existing systems
based on the actual energy trading statistics from the Western Australian energy market. They
concluded that the suggested integrated energy trading platform holds lower latency and involves

fewer blockchain transactions.

Another study found that P2P market mechanisms normally imply a heavy computation
burden and real-time trading requires fast calculations, the authors emphasize that developing and
operating such systems in real-time can be technically challenging. It is therefore the primary
contribution of the authors to present and analyze an online optimization framework utilizing real-
time market information for the P2P market using a novel online consensus alternating direction
multiplier algorithm to maximize social welfare. In addition, the authors claim that the algorithm
can reduce the computational complexity to meet real-time needs. Several case studies were
performed to demonstrate that the authors' algorithm has high compute efficiency, superior
convergence, and tracking capability [10]. According to a recent article, an open-source P2P
energy trading platform was developed configured using the internet-of-things (IoT) and the
blockchain. Technical details are provided on acquiring real-time data monitoring and controlling
energy. A web interface is used to facilitate trading through smart contracts on a private Ethereum
blockchain, while monitoring and controlling energy consumption is done via an IoT platform. To
achieve a complete system design, the authors used Message Queuing Telemetry Transport and

Hypertext Transfer Protocol along with microcontrollers and field instrumentation devices [11].
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In another research the authors describe a user-centric cooperative mechanism that enables users
to participate actively in P2P energy trading. To conduct economic transactions in a cost-effective
manner, the proposal attempts to reflect the preferences of all actors in the ordering process,
making transactions as simple and straightforward as possible. A case study has been conducted
in Japan to demonstrate the proposed mechanism through the Higashi-Fuji demonstration
experiment. Thus, the study confirmed that consumers were able to buy renewable energy
economically, automatically, and efficiently, and that prosumers were able to sell surplus
electricity. They also recognize that the key to P2P energy trading is designing incentives to
encourage participants to participate in the process [12]. Another pilot stage research provides
technical explanation of a peer-to-peer (P2P) energy trading platform that is created on IoT and
blockchain technology. According to the results, P2P energy trading offers economic benefits to
participants in addition to satisfying the needs of prosumers. The study proposes an energy trading
platform that provides all the key features like energy transfer, metering and digital money transfer
[13]. A P2P energy trading outline appears in [14], consisting of six steps: order generation, order
picking, default query, trade verification, trade execution and payment. By providing default users
with either a waiting period or penalties during the default query stage, this study examines credit
management influence on default behavior. The authors used the Hyperledger Fabric platform,
Docker and Go to simulate the model. By proposing this model, the authors claim that blockchain
users can reduce costs and realize credit management in P2P energy trading, thus enhancing the
efficiency and stability of trades. In [15] the researchers give emphasis to P2P energy trading as a
promising energy trading and management solution in an isolated microgrid. They propose a state-
of-the-art IoT and Ethereum blockchain centered trading platform using open resources and

technology.
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Two distinct streams of literature were identified based on the literature reviewed as a part
of this study. In the first stream the researchers emphasize the off-grid PV system and on social
adaptability of PV systems [4-7]. While the other stream examines peer-to-peer energy trading
using blockchain technology and claims that P2P trading is the most promising energy
management and trading solution [8-15]. The authors believe that this study is the first to present
complete design and technical details of a low-cost, P2P energy trading platform for an un-
electrified remote community in Pakistan. In [16], we cover details regarding the analysis, and
design of an isolated dc-microgrid for this community. The motivations for proposing raspberry-
pi and blockchain based P2P energy trading system for this remote community includes, a) low
cost, b) low energy consumption, c¢) high possibility of implementation in unserved remote

communities, and 4) Potential use in remote areas, with no access to the internet.

This chapter explores the design of a P2P energy trading system for a remote community
in Pakistan. A decentralized, open-source, P2P energy trading system architecture based on IoT
and blockchain is presented. To realize the required functions of a P2P energy trading system, low-
cost, low-power, reliable and readily available components are used. The proposed P2P energy
trading system is tested extensively using batteries designed specifically for the storage of
photovoltaic energy to demonstrate the system's effectiveness. As of today, according to the
literature reviewed, the proposed P2P energy trading system for this location has never been
considered prior to this, and hence can be considered novel with respect to the geographical region.

This chapter makes the following significant contributions:

J As a pioneer in peer-to-peer energy trading with a low-cost server in a remote area of

Pakistan, this study particularly stands out in terms of its site and application.
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. Development of an open-source and low-cost, local server hosted on a private network for
peer-to-peer energy trading, using ganache command-line interface (CLI) private Ethereum
blockchain. Our best understanding of this work is that it entails a novel approach since the authors
used either web-based servers or extremely expensive machines.

J The optimal P2P energy trading system configuration for each house in the community to
achieve energy trading and monitoring independence.

. This study provides a path forward for developing low-cost, blockchain centered peer-to-
peer energy trading systems, particularly for remote locations without access to the internet.

The rest of the chapter can be summarized in the following manner. Section 5.2 overviews the site
description. It contains details about the area, including its remoteness. In section 5.3, information
regarding the hardware and network structure of the proposed P2P energy trading system is
presented. It also covers micro-grid configuration with a P2P energy trading scheme for the
proposed site. Detailed descriptions of technology and each of the components of the proposed
IoT and Blockchain based P2P energy trading system are presented in Section 5.4. The prototype
design and experimental setup for the proposed system are covered in section 5.5 and section 5.6
respectively. In section 5.7, we discuss the implementation methodology. A description of the tests
performed, and their results are presented in Section 5.8. As part of Section 5.9, we discuss the
key characteristics of the system, analyzing power consumption and cost. Section 5.10 concludes

the article, and Section 5.11 presents future research directions.
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5.3 Site Description

Figure 5.1. An aerial view of the selected location

™

Figure 5.2. Actual view of the proposed site
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This section of chapter 5 aims to provide the reader with an overview of the site we have
selected for this particular study. The site (34°49'06.6"N 74°13'06.5"E) is in the district Neelum
valley of Azad Jammu and Kashmir (AJK), Pakistan. This region is the northernmost part of AJK,
Pakistan, encompassing the lower part of the Himalayan Mountain range. Several factors
contribute to the region's remoteness, including its distance from urban area, difficult terrain, and
the shortage of facilities, together with modern health-care services. Roads and other infrastructure
in the area are inadequate. Figure 5.1 illustrates the aerial view from google earth of the location
selected for this research and the actual site is depicted in figure 5.2. It is evident from figure 5.1
and figure 5.2 that there are no power lines or roads leading to this community. The residents are
using a kind of local chairlift (called grari in vernacular language) to access their homes, figure
5.2 depicts this situation. They are living without televisions, computers, electric appliances,
modern health care, internet, all forms of digital communication and technology. To live without
electricity, is to live without one of life’s fundamental necessities. Considering the topographical
challenges an in-depth feasibility study was conducted on the possibility of an isolated DC-
microgrid that is designed to use batteries and solar energy for supplying power to this site. To
determine the best-case design for the system, HOMER (Hybrid Optimization of Multiple Energy
Resources) is used. More details can be found in [16]. We have designed a low-cost, open-source
peer-to-peer energy trading system for this community and presented details of server,
components, and local communication channel to host the server. The whole system comprises of
a Raspberry Pi 4B, ESP32 and Field Instrumentation Devices (FIDs) hosted on a private network.
By implementing the proposed system, residents will be able to monitor and trade energy
independently. A fully autonomous and low-cost system, which can be accessed remotely, has

been developed.
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5.4 Hardware and network structure for the proposed P2P energy trading with microgrid

configuration:

This section overviews the arhitecture of the proposed IoT and Blockchain based P2P
energy trading system. An illustration of the system architecture is shown in figure 5.3. The
proposed low-cost, open-source, [oT and blockchain based system comprise of local secured Wi-
Fi network. The local network is assured to extend to all houses connected to the isolated-
microgrid. The Raspberry Pi 4B, ESP32 microcontroller, voltage sensor, current sensor, and relays
make up the rest of the system architecture. The system server is set up on Pi4B, which is utilized
for executing blockchain-based energy trading tasks. The server dashboard is available for human
machine interface (HMIs) for remote access and P2P energy trading actions. ESP32
microcontroller is used to monitor energy transfer data with the help of voltage and current sensors.
The relays are used to perform the switching operations. As soon as the energy demand is received,
the relays turn on and the energy transfer process starts, and it stops as soon as the energy demand
is satisfied. The process of doing so is automated using an algorithm, which does not require any
effort from the human. The pseudocode for the algorithm is presented in the later section of this
chapter. For the security of the system the local Wi-Fi network is configured for user
authentication. Also in figure 5.3 are PV panels to represent PV energy generation, a battery bank
to represent a battery storage system, and the DC-load of the participating peers. Hypertext

Transfer Protocol (HTTP) is used for communication between the server and client.
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Figure 5.3. Proposed P2P Energy Trading System Architecture

The proposed P2P energy trading system is designed for remote community in Pakistan.
Figure 5.4 represents the microgrid configuration of the IoT and blockchain based P2P energy
trading system. Ten houses of the proposed community are connected with the microgrid. Each
household is equipped with its on PV generation system and battery bank and an IoT server. There
is one main server in the community that hosts private Ethereum blockchain and React.JS based
user interface. The main server is a remote server configured on raspberry Pi for trading activities
within the community. Each house also has an IoT server that is created for the purpose of
monitoring and executing energy transfer activity. It also starts or stop trading activities upon the
request received from the main server over HTTP. Once any request for the trading session is
received at the main server it will figure out the Internet Protocol (IP) addresses of both the buyer

and sellers with the help of a computer algorithm and will send that request to ESP32 over HTTP.
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The ESP32 microcontroller will then turn on the house relay (Ri, Rz, R3.,R10) associated to the
houses and the energy trading process will start. It will stop automatically once the requested

amount of energy is transferred to the buyer.

5.5 System Components and technology used

The details of each of the low-cost hardware components and open-source software used
in the realization of the suggested [oT and blockchain based P2P energy trading system we present
here. Among these components are the Hall effect current and a voltage sensor that serve as field
instrumentation devices to monitor energy consumption, a relay for switching operations and

ESP32, a versatile microcontroller configured as an IoT server at the premises to control energy

consumption and enable trading. A Raspberry Pi 4B single-board computer on which the local

E

Local Wi-Fi
Network

Figure 5.4. Micro-grid Configuration of proposed Energy Trading System [15]
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web interface is installed and the blockchain server is hosted, which is built for human machine
interactions, dashboards, and lastly, a Wi-Fi Router for setting up a private communication

network.

A few limitations, such as the range of local-network, distance of peers from main servers
and the number of peers, are present in the proposed system. The outdoor range of the system is
400 m/1,312 feet and the system can accommodate ten peers. This system is stable, resilient, and

can easily be replicated as it is based on open-source hardware and software tools.

5.5.1 Rasberry Pi 4B

A Raspberry Pi (Raspberry Pi 1 Model B, generation 1) machine was released in February
2012, making it the first Raspberry Pi device. The low price of US $35 made the device an instant
success. One of the most common terms used to describe it is Single Board Computer (SBC). The
basis of this definition is that it runs a full operating system and supports adequate computer
peripherals. As a low-cost SBC Raspberry Pi Foundation made is available to everyone [17]. The
authors proclaim that raspberry pi is a low-cost, low power SBC that comes with all the
functionalities of conventional computers. Besides being able to access and control the raspberry
pi remotely as a headless computing unit, it can also be programmed in a variety of computer
languages to run autonomously [18]. According to [19], Raspberry Pi 4 is a low-cost micro-

computer that can support a wide range of coding functions and has high processing power.

The Raspberry Pi 4 Model B (Pi4B) used in this project is 85 x 56mm and is the first of a
new generation SBC with a Quad-core 64-bit ARM-Cortex A72 running at 1.5GHz and 4 Gigabyte

LPDDR4 RAM. This chip is robust and appropriate for the proposed IoT and blockchain-based

135



P2P energy trading system due to its low-cost compliance with IEEE 802.11b/g/n standard

protocol and the following features [20].

o A 1.5GHz Quad-core 64-bit ARM-Cortex A72

o 4 Gigabyte LPDDR4 RAM

o VideoCore VI 3D Graphics

. Supports dual HDMI display output up to 4Kp60
J 802.11 b/g/n/ac Wireless LAN

. 1x SD Card

. 2x USB2 ports and 2x USB3 ports

o 28x user GPIO supporting various interface
. Mature Linux software stack
. Pi4B ambient operating temperature range 0 °C to 50 °C.

This study uses Pi4B as the main server that can be accessed through HMIs by browsing

http://localhost:3000. This main server hosts a user interface and Ethereum private blockchain.

The participating peers of P2P energy trading system can access the server to perform trading
activities. All the trading actions performed by the participants will be recorded on the blockchain.
One noteworthy point, this IoT and blockchain based P2P energy trading system will have one
main server for participants connected with the grid. The server is installed and configured on the

latest release of Raspberry Pi OS 64-bit [21].
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5.5.2 ESP32-WROOM-32

ESP32 is an 18 mm x 25.5 mm size module containing two low-power Xtensa® 32-bit
LX6 microprocessors that integrates a powerful Wi-Fi component following IEEE 802.11 b/g/n
protocol. It is well-suited for anything from low-power sensor networks to the most demanding
applications. The Central Processing Unit (CPU) clock frequency can be adjusted from 80 MHz
to 240 MHz. Two CPUs have been designated as "PRO_CPU" and "APP_CPU" (for "protocol"
and "application" respectively), and CPU cores can be controlled independently. ESP32
incorporates a wide range of peripherals, ranging from capacitive touch sensors, Hall sensors,
Universal Asynchronous Receiver/Transmitter (UART), SD card interface, high-speed serial
peripheral interface (SPI), serial communication protocol (I2S) and serial bus interface standard.
With a sleep current of less than 5 pAmperes, the ESP32 is suitable for battery powered
applications. [22-23]. The device is a low-cost, low-power microcontroller that includes integrated
Wi-Fi, dual-mode Bluetooth functionality and energy saving features, making it highly adaptable.
The wide range of temperature proved it to be an advantageous feature in an industrial setting. As

a standalone microcontroller, it can act as a complete system [24].

A part of this study was the development of a local server using ESP32-WROOM-32. The
server 1s configured for energy monitoring and control within individual household of the proposed
community. ESP32 is connected to a current sensor, a voltage sensor, and a relay. The server
receives real-time energy transfer data and displays it on a dashboard. The relay serves as a switch
to initiate or stop the energy trading process based on energy demand. The dashboard can be

accessed by browsing to a local internet protocol address.
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5.5.3 The Blockchain

A blockchain is conceptually a chain of records referred to as blocks wherein the
information stored is encrypted. This ensures privacy and security. As of now, blockchain
technology is one a leading disruptive technologies that is particularly paving the way for the
development of new financial and industrial services [27]. In the context of establishing trust
between entities involved in a business process, blockchain technology and smart contracts are
becoming increasingly important. In technical terms, it can bedescribed as a distributed digital
ledger. All transactions on the ledger are immutable and auditable [28]. In many cases, blockchain-
based applications and tools can easily integrate with existing systems due to their diverse tools
and interconnected communication and consensus requirements. The general-purpose nature of
systems [29]. In the context of this study, we have configured the Ganache command line interface
(CLI), an Ethereum client. Ganache-CLI offers access to local blockchains to test and run
decentralized applications. A local Ethereum blockchain server can be accessed through it. The
advantages of using Ganache CLI includes, no transaction cost, reset and instantiated with a fixed
amount of Ether, accounts can be re-cycled, Gas price and mining speed can be modified,
blockchain technology makes it possible to use it in a variety of applications across a wide range
and Transactions are “mined” instantly [30]. Figure 5.5 represents a Ganache CLI RPC (Remote
procedure call) server running. It gives us ten numbers of accounts each associated with 1000
Ethers and a private key associated with each account. The application of blockchain to this study

is explained in Section 5.8 of this chapter.
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Figure 5.5. Ganache blockchain server
5.5.4. User Interface
The user interface to execute P2P energy trading activities is described in figure 5.6. For

the purposes of this study, this user interface has been configured on Pi4B and can be accessed by

browsing to http://localhost:3000/. MetaMask as a chromium extension and Ganache CLI are

integrated with the user interface. Local Ethereum blockchain is used to deploy the smart contract.

React.JS an open-source java script library is used in configuration of the user interface.
For the development of smart contract and user interface, we extended the source codes from [31].
Reference [32] provides a detailed guide to the basic concepts and procedures. MetaMask ensures

the security of the Ethereum wallet with the help of a private key, user authentication, and secret
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phrase (as depicted in figure 5.6). More details on the user interface and MetaMask can be found

in[11].
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Figure 5.6. User interface for peer-to-peer energy trading

Energy Demand

5.5.5 HTTP Request-Response Protocol

The HTTP (HyperText Transfer Protocol) is the lingua franca of the internet. An
application-level protocol for client-server interaction [25]. Internet protocol HTTP is the basis of
the World Wide Web. As an application layer protocol HTTP is designed for the communication

of information/data between devices over the network. A typical HTTP request involves an HTTP
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client sending a request to a server, which then sends a response message back to the client. In

response to the HTTP request, these responses convey valuable information [26].

Throughout the scope of this study, we have implemented HTTP request-response protocol
to transfer energy trading data between clients and the servers. Once the main server receives a
trading request from the client, it sends information to the IoT server in the individual household
that then starts the trading process. After the trading request is fulfilled, the transfer stops

automatically with the help of a computer algorithm.

5.5.6 Communication Channel

A D-Link DI-524 wireless router is used to create the communication channel between the
IoT server and the blockchain based central server. It is IEEE network standards including IEEE
802. 11b, IEEE 802.11g, IEEE 802.3, and IEEE 802.3u compliant router. That features up to 400-

meter range, 54 Mbps data transfer rates and operating frequency band of 2.4 GHz [40]. Since

Figure 5.7. The distance between houses and the Wi-Fi server
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ESP32 follows IEEE 802.11 b/g/n protocol, the router is used to create a local Wi-Fi network for
communication between the servers. With a range of 100m/328 feet indoors, and 400m/1,312 feet
outdoors, this router can connect all the houses in the community to the local Wi-Fi network.
Figure 5.7 shows the houses' location in relation to the Wi-Fi server in the proposed community.
The Wi-Fi router range and the distance of each house in feet shown in figure six makes D-Link
DI-524 a perfect selection for the site. The SSID and password for network access control and

network security are set up, and firewall is enabled.

The other components used as a part of this study are 8.5 Watts (W) LED lights, Lead- acid

12V batteries, battery connectors, manual switches to operate house load and wires.

5.6 Prototype design and Experimental setup

This section describes the design and hardware implementation of the proposed low-cost,
open-source P2P energy trading system based on above-described hardware components and their
operation principles. Figure 5.8 shows Pi4B, analog current sensor, a relay, pull down resistor
arrangements and ESP32 together on a Breadboard. The Pi4B acts as the main server in the
proposed P2P system and hosts both a user interface and a blockchain server that can be accessed
remotely. Through this server, residents of the remote community can perform trading tasks. As a
household server, an ESP32 is installed in every single house connected to the micro-grid. As part
of this research, the primary purpose of the ESP32 controller is to monitor and control energy

using field instrumentation devices as outlined in figure 5.8.
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Figure 5.9. Experimental setup for the proposed P2P energy trading system
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Figure 5.9 illustrates the complete experimental setup. The experimental set up include
two batteries represented by B1 and B2 respectively, a Wi-Fi router designated as CC used to
create a private communication channel in low-cost, IoT and blockchain-based P2P energy trading
system, and a P1i to serve as the main server of the system. The system’s ESP32-based servers are
pictured as P1 and P2 representing peerl and peer2 in the remote community and loads of each
peer are exhibited as L1 and L2. We can see in figure 5.9 that the main P2P server is accessible
using HMIs. As a scope of this study, we considered two peers and actual trading actions are
performed between P1 and P2. B1 and B2 serves as the energy storage system of the peers. L1 and

L2 are assigned to the peers as to represent actual household load in the hoses of the community.

The configuration of a private communication channel is done by using an IEEE 802.11
standards compliant Wi-Fi router labelled CC. The local communication channel provide access
to the P2P energy trading system for the participants, enabling them to perform trading actions and

transfer sensor data to IoT server.

5.7 Implementation Methodology

The proposed P2P energy trading system implements a low-cost, open-source energy
trading solution on a Pi4B and ESP32. ESP32 microcontroller is programmed with the Arduino
Integrated Development Environment (IDE) for receiving sensor data and sending it, later via Wi-
Fi, to a web server that can be remotely accessed and monitored. Analog sensors are connected to
a battery bank to collect the required data, and ESP32 receives the sensor data and transmits to the
dashboard. The Blockchain server and a user interface is set up on Pi4B. Using HMI dashboards,
data can be visualized, monitored, and controlled remotely. Algorithm 1 below shows the

pseudocode for the implementation methodology. A connection process is represented in step 1 to
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6 of algorithm 1, which connects the IoT server with the local Wi-Fi network and displays the
status of the connection in Arduino IDE's serial monitor. Following receipt of energy demand,
steps 7 to 16 of Algorithm 1 describe the process of trading energy. If the client posts energy
demand through the main server's user interface, the loT server will receive the energy demand
over HTTP and the relay will initiate the energy trading process. The ESP32 calculates the values
received from Field Instrumentation Devices and displays them on the dashboard. The server
compares energy consumed with energy demand and stops the energy trading process over HTTP
after the trading request is fulfilled. After disconnecting the client as described in line 17, a new

process will start as illustrated in line 18 of pseudocode.

Algorithm 1: Energy trading, data acquisition and energy data display

Initialization;

Demand = 0;

Consumed= 0;

while

1. ESP32 is not connected to local network;

2. Establish ESP32 and local network connection by passing, SSID, and

password;
if
3. ESP32 connection successfully established with local Wi-Fi;

4. Display “Connected” on Arduino IDE Serial Monitor;

else

5. Display “Connection failed.... retry in 5 seconds” on Arduino IDE Serial
Monitor;

6. ESP32 connects to local Wi-Fi network;

While

7. Refresh sensor value;

If client is available then
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8. ESP32 reads energy demand data over http;
If demand from main server then

9. Update energy demand;

10.  ESP32 turns on relay;

11. Energy transfer starts;

12. ESP32 reads sensors values and calculates power and energy;
13.  ESP32 displays data on local webserver;
14.  Update energy consumed;

If energy consumed >= energy demand then

15.  ESP32 turns off relay over http;

16. Energy transfer stops;

17. Disconnect client;
18. Step 7;
end

5.8 Results

This section outlines the results obtained after successfully testing of the proposed low-
cost, open-source, [oT and blockchain based P2P energy trading system explained in the earlier
sections of this chapter. Testing of the proposed low-cost, open-source P2P energy trading
platform has produced the required results. Figure 5.10 illustrates a flowchart explaining the
system's operation. It describes the entire energy trading process briefly.

The system is designed for ten peers to trade energy. A user interface shown in figure 5.6
allows the peers to perform trading actions. They can present energy demand to the other peers
within the community using the bid option and they can also sell excess energy by clicking energy

sell button on the user interface. The user interface also incorporates MetaMask as a chromium
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extension in this study. Accounts created on the blockchain server (figure 5.5) can be imported
using MetaMask for further use in trading. Once a peer inputs an energy trading request the
MetaMask extension will pop up on the screen with the account details of the peer performing
trading session at that time. The client will then have an option to double-check whether they
confirm the transaction through their account or reject it, as shown in figure 5.11. The excess

energy offered by sellers will appear on the user interface of the system and will show up under
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Figure 5.10. Flow chart of the proposed P2P energy trading system
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BUY Energy with the details like amount of energy, its price, and the seller account information.
Any peer on the network who accepts the offer can click on the buy button with the offer details
and energy transfer will start through the relays installed with the servers of both buyers and sellers.
The ESP32 server will measure the amount of energy being transferred and will disconnect the

relays after the energy purchased is successfully transferred. The system also allows the buyer to
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Figure 5.11. MetaMask extension

post energy demands with the price. This enables the sellers to see the price and the amount of
energy required. All the peers connected with the system can see the trading activities by browsing
user interface. The biding feature gives an option to other peers to sell the energy at the price of
their choice after observing offered price and it provides an opportunity to buyers to fulfill their
energy demand at even a lower price.

All the trading activities on the user interface are recorded on blockchain server. As a part of this

study, we have implemented Ganache CLI an Ethereum client to establish a local blockchain
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network on main server. All the participants as a part of this network have access to the blockchain

server through http://localhost:5051/. We have configured an open-source local ganache-CLI

block explorer. It is a web-based block reader that lets the participants explore local blockchain

network blocks.

The participants on the P2P network can explore the transaction information like block
amount of energy transfer, mining details, gas limits, gas used, and size, stored within each block.
In this study go language Ethereum library is used to communicate with ganache CLI client [33].
Figure 5.12 exhibits the blocks mined on the blockchain server in response to the transactions
performed on user interface of the system. In total 26 blocks are generated and can be seen on the
dashboard of the block explorer. Each block mined following the energy trading activities during
this study is available on the dashboard of ganache-CLI blockchain explorer, which can be further
explored by providing block hash to get block information option. Figure 5.14 represents the
process of getting more information regarding the blocks and figure 5.13 illustrates the details of
block 26 mined on the blockchain server. It shows a block hash that is a unique address of each
block mined after successful transaction, the time stamp that is the representation of the time and
date at which the block is mined, gas used, and an Ethereum transaction fee. Gas is paid in ether
(ETH), Ethereum's native currency. The gas fee is represented in gwei, Ethereum's unit of measure
for gas prices, and 1 gwei is equivalent to 10° ETH [34]. In addition, the block size, gas limit and
parent hash (of the previous block) can be found there. This study's scope does not extend to
information on uncle hash, which is also provided by the block explorer. Figure 5.15 shows the
impact of trading on account balances and energy transaction details is presented in figure 5.16.

Figure 5.17 illustrates how the buyer's energy demand appears on the user interface. In the
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http://localhost:5051/

proposed community, every household has an ESP32 controller that monitors and controls energy,
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Figure 5.13. Block details
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Figure 5.15. Account Status after Transaction
and functions as an energy meter. The ESP32 controller initiates the transfer process once the
energy transfer request over HTTP has been received and ends once the desired amount of energy

has
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been transferred. ESP32 controller dashboard is depicted in figure 5.18 when running on a network

and the energy offers by seller are shown in figure 5.19.
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5.9 Discussion

This section aims to highlight some of the main features and benefits of the low-cost and
open-source P2P energy trading system developed for the remote community in Pakistan realized

following successful testing.

. System configurations: The Internet-of-Things and the Ethereum Private Blockchain
provided a concrete foundation for a robust distributed application for P2P energy trading in the
case studied, as well as for remote locations in general. For this study, the Ganache Ethereum
blockchain is used since it is fast and customizable. The number of accounts and associated
balances can be customized needed. The IoT server is set up on a low-cost ESP32 that facilitates
trading and monitoring in the system. This system features the essential elements for an efficient
and effective blockchain based P2P network, including an IoT server, a Blockchain server, a
Communication Channel, and Field Instrumentation Devices.

Table 5.1. An itemized bill of components

Sr. NAME OF COMPONENT PRICE (PAK
No RYS)
1 Raspberry Pi 4 Model B 38000
(Cost per house) (3800)
2 ESP32 899
3 Relay 140
4 Current sensor 270
5 16 GB SD Card 1400
6 D-Link DI-524 Wireless Router 2300
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(Cost per house) (230)

7 Miscellaneous (Breadboard, Jumper wires, wires, Pi 900
case, Resistors) PAK RS
Grand Total per house 7639/-
. Low-cost and open source: The hardware components employed in this design are

readily available and are reasonably priced. The breakdown of the cost of each component as well
as the total cost of the designed IoT and Blockchain based P2P energy trading system is presented
below in Table 5.1. According to Table 5.1, Installation of both IoT server and the Blockchain
server per house would cost Pakistani rupees 7639/-, about CAD $50, and this is indeed a low cost
as compared to the hi-cost existing system presented in [11]. The system is based on free and open-
source software and code, another factor contributing to its low cost. Reference [35-39], provides
more details on costs.

. Low power: When designing an loT-based system to operate 24x7 power consumption is
a significant consideration. Thus, in designing the system, the power consumption of each
component was a key concern. The main server of the proposed system is configured on Raspberry
Pi that consumes 2.5 Watts. The IoT server is setup on an ESP32 that requires a maximum of 0.8
Watts. This proves the microcontroller as a low-power device. The overall power consumption of
a server within a household of the community is 3.3 Watts and the Wi-Fi router consumes 4.4
Watts of power. The power consumption of each component is observed while under operating
conditions, and data sheets can be referred to for details. A summary of the power consumption of

each hardware component used as part of this study can be found in Table 5.2.
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Table 5.2. Power requirement of the proposed system

Sr. No HARDWARE POWER (W)
1 Raspberry Pi 4 Model B 2.5
2 ESP32 0.8
3 Breadboard, ESP32, Sensors, Resistors 3.3
4 D-Link DI-524 Wireless Router 4.4
J The availability and reliability of the system: The open-source nature of all the

components used in this study, and the fact they are readily available, as well as the fact that all
servers, interfaces, and devices are locally installed and self-managed, allows the participants to
ensure continuous reliability and availability of the system.

. The acquisition of data, monitoring, and control: An IoT server installed on the peer
side provides real-time data acquisition, monitoring of energy transfer data and control of
transmission operations based on requests from the central server via HTTP.

. Remote monitoring and trading: The proposed loT and Blockchain based P2P energy
trading system is human machine interaction enabled. In this manner, peers have the opportunity
to perform, observe, and monitor energy trading remotely.

. Security: As the proposed P2P energy trading system uses Blockchain and IoT servers
that are locally configured, data integrity and security are taken into account. This includes login
credentials for MetaMask, a unique private key for authorized access to the Ethereum wallet, SSID
and password requirements, firewall security and secret recovery phrase.

. An easy-to-use system: In the proposed P2P energy trading system, the interface has been
designed to be intuitive and user-friendly. It does not require users to go through any special

training.
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. Fast and efficient settlements: The blockchain server implemented in this study is
capable of fast settlements. It executes transactions instantly and transfers funds immediately. A
smaller ledger also contributes to the efficiency of the system.

J Electronic payment system: A system of electronic payments is introduced to remote
communities without internet access along with solutions for energy monitoring, control, and
trading.

. A comprehensive guide for future research: This research has an important impact on
providing electricity trading and management solution to this unserved community. The research
described above provides a solid foundation and justification for planning and designing isolated-

microgrid based P2P energy trading system for remote areas without internet access.

5.10 Conclusion

The world still has a large population who live without electricity. The World Bank
estimates that 25 percent of Pakistan's population lacks access to electricity, and that figure rises
to 40 percent in remote areas. Observed reasons include limited government resources, low
generation capacity, and high transmission costs. Even though Pakistan has abundant renewable
energy resources, lack of knowledge and know-how of such systems has been a hindrance towards
its utilization. While it is important to have distributed energy generation, it is also critical to have
a platform that ensures energy management and trading services among neighbours. This will raise
interest in distributed generation, and ultimately result in the electrification of remote areas, since
proper returns on energy can be realized.

The objective of this study is to develop a low-cost and open-source peer-to-peer (P2P)

energy trading system based on the Internet-of-Things (IoT) and Blockchain for a remote
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community in Pakistan. The system presents the most recent technologies and is unique in the
sense that we have not seen such a low-cost, open-source system implementing the latest
technologies we have used as a part of this research. Another novel aspect of this system is its
geographical location of the selected community. The proposed energy trading system has been
designed and implemented with six critical components, including Field Instrumentation Devices,
a relay, ESP32, a user interface, Ethereum private blockchain, and a Local Wi-Fi Network. To
validate the design of the P2P energy trading system, an experimental setup was created. The
results demonstrated that the system can be used to carry out the desired functions of a P2P energy
trading system, namely Energy Transfer, Data Acquisition, Data Monitoring, Data Display,
Networked Data Communication and maintaining Digital Ledger on Blockchain Network. This
system is proven to be low power with its central server only consuming 2.5 W, the loT server
alone 0.8 W, the IoT server in its entirety 3.3 W, and the communication channel 4.4 W.
Additionally, the system was found to be very inexpensive. Its overall cost is under CAD $50.
Authentication for MetaMask, private keys for each peer to access digital assets, firewalls, login
credentials, and seed phrases are also considered as data security measures.

Although the proposed P2P energy trading system in this study is considered for a remote
community in Pakistan. This research can have a significant impact on promoting distributed
energy generation for remote locations. It can serve as a marketplace for prosumers to sell excess

electricity to their neighbors.

5.11 Future Work
The authors would like to extend the application of this study to the larger remote

communities with no electricity and internet access. The authors believe that this study will
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encourage the adoption and investments in distributed energy generation. Expanding the range of
communication channels with low power consumption can also contribute to future work
extensions.
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Abbreviations

This manuscript uses the following key abbreviations:

IoT Internet of Things

DG  Distributed Generation

P2P  Peer-to-Peer

HMI Human Machine Interface

SBC Single Board Computer

Pi4B Raspberry Pi 4 Model B

HTTP HyperText Transfer Protocol

CPU Central Processing Unit

CLI Command Line Interface

SSID Service Set Identifier
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PV

Photovoltaic

FID Field Instrumentation Device

I[P Internet Protocol
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Blockchain-Based Peer-to-Peer Energy Trading

System Using Open-Source Angular Framework and

Hypertext Transfer Protocol
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Abstract: Renewable energy resources have been gaining ground in recent years and we
are on the verge of a decentralized energy market with consumers becoming prosumers. Platforms
that facilitate peer-to-peer (P2P) sale or purchase of energy are therefore essential. This chapter
presents a way to trade energy across P2P networks using blockchain technology. The main server
is a Raspberry Pi 4 Model B (Pi4B), on which the user interface (UI) as well as the private
Ethereum blockchain are configured. The blockchain also implements a smart contract. For the
purpose of developing the UI that provides assistance in conducting trading activities, an open-
source Angular framework is used. Also explored in the study is the development of an Internet of
Things (IoT) server using the latest ESP32-S3 microcontroller. The field instrumentation devices
(FIDs) are connected to the microcontroller for the purpose of data acquisition and for subsequent
transmission to an [oT server. The blockchain network maintains a record of all transactions in an
immutable manner. Assuring security is achieved through a local configuration of the system,
hosted on a private network with restricted access. For the purposes of information security and
data integrity, additional security measures are also considered, such as a secret recovery phrase,
firewalls, login credentials and private key. Among the servers and clients, there is an
implementation of a Hypertext Transfer Protocol. The P2P energy trading approach involving

renewable energy designed for remote communities is explained and illustrated in this chapter.

Keywords: blockchain; Hypertext Transfer Protocol Internet of Things; open-source; peer-to-

peer; renewable energy
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6.1 Introduction

As aresult of the energy transition from fossil fuels to renewable energy, the energy sector
globally is experiencing a significant transformation. The energy consumer has evolved into a
prosumer. Distributed energy resources, such as photovoltaic (PV) systems, have been prevalent
in energy markets, contributing to the growth of prosumers [1]. This creates a decentralized energy
market that provides consumers with the opportunity to purchase energy locally rather than
through the utility companies only. Energy can now be traded directly between individuals without
the involvement of an intermediary. According to [2], consumers and prosumers trade energy
directly through P2P trading. It can be greatly facilitated by the use of information and
communication technologies. A revolution has been sparked by blockchain and intelligent devices
on the P2P market. The blockchain enables the prosumer to conduct financial transactions
independently. Conversely, smart devices coupled with the Internet-of-Things (IoT) provide low-
cost means to exchange energy. There is no doubt that market for conventional electricity has been
heavily influenced by renewable energy sources. Even so, it has not been able to capture the
traditional electricity market in its entirety. There may be a number of factors contributing to this,
including the inability to obtain a return on investment. Throughout this study the authors strive to
maximize the returns to prosumers on their investment. A blockchain and IoT-centered energy
trading platform is proposed by the authors. With its decentralized structure, the proposed system
provides participants with the most recent energy trading solutions, including financial
transactions, energy transfers, and energy metering. Participants in the proposed system will be
able to conduct financial transactions using all the security features that come with a blockchain
network. As for the IoT server, this enables peers to control and monitor their own energy

generation. The proposed method for P2P energy trading uses two major components to host the
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server, a raspberry pi model 4B (Pi4B) that hosts a private blockchain server with Ul and ESP32-
S3 microcontroller to host the IoT server.

According to the authors’ findings in [3], the increasing use of distributed energy resources
in distribution systems is enabling low-voltage networks to utilize new methods of operation. P2P
energy trading schemes have been proliferating recently as a result of recent trends in
cryptocurrencies and blockchain, which enable neighbors to exchange electricity without any
intervention from traditional intermediaries. Under this scenario, the network’s technical
constraints have not been adequately addressed. According to the authors, the impact of exchange
on network constraints can be assessed using a sensitivity analysis. A low-voltage U.K. network
is used to test the proposed method. As a result of this study, it was found that P2P schemes can
still provide users with economic benefits without violating the network constraints. Another study
[4] identified peer-to-peer energy trading as an effective method by which multiple consumers
could benefit from renewable energy in an active distribution network. This study emphasizes the
energy transactions to be implemented securely, and it is still necessary to meet the distribution
voltage constraints. A decentralized P2P energy trading protocol that is capable of voltage
regulation is proposed by the researchers. IEEE bus-33 and 69 standards are used to verify the
effectiveness and efficiency of the system through case studies. Zheng et al. [5] describe the
proliferation of distributed energy resources as leading to peer-to-peer trading. According to the
authors, there is a growing consensus among the experts that the future of the energy market is
P2P. This study examines the concept of shared energy storage, based on the sharing economy
principle, as a way of reducing capital expenditures and increasing storage devices’ efficiency.
P2P energy trading model for residential homes with shared energy storage is presented in this

study. It has been demonstrated through numerical simulations that energy trading through P2P is
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beneficial for all participants, while the introduction of shared energy storage may be capable of
further reducing the energy costs. In their study [6], the authors found that P2P energy trading
benefitted both consumers and operators. A key role for demand-response management will be to
bridge the gap between local demand and supply in future P2P energy markets. The authors
proposed a blockchain-based system for community-based P2P energy trading. Through the use
of two noncooperative games, a demand-response mechanism is proposed. The proposed energy
trading system uses Hyperledger blockchain to prototype dynamic pricing for suppliers in both
games. On-chain and off-chain processing modes were implemented to study the system’s
performance. As a part of this study experiments validated that demand-response games reduce
peak loads significantly, while providing lower latency and overhead compared to on-chain
models. Authors have proposed deploying Verifiable Query Layer (VQL) to the cloud for data
query services for blockchains in [7]. A proposal for vChain+ to support boolean range queries is
presented in [8]. That supports data queries on the blockchain.

Another study [9] discusses the factors that have led to the transformation of corporate
standards in the electricity sector globally due to disruptive technologies as well as the reduction
in costs associated with photovoltaics. In addition to providing a customer choice aligned with the
values of a community, P2P energy trading has the capability to make green energy more readily
available locally. This study investigates the factors that drive and challenge implementing P2P
energy trading in Thailand from the perspective of participants in the regulatory sandbox program.
Political, economic, social, technological, legal and environmental factors will have a significant
impact on P2P energy trading implementation, according to the authors. Among its
recommendations are establishing third-party access, liberalizing the electricity market, and

incorporating prosumers in existing legal structures to establish a regulatory framework towards
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the future of P2P energy trading. Local consumption of renewable energy is promoted by P2P
energy trading. There is, however, distrust amongst users, as well as high transaction costs
associated with P2P. As a solution to these issues, the authors propose a credit and blockchain-
based P2P energy trading model. A six-stage P2P electricity trading process is first presented. In
the next step, Docker and Go are used to simulate Hyperledger Fabric. In P2P electricity trading,
the proposed model can enhance trading stability and efficiency by reducing the cost for users and
managing credit [10]. According to researchers [11], there has been an increase in energy trading
owing to the availability of distributed energy sources as well as the ability of electricity producers
to export surplus fuels at a financial profit. Energy from multiple sources is successfully combined
through the energy trading system providing energy consumers with better facilities and consistent
use of resources. The authors discuss decentralization, scaling and device reliability as ways in
which blockchain can enhance transparency and performance. A blockchain-based smart grid is
also demonstrated in terms of its importance in future smart grid activities. Furthermore, the
research briefly examines the implementation of blockchains to ensure future autonomous electric
grids will be decentralized, secure and scalable. In [12], an IoT and blockchain-centered P2P
energy trading platform is introduced as a pilot study. Based on open-source technology, the
authors proposed a blockchain-based platform for P2P energy trading with the fundamental
characteristics of a P2P energy trading platform.

The authors in [13] believe that P2P energy trading represents one of the most promising
solutions for energy management in an isolated distributed system. Their proposal focuses on the
development of a P2P energy trading platform based on blockchain and IoT technology. A Node-
Red-based dashboard is used to perform energy monitoring and trading tasks, while email

notifications are used to provide trading alerts. Through experimental results, the proposed system
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has been validated, and it is recommended for fast and secure P2P energy trading. An isolated DC-
microgrid could benefit from a P2P energy trading solution based on blockchain and IoT, as
referenced in another study [14]. In the context of [15], through the implementation of a smart
contract on a private blockchain, a P2P energy trading system is proposed. As a part of this system
self-generated energy is monitored and controlled using the IoT platform and to perform trading
activities, and the authors developed a user interface using the React J.S library. In the suggested
P2P energy trading system, a microcontroller and FIDs were used, as well as a private
communication channel for data exchange using the Message Queuing Telemetry Transport
protocol (MQTT). Testing and validation of the developed system are carried out using an
experimental setup. Other researchers [16] have developed a low-cost P2P energy trading setup
that has been implemented in a remote community using open-source technology. For P2P energy
trading within the community, the authors developed a low-cost server utilizing blockchain
technology and the IoT. As part of the development of the proposed system, they also used
React.JS, FIDs and Microcontrollers. Hypertext Transfer Protocol (HTTP) is used in this study to
communicate data over a private network, and security considerations are also considered.
Through the course of this study, the literature has been extensively reviewed, and some of
it is summarized above. In light of the literature reviewed and to the best of the authors knowledge,
no platform has been identified that uses Angular-6, a component-based application development
platform together with ESP32-S3 microcontroller for blockchain-based P2P energy trading. A
private Ethereum blockchain has also been incorporated with open-source Angular-6 as part of our
design. As for blockchain server, Pi4B is used, while ESP32-S3 is utilized to host 10T server. In
addition to being fully automated, each server is interconnected via HTTP. The platform is

installed locally and can be accessed remotely via a Human Machine Interfaces (HMIs). An
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interface allows wusers to perform energy trading activities that is accessible at

http://localhost:4200/. The proposed system offers the following key contributions.

. Angular, the framework on which many popular websites such as Paypal, IBM, Weather,
Samsung, etc. are built, is configured in implementation of the proposed P2P energy trading
system. In addition, Angular-based Ul is deployed on Pi4B coupled with a local blockchain server
as well as an IoT server running on ESP32-S3. To the best of authors’ knowledge, a novel P2P
energy trading system is proposed, and no such system has been reported before.

. Implementation of a P2P energy trading with locally configured servers, hosted on a private
communication channel, is particularly useful for remote locations that do not have access to the
internet.

. An appropriate system configuration ensures independent monitoring and control of P2P
energy trading.

. Considering the fact that the proposed design is open-source, there is no subscription fee

or operating cost to be incurred due to the use of open-source technology.

6.2 System Description

An overview of the proposed blockchain centered P2P energy trading system is described
in this section. As illustrated in Figure 6.1, the proposed system design consists of an energy
storage system (ESS) represented here with batteries, a domestic load component, a main server
and an IoT server. To implement the system design, we have used ESP32-S3 microcontroller that
hosts an IoT server and a Pi4B as the main server to set up the Ethereum private blockchain and
user interface (UI). The proposed system is hosted on a private network represented by a Wi-Fi

router in Figure 6.1 and is accessible to every participant of the P2P energy trading system using
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HMIs. The rest of the system architecture is composed of FIDs such as a relay, a current sensor
and a voltage sensor. In addition, the figure illustrates the connections that can be used to trade

energy with other peers.
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Figure 6.1. An overview of system architecture

In the event that any participant in this proposed P2P energy trading system needs to engage
in energy trading, an Ul allows them to access the system remotely and execute trades, such as the
purchase and sale of energy. Upon receiving the trade request, the relay will be turned on and the
trading session will begin. Following the transfer of the required amount of energy, the relay will
shut off automatically. The trading process in this system is entirely automated and is conducted
through the use of computer algorithms. Later in this chapter, we explain the pseudocode.

Authentication of users has been configured to ensure network security. To facilitate client-server
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communication, the proposed system makes use of the HTTP request-response protocol. Open-

source technology is at the core of the system.

6.3 Technology and Software

The following section provides an overview of each major technology employed in the
development of our proposed P2P energy trading system developed using open-source technology.
Among these technologies are a main server that is hosted on Pi4B, a single board computer (SBC)
and an loT server that serves as a data acquisition, monitoring and control system. A versatile
microcontroller ESP32-S3 is used in this study as a platform for hosting an Internet of Things
server. Other key components employed in this study are the FIDs. As well as this, we have also
established a local communication network using a Wi-Fi router. In addition, servers’

communication is carried out through HTTP protocol.

6.3.1. Raspberry Pi

In February 2012, the Raspberry Pi 1 Model B, generation 1 was released. The low price
of $35 contributed to its immediate success. An inexpensive computer running Raspbian, a Linux
operating system based on Debian, can be quickly assembled by adding a few peripherals.
Typically, this device is often mentioned as a Single Board Computer (SBC) [17]. Raspberry Pi
computers have proven enormously successful in a wide range of electronic projects. Do-it-
yourself tinkerers and special purpose projects use it because of its low cost and accessibility. Its
low cost has also made it possible to use it as a component in single-purpose devices, despite being
a general-purpose computer [18]. Raspberry Pi Foundation, United Kingdom, developed and

manufactures the Raspberry Pi (Pi1). Compared with a mid-range desktop computer that typically
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costs between US$500 and US$600, the latest Pi 4 Model B (Pi 4B) is available for just US$35
for the base model with 2 GB of RAM [19].

A significant part of this study was conducted using Pi4B, the first of a generation of
Raspberry Pi computers with significantly improved CPU, GPU, and I/O performance compared
to its predecessor. Pi4B allows access to 28 BCM2711 GPIO ports via the Raspberry Pi’s 40-pin
header. The device features a quad-core 64-bit ARM Cortex A72 processor running at 1.5 GHz,
has 4 Gigabytes of RAM and is 802.11 b/g/n standard protocol compliant. To add to this the
following key characteristics, make this chip appropriate for the proposed energy trading platform
[20].

. Compact size

. H.264 hardware decode (up to 1080p60)

. VideoCore VI 3D Graphics

. 1xSDCard

. 2x micro-HDMI ports supporting dual displays up to 4Kp60 resolution
. 2xUSB2ports

. 2xUSB3ports

. Linux software stack

. 0 to 50 degrees Celsius ambient temperature range.

As a main server Ul is configured on Pi4B. For the purpose of energy trading Ul is
accessible through browser at http://localhost:4200/. In addition, the blockchain server is hosted

on it. This system is configured on Raspberry Pi OS 64-bit, the latest release [21].
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6.3.2. ESP32-S3

As a low-power MCU-based system on a chip (SoC), ESP32-S3 supports wireless
connectivity with integrated 2.4 GHz Wi-Fi, as well as Bluetooth® Low Energy. The device
consists of a 32-bit Xtensa® LX7 dual-core microprocessor and a low-power coprocessor. It is a
complete Wi-Fi subsystem that conforms to IEEE 802.11b/g/n standard protocol and supports the
Station, SoftAP, and SoftAP + Station modes of operation. A wide range of applications can be
served by its multiple low-power modes. Among its capabilities, the ULP coprocessor is able to
operate in a low-power manner. ESP-32-S3 has a powerful memory ensured by 128-bit data bus
and SIMD commands, 384 KB ROM, 512 KB SRAM, 16 KB SRAM in RTC and various
interfaces that allow connection to external RAM, as well as the other key features includes
advanced Peripheral Interfaces, low power management and device security [22,23].
Our research involved the use of the ESP32-S3 SoC device for local data acquisition, monitoring,
and control applications. For this purpose, the ESP32-S3 is connected to the FIDs for real-time

data acquisition, which helps to monitor energy trading and control operations.

6.3.3. The Blockchain

The blockchain is a cutting-edge technology that has modernized social interactions and
trade. As far as the definition is concerned, the term blockchain refers to a chain of blocks on a
decentralized network that stores information with digital signatures. Bitcoin and Ethereum are
examples of digital cryptocurrencies created using this technique. The primary feature of this
technology has recently been focused on numerous other application domains in a variety of
research and industrial studies [24]. It refers to a ledger of blocks that is timestamp able,

immutable, auditable, permanent and tamper resistant. These blocks enable data to be stored and
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shared in a peer-to-peer manner. Data stored in the blockchain may include payment history,
contracts or even personal information. The security, auditability and anonymity of blockchain
technology have attracted significant attention [25].

This study is carried out using the Ganache command-line interface (CLI), a client for
Ethereum. A fast and customizable blockchain emulator, Ganache CLI is the latest version of
TestRPC. This allows you to access the blockchain without incurring the overhead associated with
running an Ethereum node. Through it, it is possible to access and incorporate a local Ethereum

blockchain server. It is advantageous to use Ganache for the following reasons [26].

. No transaction cost.

. Modifying gas price and mining speed is possible.

. Accounts can be recycled or reset.

. Accounts can be instantiated along with a predetermined number of Ethers.
. Transactions are “mined” instantly.

An illustration of the running Ganache CLI remote procedure call server (RPC) used as
part of this study is shown in Figure 6.2. The account assignment gives ten accounts, with 1000
Ethers in each account, as well as a private key for every single account. This study uses v7.0.2

Ganache.
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ganache v7.0.2 (@ganache/cli: 8.1.3, @ganache/core: 8.1.3)
Starting RPC server
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Figure 6. 2. Starting Ganache Server

6.3.4. Internet of Things (IoT)

As a concept that originated in 1999, when Kevin Ashton coined the term 10T, the Internet
of Things has evolved into one of the most powerful business development tools [27]. In a recent
report, the National Intelligence Council and McKinsey Global Institute claimed that everyday
objects, such as furniture, paper documents, food packages, etc., will take on the role of Internet
nodes by the year 2025. Through integrating technologies with the human environment, they
envision the future. There is no need for humans to intervene in the IoT, as things communicate
and exchange data autonomously [28]. The IoT enables sensors and devices to communicate with
one another in real time, thereby facilitating real-time data monitoring and control. Furthermore,

P2P energy trading was supported through the use of an IoT platform based on Node-Red [15].

In the course of this study, we have set up a local IoT server for monitoring and control purpose.
ESP32-S3 chip hosts the local IoT server with a local IP address. Using loT servers, real-time
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data are received and displayed on dashboards. Through browsing to a local IP address, a user

may access the Internet of Things server.

6.3.5. User Interface

A description of the user interface developed as part of this research is provided in this
section. As a means of facilitating peer interaction, we have developed an intuitive Ul for the
proposed P2P energy trading platform. The Ul is configured on the main server, Pi4B, and the user
can access URL (Uniform Resource Locator) by visiting http://localhost:4200/. Figure 6.3
illustrates Ul for blockchain based P2P energy trading platform. For their respective energy calls,
peers may use “Buy Energy” or “Sell Energy” sections of the UI. Aside from this, the peers are
able to view their associated account numbers and balances on the user interface. Additionally, the
UI provides application-side access to the blockchain, where the user can access the details of

trading.
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€ > C  ® localhost4200 * @M e
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Blockchain Logs
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Buying Price Selling Price
Enter Energy Price Enter Energy Price

Figure 6. 3. Angular based User Interface
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Angular has been used to develop the user interface in this study. The Angular framework is a
suite for developers that provides a collection of well-integrated libraries with features such as
management of forms and communication between the client and server. As a prototype to global
deployment, Angular delivers Google’s largest applications with productivity and scalability [29].
A wide range of popular and impressive websites, including business, banks, news and weather,
use Angular for their front-end development. Angular framework has been successfully applied
by Upwork, Deutshe Bank, IBM, Weather, PayPal, Delta and Samsung [30].

In the course of this study, we have integrated the UI with Ethereum blockchain and
MetaMask. MetaMask is used to access Ethereum blockchain accounts. The MetaMask platform
is a trailblazing tool that facilitates user interactions and experiences on the Web3. In addition to
a browser extension, it is also available as a mobile app for Android and 10S devices, as of now.
MetaMask was developed to ensure the security and ease of use of Ethereum-based websites.
Specifically, it manages user accounts and connects the user to the blockchain [31]. This study
involves the deployment of a smart contract on the private blockchain. We have used Angular-6

for development of UI and the basic source codes for smart contract and Ul can be found at [32,33].

6.3.6. Communication and Network

Hypertext Transfer Protocol (HTTP) is the most commonly used protocol by the internet
traffic. There are primarily HTTP request and response messages contained within it. In HTTP,
upon receiving a request from a client, a server responds to the request. Presently, it is the most
widely used application-level protocol [34]. It is the HTTP that underlies the World Wide Web.
Information/data are communicated between devices over the network using HTTP as an

application layer protocol. When an HTTP client transmits a request to a server, the server

181



responds with a message. A valuable amount of information is conveyed in these responses in
response to an HTTP request [35]. Our study involves the use of HTTP to transmit energy trading
data amongst the clients and servers. Following the receipt of a trading call from the client, the
main server transmits data information to the local IoT server, which then initiates the trade. With
the assistance of a computer algorithm, the transfer is automatically terminated after the trading
request has been satisfied.

In this study, The Tenda Router (N304 V2) and 2.4 GHz operating frequency band were
used, to create the TCP/IP Wireless network connectivity over which the HTTP protocol is
implemented for data transfer between client and server. According to IEEE 802.11n standard, this
device is compliant. The ESP32-S3 microcontroller and Pi4B used in this research are also capable
of supporting TCP/IP, IEEE 802.11b/g/n Wi-Fi standards, this router is configured to enable a
private network and implement HTTP. In addition to the Service Set Identifier and password,
firewall protection is enabled as part of network security.

The study also makes use of FIDs in order to facilitate the practical transfer of energy. With
the aid of resistors and the voltage divider rule a voltage sensor is set up, which measures the
voltage consumed whereas the current sensor measures the current. As a final step, a relay is used
to initiate or terminate the transfer of energy. A detailed description of FIDs and their use can be
found in [13]. This study involves on-chain storage of data and the use of a microSD card for

system memory.

6.4. Design and Implementation of Hardware Component

Our discussion in this section is focused on the design and implementation of hardware
components for the proposed P2P energy trading solution based on blockchain technology. Also

included in this section will be information regarding the connections.
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6.4.1 Prototype Design

A brief description of the conceptualization of a system prototype is provided here. In
Figure 6.4, a voltage sensor is constructed by arranging pull down resistors on a breadboard in
accordance with the voltage divider rule. In this study, ESS voltage is measured using this voltage
sensor, with the inputs connected to the battery using jumper wires. A current sensor mounted on
the breadboard serves to measure load current. The relay used in the hardware design of the P2P
energy trading system is intended to initiate or terminate energy trading activities. In this case, an
ESP32-S3 microcontroller is utilized for acquiring current and voltage data through sensors and
transmitting it to the local IoT server, which is also hosted on an ESP32-S3 microcontroller.
Through the IoT server, peers may monitor and control the activities associated with energy
trading. Furthermore, a Pi4B is visible in Figure 6.4, which hosts the UI and a private blockchain

SCTVer.

Figure 6.4. Basic Hardware Implementation
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6.4.2 Experimental Setup

Preliminary to their use, the hardware components were programmed and configured in
accordance with the procedures described in Section 3. According to Figure 6.5, the experimental
setup consists of a battery serving as the voltage source (in a real system that will be charged using
PV) and an LED light serving as the load for the purpose of demonstrating real-time energy
consumption in response to a trading request. Data monitoring is performed in real time by the
current and voltage sensors. The experimental set up includes a Wi-Fi router, which enables
communication between the client and server using HTTP over a local network. A remote access
is also demonstrated using the HMI to the local IoT and the main server. In Figure 6.5, B represents
the battery a voltage source, CC represents a Wi-Fi router used as a communication channel in this
study, C represents the current sensors, Espp32-S3 microcontroller is represented by M, a voltage
and current sensors are represented by V and C, respectively. Raspberry Pi is presented by Pi and

a laptop shows an HMI device here.

Figure 6. 5. Experimental Setup
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6.5 Implementation Methodology

This section describes the data and information exchange process that occurs between the
main server and local IoT server in blockchain based P2P energy trading. Our study utilizes the
ESP32-S3 microcontroller for the purpose of setting up a local IoT server and obtaining data
(voltage and current) through the use of voltage sensor and the current sensor. The data
measurements and collection are carried out with the aid of the Arduino Integrated Development
Environment (IDE) programs compiled and uploaded into the ESP32-S3 microcontroller. A
private communication network enables the ESP32-S3 to further transmit these data to a local IoT
server, accessible through Internet Protocol (IP) address. In Algorithm 1, a pseudocode is provided
for the implementation methodology. According to Algorithm 1, steps 1 to 7 connect the
microcontroller to the wireless network, then display the connection status in Arduino IDE serial
monitor. A description of the process of trading energy can be found in steps 8 to 17 of Algorithm
1. During the energy trading process, the relay will start the energy transfer after receiving the
trading call over HTTP from UI. In addition to data acquisition, the ESP32-S3 displays these data
on local server’s dashboard. Energy consumption and demand are then compared by the server,
and after the trading request has been fulfilled, the energy trading process over HTTP is terminated.

Upon disconnecting from the client, a new process is initiated, as illustrated in line 18 and 19.

Algorithm 1: Energy trading data acquisition, monitoring and Control.

Initialization;
Energy Demand = 0;
Energy Consumed = 0;

While
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1. ESP32-S3 is not connected to private network;

2. Set up ESP32-S3 connection by passing, SSID, and password over private
network;

If

3. ESP32-S3 connection established with local-Wi-Fi;

4. Display “Connected” on Arduino IDE Serial Monitor;

else

5. Display “Connection failed... retry in 5 s” on Arduino IDE Serial Monitor;
6. ESP32-S3 connects to private Wi-Fi network;

7. Display IP address on Arduino IDE Serial Monitor;
While

8. Refresh sensor value;

If demand is available then

9. ESP32-S3 reads demand data over http;

If Energy demand from UI then

10. Update energy demand;

11. Relay is turned on by ESP32-S3;

12. Energy transfer begins;

13. Power and energy are calculated by ESP32-S3 based on sensor values;
14. Data displayed on local IP;

15. Update data;

If energy consumed >= energy demand then
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16. Switch off relay;

17. Energy transfer terminates;
18. Disconnect client;

19. Step 8;

20. end

6.6 Testing and Results

A blockchain-based P2P energy trading system as described earlier in this chapter, has
been successfully tested and the results are presented in the following section. According to the

results of the system testing, the desired outcome has been achieved.

Figure 6.6 illustrates how the system operates. In this flowchart, a brief summary of how
the energy trading system works is presented, along with a closer appearance at the information.
In Figure 6.3, peers can perform tasks associated with energy trading through an intuitive user
interface. Through this interface, they will be able to perform energy “Buy” and “Sell”
transactions. Using this platform, participants in the proposed blockchain-based P2P energy
trading system can meet their energy needs and sell surplus energy as well. MetaMask is also
integrated into the Ul as a chromium extension for the secure management of accounts and the
connecting of peers with the blockchain server. A demonstration of how accounts created
specifically for this study (Figure 6.2) can be imported into the energy trading platform with the
private key associated with those accounts is presented in Figure 6.7a, while Figure 6.7b depicts
the user authentication process to access MetaMask. When the peer place and energy trading
request on UI (Figure 6.3) Users’ account details will appear on the screen with the MetaMask

extension.
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Figure 6.6 System flowchart

The same account number and balance will also be appearing in the My Account part of the UL
After this, the client can either confirm or reject the transaction by accessing their account, as
demonstrated in Figure 6.8. Along with allowing users to purchase and sell energy, the proposed
P2P energy trading platform will also allow users to view the trading activities of their peers,
including their own. An overview of My Account status on the User Interface, where peers can
view their own trading activity, is depicted in Figure 6.9. It illustrates the actions performed by the
user in regard to the purchase and sale of energy. Figures 6.10 and 6.11 illustrate actions performed

by other peers on the network in order to buy energy and sell energy, respectively. Through the
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P2P energy trading system, users are able to see the amount of energy available for trade along
with the price, as well as the owner of the particular transaction. In the event a peer performs any
trading activity, the activity will appear in the respective section on the Ul and all peers will be
able to see it. To execute a trading call, peers can use the Buy or Sell buttons on the user interface.
A local IoT server running on the ESP32-S3 microcontroller will determine the amount of energy
being transferred following a trading operation. When an energy trading request is successfully

completed, the relay is activated to begin or stop energy transfer.
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Figure 6. 7. (a) Accounts Import (b) User Authentication
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In order to keep track of the trading activities on the Ul, a private blockchain server, an
Ethereum client, is employed. The study involves the implementation of the Ganache CLI in order
to establish a local blockchain network for real-time money transfers in response to energy

purchases and sales. Through http://localhost:5051/ , all participants can access the blockchain

server. The ganache-CLI block explorer is open source and configured locally. It enables
participants to explore blocks in a local blockchain network using a localhost-based block reader.
It is possible for participants to view data regarding the amount of energy transferred, mining
details, block sizes, gas used, and gas limit. The ganache CLI client is communicated with using
the Ethereum library written in Go language [36]. Based on the transactions entered into the UI of
the system, the blocks are mined on the blockchain server as shown in Figure 6.12. This process
generates 28 blocks, the block explorer can be used to view these blocks. A block is mined in
response to each energy trading activity and displayed on the dashboard of block explorer. In
Figure 6.13, peers are given the option to explore further by providing a block hash or block
number to obtain further information regarding a particular block. On the blockchain server, block
28 is illustrated in Figure 6.14. Energy transactions within a block are illustrated in Figure 6.15.
An Ethereum transaction fee is displayed as well as a block hash, which is a unique address of
each block mined following a successful transaction, the time stamp, which indicates the time and
date at which the block was mined, and the gas used. Ethereum’s native currency, Ether (ETH), is
used to pay for gas. In Ethereum, gas prices are measured in gwei, and 1 gwei is equal to 10° ETH
[37]. Additionally, there is information regarding the parent hash (of a previous block), gas limit
and block size. In this chapter, we propose a blockchain-based P2P energy trading system with an
IoT server that is running on an ESP32-S3 microcontroller, which is used for data acquisition,

monitoring and control of energy trading. An energy meter with switching capabilities and
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functions as a means of initiating and terminating energy trading. ESP32-S3 initiates the energy

transfer request over HTTP and ends it after the specified amount of energy is transferred. The

status of the IoT server is illustrated in figure 6.16.
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To validate energy transactions, ten accounts have been created as part of this system. MetaMask
can access a remote blockchain server by providing RPC URL and respective chain ID. The
transaction processing time shown by the server on MetaMask is less than 30 s. A successful test

of the system, however, revealed that the actual transaction time is 2 s.

6.7. Discussion

Following successful testing and observing the results, this section outlines some of the
key characteristics of the proposed energy trading system.
Low Power: A system designed to operate 24 h a day, seven days a week is highly dependent on
its power consumption. It is important to select the individual components of an IoT-based system
based on their power consumption. The proposed system uses a Raspberry Pi as its main server,
which consumes as low as 2.5 Watts (W). A local IoT server runs on an ESP32-S3 as a part of this
research with a power consumption of 0.6 W. During the course of this study, 1.7 W of electricity
were consumed by a Wi-Fi router used to establish a local communication network. Each
component’s power consumption is observed under operating conditions, and specific information
can be found in the data sheets. The Table 6.1 below summarizes the power consumption of the
hardware components used in this study.

Table 6.1. Component-specific power requirements.

Sr. No Hardware Components Power (Watts)
1 Raspberry P14 Model B 2.5
2 ESP32-S3 0.6
3 ESP32-S3, Breadboard, Sensors, Relay, Wires 1.1
4 Tenda Router (N304 V2) 1.7
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Low Cost: Through the utilization of readily available and low-priced hardware components, a

low-cost system design has been achieved. Listed below in Table 2 is a breakdown of costs for

each element of the blockchain-based P2P energy trading system, along with the total cost of the

system. There is an overall cost of CAD $146.88 for the system. According to the current design,

ten peers can be connected to the system with ten different accounts being created. Consequently,

if such a system is implemented over a small remote community of ten houses, the cost per peer

will be CAD $14.68.

Table 6.2. Pricing Information for Hardware Components.

Sr. No. Name of Hardware Components Price CAD $
1 Raspberry Pi 4 Model B 74.45
2 ESP32-S3 20.74
3 Relay 2.01
4 Current Sensors 5.25
5 16 GB SD Card 13.14
6 Wireless Router 16.29

Miscellaneous
7 15
Resistors, Breadboard, Wires, etc.
Grand Total 146.88

Open-Source Technology: The proposed system design incorporates open-source technology.

There are no annual costs or subscription fees associated with the open-source software used in

the design. In this way, the proposed system of peer-to-peer energy trading will have zero operating

costs.
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Private Network: In the designed P2P energy trading system, all transactions are conducted over
a local network. Thus, the proposed system is an ideal energy trading solution for remote
communities that have no access to the internet.

Energy trading on blockchain: A private Ethereum blockchain is incorporated into the proposed
system design. By using this approach, peers can trade energy over a local, decentralized network
without having to access the main Ethereum blockchain platform. Through a decentralized,
transparent, immutable and tamper-proof structure, they are able to trade energy locally. As an
added benefit, all transactions are time stamped and can be tracked easily.

Remote Access: One of the most important characteristics of the proposed system is its HMIs
interaction capability. It is intended that the peer can have remote access to the UI and IoT server
without being physically present at the site. Peers can then trade energy, monitor operations and
control them remotely through this system.

Efficient transaction settlements: In view of the fact that the proposed system is designed and
tested for ten peers at first, it has a small ledger. Moreover, a private blockchain is used in the
system. Thus, the design allows for fast financial transactions within a period of less than two
seconds.

Security: There is a set of security controls in place for the design systems, including SSIDs and
passwords, firewalls, secret recovery phrases, MetaMask credentials and a private key used to
access the Ethereum wallet. Furthermore, this locally configured system incorporates the entire
blockchain security protocol.

Intuitive UI: The proposed system of peer-to-peer energy trading has been designed to have a
user-friendly interface. Users do not need to undergo any special training in order to use this

system.

197



Future research guide: Electricity trading and management solutions can be provided as a result
of this research, especially in relation to remote communities. An energy trading system based on
blockchain can be designed and planned based on the research described above.
System Limitations: Ganache CLI is used in this system, which is designed for use in local
environments. Larger or complex systems may not benefit from this. Furthermore, it is not suitable
for mining or running on public testnet.

Despite the fact that this study is intended for P2P energy trading on a community level.

The work can, however, be extended to cover trade between peers and utility companies.

6.8 Conclusion

A recent shift in the energy sector from fossil fuels to renewable sources has transformed
energy consumers into prosumers. Distributed resources have resulted in the decentralization of
the energy market. Certainly, renewable energy sources have significantly influenced the market
for conventional electricity. While this is true, it has not been able to capture the traditional
electricity market on an overall basis. Inability to obtain a return on investment may be one of the
factors contributing to this. As important as it is to have access to distributed generation, it is also
crucial to have a platform that facilitates energy trading and generates returns on investments in
the renewable energy sector. In countries with ample renewable energy resources, the use of
renewables is not fully tapped due to the absence of such platforms. The use of blockchain
technology, as well as smart devices, is expected to lead to a revolution in the development of
these platforms such as P2P energy trading platforms. It is possible that distributed generation may
gain traction by using the P2P energy trading model. It is imperative that distributed generation

will gain traction by using the P2P energy trading model. Therefore, the potential for electrification
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of remote areas may also result from the possibility of obtaining proper returns on energy
investment.

This chapter presents an advanced P2P energy trading platform based on the Ethereum
private blockchain and Internet of Things, integrated with an Angular-based Ul. We also
demonstrated the hardware implementation of our proposed P2P energy trading solution using
very few low-cost, low-power, open-source and readily available components as the essential
elements of the proposed system. The hardware components include Pi4B and ESP32-S3 as crucial
components of the system. Other components include FIDs and a Wi-Fi router. It was necessary
to create an experimental setup in order to validate the system design. It appears from the results
of the study that the system is suitable for the purpose of carrying out P2P energy trading
operations. As well as performing energy transactions, the system is able to perform financial
transactions. The proposed system performs data monitoring and display over the 10T server after
data acquisition through FIDs. While it maintains digital ledger over the blockchain network,
energy efficiency has been demonstrated by this system, as its main server consumes only 2.5 W,
the local IoT server consumes 0.6 W, FIDs consume 0.5 W and the communication channel
consumes 1.7 Watts. As a further benefit of the system, the cost of the system is extremely low at
CAD $ 15. Lastly, security features essential for data integrity and security are incorporated into

the proposed system.

6.9 Future Work
In the future, the authors intend to implement this project in remote locations lacking
electricity and internet connectivity. Specifically, the project seeks to assist people living in areas

without electricity around the globe. We are in the process of adding a feature for auto sale and
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purchase in addition to the full details of the electrical connections. The future work extensions
will also include an increased range of the network. Detailed information will be provided in

upcoming publications.

Abbreviations

This manuscript uses the following key abbreviations.

P2P Peer-to-Peer

10T Internet-of-Things

Pi4B Raspberry pi model 4B

MQTT Message Queuing Telemetry Transport

FIDs Field Instrumentation Devices

HTTP Hypertext Transfer Protocol

HMIs Human Machine Interfaces

ESS Energy Storage System

Ul User Interface

SBC Single Board Computer

SoC System on a Chip

RPC Remote Procedure Call

SSID Service Set Identifier
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Chapter 7

Conclusion

7.1 Summary

Energy consumers have now evolved into prosumers, and a large amount of energy is now
generated using renewable resources, particularly solar photovoltaic (PV) panels. A number of
participants in the energy market are looking for platforms through which they can sell self-
produced energy and obtain a return on their investment in renewable energy resources. Energy
trading platforms that offer peer-to-peer trading make renewable energy more accessible and
enable participants to make the most of their self-generated energy. It is important to recognize
that such platforms can assist in the development of renewable energy resources as well as reduce
the burden on the power system. The participants of the P2P energy trading platform can also earn

profits through their investments.

Throughout the second chapter of this thesis, the design and analysis of a DC-microgrid
are examined for a remote community in Pakistan. A system optimization was performed using
HOMER Pro, resulting in an optimal design for the system. This case study does not take into
account heating and cooking loads, and the system is designed to meet only basic domestic needs,
such as lighting, small refrigerators, and electronic equipment. As proposed, the system fully meets

the requirements of each household in the community. Technical information regarding P2P
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energy trading as well as connection details are also provided. Considering the results of the study,
isolated DC-microgrids proved to be the most effective solution for un-electrified remote

settlements with good solar resource availability.

The proposed P2P energy trading model outlined in the third chapter of this thesis has a
unique and simple architecture. In comparison to existing P2P energy trading platforms, the
proposed system is user-friendly, open-source, and may increase efficiency and profitability. A
majority of the existing P2P energy trading platforms rely on software-based financial transactions
to facilitate the trading process. However, the proposed system in Chapter 3 not only addresses the
financial aspect by utilizing blockchain technology, but also proposes hardware setup that connects
with Node-Red for energy transfer in real-time in order to achieve financial benefits since
blockchain servers provide a secure and transparent method of conducting financial transactions.
This research has demonstrated how a P2P network can make use of an open-source platform to
accomplish all tasks. Energy transfer has been facilitated through the development of an interactive
user interface. The Ethereum blockchain is used for the payment of electricity consumed. For P2P
energy trading, the proposed platform provides an open-source solution that includes energy
transfer, metering, and fund transfer. Despite the fact that the proposed P2P energy trading model
has only been tested in real-time for two peers, this system is capable of accommodating up to ten
peers at a time and can be extended across communities. Peers on this fully decentralized platform
have the opportunity to determine the price for energy they produce. Additionally, they are able to
manage and control their energy consumption. The P2P network participants are thus able to reap
the benefits of this system financially. Using the UI, peers can access the server remotely and begin

trading at any time. There will be no need for human intervention due to the fully automated nature
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of the proposed system. Moreover, peers may benefit from the unique features of blockchain

technology without relying on conventional financial institutions.

Chapter 4 presents an advanced open-source P2P energy trading platform utilizing the
internet of things and blockchain technology. Our proposed P2P energy trading platform has been
demonstrated in both software and hardware implementations. Implementation of the software is
carried out by installing a web interface hosted on a local machine by using React. JS library in
conjunction with the Ganache GUI, a private Ethereum blockchain. A web interface facilitates the
recording of all trading activities via the blockchain network. The data monitoring and energy
control are conducted on a local machine using the Node-Red server. The hardware
implementation consists of ESP32-S2 microcontrollers and field instrumentation devices.
According to the testing and results, the proposed P2P energy trading platform works perfectly. In
this system, all transactions are recorded on a decentralized ledger and are operated in a
decentralized manner. As a result of the system's performance, all trading sessions are completed
efficiently, and energy data is monitored accurately. In spite of the fact that the system has been
tested on a small 12-volt battery and a 50-watt load, it is possible to customize the system to meet
the household's energy needs. The proposed system has been tested using hardware components
for real world applications. Ganache GUI allows the generation of only ten accounts with 100
ethers in wallet. However, the system is scalable with the implementation of ganache CLI that

allows participants to generate customize number of accounts and the associated ethers.

Chapter 5's objective is to develop an Internet-of-Things (IoT) and blockchain-based peer-
to-peer (P2P) energy trading system for a remote community in Pakistan. This system
demonstrates the latest technologies and is unique in the sense that we have not seen a low-cost,

open-source system that incorporates the latest technologies we have used during our research.
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The geographical location of the selected community is another novel aspect of this system. There
are six critical components included in the proposed energy trading system, namely Field
Instrumentation Devices, a relay, ESP32, a user interface, Ethereum private blockchain, and local
Wi-Fi network. A P2P energy trading experiment was conducted in order to validate the design of
the system. This study demonstrated that the system could be used to perform the desired functions
of a P2P energy trading system, including Energy Transfer, Data Acquisition, Data Monitoring,
Data Display, Networked Data Communication, and Maintaining a Digital Ledger on a Blockchain
Network. The system has been found to be power efficient, with its central server consuming 2.5W,
the IoT server alone 0.8W, the IoT server as a whole 3.3W, and the communication channel 4.4W.
In addition, the system has been found to be very cost-effective. The overall cost of the project is
less than CAD 50. Additionally, security measures such as authentication for MetaMask, private
keys for each peer to access digital assets, firewalls, login credentials, and seed phrases are
considered to be data security measures. Even though this study considers a P2P energy trading
system for a remote Pakistani community. It is anticipated that this research will have a significant
impact on the promotion of distributed energy generation in remote areas. For prosumers, it can
serve as a marketplace in which they can sell excess electricity to their neighbors. The system is
designed for ten houses and the experimental setup is only for two houses depending upon the
operation of accounts generated using Ganache CLI. As the operation procedures for all the

accounts is same so the author used two accounts for practical demonstration of the system.

A P2P energy trading platform leveraging the Ethereum private blockchain and the Internet
of Things is presented in Chapter 6, combined with an Angular-based user interface. Moreover,
we demonstrated the implementation of our P2P energy trading solution on hardware using very

few components that are low-cost, low-power, open-source, and readily available. Hardware
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components of the system include Pi4B and ESP32-S3. FIDs and a wireless router are also
included. A validation of the design of the system required the creation of an experimental setup.
Based on the results of the study, the system appears to be suitable for P2P energy trading. In
addition to performing energy transactions, the system is also capable of performing financial
transactions. After data has been acquired through FIDs, the proposed system displays and
monitors the data over an IoT server. Although this system maintains a digital ledger over a
blockchain network, its overall energy efficiency has been demonstrated, as the main server
consumes 2.5 watts, the local IoT server consumes 0.6 watts, the FIDs consume 0.5 watts, and the
communication channel consumes 1.7 watts. Additionally, the system is extremely affordable,
costing only CAD $15. As a final consideration, the proposed system incorporates security features

that are essential for data integrity and security.

7.2 Research contributions

The main characteristics of the proposed P2P energy trading methods are presented in this section

following successful testing and observation of the results.

Design of Dc-microgrid: This study proposes a design for an isolated DC-microgrid to serve a
remote unelectrified community. For the selected sites, an optimal DC-microgrid with the lowest
net present cost has been designed and proposed.

P2P Trading: A complete P2P energy trading setup is presented in this study, including technical
and financial components as well as software and hardware implementation.

Node-Red based design: Design and implementation of a P2P energy trading platform using a
local Ul, Ethereum blockchain, and a locally installed Node-Red IoT server. To the best of the

author's knowledge, the concept of an open-source, peer-to-peer energy trading network is novel.
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React based design: The development and implementation of an open-source, low-cost, local
server hosted on a private network to facilitate peer-to-peer energy trading using the Ganache
command-line interface (CLI), React. J.S. and Ethereum private blockchain. In the author’s
opinion, this work entails a novel approach since the previous studies used either web-based

servers or highly expensive computers.

Angular based design: As part of the implementation of the proposed P2P energy trading system,
Angular is configured, the framework on which many popular websites are built, such as Paypal,
IBM, Weather, Samsung, etc. Additionally, an Angular-based Ul is implemented on the Pi4B,
closely coupled with both a local blockchain server as well as an [oT server running on the ESP32-
S3. Currently, no similar P2P energy trading system has ever been described, to the best of the

authors' knowledge.

System configurations: Blockchain technology and the Internet of Things serve as a foundation
for a robust distributed energy trading solution for remote locations. This study uses the Ganache
Ethereum blockchain, which is a fast and customizable blockchain. Depending on the needs of the
customer, the number of accounts and associated balances may be customized. [oT servers are set
up on microcontrollers that provide trading and monitoring capabilities. As part of this research,
proposed systems include the essential elements for an efficient and effective P2P network,
including an IoT server, a blockchain server, a communication channel, and field instrumentation

devices.

Energy-efficient design: Power consumption is one of the most important considerations when
designing a system based on the Internet of Things. For this reason, power consumption of each
component was a key consideration in designing the P2P energy trading systems as part of this

research. A power consumption measurement is made for each component when it is operating
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under normal conditions, and data sheets are also available for further information. System designs

have proven to be low-power and suitable for remote applications.

Open-Source technology: The proposed system designs incorporate open-source technology. As
a result of the open-source software used in the design, there are no annual costs or subscription
fees. Consequently, the proposed peer-to-peer energy trading system will be free of operating
costs.

Blockchain technology for energy trading: The proposed system design incorporates a private
Ethereum blockchain. As a result of this approach, peers are able to trade energy over a local,
decentralized network without having to access the main Ethereum blockchain platform. The
structure allows them to trade energy locally in a decentralized, transparent, immutable, and
tamper-proof manner. A further benefit of this system is that all transactions are time stamped and
can be easily tracked.

System security: The design systems are protected by a number of security controls, such as
SSIDs and passwords, firewalls, secret recovery phrases, MetaMask credentials, and a private key
for accessing the Ethereum wallet. Furthermore, the entire blockchain security protocol is
incorporated into this locally configured system.

Systems for electronic payments: This research introduces electronic payment systems to remote
communities without access to the internet, as well as energy monitoring, control and trading
solutions. Blockchain based setup executes transactions immediately and transfers funds instantly.
The efficiency of the financial transactions is also enhanced by a smaller ledger.

Comprehensive research guide: In providing electricity trading and management solutions to

this unserved community, this research has a great deal of impact. In the context of remote areas
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without internet access, the above research provides a solid foundation and justification for

planning and designing an isolated microgrid-based P2P energy trading system.

7.3 Future work

IoT and blockchain-based platforms for P2P energy trading are presented as new research
directions in this thesis. There are, however, a number of knowledge gaps and research areas that
can be explored in order to improve the use of P2P energy trading systems. The following are

some of the recommendations for future work:

o Adding auto sale and purchase functions to the proposed system could be a future research
direction. Several remote locations around the globe lack electricity and internet access. Therefore,
such low-power and low-cost P2P energy trading systems can be implemented to assist people
living without electricity. Future work extensions could also expand the network's range.

. Increased security in the designed IoT and blockchain based P2P energy trading systems
solution can be achieved through the development of reliable data encryption algorithms. Data
integrity and reliability can be increased for client-server communication.

. Examine the possibility of expanding and implementing these systems in larger

communities. Implement the techniques presented in this thesis in locations with internet access.
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