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Abstract: Renewable energy resources have been gaining ground in recent years and we are on the
verge of a decentralized energy market with consumers becoming prosumers. Platforms that facilitate
peer-to-peer (P2P) sale or purchase of energy are therefore essential. This paper presents a way to
trade energy across P2P networks using blockchain technology. The main server is a Raspberry Pi
4 Model B (Pi4B), on which the user interface (UI) as well as the private Ethereum blockchain are
configured. The blockchain also implements a smart contract. For the purpose of developing the
UI that provides assistance in conducting trading activities, an open-source Angular framework
is used. Also explored in the study is the development of an Internet of Things (IoT) server using
the latest ESP32-S3 microcontroller. The field instrumentation devices (FIDs) are connected to the
microcontroller for the purpose of data acquisition and for subsequent transmission to an IoT server.
The blockchain network maintains a record of all transactions in an immutable manner. Assuring
security is achieved through a local configuration of the system, hosted on a private network with
restricted access. For the purposes of information security and data integrity, additional security
measures are also considered, such as a secret recovery phrase, firewalls, login credentials and private
key. Among the servers and clients, there is an implementation of a Hypertext Transfer Protocol.
The P2P energy trading approach involving renewable energy designed for remote communities is
explained and illustrated in this paper.

Keywords: open-source; peer-to-peer; renewable energy; Internet of Things; blockchain; Hypertext
Transfer Protocol

1. Introduction

As a result of the energy transition from fossil fuels to renewable energy, the energy
sector globally is experiencing a significant transformation. The energy consumer has
evolved into a prosumer. Distributed energy resources, such as photovoltaic (PV) systems,
have been prevalent in energy markets, contributing to the growth of prosumers [1]. This
creates a decentralized energy market that provides consumers with the opportunity
to purchase energy locally rather than through the utility companies only. Energy can
now be traded directly between individuals without the involvement of an intermediary.
According to [2], consumers and prosumers trade energy directly through P2P trading.
It can be greatly facilitated by the use of information and communication technologies.
A revolution has been sparked by blockchain and intelligent devices on the P2P market.
The blockchain enables the prosumer to conduct financial transactions independently.
Conversely, smart devices coupled with the Internet-of-Things (IoT) provide low-cost
means to exchange energy. There is no doubt that market for conventional electricity has
been heavily influenced by renewable energy sources. Even so, it has not been able to
capture the traditional electricity market in its entirety. There may be a number of factors
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contributing to this, including the inability to obtain a return on investment. Throughout
this study the authors strive to maximize the returns to prosumers on their investment. A
blockchain and IoT-centered energy trading platform is proposed by the authors. With its
decentralized structure, the proposed system provides participants with the most recent
energy trading solutions, including financial transactions, energy transfers, and energy
metering. Participants in the proposed system will be able to conduct financial transactions
using all the security features that come with a blockchain network. As for the IoT server,
this enables peers to control and monitor their own energy generation. The proposed
method for P2P energy trading uses two major components to host the server, a raspberry pi
model 4B (Pi4B) that hosts a private blockchain server with UI and ESP32-S3 microcontroller
to host the IoT server.

According to the authors’ findings in [3], the increasing use of distributed energy
resources in distribution systems is enabling low-voltage networks to utilize new methods
of operation. P2P energy trading schemes have been proliferating recently as a result of
recent trends in cryptocurrencies and blockchain, which enable neighbors to exchange
electricity without any intervention from traditional intermediaries. Under this scenario,
the network’s technical constraints have not been adequately addressed. According to the
authors, the impact of exchange on network constraints can be assessed using a sensitivity
analysis. A low-voltage U.K. network is used to test the proposed method. As a result of this
study, it was found that P2P schemes can still provide users with economic benefits without
violating the network constraints. Another study [4] identified peer-to-peer energy trading
as an effective method by which multiple consumers could benefit from renewable energy
in an active distribution network. This study emphasizes the energy transactions to be
implemented securely, and it is still necessary to meet the distribution voltage constraints. A
decentralized P2P energy trading protocol that is capable of voltage regulation is proposed
by the researchers. IEEE bus-33 and 69 standards are used to verify the effectiveness and
efficiency of the system through case studies. Zheng et al. [5] describe the proliferation of
distributed energy resources as leading to peer-to-peer trading. According to the authors,
there is a growing consensus among the experts that the future of the energy market
is P2P. This study examines the concept of shared energy storage, based on the sharing
economy principle, as a way of reducing capital expenditures and increasing storage
devices’ efficiency. P2P energy trading model for residential homes with shared energy
storage is presented in this study. It has been demonstrated through numerical simulations
that energy trading through P2P is beneficial for all participants, while the introduction of
shared energy storage may be capable of further reducing the energy costs. In their study [6],
the authors found that P2P energy trading benefitted both consumers and operators. A key
role for demand-response management will be to bridge the gap between local demand
and supply in future P2P energy markets. The authors proposed a blockchain-based system
for community-based P2P energy trading. Through the use of two noncooperative games,
a demand-response mechanism is proposed. The proposed energy trading system uses
Hyperledger blockchain to prototype dynamic pricing for suppliers in both games. On-
chain and off-chain processing modes were implemented to study the system’s performance.
As a part of this study experiments validated that demand-response games reduce peak
loads significantly, while providing lower latency and overhead compared to on-chain
models. Authors have proposed deploying Verifiable Query Layer (VQL) to the cloud for
data query services for blockchains in [7]. A proposal for vChain+ to support boolean range
queries is presented in [8]. That supports data queries on the blockchain.

Another study [9] discusses the factors that have led to the transformation of corporate
standards in the electricity sector globally due to disruptive technologies as well as the
reduction in costs associated with photovoltaics. In addition to providing a customer
choice aligned with the values of a community, P2P energy trading has the capability to
make green energy more readily available locally. This study investigates the factors that
drive and challenge implementing P2P energy trading in Thailand from the perspective of
participants in the regulatory sandbox program. Political, economic, social, technological,
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legal and environmental factors will have a significant impact on P2P energy trading
implementation, according to the authors. Among its recommendations are establishing
third-party access, liberalizing the electricity market, and incorporating prosumers in
existing legal structures to establish a regulatory framework towards the future of P2P
energy trading. Local consumption of renewable energy is promoted by P2P energy trading.
There is, however, distrust amongst users, as well as high transaction costs associated with
P2P. As a solution to these issues, the authors propose a credit and blockchain-based P2P
energy trading model. A six-stage P2P electricity trading process is first presented. In
the next step, Docker and Go are used to simulate Hyperledger Fabric. In P2P electricity
trading, the proposed model can enhance trading stability and efficiency by reducing the
cost for users and managing credit [10]. According to researchers [11], there has been an
increase in energy trading owing to the availability of distributed energy sources as well as
the ability of electricity producers to export surplus fuels at a financial profit. Energy from
multiple sources is successfully combined through the energy trading system providing
energy consumers with better facilities and consistent use of resources. The authors discuss
decentralization, scaling and device reliability as ways in which blockchain can enhance
transparency and performance. A blockchain-based smart grid is also demonstrated in
terms of its importance in future smart grid activities. Furthermore, the research briefly
examines the implementation of blockchains to ensure future autonomous electric grids
will be decentralized, secure and scalable. In [12], an IoT and blockchain-centered P2P
energy trading platform is introduced as a pilot study. Based on open-source technology, the
authors proposed a blockchain-based platform for P2P energy trading with the fundamental
characteristics of a P2P energy trading platform.

The authors in [13] believe that P2P energy trading represents one of the most promis-
ing solutions for energy management in an isolated distributed system. Their proposal
focuses on the development of a P2P energy trading platform based on blockchain and
IoT technology. A Node-Red-based dashboard is used to perform energy monitoring and
trading tasks, while email notifications are used to provide trading alerts. Through experi-
mental results, the proposed system has been validated, and it is recommended for fast
and secure P2P energy trading. An isolated DC-microgrid could benefit from a P2P energy
trading solution based on blockchain and IoT, as referenced in another study [14]. In the
context of [15], through the implementation of a smart contract on a private blockchain,
a P2P energy trading system is proposed. As a part of this system self-generated energy
is monitored and controlled using the IoT platform and to perform trading activities, and
the authors developed a user interface using the React J.S library. In the suggested P2P
energy trading system, a microcontroller and FIDs were used, as well as a private com-
munication channel for data exchange using the Message Queuing Telemetry Transport
protocol (MQTT). Testing and validation of the developed system are carried out using an
experimental setup. Other researchers [16] have developed a low-cost P2P energy trading
setup that has been implemented in a remote community using open-source technology.
For P2P energy trading within the community, the authors developed a low-cost server
utilizing blockchain technology and the IoT. As part of the development of the proposed
system, they also used React.JS, FIDs and Microcontrollers. Hypertext Transfer Protocol
(HTTP) is used in this study to communicate data over a private network, and security
considerations are also considered.

Through the course of this study, the literature has been extensively reviewed, and
some of it is summarized above. In light of the literature reviewed and to the best of the au-
thors knowledge, no platform has been identified that uses Angular-6, a component-based
application development platform together with ESP32-S3 microcontroller for blockchain-
based P2P energy trading. A private Ethereum blockchain has also been incorporated with
open-source Angular-6 as part of our design. As for blockchain server, Pi4B is used, while
ESP32-S3 is utilized to host IoT server. In addition to being fully automated, each server is
interconnected via HTTP. The platform is installed locally and can be accessed remotely via
a Human Machine Interfaces (HMIs). An interface allows users to perform energy trading
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activities that is accessible at http://localhost:4200/ (accessed on 1 October 2022). The
proposed system offers the following key contributions.

• Angular, the framework on which many popular websites such as Paypal, IBM,
Weather, Samsung, etc. are built, is configured in implementation of the proposed P2P
energy trading system. In addition, Angular-based UI is deployed on Pi4B coupled
with a local blockchain server as well as an IoT server running on ESP32-S3. To the
best of authors’ knowledge, a novel P2P energy trading system is proposed, and no
such system has been reported before.

• Implementation of a P2P energy trading with locally configured servers, hosted on a
private communication channel, is particularly useful for remote locations that do not
have access to the internet.

• An appropriate system configuration ensures independent monitoring and control of
P2P energy trading.

• Considering the fact that the proposed design is open-source, there is no subscription
fee or operating cost to be incurred due to the use of open-source technology.

2. System Description

An overview of the proposed blockchain centered P2P energy trading system is
described in this section. As illustrated in Figure 1, the proposed system design consists of
an energy storage system (ESS) represented here with batteries, a domestic load component,
a main server and an IoT server. To implement the system design, we have used ESP32-S3
microcontroller that hosts an IoT server and a Pi4B as the main server to set up the Ethereum
private blockchain and user interface (UI). The proposed system is hosted on a private
network represented by a Wi-Fi router in Figure 1 and is accessible to every participant of
the P2P energy trading system using HMIs. The rest of the system architecture is composed
of FIDs such as a relay, a current sensor and a voltage sensor. In addition, the figure
illustrates the connections that can be used to trade energy with other peers.

Figure 1. An overview of system architecture.

http://localhost:4200/
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In the event that any participant in this proposed P2P energy trading system needs to
engage in energy trading, an UI allows them to access the system remotely and execute
trades, such as the purchase and sale of energy. Upon receiving the trade request, the relay
will be turned on and the trading session will begin. Following the transfer of the required
amount of energy, the relay will shut off automatically. The trading process in this system
is entirely automated and is conducted through the use of computer algorithms. Later in
this article, we explain the pseudocode. Authentication of users has been configured to
ensure network security. To facilitate client-server communication, the proposed system
makes use of the HTTP request-response protocol. Open-source technology is at the core of
the system.

3. Technology and Software

The following section provides an overview of each major technology employed in
the development of our proposed P2P energy trading system developed using open-source
technology. Among these technologies are a main server that is hosted on Pi4B, a single
board computer (SBC) and an IoT server that serves as a data acquisition, monitoring and
control system. A versatile microcontroller ESP32-S3 is used in this study as a platform for
hosting an Internet of Things server. Other key components employed in this study are
the FIDs. As well as this, we have also established a local communication network using a
Wi-Fi router. In addition, servers’ communication is carried out through HTTP protocol.

3.1. Raspberry Pi

In February 2012, the Raspberry Pi 1 Model B, generation 1 was released. The low price
of $35 contributed to its immediate success. An inexpensive computer running Raspbian,
a Linux operating system based on Debian, can be quickly assembled by adding a few
peripherals. Typically, this device is often mentioned as a Single Board Computer (SBC) [17].
Raspberry Pi computers have proven enormously successful in a wide range of electronic
projects. Do-it-yourself tinkerers and special purpose projects use it because of its low cost
and accessibility. Its low cost has also made it possible to use it as a component in single-
purpose devices, despite being a general-purpose computer [18]. Raspberry Pi Foundation,
United Kingdom, developed and manufactures the Raspberry Pi (Pi). Compared with a
mid-range desktop computer that typically costs between US$500 and US$600, the latest Pi
4 Model B (Pi 4B) is available for just US$35 for the base model with 2 GB of RAM [19].

A significant part of this study was conducted using Pi4B, the first of a generation of
Raspberry Pi computers with significantly improved CPU, GPU, and I/O performance
compared to its predecessor. Pi4B allows access to 28 BCM2711 GPIO ports via the Rasp-
berry Pi’s 40-pin header. The device features a quad-core 64-bit ARM Cortex A72 processor
running at 1.5 GHz, has 4 Gigabytes of RAM and is 802.11 b/g/n standard protocol com-
pliant. To add to this the following key characteristics, make this chip appropriate for the
proposed energy trading platform [20].

• Compact size
• H.264 hardware decode (up to 1080p60)
• VideoCore VI 3D Graphics
• 1xSDCard
• 2x micro-HDMI ports supporting dual displays up to 4Kp60 resolution
• 2xUSB2ports
• 2xUSB3ports
• Linux software stack
• 0 to 50 degrees Celsius ambient temperature range.

As a main server UI is configured on Pi4B. For the purpose of energy trading UI is
accessible through browser at http://localhost:4200/ (accessed on 1 October 2022). In
addition, the blockchain server is hosted on it. This system is configured on Raspberry Pi
OS 64-bit, the latest release [21].

http://localhost:4200/
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3.2. ESP32-S3

As a low-power MCU-based system on a chip (SoC), ESP32-S3 supports wireless
connectivity with integrated 2.4 GHz Wi-Fi, as well as Bluetooth® Low Energy. The device
consists of a 32-bit Xtensa® LX7 dual-core microprocessor and a low-power coprocessor.
It is a complete Wi-Fi subsystem that conforms to IEEE 802.11b/g/n standard protocol
and supports the Station, SoftAP, and SoftAP + Station modes of operation. A wide range
of applications can be served by its multiple low-power modes. Among its capabilities,
the ULP coprocessor is able to operate in a low-power manner. ESP-32-S3 has a powerful
memory ensured by 128-bit data bus and SIMD commands, 384 KB ROM, 512 KB SRAM,
16 KB SRAM in RTC and various interfaces that allow connection to external RAM, as well
as the other key features includes advanced Peripheral Interfaces, low power management
and device security [22,23].

Our research involved the use of the ESP32-S3 SoC device for local data acquisition,
monitoring, and control applications. For this purpose, the ESP32-S3 is connected to the
FIDs for real-time data acquisition, which helps to monitor energy trading and control
operations.

3.3. The Blockchain

The blockchain is a cutting-edge technology that has modernized social interactions
and trade. As far as the definition is concerned, the term blockchain refers to a chain of
blocks on a decentralized network that stores information with digital signatures. Bitcoin
and Ethereum are examples of digital cryptocurrencies created using this technique. The
primary feature of this technology has recently been focused on numerous other application
domains in a variety of research and industrial studies [24]. It refers to a ledger of blocks
that is timestamp able, immutable, auditable, permanent and tamper resistant. These
blocks enable data to be stored and shared in a peer-to-peer manner. Data stored in the
blockchain may include payment history, contracts or even personal information. The
security, auditability and anonymity of blockchain technology have attracted significant
attention [25].

This study is carried out using the Ganache command-line interface (CLI), a client for
Ethereum. A fast and customizable blockchain emulator, Ganache CLI is the latest version
of TestRPC. This allows you to access the blockchain without incurring the overhead asso-
ciated with running an Ethereum node. Through it, it is possible to access and incorporate
a local Ethereum blockchain server. It is advantageous to use Ganache for the following
reasons [26].

• No transaction cost.
• Modifying gas price and mining speed is possible.
• Accounts can be recycled or reset.
• Accounts can be instantiated along with a predetermined number of Ethers.
• Transactions are “mined” instantly.

An illustration of the running Ganache CLI remote procedure call server (RPC) used
as part of this study is shown in Figure 2. The account assignment gives ten accounts, with
1000 Ethers in each account, as well as a private key for every single account. This study
uses v7.0.2 Ganache.

3.4. Internet of Things (IoT)

As a concept that originated in 1999, when Kevin Ashton coined the term IoT, the In-
ternet of Things has evolved into one of the most powerful business development tools [27].
In a recent report, the National Intelligence Council and McKinsey Global Institute claimed
that everyday objects, such as furniture, paper documents, food packages, etc., will take
on the role of Internet nodes by the year 2025. Through integrating technologies with the
human environment, they envision the future. There is no need for humans to intervene
in the IoT, as things communicate and exchange data autonomously [28]. The IoT enables
sensors and devices to communicate with one another in real time, thereby facilitating
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real-time data monitoring and control. Furthermore, P2P energy trading was supported
through the use of an IoT platform based on Node-Red [15].

In the course of this study, we have set up a local IoT server for monitoring and control
purpose. ESP32-S3 chip hosts the local IoT server with a local IP address. Using IoT servers,
real-time data are received and displayed on dashboards. Through browsing to a local IP
address, a user may access the Internet of Things server.

Figure 2. Starting Ganache Server.

3.5. User Interface (UI)

A description of the user interface developed as part of this research is provided in this
section. As a means of facilitating peer interaction, we have developed an intuitive UI for
the proposed P2P energy trading platform. The UI is configured on the main server, Pi4B,
and the user can access URL (Uniform Resource Locator) by visiting http://localhost:4200/
(accessed on 1 October 2022). Figure 3 illustrates UI for blockchain based P2P energy trading
platform. For their respective energy calls, peers may use “Buy Energy” or “Sell Energy”
sections of the UI. Aside from this, the peers are able to view their associated account
numbers and balances on the user interface. Additionally, the UI provides application-side
access to the blockchain, where the user can access the details of trading.

http://localhost:4200/
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Figure 3. Angular based User Interface.

Angular has been used to develop the user interface in this study. The Angular
framework is a suite for developers that provides a collection of well-integrated libraries
with features such as management of forms and communication between the client and
server. As a prototype to global deployment, Angular delivers Google’s largest applications
with productivity and scalability [29]. A wide range of popular and impressive websites,
including business, banks, news and weather, use Angular for their front-end development.
Angular framework has been successfully applied by Upwork, Deutshe Bank, IBM, Weather,
PayPal, Delta and Samsung [30].

In the course of this study, we have integrated the UI with Ethereum blockchain and
MetaMask. MetaMask is used to access Ethereum blockchain accounts. The MetaMask
platform is a trailblazing tool that facilitates user interactions and experiences on the Web3.
In addition to a browser extension, it is also available as a mobile app for Android and
iOS devices, as of now. MetaMask was developed to ensure the security and ease of use of
Ethereum-based websites. Specifically, it manages user accounts and connects the user to
the blockchain [31]. This study involves the deployment of a smart contract on the private
blockchain. We have used Angular-6 for development of UI and the basic source codes for
smart contract and UI can be found at [32,33].

3.6. Communication and Network

Hypertext Transfer Protocol (HTTP) is the most commonly used protocol by the
internet traffic. There are primarily HTTP request and response messages contained within
it. In HTTP, upon receiving a request from a client, a server responds to the request.
Presently, it is the most widely used application-level protocol [34]. It is the HTTP that
underlies the World Wide Web. Information/data are communicated between devices over
the network using HTTP as an application layer protocol. When an HTTP client transmits a
request to a server, the server responds with a message. A valuable amount of information
is conveyed in these responses in response to an HTTP request [35]. Our study involves the
use of HTTP to transmit energy trading data amongst the clients and servers. Following the
receipt of a trading call from the client, the main server transmits data information to the
local IoT server, which then initiates the trade. With the assistance of a computer algorithm,
the transfer is automatically terminated after the trading request has been satisfied.

In this study, The Tenda Router (N304 V2) and 2.4 GHz operating frequency band
were used, to create the TCP/IP Wireless network connectivity over which the HTTP
protocol is implemented for data transfer between client and server. According to IEEE
802.11n standard, this device is compliant. The ESP32-S3 microcontroller and Pi4B used in
this research are also capable of supporting TCP/IP, IEEE 802.11b/g/n Wi-Fi standards,
this router is configured to enable a private network and implement HTTP. In addition to
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the Service Set Identifier and password, firewall protection is enabled as part of network
security.

The study also makes use of FIDs in order to facilitate the practical transfer of energy.
With the aid of resistors and the voltage divider rule a voltage sensor is set up, which
measures the voltage consumed whereas the current sensor measures the current. As a final
step, a relay is used to initiate or terminate the transfer of energy. A detailed description of
FIDs and their use can be found in [13]. This study involves on-chain storage of data and
the use of a microSD card for system memory.

4. Design and Implementation of Hardware Component

Our discussion in this section is focused on the design and implementation of hardware
components for the proposed P2P energy trading solution based on blockchain technology.
Also included in this section will be information regarding the connections.

4.1. Prototype Design

A brief description of the conceptualization of a system prototype is provided here. In
Figure 4, a voltage sensor is constructed by arranging pull down resistors on a breadboard
in accordance with the voltage divider rule. In this study, ESS voltage is measured using
this voltage sensor, with the inputs connected to the battery using jumper wires. A current
sensor mounted on the breadboard serves to measure load current. The relay used in
the hardware design of the P2P energy trading system is intended to initiate or terminate
energy trading activities. In this case, an ESP32-S3 microcontroller is utilized for acquiring
current and voltage data through sensors and transmitting it to the local IoT server, which
is also hosted on an ESP32-S3 microcontroller. Through the IoT server, peers may monitor
and control the activities associated with energy trading. Furthermore, a Pi4B is visible in
Figure 4, which hosts the UI and a private blockchain server.

Figure 4. Basic Hardware Implementation.
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4.2. Experimental Setup

Preliminary to their use, the hardware components were programmed and configured
in accordance with the procedures described in Section 3. According to Figure 5, the
experimental setup consists of a battery serving as the voltage source (in a real system
that will be charged using PV) and an LED light serving as the load for the purpose
of demonstrating real-time energy consumption in response to a trading request. Data
monitoring is performed in real time by the current and voltage sensors. The experimental
set up includes a Wi-Fi router, which enables communication between the client and server
using HTTP over a local network. A remote access is also demonstrated using the HMI
to the local IoT and the main server. In Figure 5, B represents the battery a voltage source,
CC represents a Wi-Fi router used as a communication channel in this study, C represents
the current sensors, Espp32-S3 microcontroller is represented by M, a voltage and current
sensors are represented by V and C, respectively. Raspberry Pi is presented by Pi and a
laptop shows an HMI device here.

Figure 5. Experimental Setup.

5. Implementation Methodology

This section describes the data and information exchange process that occurs between
the main server and local IoT server in blockchain based P2P energy trading. Our study
utilizes the ESP32-S3 microcontroller for the purpose of setting up a local IoT server and
obtaining data (voltage and current) through the use of voltage sensor and the current
sensor. The data measurements and collection are carried out with the aid of the Arduino
Integrated Development Environment (IDE) programs compiled and uploaded into the
ESP32-S3 microcontroller. A private communication network enables the ESP32-S3 to
further transmit these data to a local IoT server, accessible through Internet Protocol (IP)
address. In Algorithm 1, a pseudocode is provided for the implementation methodology.
According to Algorithm 1, steps 1 to 7 connect the microcontroller to the wireless network,
then display the connection status in Arduino IDE serial monitor. A description of the
process of trading energy can be found in steps 8 to 17 of Algorithm 1. During the energy
trading process, the relay will start the energy transfer after receiving the trading call over
HTTP from UI. In addition to data acquisition, the ESP32-S3 displays these data on local
server’s dashboard. Energy consumption and demand are then compared by the server,
and after the trading request has been fulfilled, the energy trading process over HTTP is
terminated. Upon disconnecting from the client, a new process is initiated, as illustrated in
line 18 and 19.
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Algorithm 1 Energy trading data acquisition, monitoring and Control

Initialization;
Energy Demand = 0;
Energy Consumed = 0;
While

1. ESP32-S3 is not connected to private network;
2. Set up ESP32-S3 connection by passing, SSID, and password over private network;

If
3. ESP32-S3 connection established with local-Wi-Fi;
4. Display “Connected” on Arduino IDE Serial Monitor;

else
5. Display “Connection failed . . . retry in 5 s” on Arduino IDE Serial Monitor;
6. ESP32-S3 connects to private Wi-Fi network;
7. Display IP address on Arduino IDE Serial Monitor;

While
8. Refresh sensor value;

If demand is available then
9. ESP32-S3 reads demand data over http;

If Energy demand from UI then
10. Update energy demand;
11. Relay is turned on by ESP32-S3;
12. Energy transfer begins;
13. Power and energy are calculated by ESP32-S3 based on sensor values;
14. Data displayed on local IP;
15. Update data;

If energy consumed >= energy demand then
16. Switch off relay;
17. Energy transfer terminates;
18. Disconnect client;
19. Step 8;

end

6. Testing and Results

A blockchain-based P2P energy trading system as described earlier in this paper, has
been successfully tested and the results are presented in the following section. According to
the results of the system testing, the desired outcome has been achieved. Figure 6 illustrates
how the system operates. In this flowchart, a brief summary of how the energy trading
system works is presented, along with a closer appearance at the information.

In Figure 3, peers can perform tasks associated with energy trading through an in-
tuitive user interface. Through this interface, they will be able to perform energy “Buy”
and “Sell” transactions. Using this platform, participants in the proposed blockchain-based
P2P energy trading system can meet their energy needs and sell surplus energy as well.
MetaMask is also integrated into the UI as a chromium extension for the secure manage-
ment of accounts and the connecting of peers with the blockchain server. A demonstration
of how accounts created specifically for this study (Figure 2) can be imported into the
energy trading platform with the private key associated with those accounts is presented
in Figure 7a, while Figure 7b depicts the user authentication process to access MetaMask.
When the peer place and energy trading request on UI (Figure 3) Users’ account details will
appear on the screen with the MetaMask extension. The same account number and balance
will also be appearing in the My Account part of the UI. After this, the client can either
confirm or reject the transaction by accessing their account, as demonstrated in Figure 8.
Along with allowing users to purchase and sell energy, the proposed P2P energy trading
platform will also allow users to view the trading activities of their peers, including their
own. An overview of My Account status on the User Interface, where peers can view their
own trading activity, is depicted in Figure 9. It illustrates the actions performed by the user
in regard to the purchase and sale of energy. Figures 10 and 11 illustrate actions performed
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by other peers on the network in order to buy energy and sell energy, respectively. Through
the P2P energy trading system, users are able to see the amount of energy available for
trade along with the price, as well as the owner of the particular transaction. In the event a
peer performs any trading activity, the activity will appear in the respective section on the
UI and all peers will be able to see it. To execute a trading call, peers can use the Buy or Sell
buttons on the user interface. A local IoT server running on the ESP32-S3 microcontroller
will determine the amount of energy being transferred following a trading operation. When
an energy trading request is successfully completed, the relay is activated to begin or stop
energy transfer.

Figure 6. System flowchart.

In order to keep track of the trading activities on the UI, a private blockchain server, an
Ethereum client, is employed. The study involves the implementation of the Ganache CLI
in order to establish a local blockchain network for real-time money transfers in response to
energy purchases and sales. Through http://localhost:5051/ (accessed on 1 October 2022),
all participants can access the blockchain server. The ganache-CLI block explorer is open
source and configured locally. It enables participants to explore blocks in a local blockchain
network using a localhost-based block reader. It is possible for participants to view data
regarding the amount of energy transferred, mining details, block sizes, gas used, and gas
limit. The ganache CLI client is communicated with using the Ethereum library written in
Go language [36]. Based on the transactions entered into the UI of the system, the blocks
are mined on the blockchain server as shown in Figure 12. This process generates 28 blocks,
the block explorer can be used to view these blocks. A block is mined in response to each
energy trading activity and displayed on the dashboard of block explorer. In Figure 13,
peers are given the option to explore further by providing a block hash or block number to
obtain further information regarding a particular block. On the blockchain server, block 28
is illustrated in Figure 14. Energy transactions within a block are illustrated in Figure 15.
An Ethereum transaction fee is displayed as well as a block hash, which is a unique address

http://localhost:5051/
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of each block mined following a successful transaction, the time stamp, which indicates
the time and date at which the block was mined, and the gas used. Ethereum’s native
currency, Ether (ETH), is used to pay for gas. In Ethereum, gas prices are measured in
gwei, and 1 gwei is equal to 10-9 ETH [37]. Additionally, there is information regarding
the parent hash (of a previous block), gas limit and block size. In this paper, we propose
a blockchain-based P2P energy trading system with an IoT server that is running on an
ESP32-S3 microcontroller, which is used for data acquisition, monitoring and control of
energy trading. An energy meter with switching capabilities and functions as a means of
initiating and terminating energy trading. ESP32-S3 initiates the energy transfer request
over HTTP and ends it after the specified amount of energy is transferred. The status of the
IoT server is illustrated in Figure 16.

To validate energy transactions, ten accounts have been created as part of this system.
MetaMask can access a remote blockchain server by providing RPC URL and respective chain
ID. The transaction processing time shown by the server on MetaMask is less than 30 s. A
successful test of the system, however, revealed that the actual transaction time is 2 s.

Figure 7. (a) Accounts Import (b) User Authentication.
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Figure 8. MetaMask notification for purchase.

Figure 9. My Account Status on UI.
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Figure 10. Other Peers Buy Energy Status on UI.

Figure 11. Other Peers Sell Energy Status.

Figure 12. Local Blockchain Server.
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Figure 13. Block details.

Figure 14. Information about blocks.

Figure 15. Details of Energy transaction.
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Figure 16. Server status for the Internet of Things.

7. Discussion

Following successful testing and observing the results, this section outlines some of
the key characteristics of the proposed energy trading system.

Low Power: A system designed to operate 24 h a day, seven days a week is highly
dependent on its power consumption. It is important to select the individual components
of an IoT-based system based on their power consumption. The proposed system uses
a Raspberry Pi as its main server, which consumes as low as 2.5 Watts (W). A local IoT
server runs on an ESP32-S3 as a part of this research with a power consumption of 0.6 W.
During the course of this study, 1.7 W of electricity were consumed by a Wi-Fi router used
to establish a local communication network. Each component’s power consumption is
observed under operating conditions, and specific information can be found in the data
sheets. The Table 1 below summarizes the power consumption of the hardware components
used in this study.

Table 1. Component-specific power requirements.

Sr. No Hardware Components Power (Watts)

1 Raspberry Pi 4 Model B 2.5
2 ESP32-S3 0.6
3 ESP32-S3, Breadboard, Sensors, Relay, Wires 1.1
4 Tenda Router (N304 V2) 1.7

Low Cost: Through the utilization of readily available and low-priced hardware
components, a low-cost system design has been achieved. Listed below in Table 2 is a
breakdown of costs for each element of the blockchain-based P2P energy trading system,
along with the total cost of the system. There is an overall cost of CAD $146.88 for the
system. According to the current design, ten peers can be connected to the system with
ten different accounts being created. Consequently, if such a system is implemented over a
small remote community of ten houses, the cost per peer will be CAD $14.68.

Table 2. Pricing Information for Hardware Components.

Sr. No. Name of Harware Components Price CAD $

1 Raspberry Pi 4 Model B 74.45
2 ESP32-S3 20.74
3 Relay 2.01
4 Current Sensors 5.25
5 16 GB SD Card 13.14
6 Wireless Router 16.29
7 MiscellaneousResistors, Breadboard, Wires, etc. 15

Grand Total 146.88
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Open-Source Technology: The proposed system design incorporates open-source
technology. There are no annual costs or subscription fees associated with the open-source
software used in the design. In this way, the proposed system of peer-to-peer energy
trading will have zero operating costs.

Private Network: In the designed P2P energy trading system, all transactions are
conducted over a local network. Thus, the proposed system is an ideal energy trading
solution for remote communities that have no access to the internet.

Energy trading on blockchain: A private Ethereum blockchain is incorporated into
the proposed system design. By using this approach, peers can trade energy over a local,
decentralized network without having to access the main Ethereum blockchain platform.
Through a decentralized, transparent, immutable and tamper-proof structure, they are able
to trade energy locally. As an added benefit, all transactions are time stamped and can be
tracked easily.

Remote Access: One of the most important characteristics of the proposed system is
its HMIs interaction capability. It is intended that the peer can have remote access to the UI
and IoT server without being physically present at the site. Peers can then trade energy,
monitor operations and control them remotely through this system.

Efficient transaction settlements: In view of the fact that the proposed system is
designed and tested for ten peers at first, it has a small ledger. Moreover, a private
blockchain is used in the system. Thus, the design allows for fast financial transactions
within a period of less than two seconds.

Security: There is a set of security controls in place for the design systems, including
SSIDs and passwords, firewalls, secret recovery phrases, MetaMask credentials and a
private key used to access the Ethereum wallet. Furthermore, this locally configured system
incorporates the entire blockchain security protocol.

Intuitive UI: The proposed system of peer-to-peer energy trading has been designed to
have a user-friendly interface. Users do not need to undergo any special training in order
to use this system.

Future research guide: Electricity trading and management solutions can be provided
as a result of this research, especially in relation to remote communities. An energy trading
system based on blockchain can be designed and planned based on the research described
above.

System Limitations: Ganache CLI is used in this system, which is designed for use in
local environments. Larger or complex systems may not benefit from this. Furthermore, it
is not suitable for mining or running on public testnet.

Despite the fact that this study is intended for P2P energy trading on a community
level. The work can, however, be extended to cover trade between peers and utility
companies.

8. Conclusions

A recent shift in the energy sector from fossil fuels to renewable sources has trans-
formed energy consumers into prosumers. Distributed resources have resulted in the
decentralization of the energy market. Certainly, renewable energy sources have signifi-
cantly influenced the market for conventional electricity. While this is true, it has not been
able to capture the traditional electricity market on an overall basis. Inability to obtain a
return on investment may be one of the factors contributing to this. As important as it is to
have access to distributed generation, it is also crucial to have a platform that facilitates
energy trading and generates returns on investments in the renewable energy sector. In
countries with ample renewable energy resources, the use of renewables is not fully tapped
due to the absence of such platforms. The use of blockchain technology, as well as smart
devices, is expected to lead to a revolution in the development of these platforms such as
P2P energy trading platforms. It is possible that distributed generation may gain traction by
using the P2P energy trading model. It is imperative that distributed generation will gain
traction by using the P2P energy trading model. Therefore, the potential for electrification
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of remote areas may also result from the possibility of obtaining proper returns on energy
investment.

This article presents an advanced P2P energy trading platform based on the Ethereum
private blockchain and Internet of Things, integrated with an Angular-based UI. We also
demonstrated the hardware implementation of our proposed P2P energy trading solution
using very few low-cost, low-power, open-source and readily available components as
the essential elements of the proposed system. The hardware components include Pi4B
and ESP32-S3 as crucial components of the system. Other components include FIDs and
a Wi-Fi router. It was necessary to create an experimental setup in order to validate the
system design. It appears from the results of the study that the system is suitable for the
purpose of carrying out P2P energy trading operations. As well as performing energy
transactions, the system is able to perform financial transactions. The proposed system
performs data monitoring and display over the IoT server after data acquisition through
FIDs. While it maintains digital ledger over the blockchain network, energy efficiency has
been demonstrated by this system, as its main server consumes only 2.5 W, the local IoT
server consumes 0.6 W, FIDs consume 0.5 W and the communication channel consumes
1.7 W. As a further benefit of the system, the cost of the system is extremely low at CAD
$15. Lastly, security features essential for data integrity and security are incorporated into
the proposed system.

9. Future Work

In the future, the authors intend to implement this project in remote locations lacking
electricity and internet connectivity. Specifically, the project seeks to assist people living in
areas without electricity around the globe. We are in the process of adding a feature for auto
sale and purchase in addition to the full details of the electrical connections. The future
work extensions will also include an increased range of the network. Detailed information
will be provided in upcoming publications.
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Abbreviations
This manuscript uses the following key abbreviations.
P2P Peer-to-Peer
IOT Internet-of-Things
Pi4B Raspberry pi model 4B
MQTT Message Queuing Telemetry Transport
FIDs Field Instrumentation Devices
HTTP Hypertext Transfer Protocol
HMIs Human Machine Interfaces
ESS Energy Storage System
UI User Interface
SBC Single Board Computer
SoC System on a Chip
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RPC Remote Procedure Call
SSID Service Set Identifier
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