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Abstract

Information security has always been a critical concern for wireless communications due
to the broadcast nature of the open wireless medium. Commonly, security relies on cryp-
tographic encryption techniques at higher layers to ensure information security. However,
traditional cryptographic methods may be inadequate or inappropriate due to novel im-
provements in the computational power of devices and optimization approaches. There-
fore, supplementary techniques are required to secure the transmission data. Physical layer
security (PLS) can improve the security of wireless communications by exploiting the char-
acteristics of wireless channels. Therefore, we study the PLS performance in the fifth gen-
eration (5G) and beyond wireless networks enabling technologies in this thesis. The thesis
consists of three main parts.

In the first part, the PLS design and analysis for Device-to-Device (D2D) communi-
cation is carried out for several scenarios. More specifically, in this part, we study the
underlay relay-aided D2D communications to improve the PLS of the cellular network. We
propose a cooperative scheme, whereby the D2D pair, in return for being allowed to share
the spectrum band of the cellular network, serves as a friendly jammer using full-duplex
(FD) and half-duplex (HD) transmissions and relay selection to degrade the wiretapped
signal at an eavesdropper. This part aims to show that spectrum sharing is advantageous
for both D2D communications and cellular networks concerning reliability and robustness

for the former and PLS enhancement for the latter. Closed-form expressions for the D2D



outage probability, the secrecy outage probability (SOP), and the probability of non-zero
secrecy capacity (PNSC) are derived to assess the proposed cooperative system model. The
results show enhancing the robustness and reliability of D2D communication while simul-
taneously improving the cellular network’s PLS by generating jamming signals towards the
eavesdropper. Furthermore, intensive Monte-Carlo simulations and numerical results are
provided to verify the efficiency of the proposed schemes and validate the derived expres-
sions’ accuracy.

In the second part, we consider a secure underlay cognitive radio (CR) network in the
presence of a primary passive eavesdropper. Herein, a secondary multi-antenna full-duplex
destination node acts as a jammer to the primary eavesdropper to improve the PLS of the
primary network. In return for this favor, the energy-constrained secondary source gets
access to the primary network to transmit its information so long as the interference to the
latter is below a certain level. As revealed in our analysis and simulation, the reliability and
robustness of the CR network are improved, while the security level of the primary network
is enhanced concurrently.

Finally, we investigate the PLS design and analysis of reconfigurable intelligent surface
(RI1S)-aided wireless communication systems in an inband underlay D2D communication
and the CR network. An RIS is used to adjust its reflecting elements to enhance the data
transmission while improving the PLS concurrently. Furthermore, we investigate the design
of active elements in RIS to overcome the double-fading problem introduced in the RIS-
aided link in a wireless communications system. Towards this end, each active RIS element
amplifies the reflected incident signal rather than only reflecting it as done in passive RIS
modules. As revealed in our analysis and simulation, the use of active elements leads to a
drastic reduction in the size of RIS to achieve a given performance level. Furthermore, a

practical design for active RIS is proposed.



To my father and mother ...

To my lovely wife and kids ...

To my sister and brothers ...
To my entire family and friends ...



Acknowledgments

All praise and thanks be to Almighty Allathe one and only who helps us in every aspect
of our lives. After thanking Almighty "ALLAH" for His blessing and guidance to complete
this work, | would like to express deep gratefulness and appreciation to my thesis supervi-
sors Prof. Telex M. N. Ngatched and Prof. Mohamed H. Ahmed, for their continuous help,
guidance, and encouragement throughout this work. They spent a lot of their precious time
helping me and advising me at each step. | would like to acknowledge the financial support
provided by my supervisors, and the School of Graduate Studies at Memorial University of
Newfoundland.

The final word of acknowledgment is reserved to my parents for their unconditional
support to my two sisters and two brothers for their love, to my friends all over the world,
to my sweetheart and lovely wife and our kids for their patience and for motivating me.

Finally, I would like to say thatf‘am nothing without you all



Co-Authorship Statement

I, Majid Khoshafa, hold a principle author status for all the manuscript chapters (Chapters
2 - 7) in this dissertation. However, each manuscript is co-authored by my supervisors
and co-researchers, whose contributions have facilitated the development of this work as

described below.
e Chapter 2:

— Majid H. Khoshafa, T. M. Ngatched, and M. H. Ahmed, "On the Physical Layer
Security of Underlay Relay-Aided Device-to-Device CommunicationEEE

Transactions on Vehicular Technolqgyl. 69, pp. 7609-7621, July. 2020.

e Chapter 3:

— Majid H. Khoshafa, T. M. Ngatched, M. H. Ahmed, and I. Ahmed, "Enhanc-
ing Physical Layer Security Using Underlay Full-Duplex Relay-Aided D2D
Communications," IEEE Wireless Communications and Networking Confer-

ence (WCNC)Seoul, South Korea, pp. 1-7, Mar. 2020.

— Majid H. Khoshafa, T. M. Ngatched, M. H. Ahmed, and |. Ahmed, "Improv-
ing Physical Layer Security of Cellular Networks Using Full-Duplex Jamming
Relay-Aided D2D Communications,lEEE Accessvol. 8, pp. 53575-53586,
Mar. 2020.

Vi



— Majid H. Khoshafa, T. M. Ngatched, M. H. Ahmed, and I. Ahmed, "Secure
Transmission in Wiretap Channels Using Full-Duplex Relay-Aided D2D Com-
munications with Outdated CSIIEEE Wireless Communications Lettevsl.

9, pp. 1216-1220, Aug. 2020.
e Chapter 4:

— Majid H. Khoshafa, T. M. Ngatched, and M. H. Ahmed, "Secure Transmis-
sion in Underlay D2D Communications Using Optimal Relay SelectidBEE
92nd Vehicular Technology Conference (VTC2020-Fsibtoria, BC, Canada,
pp. 1-6, Aug. 2020.

— Majid H. Khoshafa, T. M. Ngatched, and M. H. Ahmed, "Relay Selection for
Improving Physical layer Security in D2D Underlay Communications,” under

second round of review iIHEEE Transactions on Mobile Computing.

— Majid H. Khoshafa, T. M. Ngatched, and M. H. Ahmed, "On the Physical Layer
Security of Underlay Multihop Device-to-Ddevice RelayinglEEE Wireless
Communications and Networking Conference (WCNW@Jrrakesh, Morocco,

pp. 1-6, Apr. 2019.
e Chapter 5:

— Majid H. Khoshafa, J. M. Moualeu, T. M. Ngatched, and M. H. Ahmed, "On
the Performance of Secure Underlay Cognitive Radio Networks with Energy
Harvesting and Dual-Antenna Selection[EEE Communications Lettevol.

25, pp. 1815-1819, Jun. 2021.
e Chapter 6:

— Majid H. Khoshafa, T. M. Ngatched, and M. H. Ahmed, "Reconfigurable Intel-

ligent Surfaces-Aided Physical Layer Security Enhancement in D2D Underlay

Vii



Communications,'lEEE Communications Lettgnl. 25, no. 5, pp. 1443-1447,
May 2021.

— Majid H. Khoshafa, T. M. Ngatched, M. H. Ahmed, and A. R. Ndjiongue, "Ac-
tive Reconfigurable Intelligent Surfaces-Aided Wireless Communication Sys-
tem,” IEEE Communications Letteyol. 25, no. 11, pp. 3699-3703, Nov.
2021.

e Chapter 7:

— Majid H. Khoshafa, T. M. Ngatched, and M. H. Ahmed, "Secure Underlay Cog-
nitive Radio Networks Using Reconfigurable Intelligent Surface,” under review

for publication in IEEE Transactions on Vehicular Technology.

Majid Khoshafa Date

viii



Table of Contents

Bhsiraci il
Bcknowledgments v
Co-Authorship Stafement Vi
iX
iX
[Osfof Figures XVi
XiX
T Intfroduction! 1
CTBackground. . . . . . . . . ot e e e e e e e

(G| KPy Quicomes




7 S N e =Y TS @ T7a =T aTvZ 1175 4 [ 10
REEIENCAS . . . . . . . . 12
K__0Onthe Pl .S orUnderlay Relay-Alded Device-to-Device Communicatons 17
PTADRSITAast. . . . . . . o e e e e e e 17
.................................. 18
elafed WOk . . . . . . . . . . 19
P27 ManmConfibufions . . . . . . . v v oo e e e e e e e 20
P3SystemMaodel . .. ... .. ... . . 22
P4 PerformanCce ANalySiS. . . . . v v v v v v e e e e e e 26
P AT DD OMAge Probability. . . . . . . oo 26
P47 Secrecy Oufage Probabllity . . . .. ... .. ... ... .... 28
P47 T Jamming Anfenna Selecfion Approaches. . . . . . . 29
P43 Asympiofic Secrecy Oufage Analysis. . . . . . . .. ... ... 31
P 42" Probabilify of Non-zero Secrecy Capdcity . . . . . . . . . . .. 33
P 5 Performance AnalySiswith QufdafedICSI. . . . . . ... ... ... .. 34
7R D VA D OV 7=To TN =J7e1a - 1011 11V AR 35
P27 Secrecy Oufage Probabllity . . . . ... ... ... ... .... 35
PB ResufSand DISCUSSION . . . . . v v v v v v i e e 37
D7 _Conclusian . . . . . .. e e 41
P8 AppendICeS. . . . . . . . . e e e e e 42
2 T Y o Yo T=Y aTo [0~ AN 42
PBZ APPENdiXB. . . . . o ot e e e 42
S 0 S Y o Yo T=Y a o [0~ 43
PBZ _APPendiXD. . . . . o ot o e e e e e 44
REIerences . . . . . . . . . . 45



5 Improving Pl S ot Cellular Nenworks Using Eull-Duplex Jamming Kelay-Aided

BT Pefdormance ANalybiS . . . . . . . o v v v e 71
BLTT D?D0ufage Probability. . . . . .. .. .. ...... 71

B5 17 _Secrecy Omfage Probanility. . . . . . . .. .. .. .. 72

B5 T3 Asympiofic Secrecy Oufage Analysis . . . . . . . . . 74

bbb Resultsand DISCUSSIONS . . . . . . . .« v v v v i e e e e e e 75
B7Z _Conclusian . . . . . . . e 81
B8 AppendiCaS. . . . . . . . vt e e e e e 82
02 Y Vo To =Y a o 17 - VA 82
BEBZ APPENdiXB. . . . o o o it e e 82

Xi



A3 SystemModel . . .. .. .. e 90
AdZ2"Secrecy Oufage Probability. . . . . . . . ... ... Lo 93
EZT _OpimalRel@ay Selechion . . . . . v vt v e e e e 94

EZT T Favesdropper ChannelwihMRC . . . .. ... ... 95

BZ 17 Favesdropper Channelwitd SC . . . . . . . .. ... 95

a4/ Subopnmal Relay selection scheme. . . . . . .. .. .. ... 96

B4771  Favesdropper ChannelwithMRC . . . . . ... ... 97

A4?77  Favesdropper ChannelwithSC . .. ... ... ... 98

A 43 Asympiofic Secrecy Oufage Analysis. . . . . . . . . ... ... 98

A 433 Favesdropper Channelwith MRC in fhe SRS schemel00

A 434 Favesdropper Channelwith SCin the SRS sdheme. 100

A5 Probabilify of Non-zero Secrecy Capacity. . . . . . . . . . . . . .. .. 101
B5T TheORSScheme. . . . .. ... ... ... ... ..., 101
B57 TheSRSscheme. . .. ... ... ... ... .. ... ..... 102

@6 _Underlay Mufihop Device-to-DeviCE Reaying . . . . . . . . . . . . .. 103
AT SysiemMaodel. . . .. .. ... .. 104
A67 Performance Analykis . . . . . . . . . .. 0 106
E67 1T _D7DOutage Probability. . . . . . . . .. .. ... .. 106

Xii



A6 73 Asympiofic Secrecy Outage Analysis . . . . . . . .. 110
A6 74 Probahilify of Non-zero Secrecy Capacity. . . . . . . 112
A7 ResulfSandIISCUSSION . . . . . . o v v v e e 113
7T D7DRelay Selecibn . . . . . . . . oo 113
A77 D7D NVUBRoOpREIAYIAG. . . v v v v v voe e e e e e e 116
B8 ConClusiOn . . . . . . ot e 118
A9 AppendiCOS. . . . . . v v v e e e e e e e e 120
S Y o Vo T=Y o [0~ AN 120
BO7 APPEndiXB. . . . . . o i e e e 121
S I S Y o o T=Y o [0~ 121
S 7 S Vo o Y=Y a o 17l 1 123
REIEIENCAS . . . . . . . . 123
o__>ecure Underlay CR Networks with EH and Dual-Anfenna selection 128
BT ABSIradt. . . . . . . . . 128
B7 TNiraduciion. . . . . . . . v o e e e e e e e e 129
B3 SystemModel . . ... L. e 130
B4 Secondary TranSMISSION . . . . . . . o v v v v v e e e e e 132
b4T Fnergyharvesfing. . . . .. .. ... .. ... .. .. ... ... 132
b4/ Informaton IransmissIon. . . . . . . . . . . e e e e e e e 133
543 CROMmMageProbability . . . . . . . .. vv v e i 134
B Prmary NetWorK . . . . . . . . o o e e e e e e e 135
BE5 T Secrecy Oufage Probabllity . . . . . .. ... ... ... .... 137
K57 Asympiofic Secrecy Onfage Analysis. . . . . . . . . . . . ... 139
553 _Probabilify of Non-zero Secrecy Capacity . . . . . . . . . .. . 140
b6 ResulfsandDISCUSSIONS . . . . . . . . . . o v it 140

Xiii



nt 148

[ Z  INFOAUCHON. . . . . . L o o e e e e e e e e

3 Sysfem Model

Xiv



[ZT1T _CROmageProbability . . . . . . . . ..o e i 182
[[Z27—Secrecy Outage Probabllity . . . . . . ... ... ... ..... 186
(-3 Asymprofic Secrecy Ofage ANalysis. . . . . . . . . . o o . . . 188
22 Probabilify of Non-zero Secrecy Capdcity . . . . . . . . . . .. 189
IL5 Results and DISCUSSIONS . . . . . . . . o v v o v e e e e e e e e 189
6 _ConcClusiaOn . . . . . . . e 192
REEIENCAS . . . . . . . . 193
8__Conclusions and Fufure Work 197
8T "Conclusionsand Future Work . . . . . . . . . ... 197
BTT ConcCluSIONS . . . . . . . . o o e e e e e e e 197
BTZ7 FufureWork . . . . . . . . e e 200

XV



List of Figures

P 1T —System Model. . . .

2 72 1he DZ1) autage probablility Tor pertrect and oufaded (Ce—\Whaere—

| b/S/HZ. .

Z 3 1he SOP 1or perfect and oudated CSI1E wheges 1 D/S/HZ.

24 1he PNSC Tor boih caseswhetg = | D/S/HZ. .

D/S/H7Z. .

|G Ihe SOP wheleg=m—=0-aa—"Nr="~Nrsaanfhcy = | D/S/HAZ. .

b4 1he PNSC Wheleg=mwr—=-aa—~p=>~N-—=-m—ahlthcy = | D/S/HZ. .

B5_The outage probability s SN = for diferonts Wheres =5
= =T0aR N =3 and/Z, = 1 h/s/HA. .

B6__The secrecy outage probahilify, SEERe-SOR-—vS- SN2, for differ]
ENfi—mheres =00 Z = Z = T0 AR N =N =N =2 anpg =

D/S/H7Z. .

XVi

22

37
38
41

56

76
77
78

79

80

91
105



A2 The PNSC for ORS and SRS schemes, Whgfe-—r=10-88-Nz = 3

BEdBW (=08, a=03andRg=1DhIS/HZA. . . . ... ... ... .... 141
54 The oufage probabilify of Secondary nefwarl Versisa, whereg =5
OBW (=08 D=0 dBWana, = ThIS/HA. . . . . . . . . . .. .. 142

BT TheSystemMaodel. . . ... ... ... ... ... ... 150
BEZ _SystemModel.. . . . . .. ... e e 159
b3 The D7D oufage probabilify whef& =Tb/S/HZ]. . . . . . ... ... .. 164

XVii



diferent values of the number ot refleciing elememns

Xviii



List of Abbreviations

6G Sixth Generation

AF Amplify-and-Forward
Al Artificial Intelligence
AN Artificial Noise

AWGN Additive White Gaussian Noise

BS Base Station

CDF Cumulative Distribution Function
CJ Cooperative Jamming

CR Cognitive Radio

CsSl Channel State Information

CuU Cellular User

D2D Device-to-Device

DF Decode-and-Forward

DRL Deep Reinforcement Learning

XiX



EH Energy Harvesting

EM Electromagnetic

FD Full-Duplex

HD Half-Duplex

ISM Industrial, Scientific and Medical
IT Information Transmission

MIMO Multiple-Input Multiple-Output

MISO Multiple-Input Single-Output

MRC Maximum Ratio Combining

ORS Optimal Relay Selection

PB Power Beacon

PCB printed circuit board

PDF Probability Density Function

PN Primary Network

PNSC Probability of Non-zero Secrecy Capacity
QoS Quality of Service

RF Radio Frequency

RIS Reconfigurable Intelligent Surface
RV Random Variable

XX



SC Selection Combining

Si Self-Interference

SINR Signal-to-Interference-and-Noise Ratio
SN Secondary Network

SNR Signal-to-Noise Ratio

SOP Secrecy Outage Probability

SRS Suboptimal Relay Selection

SuU Secondary User

TAS Transmit Antenna Selection

TS Time-Switching

UAV Unmanned Aerial Vehicle

XXi



Chapter 1

Introduction

1.1 Background

1.1.1 Physical Layer Security

Nowadays, wireless networks have been widely utilized in daily life applications to transmit
essential and secure information. Consequently, security is considered a critical issue for
future 5G and beyond wireless networks due to the broadcasting nature of the open wire-
less mediumf]]. Traditionally, security depends on cryptographic encryption techniques
and related protocols at higher layers to guarantee information security. Nevertheless, with
the development of mobile Internet, traditional cryptographic techniques maybe inadequate
or even inappropriate as an extra secure channel is needed for private key excBanges [
More importantly, due to novel improvements in the computational power of devices and
optimization approaches. Therefore, new supplementary security strategies from informa-
tion theory fundamentals, which focus on the propagation channel’s secrecy capacity, are
essential to protect information from unauthorized devits [
Physical layer security, first explored by Wyndj, [is considered a novel strategy for

improving wireless security by only exploiting the characteristics of wireless channels, e.g.,



noise, interference, and fading. The benefits of applying physical layer security strategies
for 5G and beyond wireless networks compared to traditional cryptography techniques are
twofold. First, PLS is independent of the computational complexity compared to cryp-
tography in the higher layer§]. Accordingly, even though the eavesdroppers have high
powerful computational abilities, secure and reliable communications can be guaranteed.
The second one is that PLS strategies have high scalalfi]ityt[is important to remark

that PLS can be employed as a supplementary level of security on top of the current security
approaches. To elaborate, PLS can be integrated with the other security solutions to provide
confidential and private communication data in 5G and beyond wireless netrks [

Many techniques, such as cooperative beamformihgaftificial noise B], and multi-
antenna beamformin@], have been investigated to degrade the quality of the wiretapped
signals at the eavesdropper. Moreover, cooperative jamming (CJ) has been extensively
studied to safeguard wireless communications. In CJ, a relay terminal is chosen by the
authorized receiver to degrade the eavesdroppers signal by sending a jammindISignal [
[TT]. In cooperative scenarios, CJ and cooperative relaylilyy [[L3] are considered as
promising techniques to efficiently increase the secrecy capacity.

The secrecy capacity (i.e., the maximum transmission rate at which the eavesdropper
is unable to decode any information) is equal to the difference between the main channel
and the eavesdropper channel. The main performance metrics used in this work to evaluate
the security level are the secrecy outage probability (SOP) and the probability of non-zero
secrecy capacity (PNSC). The SOP can be defined as the probability that the achievable
secrecy rate is less than a predefined target secrecy rate, Rs, for cellular transmission, while

the PNSC is the probability that the achievable secrecy capacity is greater than zero.



1.1.2 Device to Device Communications

Mobile wireless communication has experienced rapid development in data traffic due to
the dramatic growth of smart devices. According to Cisco, the average number of mobiles
per capita will be 3.6 by 2023T#]. Thus, spectrum scarcity is a crucial issue in wireless
networks. Device-to-Device (D2D) communication, which enables proximate user pairs to
communicate directly rather than through the base station (BS), has received considerable
attention as one of the main technologies in the fifth-generation (5G) and beyond cellular
communicationsf[5], [I8]. The advantages of D2D communications are multi-fold and
include increased spectrum efficiency, shortened transmission latency, increased cellular
coverage, and increased energy efficieriici].| D2D communication also offers new mo-

bile service advantages for several proximity-based services such as multi-player gaming,
social networking, and content sharitfigg], [19)].

According to the spectrum band utilization, D2D communication can be classified into
two approaches; inband D2D and out-band D2D communications. In the first approach, the
same spectrum band is shared between the cellular network and the D2D communication
[Z]. The inband D2D communication can further be classified into two categories, namely,
underlay and overlay D2D communication. In underlay D2D communication, both D2D
and cellular users share the same frequencies, resulting in enhanced spectral efficiency. By
providing high spectral efficiency, the performance of cellular is improfi&] Neverthe-
less, sharing the same spectrum band causes sereve interference between D2D and cellular
users. Therefore, interference management is necessary. In overlay D2D communication,
the cellular spectrum is split into non-overlapping frequency sets, where one set is allocated
to D2D users, while the other is allocated to the cellular users. Since D2D and cellular
communications occur in their spilled spectral bands, the interference issue is overcome.
Therefore, interference management between D2D users and cellular users is not needed in

overlay D2D communication. The significant deficiency of overlay D2D communication



is that the portion of cellular spectrum assigned for D2D communication might be utilized
ineffectively, resulting in inadequate system throughput and resource utilization.

In the second approach, the D2D network utilizes the unlicensed spectrum band; usu-
ally ISM bands [P0]. Since the D2D communications and cellular users operate in different
spectrum bands, the outband communication effectively excludes the spectrum interference
problem between D2D and cellular users. Nevertheless, outband D2D encounters problems
in regulating communications over the unlicensed spectrum bands. To limit this draw-
back, two approaches have been proposed to tackle the regulating communications issue,
namely controlled outband D2D and autonomous outband 4D [n controlled outband
D2D communication, the regulation between radio interfaces over the unlicensed spectrum
bands is controlled by the cellular network. That is, the spectrum resources for the D2D
users are preallocated; thus, the ISM band resources can be reasonably utilized. One obvi-
ous disadvantage of this approach is that the overhead signaling increases with increasing
the network size. Consequently, the performance is declined. In the autonomous outband
D2D communication, the devices communicating in D2D mode are responsible for control-
ling D2D communication, while the base station controls the cellular links. This approach
considerably reduces the load of the cellular netw#y.

More importantly, underlay D2D communications can play a primary role in improving
cellular network security. In this case, the D2D users can be used as friendly jammers to
enhance the secrecy performance of the cellular network, while the cellular network shares

its spectrum with the D2D users in return.

1.1.3 Reconfigurable Intelligent Surfaces

Reconfigurable intelligent surface (RIS), which is a surface of electromagnetic (EM) ma-
terial that consists of a large number of inexpensive passive reflecting elements controlled

by a microcontroller, has received significant consideration as a leading technologies in the



sixth-generation (6G) wireless network&l[, [?Z]. There are many advantages of RIS such
as the ability to control the transmission environment by directing the reflected signals in
a specific direction and very low power consumption compared with relaying technology
[23]. RIS has also been referred to as software-controlled metasuriagemf intelligent

reflecting surface<H.

1.2 Thesis Motivation

In this section, we discuss the main motivations that lead to this thesis’s work and how they
are important to the area of research in PLS in 5G and Beyond wireless networks enabling
technologies.

With accelerated information and communication technologies, wireless communica-
tion services have become indispensable in daily life. Wireless communication services
are tremendously growing due to the massive increase in smart wireless devices. Based on
these, the surge in wireless data communication is essentially driven by the vast amount of
smart mobile. The information is exchanged among authorized users; however, serious se-
curity risks arise due to the wireless broadcasting nature. Therefore, security techniques are
utilized to protect wireless transmissions against eavesdropping attacks. Towards this end,
the design of secure wireless communication systems for 5G and beyond wireless networks
enabling technologies such as D2D communications, cognitive radio, and reconfigurable
intelligent surfaces by utilizing PLS techniques is the core motivation for this thesis.

Motivated by the considerable importance of PLS mentioned above, the following re-

search problems are investigated in this thesis:

¢ An efficient cooperative system, which consists of D2D communications and a cel-
lular network, is proposed. Specifically, the spectrum sharing is advantageous for

both D2D communications and cellular networks for reliability and robustness for



the former and the physical layer security enhancement for the latter.

e Applying full-duplex (FD) transmission and dual antenna selection to improve the
security level of the cellular network while enhancing the D2D communication re-
liability is proposed. The practical scenario, where the eavesdropper is passive, is
considered. The eavesdropper uses either selection combining or maximal ratio com-

bining to combine the wiretapped signals of the cellular network.

¢ A full assessment of the above efficient system models is performed for perfect and

outdated channel state information (CSI).
¢ An efficient secure system model is proposed by using relay selection techniques.

e Energy harvesting and dual-antenna selection are proposed to enhance the robustness
and reliability of the CR network, while simultaneously improving the PLS of the

primary network.
e A secure system model is proposed by using RIS technology.

e An active RIS is designed to overcome the double fading problem and improve the

PLS.

1.3 Thesis Contributions

Motivated by the previous discussion, in this section, we describe the primary contributions

of this dissertation.

1.3.1 Key Outcomes

The major outcomes of this dissertation can be summarized as follows:



1. We have designed a cooperative system, where a multiple-input multiple-output (MIMO)
relay helps as a friendly jammer to enhance the security of the cellular network while
transmitting the D2D datd?B]. Consequently, a secure cellular network is achieved

for perfect and outdated CSI scenarios.

2. We have proposed a new network-assisted inband underlay D2D communication sys-
tem by applying FD transmission and dual antenna selecd}y [28]. The D2D
relay node can simultaneously act as a friendly jammer to improve the secrecy perfor-
mance of the cellular network while enhancing the D2D communication data trans-
mission. This is an appealing and practical scheme where spectrum sharing benefits
the D2D and cellular networks in terms of reliability enhancement and security pro-
visioning, respectively. Furthermore, We have investigated the influence of outdated

CSl on the PLS of the cellular network using the FD rel@$j[

3. We have proposed secure inband underlay D2D communications by utilizing relay
selection. For maximizing the secrecy capacity of D2D communications, two relay
selection schemes have been investigated, namely, optimal relay selection (ORS) and
suboptimal relay selection (SRS). Additionally, on the eavesdropper side, two practi-
cal combining approaches, maximume-ratio combining (MRC) and selection combin-
ing (SC), are examined), [31]. Furthermore, the PLS of underlay multihop D2D

relaying has also been investigat&d][

4. We propose a secure underlay cognitive radio network with energy harvesting in the
presence of a primary passive eavesdropper. Herein, a secondary multi-antenna full-
duplex destination node acts as a jammer to the primary eavesdropper to improve the

primary network’s physical layer securit]].

5. We have proposed the use of the RIS technology to enhance the reliability and robust-

ness of D2D communication and improve the security level of the cellular network



concurrentlyBZ]. As compensation for spectrum sharing, the RIS serves as a friendly
jammer to ensure a high-security level for the cellular network, thus enabling a win-
win situation between the two networks, i.e., security provisioning for the cellular

user and high reliability and robustness for the D2D users.

6. We have designed an active RIS to overcome the double fading problem in standard
communication scenario&9]. The essential characteristic of an active RIS is to
amplify the reflected signal with extra power consumption. With this in mind, an
active RIS has been investigated to enhance the robustness, reliability, and PLS of a

wireless communication network.

7. We have proposed a secure RIS-aided underlay cognitive network to enhance the
robustness and reliability of the secondary network (SN) communication while si-

multaneously improving the PLS of the primary network (PBB][

1.3.2 List of Publications

We have made significant contributions to the field PLS for the leading technologies in the

5G and 6G wireless networks. This dissertation has resulted in the following publications:

Journals Articles

1. Majid H. Khoshafa, T. M. Ngatched, and M. H. Ahmed, "Relay Selection for Im-
proving Physical layer Security in D2D Underlay Communications,” under second

round of review for publication inEEE Transactions on Mobile Computing.

2. Majid H. Khoshafa, T. M. Ngatched, and M. H. Ahmed, "Secure Underlay Cog-
nitive Radio Networks Using Reconfigurable Intelligent Surface,” under review for

publication in IEEE Transactions on Vehicular Technology.



3. Majid H. Khoshafa, T. M. Ngatched, and M. H. Ahmed, "Active Reconfigurable In-
telligent Surfaces-Aided Wireless Communication Systef&EEE Communications

Lettersyol. 25, no. 11, pp. 3699-3703, Nov. 2021

4. Majid H. Khoshafa, Jules M. Moualeu, T. M. Ngatched, and M. H. Ahmed, "On the
Performance of Secure Underlay Cognitive Radio Networks with Energy Harvesting
and Dual-Antenna Selection,JEEE Communications Letterspl. 25, pp. 1815-
1819, Jun. 2021.

5. Majid H. Khoshafa, T. M. Ngatched, and M. H. Ahmed, "Reconfigurable Intelligent
Surfaces-Aided Physical Layer Security Enhancement in D2D Underlay Communi-

cations," IEEE Communications Lettergol. 25, no. 5, pp. 1443-1447, May 2021.

6. Majid H. Khoshafa, T. M. Ngatched, M. H. Ahmed, and I. Ahmed, "Secure Trans-
mission in Wiretap Channels Using Full-Duplex Relay-Aided D2D Communications
with Outdated CSI,"IEEE Wireless Communications Lettegvsl. 9, pp. 1216-1220,
Aug. 2020.

7. Majid H. Khoshafa, T. M. Ngatched, and M. H. Ahmed, "On the Physical Layer Se-
curity of Underlay Relay-Aided Device-to-Device Communicationf£EE Trans-

actions on Vehicular Technologyol. 69, pp. 7609-7621, July 2020.

8. Majid H. Khoshafa, T. M. Ngatched, M. H. Ahmed, and I. Ahmed, "Improving
Physical Layer Security of Cellular Networks Using Full-Duplex Jamming Relay-

Aided D2D Communications,|EEE Accessvol. 8, pp. 53575-53586, Mar. 2020.

Conferences Papers

1. Majid H. Khoshafa, T. M. Ngatched, and M. H. Ahmed, "Secure Transmission in

Underlay D2D Communications Using Optimal Relay Selectid&EEE 92nd Vehic-



ular Technology Conference (VTC2020-FaWjctoria, BC, Canada, pp. 1-6, Aug.
2020.

2. Majid H. Khoshafa, T. M. Ngatched, M. H. Ahmed, and I. Ahmed, "Enhancing
Physical Layer Security Using Underlay Full-Duplex Relay-Aided D2D Commu-
nications," IEEE Wireless Communications and Networking Conference (WCNC),

Seoul, South Korea, pp. 1-7, Mar. 2020.

3. Majid H. Khoshafa, T. M. Ngatched, and M. H. Ahmed, "On the Physical Layer
Security of Underlay Multihop Device-to-Device RelayinglEEE Wireless Com-
munications and Networking Conference (WCN@#rrakesh, Morocco, pp. 1-6,

Apr. 20109.

1.4 Thesis Organization

The remainder of this dissertation is organized as follows. In Chapter 2, We propose a
cooperative scheme, whereby the D2D pair, in return of being allowed to share the spec-
trum band of the cellular network, serves as a friendly jammer, through its multiple-input
multiple-output relay, to degrade the wiretapped signal at an eavesdropper. The perfect and
outdated CSI are considered.

We propose to apply FD transmission and dual antenna selection at the D2D relay node
in Chapter 3. The relay node can simultaneously act as a friendly jammer to improve the
secrecy performance of the cellular network while enhancing the D2D communication data
transmission. This is an appealing and practical scheme where spectrum sharing is bene-
ficial for the D2D and cellular networks in terms of reliability enhancement and security
provisioning, respectively. The perfect and outdated CSI are considered.

Chapter 4 investigates the PLS of inband underlay D2D communication, where the

direct link between D2D users is not available. In this respect, optimal relay selection and

10



suboptimal relay selection are utilized to secure the D2D transmission. The eavesdropper
uses either maximal-ratio combining or selection combining to increase the wiretapped
signals. Moreover, the PLS of underlay multihop D2D relaying is also considered.

In Chapter 5, we propose a secure underlay cognitive radio network with energy harvest-
ing in the presence of a primary passive eavesdropper. Herein, a secondary multi-antenna
full-duplex destination node acts as a jammer to the primary eavesdropper to improve the
primary network’s physical layer security.

Chapter 6 investigates a RIS-aided wireless communication system in an inband under-
lay D2D communication, where the direct link between D2D users is unavailable. An RIS is
used to adjust its reflecting elements to enhance the D2D communication data transmission
while improving the cellular network’s secrecy performance concurrently.

Chapter 7, we propose a secure RIS-aided underlay cognitive network, considering the
interference produced by the SN and the RIS on the PN in Chapter.

Finally, we conclude the dissertation in Chapter 8 and discuss the possible extensions

of this work.
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Chapter 2

On the PLS of Underlay Relay-Aided

Device-to-Device Communications

2.1 Abstract

In this chapter, we study the underlay relay-aided D2D communications to improve the PLS
of the cellular network. We propose a cooperative scheme, whereby the D2D pair, in return
of being allowed to share the spectrum band of the cellular network, serves as a friendly
jammer, through its multiple-input multiple-output relay, to degrade the wiretapped signal

at an eavesdropper. This chapter aims to show that spectrum sharing is advantageous for
both D2D communications and cellular networks with respect to reliability and robustness
for the former, and the PLS enhancement for the latter. To assess the proposed cooperative
system model, closed-form expressions for the D2D outage probability, the secrecy outage
probability, and the probability of non-zero secrecy capacity are derived. More importantly,
the benefits due to the cooperation scheme are verified through numerical and simulation

results.
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2.2 Introduction

D2D communications is considered as one of the most important technologies for the 5G
and beyond networks. In D2D communications, two close D2D users exchange information
directly rather than relaying the information through the BJS There are many advantages

of D2D communications over the conventional cellular networks, for instance, low power
consumption, high spectral efficiency, and short delay. It is worth noting that D2D commu-
nications have many significant applications like traffic offloading, disaster relief, content
sharing, and file sharind].

As a result of the open wireless medium, security is considered as a critical issue in
wireless networks. The PLS security, first explored by WyBgri§ of great interest as an
essential strategy to protect information. To this end, the natural randomness of communi-
cation channels and noise is utilized to reduce the wiretapped data. More specifically, the
received signal by eavesdroppers is confounded with respect to the quality of service (QoS).
More importantly, PLS is independent of the computational complexity as compared to the
cryptography in the higher layers. As a result, eavesdroppers that have high powerful com-
putational abilities do not affect the level of security. In addition, PLS approaches have a
high scalability f@].

The advantages of cooperative communications, in the context of PLS, have been ex-
tensively studied. More specifically, both relaying and diversity techniques have been ex-
tensively utilized to increase the security level against eavesdropper attacks in the wireless
transmissionH]. Moreover, cooperative jamming has also been comprehensively investi-
gated to increase the secrecy capacity. To this end, a relay terminal is chosen to interfere
with the wiretapping signal by transmitting a jamming sigri@| [[4]. With this in mind,
cooperative jamming and relayinB][ [€] have been considered as leading approaches to

increase the security level efficiently.
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As a matter of fact, MIMO relays are extensively utilized in PLS to increase the secrecy
capacity of the cellular networks. The opportunities and challenges of MIMO relaying
technologies in PLS were investigated [@[,[T1]. Recently, MIMO relaying has been
used to improve the PLS of mmWave bafid]] However, multiple radio frequency chains
related to multiple antennas are expensive with respect to hardware, size, and power. To
limit these drawbacks, antenna selection is an inexpensive low-complexity choice to achieve
several of the benefits of MIMO systems. The secrecy performance of transmit antenna
selection (TAS) was examined in the MIMO channels for selection combirfiBggnd

maximum-ratio combiningl4]. For the outdated CSI, the TAS technique was investigated

in [,

2.2.1 Related Work

As a result of spectrum sharing between D2D and cellular users, interference is considered
as harmful. To limit this drawback, most current works on inband underlay D2D commu-
nications aim at mitigating and overcoming the interference between the cellular users and
the D2D pairs[8]. However, from a PLS viewpoint, before-mentioned interference could
be advantageous, since it could be used to confound the eavesdrdifjexSdnsidering

PLS in underlay D2D communications, some techniques are used to enhance the secrecy
performance of the D2D communications. Two techniques for PLS, namely, guard zone
and artificial noise (AN) were utilized to improve the security level of the D2D commu-
nications [[8]. To guarantee a secure D2D link, the authorsfif] [utilized the BS as a
cooperative jammer to confound the eavesdropping signal by generating AN to interfere
with the eavesdropper. However, the QoS of cellular users (CUs) should be taken into ac-
count when the BS generates AN. To do so, the jamming signal should be orthogonal to the
null space of the main channe®&]. In [1], the PLS of D2D communications, multihop

relaying scheme, was studied, only from the viewpoint of improving the security level of
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D2D users only.

It is worth mentioning that a few works have studied the improvement of the PLS of cel-
lular networks utilizing the potential of D2D link&}]. In [23], the use of the interference
generated by the D2D links to confuse the eavesdroppers and thus enhance the security of
the cellular network was studied. To enhance the security level of the CUs, the authors in
[?4] analyzed joint power control for the D2D users and CUs. By enhancing the resource
sharing, spectral efficiency provisioning for D2D links and security improvement for CUs
were obtained ing35][Z2H].

All works mentioned above particularly study the case where the direct links are avail-
able between D2D nodes. However, in some scenarios, the distance and channel conditions
may be unfavorable for direct communication. In these situations, the performance of the
D2D communication can be improved by using network-assisted transmission through re-
lays. Such a technique, relay-aided D2D communication, can provide more reliable QoS for
connection between indirect D2D users. In practice, for smart cities, machine-to-machine
communication is considered as a valuable application for relay-aided D2D communica-
tion [Z4]. In this case, inside a macro-cell for some city blocks, automated sensors are used
when the proximity between devices and/or link conditions between nodes are unfavorable.
To the best of our knowledge, no work has been reported in the open literature investigating

the PLS of relay-aided underlay D2D communication.

2.2.2 Main Contributions

In this work, the PLS of the cellular network is examined. In the proposed scenario, the
D2D communications are used to generate jamming signals to enhance the security level
of the cellular network in return of sharing its spectrum. Unlike the existing work on the
PLS of underlay D2D communication in the cellular network, we investigate the PLS of the

cellular network where a MIMO relay serves the D2D pairs. To do so, the antenna selection
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approach is utilized to simultaneously enhance the security level of the cellular network and
improve the D2D data transmission. To confound the eavesdropper, the transmit antenna
selection at the MIMO relay is used to generate jamming signals. Consequently, the secrecy
capacity of the cellular network is increased. Atthe same time, the reliability and robustness
of the D2D communications are improved as a result of utilizing the relay through antenna
selection. By using antenna selection strategy at the relay, the high hardware complexity of
multiple antennas is avoided, while its reliability and robustness advantages, and diversity
are maintained.

The main contributions of this chapter are listed as follows:

e A cooperative system is introduced where the MIMO relay helps as a friendly jammer

while transmitting the D2D data.

e An antenna selection strategy is employed to enhance the secrecy capacity of the cel-
lular network by degrading the wiretapped signal at an eavesdropper and to improve

the traffic capacity for D2D communication.

e Considering perfect and outdated CSI cases, the analysis is carried out to evaluate
the secrecy performance of the cellular network with respect to the secrecy outage
probability (SOP) and the probability of non-zero secrecy capacity (PNSC). Further-
more, the outage probability of D2D communication is also analyzed. Additionally,

closed-form expressions are derived.

e Asymptotic analysis is carried out in high transmit power regime for the cellular

network.

e Simulation results are presented where the derived expressions are evaluated and ver-

ified. The advantages due to the presence of D2D communications are highlighted.
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DataLink — >
Interference Link —————— >
Eavesdropper Link —2Z—

Fig. 2.1: System Model.

2.3 System Model

As depicted in FigZ1, an underlay D2D network with MIMO relaying sharing the spec-
trum with the cellular network in a particular environment is considered. The cellular net-
work consists of a base station BS as well as a cellular dsegcommunicating in the
presence of an eavesdroppér, each equipped with a single antenna. The D2D com-
munications consist of a D2D transmittéf, a D2D receiver,D, and a MIMO amplify-
and-forward (AF) relay,R, equipped withV; antennas for sending jamming signals to
confoundE and N data antennas for receiving D2D signal/atnd re-transmitting the
signal toD. Besides, all the channels coefficients are modeled as to experience flat fading
with Rayleigh distribution. Furthermore, the transmission of D2D users is set up during
two phases, while the cellular transmissions occur once in one phase. To this end, cellular
and D2D transmissions are considered to be fully synchronized for each phase. In the first
phase,I’ transmits the D2D signal t&®, while C' remains silent to guarantee the cellular

link security 8], [P9]. In the second phase, &, the amplified signal is re-transmitted

to D. As compensation for security provisioning of the cellular network, the D2D pairs are

permitted to share spectrum bandwidth; that is, high spectral efficiency is gained. There-
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fore, for both networks, a win-win situation is enabled. To simplify matters, we indicate
TR as the receiving antenna in the first phase, and RD as the transmitting antenna in the
second phase. Similarly, RJ denotes the jamming antenna.

The channel coefficients for tHE — TR, RD — D, RJ — E, RJ — (C,RJ —
D, BS— C, BS— D, and BS— FE links are denoted &8s, h.q4, hje, Rje, Rja, hic, P,
and hy., respectively. Also|h,;|” represents the channel power gains, which are indepen-
dent and exponentially distributed with a mean\gf = E[|hqs|*],
whereab € {bc, bd, tr,rd, be, je, jd, jc}. In addition,o?, 02, o2, ando? represent the vari-
ances of the additive white Gaussian noise (AWGN)'aR, FE, and D, respectively. Itis

assumed that’ and R have the same transmitted powgr, With this in mind, the received

signal at TR, in the first phase, can be expressed as
Yr = \/ﬁhtr Tq + Ny, (21)

wherezx, is the D2D transmitted signal, amd is the AWGN atR. The transmitting antenna
RD, in the second phase, is chosen to maximize the instantaneous signal-to-noise ratio
(SNR) atD. Then using the relaying gaii, RD re-transmits the amplified signal 10.

Thus, the received signal &t can be expressed as

YD :g h'rd (\/F htr Tq + nr> + vV PB hbd Ty + vV PJ hjd € + ng, (22)

wherez, is the BS transmitted signal; is the BS transmission powe?, is the jamming
transmitted powery; is the jamming signal, and, is the AWGN atD. It is assumed that
the interference ab from RJ can be eliminated by using interference cancellati@h [

since the coefficient;, and the jamming poweF; are presumed to be available/at The
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received signal at’, in the second phase, can be expressed as

yo = \/ P hpe vy + / Py hje x; + ne, (2.3)

wheren,. is the AWGN atC'. Similarly, atE, the received signal, in the second phase, can

be expressed by

Yg = \/PB hbe Ty + \/ PJ hje xj—l—ne, (24)

wheren, is the AWGN at theE). We assume that the received signal§’and £ are not
affected by the interference froffi sinceT is located far away from bott' and £, and
transmits with low powerd1]. It is noteworthy that since the data transmission power of
RD is lower than the jamming transmission power of RJ, the interferencg wathich is
generated by RD, can be neglected. It is also notable that the D2D users are unlikely to be
wiretapped as a result of their low transmit power as compared to cellular users. Therefore,
as common in the literature (e.g39 and [33]), in this work, we only investigate the
secrecy performance of the cellular network. More importantly, in this chapter, our main
goal is to investigate the mutual benefit of the cooperation between the cellular and the D2D
networks. In particular, the potential of the relay-aided D2D communication to enhance the
security of the cellular network, while improving its reliability and spectral efficiency is

studied. Towards this end, the relaying gégirfor AF relaying scheme, is given biz4]

/ P
G= |— =~ 2.5
P|hy|* + o2 (2:5)

For the end-to-end D2D link, the instantaneous signal-to-interference-and-noise ratio (SINR),

Yp2p, €Can be obtained by pluggingB) into (Z2) as

g2P|h’tr|2 |h1”d|2
G2 [hal* 02 + Pg |hual” + 03

Yp2p = (2.6)

24



After some algebraic manipulations, one can get

Yo2p = ———— (2.7)

wherevy represents the SINR &, which can be expressed as

° 2, (2.8)

P _
TR = _2|htr :/yr’htr
O

and~yp represents the SINR &2, which can be expressed as

_ P|hrd‘2 _ Yrd
U§+P3|hbd|2 1+’de7

(2.9)

where,q = g [hral®, Yoa = Toa [Pval” , Fa = %, and¥ua = Z—g- Let us defingu, = 3, Ay,

e = aArq, @NA us = FpqApg. The receiving antenna dt is selected for the best data
transmission performance in the D2D network. Moreover, the maximum channel gain can
be determined by using

| = _max [hal”, (2.10)

and

\hea|” = max |hil”, (2.11)
7,:1,..ND

The probability density function (PDF) MUF is given by

~ Np Y 7\
fin2(7) = SeP{ o 1 —exp W ) (2.12)

wherev € {tr,rd}.
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2.4 Performance Analysis

In this section, a thorough analysis of the proposed system is performed. In particular,
closed-form expressions of the main performance metrics, i.e., the D2D outage probability,
the SOP, and the PNSC are provided. Moreover, the advantages of the proposed scheme are

investigated. Furthermore, the asymptotic analysis is presented.

2.4.1 D2D Outage Probability

The outage probability of D2D communicatioR,,;, is given by

Pout = Pr(’VDQD < ()0) , (213)

wherep = 2”41, andR, is the data rate of the D2D communications. Since the expression
in (Z9) is mathematically intractable, a tight upper boumng, is utilized to find the SINR

of the D2D communications a&%]

yAN .
Yp2p < Yup = MIN (YR, VD) - (2.14)

Hence,P,,; can be expressed as

Pout = Pr(’yup < (p) = Pr<min (VR/}/D) < 90) . (215)

P,.; can be further expressed &5

Pour = Fy (0) + Fop (0) = Fop () By (0), (2.16)
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whereF, . (.) and F,,(.) are the cumulative distribution functions (CDFs)~wf and~p,

respectively. The PDF ofy in (22122 can be expressed in terms of the binomial expansion

as (37, eq. (1.111) ]

PO Sy (N o 1) exp(—w) | (2.17)

e

To derivef,, (), we use B8]

fon(1) = / (e (0@ 1) fo(a) de, (2.18)

wheref, ,(.) is given by

Np—1 _
Fa) =223 cof (YT New(<HEED)  ao)
2 k=0 2
andf,,,(.) is given by
frwa(V) = iexp (—%) : (2.20)

By plugging €19 and Z20) into (Z-18), the PDF ofyp, after some algebraic manipula-

tions, can be obtained as

Np—1 v(k+1) 1
N Np —1 v (k+1 I+ ==+
Fo) =t 37 (-0 (7 exp (T | i )
piopis 4= Ha (v(kﬂ)_i_L)
B2 p3

From €17) and @10, F.,,.(v) andF, () are obtained as

Fa) =Ny 3 % (1 - exp(—%)) @22

27



and

Np—1 p—1 _ (kD)
F,.(7) = Np Z % (1 _ Z);Fir(“’”ﬁ“sg) . (2.23)

H2

By substituting 222, (223 in (Z18), P,,; can be obtained as

Np—1 1)k (ND 1)

1 1
P, =Np Z 1 [(Qexp< k+1)> exp( k+1> <1+30]€+1 ))
VR S G G N f PR o[
NDW;) m+1 ((1 eXp<k_1+1)>> (1 <1+%> |

(2.24)

2.4.2 Secrecy Outage Probability

The SOP can be defined as the probability that the achievable secrecy rate is less than a

predefined target secrecy rate,, for the cellular transmission. Based on this, the SOP is

given by [38]

SOP=Pr(Cs < R,), (2.25)

whereR; represents the target secrecy rate of cellular transmissiod'amlthe secrecy

capacity which can be expressed as

Ce — Cg, >
S e (2.26)

07 el S VE,
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whereCs andC’ are the cellular and eavesdropper capacities, respectively. In this respect,

C¢ can be obtained by

Yo
= 1 =| 14+ — .
Co =10g, (1 +1¢) = log, < + T ’ch) ) (2.27)

Where’)/bc = Ye |hbc|2 s Yie = Vje |hjc|2 s Ve = Z_ga andﬁjc = %- Let us definev; = 70)\1707

andw; = ¥;.Aj.. In addition,Cy can be obtained by

Yoe
Cg =log, (1+ =lo 1+ , 2.28
=109, 1+ 77) = log, (1+ ) 2.28)
Where’Ybe - '78 |hbe|2 y Vje = ’_Yje |hbe|2 ) ’78 = 1;_?7 and’?je = % Letus defin&ug - ’76)\1767

andW4 = ’T/je)\je'

2.4.2.1 Jamming Antenna Selection Approaches

According to the availability of the channel gaiRs— FE, we propose two approaches for
the antenna jamming selection as follow.

Case I: For activeF, where the channel gains afare known, the criterion of jamming
antenna selection is based on maximizing the interferenée tm this case( will see a

random jamming signal. In doing so, we use
2 2
hgel” = max ke |” - (2.29)

Henceforward, the expressions related to Case | and Il are provided with subscripts | and

I, respectively. The SQRan be further mathematically written as

SOR = / B (B7+0) fop, (1) d, (2.30)
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where = 2%+, anda = 8 — 1and the CDF ofy., can be derived as

Fi (v) = (1 - M) : (2.31)

1—|—Z—f7

and the PDF of/z, can be derived as

N1 (k+1) |
Ny k(NJ—l) ( ’V) e
_ _q expl - . wa w3 | 2.32
S, (V) s kZ:O (1) k P w3 ((k+1) +l>2 @32
w4q w3

By plugging £=31) and £=32) into (Z=30), and with the help of partial fraction expansion,
thereafter®4, eq. (3.352.4) ] and3Z, eq. (3.353.3) ], SORan be derived as

NJ w1 N;—1 —1)k (NJ 1) eXp(——) (A3 Al) Ei [—.A4 Ag]
SOR =L B 2 — ) [(Al ) (exp(—A4 )

CBLAALY () (ABEAAL 1))

(2.33)

where A, = —(‘”1 +a>, Ay = (%j”), As = wy <1+’“w—tl>, Ay = <£+§3>,
Ei(.) is the exponential integral functio&], eq. (8.21.1) ].

Case Il: For a passivey, where the channel gains éf are unknown, the criterion of
jamming antenna selection is based on minimizing the interference towaidshis case,

E will see a random jamming signal. In doing so, we use

\hje|* = min_ e (2.34)
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The SOR can be further mathematically written as

SOR, = / Fro, (37 + ) fop, () 7, (2.35)

where the CDF ofy., can be derived as

Fo (7) = (1 o exp(ﬁ) , (2.36)

and the PDF ofyz, can be derived as

eXD(—%) I+ -+ 2
Wswy (L " 1>2
w4y w3

Using the same steps of the derivation®iX3), the SOP for Case Il, SQPcan be obtained

Foi () = (2.37)

as

(2.38)

where81:%<%+a>, 82:i<1+wi4>,and Bgz<ﬁ+i>.

w1 w3

2.4.3 Asymptotic Secrecy Outage Analysis

Here, the secrecy performance at high SNR, i,e., wher> oo is introduced to get better

understanding of the proposed system behavior. In this scenario, we consider that
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.. As7,. — oo, the asymptotic expression of SOP can be expressed as
SOP* = (Gy7a) ' +0 (7,%) . (2.39)

whereG, andG, denote the secrecy diversity order and the secrecy array gain, respectively.
O(.) represents the higher order terms. To be more pre€iseharacterizes the SOR
andG, describes the SNR advantage of SOfelative to the reference curyg,) .

For Case I, to derive SQP, the exponential function and the polynomial ia31) are
first expanded with the help oBY, eq. (1.211.1) ] anddZ, eq. (1.112.2) ], respectively.
Subsequently, we keep the first two terms, and the higher-order terms are ignored. Hence,

the asymptotic CDHTY, (.), is derived as

22 (y) = i(wz +1)z+0 (l) . (2.40)
Now, the SOP can be obtained using

SOR® = (Ga, 7)™ +0 (7.7) | (2.41)

whereG,, =1 andG,, is given by

B (W2+1)NJNJ71 Ny—1 k+1 (k+1) Wy @
=St () e ) (050 +

k=0

)

wherel'(.,.) is the upper incomplete gamma functid¥] eq. (8.350.2) ].
For Case Il, using the same steps for the derivationZad), the asymptotic CDF,

F(.), can be obtained as

E (y) = L (;—i + 1) v+ O (l> . (2.42)
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Here, the SOP can be obtained using
SORY = (Guy7.) ' + 0 (7). (2.43)
whereG,, =1, andd,, is given by
(N + ws) ( s exP(i) ( 1 ))]
— o+ ——T(0,—
Ny Ape Wy o

2.4.4 Probability of Non-zero Secrecy Capacity

Gau =

In this subsection, the requirement for the presence of the non-zero secrecy capacity is
investigated. It is well known that a non-zero secrecy capacity is obtained yhenyg.

The PNSC can be formulated as

PNSC—Pr(1 700 o 1) = 1Pt <o) = 1= [ Fob) fub) by 249
0

+ e

By plugging £=31) and £=32) into (Z-44), and with the help of partial fraction expansion,
thereafter®Z, eq. (3.352.4) ] and3Z, eq. (3.353.3) ], PNSCan be derived as

(- (2) (| () 4
Ei [— (%) (<%)?2L51;XE'([<@>E3] !
el G) o )

(2.45)

Ny—1 E (Nj—1
—1 J
PNSG =L« (D ()
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By plugging =36 and -37) into (Z-44), and using the same steps for the derivation of
(Z-43), PNSG, can be derived as

o __[(o- () (s (3)
ey -2 (a3

w2 w3 w1 wq

(2.46)

2.5 Performance Analysis with Outdated CSI

As a result of some circumstances like the mobility and the delay of the feedback, the
outdated CSI (indicated here Ag, ) may vary from the actual CSI denoted/as, giving

by [39] ﬁab = pab hap + /1 — pap wap, Wherep,, is the correlation coefficient between

ey @Ndhas, Way i @ circularly symmetric complex Gaussian random variable (RV) having

the same variance as the Ry, whereab € {tr, rd, je, jc}. Hence, the conditional PDF

Saniras (-) 18 given by

. 1 v+ Pap ) 2pper/ VT
f'Yabl'Yab (7/‘%) - Aab exp ( Aab IO Aab ) (247)

where~,, and~,, are the SINRs for the actual and outdated CSI fordhehannel A, =
(1 — p2,) Yap, @andZy(.) is the zero-order modified Bessel function of the first kifd, [eq.

(8.445)].
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2.5.1 D2D Outage Probability

In this section, the D2D outage probability for outdated G5}, is investigated. To obtain

the lower bound”,;;, we have

Poat = FﬁR(@) + FﬁD (90) - F7R<90)F5 (90) (2.48)

Lemma 1: The CDF ofyi can be derived as

Np—-1 _ 1— exp<_(k+—1)72>
N 1 Aty (k+1)+p7, 11
. — k(P A 2.49
Fa) =No 32 (0 (7, )( = e
whereA;, = (1 — p2.) ;.
Proof: See Appendix A. [ |

Lemma 2: F5,, can be derived as

(k+1)
k+1 1+ Arg (k+1)lfpgd H2

Np—-1 , 4\k (Np-1 exp _L)'YQ
F5,(7) =Np Z (=1 ( k )(1 ( Ard(k+1)+PTd/—L2> ’ (2.50)

whereA,; = (1 — p2;) po-
Proof: See Appendix B. |
By plugging €49 and ZX0) into (48, P,;; can be obtained.

2.5.2 Secrecy Outage Probability

In this section, SOPs for outdated CSI, S@iAd SOR, are studied for both cases, respec-
tively.
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Lemma 3:For Case |, the PDF ofg, can be derived as

k (Nj—1 (k+1)
—1> (Y >exp(——> L+ S + &

Fim, (v NJE: ‘ (2.51)
(k+1)+ psw (k+1)
k=0 j ) p] 4> (W + wl3>
Proof: See Appendix C. |
The SORcan be derive using the following
SOR = [ Fug, (97 +0) fr, (7). @2.52)
0

By plugging £231) and £Z51) into (Z532), and with the help of partial fraction expansion,
thereafter[B4, eq. (3.352.4) ] and34, eq. (3.353.3) ], SORan be derived as

Ny N2 D ew(-s)  [(D-D)
wy B =~ (Aje (k4 1) + p2 ws) (D1 — Dy) <D1 _ D2>

(S2m Dl (o o) (RELRRL L)

SOR =1 —

(2.53)
— (witwra _ w3 (k+1) _ wa(k+1)
whereD, = ( Bus ) P> = (Aje(kil)w?e wi)’ Ds = s (1 " (Aje(kimp?e w4)> » and
_ [ (witws B)
D= (),
Lemma 4:The SOR can be derived as
SOR; =1 Ny exp(—) G ( Ei [—Hs]
r—+
(Ny Dye o) wn (1 — ) | (= 2) \&XPHa)

“sorrirn) * (0= 2) Costr +2))

whereH; = 4 (a + (NI—“>>  Hy = <“’4+1> andH; = (M) .

2
Ny Ajc-f—pjC w2 w3 w wiwy
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(a) The D2D outage probability,.;, vs. SNR. (b) The D2D outage probability?,z; vs. SNR,y.

Fig. 2.2: The D2D outage probability for perfect and outaded @&3},, whereR,; = 1
b/s/Hz.

Proof: See Appendix D. |

2.6 Results and Discussion

In this section, we present the numerical and simulation results to verify the analysis carried
out in the above sections. Throughout the obtained results, the impact of the jamming
power, the average SINRs, and the number of antenna at the jarivinesn the secrecy
performance of the cellular network are studied. Without loss of generality, the variances of
the noise at all nodes are normalized to unity. Unless stated;, 10 dB , R; = 1 b/s/Hz,
R = 1bl/s/Hz , andv, is 10 dB.

In Fig. 223 the exact (simulation) and the lower bound (analysis) outage probability,
P,.:, for D2D communications is depicted verstiswherey = 5, = 74,4. It turns out
that P,,; of the D2D link decreases asincreases without any outage floor. In addition,
we find thatP,,, improves significantly with increasiny,. Moreover, the performance
of D2D communications improves by using multiple antennas relay in comparison to a

single antenna relay. It is also noteworthy that there is a perfect agreement, at high SNR,
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Fig. 2.3: The SOP for perfect and oudated CSI, wiefe= 1 b/s/Hz.

between the simulation and numerical results, verifying the preciseness of the analytical

lower bound expression iB(12). Regarding outdated CSI, FigZZh shows the exact

(simulation) and lower bound (analysis) outage probabiky;, for different values of the

correlation coefficienp wherep = p,. = p,q andNp = 3. We note that ag increases to

unity, the performance gain enhances substantially. Therefore, it can be concluded that the

availability of the CSl is essential in enhancing the outage probability performance of the

D2D communication. Furthermore, a good match between the exact (simulation) and lower

bound (analysis) at high SNR can also be observed.
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For Case I, SORs depicted in Fig.2Z3aversusy.. In this respect, the average SNR
of the E, 4., is setto 5 dB and 15 dB, ar, is set to 1 b/s/Hz. With this in mind, it can
be clearly observed that SO&ecreases a¥; increases at the MIMO relay given the fact
that the wiretapped signal is degraded. The generating jamming signals interfer®,with
which means that secure data transmission is guaranteed. MoreoveingS@Bses as,
decreases angl. increases, as expected. With respect to Case I, Eg shows SOPR,
versusy,. Itis clear that, for bothy, = 5 and 15 dB, SOPincreases with more jamming
antennas as shown in Fi§g-3h Additionally, we can observe that SpQEecreases a%.
increases angl. decreases, as expected. Furthermore, for both cases, the asymptotic results
are provided, where a perfect match with the exact results can be obseryged-asx.
Again, there is a tight agreement between the simulation and numerical results, verifying
the correctness of our analysis. Itis worth mentioning that in both Cases | and I, the secrecy
capacity of the cellular network increases as a result of using jamming anteRna at

To support our contribution, Fig&3aandZ3billustrate the security advantages that
the cellular user can gain as compared to the conventional system model, where there is
no relay. In the conventional system, there is no relayAricansmits directly taR. Each
transmission fron7’ to R occurs in one phase and the cellular transmits in the same phase.
Equal transmit power in both schemes, i.e., the conventional one and the proposed one,
is assumed to ensure a fair comparison. It is worth mentioning that, whea 1, both
schemes have the same performance. In this particular case, there is no advantage of the
proposed scheme. However, it can be observed that the secrecy performance of the cellular
network significantly improves ad; increases. At SQP = 1073, we note a security
improvement of 10 dB and 5 dB of the proposed scheme over the conventional one when
N; = 10 andN; = 3, respectively. According to FigZ-3l, SOR, decreases from 0.025
to 0.0045 at 30 dB as the number of jamming antenna increases from 1 to 10. With this in

mind, it is worthy for the cellular system to be silent in the first phase to guarantee secure
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data transmission in the second phase. In summary, the proposed system model has many
advantages over the conventional system such as improving the secrecy performance of
the cellular network, as shown in Fig&3aand=3b and increasing the reliability and
robustness of the D2D communications, as shown inEZg

To study the influence of the outdated CSI case on the secrecy performandé3€ig.
illustrates SOPfor outdated CSI Case | versus SNR, for different values ofy. and N;
set to 3. Without loss of generality, the correlation coefficient vajugsare set to 0.1,

0.9, and 1. From this figure, we can observe that S@¢teases as. decreases angl.
increases. In addition, we can clearly note that S@roves ag;. increases to 1 because
the secrecy capacity impoves with perfect CSI.

Figure2Z3dillustrates SOR for outdated CSI Case Il. As can be seen, for a fixgd
namely,p;. € {0.1,0.9, 1}, SOR; improves agj. increases ang,. increases to unity. This
clearly suggests that the outdated CSI can have a harmful influence on the secrecy capacity
for the cellular network. Therefore, Fig8-3¢t and?-3d clearly show that, in both Cases |
and Il, the jamming antenna selection at the MIMO relay increases the secrecy capacity for
the cellular network. Furthermore, in both cases, there is no outage floor. Moreover, the
analytical results and the simulation results match perfectly.

FigureZ4ashows the probability of non-zero secrecy capacity, PN&C Case | ver-
sus®.. It is obvious that PNSOncreases as. increases for a fixeg.. However, PNSC
decreases with increasing. Moreover, we note that PNS@ecreases a¥&; decreases.
Simulation results are seen to conform with the analytical results, validating the analysis.
Furthermore, FigZdbrepresents PNSCfor Case Il versus,.. Both simulation and ana-
lytical results are shown, and match perfectly. It is clearly shown infEdbthat, for both

~. =5 and 15 dB, PNSgincreases with more jamming antennas.
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Fig. 2.4: The PNSC for both cases wh&g = 1 b/s/Hz.
2.7 Conclusion

In this chapter, a cooperative system model to simultaneously increase the D2D reliability
and robustness, and enhance the secrecy capacity of the cellular network, in an inband un-
derlay D2D cellular system, is introduced. Towards this end, a MIMO relay is utilized to
confound the eavesdropper by transmitting jamming signals. A complete analysis, whereby
closed-form expressions for the different performance metrics are provided for both perfect
and outdated CSI cases. As revealed in the analysis and simulation, the D2D outage prob-
ability, the secrecy outage probability, and the probability of non-zero secrecy capacity are
improved as a result of the cooperation. Obviously, the obtained results confirm the ben-
efits of the cooperation system by enhancing the security level of the cellular link and the
transmission rate for the D2D users, while utilizing the spectrum band of the cellular net-
work. Furthermore, simulation results match entirely with numerical results, validating the

analysis.
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2.8 Appendices

2.8.1 Appendix A

Derivation of Lemma 1

The PDF ofyi can be derived by using

Finly) = / " P (9/2) fon(a) da. (2.55)

By substituting 47 and £-17) in (Z55 and using B4, eq. (6.643.2) JanddZ, eq.
(9.220.2) 1,f5, (y) can be derived as

(k+1) v

~ - expL~ 1)+p3, 1
f5n(7) =Np Z (_1)k (Nrk 1) ( ( Ay (k+1)+p7, )) 7 (2.56)

pre A (k+1) + pi

whereA,, = (1 — p?.) 1. Then the CDF ofj; can be obtained as i@ {@d9).

2.8.2 Appendix B

Derivation of Lemma 2

The SINR atD for actual CSI can be expressed as

~ 77er
= . 2.57
YD 1+ ( )

Now, we can determine the CDF 9f, as

P = | T B (w4 1) fop () do (2.58)
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Similarly, F3 () can be derived following a similar procedure in the derivatiorZod9

and is obtained as

(k+1) v

Np—1 _ —_—
F%d(,y) —Np Z (_1)kz <ND - 1) (1 eXp< Arg (k+1)+9rdﬂ2>) : (2.59)

k kE+1

whereA,; = (1 — p2,) po. By substituting B20) and @59 in (Z58 and evaluating the
integral, The CDF ofyp can be obtained as i@{K0).

2.8.3 Appendix C

Derivation of Lemma 3

The SINR atFE; is given by

~ Ve
= ) 2.60
e 1+ :?je ( )

The PDF ofyg can be obtained by using

Fin )= [ @+ 1) FGla+ 1) F (@) (2.61)
wheref,, is given by
foe (V) = ieXlD (—l) : (2.62)
w3 W3

To derive the PDF ofj;., we use

B = [ B wfa) £,@) (2.63)

wheref, . (.) is given by

ho =3 (M e 15D, 2.64)

Wy Wy
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Similarly, f5,.(v) can be derived following a similar procedure in the derivationZd5g

and is obtained as

(k+1)y

Ny—1 SN ) o B
Fi. () =Ny Y (-1 (N"k_ 1) (exp( - (k“”"’e”))- (2.65)

s Aje (k? + 1) + pjze Wy

By substituting 62 and £-63) in (-61), the PDF ofyz, can be obtained as i@Z{x7).

2.8.4 Appendix D

Derivation of Lemma 4

The SINR at”' can be expressed as

~ Yoc
= 2.66
T T min ) (209

The CDF ofy¢ can be obtained using the following formula

Py, (1) = / TR, (e + 1)) £, (x) d, (2.67)

wherefF’, (.) is given by

F,(y)=1—exp <—wll) : (2.68)
To derives, (y), we use
B = | B/ (@) (2.69)
wheref,, (.) is given by
N, N
) = exp( -7, 2.70
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Similarly, f5,.(v) can be derived following a similar procedure of derivatilbf) and is

obtained as

N; exp<_#>

. _ Ajetpje w2 (2.71)
f'ch(’y) NJ A]c _|_ p?c (.L)Q
By substituting 71 and €88 in (Z6J), 5., (v) can be derived as
w1 exp (_wl1>
FWC,, (7) =1- ’Y(NJA'C+92 wQ) . (272)
w1 + —;VJ 1<
Now, SOR- can be derive using the following
SOR: = [ Fo, (B + ) fruy (1) . 2.73)
0

By substituting 72 and £-37) in (2223, and using the same steps in the derivation of
(53, SOR; can be obtained as iZ{p4).
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Chapter 3

Improving PLS of Cellular Networks
Using Full-Duplex Jamming

Relay-Aided D2D Communications

3.1 Abstract

This chapter investigates the physical layer security and data transmission in cellular net-
works with inband underlay Device-to-Device (D2D) communications, where there is no
direct link between D2D users. We propose to apply full-duplex (FD) transmission and
dual antenna selection at the D2D relay node. The relay node can simultaneously act as a
friendly jammer to improve the secrecy performance of the cellular network while enhanc-
ing the D2D communication data transmission. This is an appealing and practical scheme
where spectrum sharing is beneficial for the D2D and cellular networks in terms of reliabil-

ity enhancement and security provisioning, respectively. The practical scenario, where the
eavesdropper is passive, is considered. The eavesdropper uses either selection combining

or maximal ratio combining to combine the wiretapped signals of the cellular network. The
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secrecy performance of the cellular network is analyzed, and closed-form expressions for
the secrecy outage probability and the probability of non-zero secrecy capacity are derived.
We show that increasing the number of FD jamming antennas enhances the secrecy perfor-
mance of the cellular network. A closed-form expression of the D2D outage probability is
also provided. Simulation and numerical results are provided to verify the efficiency of the

proposed scheme and to validate the accuracy of the derived expressions.

3.2 Introduction

In cellular networks with inband underlay D2D communication, the interference generated
by the spectrum sharing between cellular communications and D2D communication is con-
sidered as one of the most crucial problems. Such interference is traditionally considered
as a drawback that leads to performance degradation of the cellular network. Thus, earlier
works on D2D communication focused on decreasing the interference effects in cellular
networks by interference management techniques. The underlying assumption in these
works is that the interference generated as a result of the spectrum sharing is harmful, and
needs to be mitigated, suppressed, or avoided by several techniques. However, as recently
proposed inf]], from a PLS perspective, such interference could be beneficial as it can be
utilized as artificial noise in CJ to paralyze malicious eavesdroppers and help the CUs pre-
vent wiretapping. This is possible provided that the interference to the CUs is less severe
than that to the eavesdroppers. In contrast to the friendly jammer, which consumes power
merely to confound the eavesdroppers, D2D communication can further transmit the con-
fidential signal simultaneously, achieving a win-win situation between the D2D users and
the CUs. In B], the influence of the resource allocation on the secrecy capacity is studied
to achieve the minimum secrecy rate. Towards this end, the authdg§iof/¢stigate the

selection of the appropriate D2D pairs based on the distance between CUs and D2D pairs
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to confuse the eavesdroppers.

On the other development, FD communications, which allow the concurrent transmis-
sion and reception on a specific spectrum band, has attracted lots of attention as a result
of its potential to increase the spectrum efficiency compared to half-duplex communica-
tions. Due to the recent advances in the field of signal processing and antenna technology
[@], FD transmission, which was previously considered impractical and difficult to imple-
ment because of the associated self-interference (Sl), is now a convenient choice in various
applications. Interestingly, this evolution on FD transmission presents new advantages in
safeguarding wireless networksj[ From a secrecy performance perspective, FD jamming
receiver is investigated ifB]. Motivated by this observation, recent research works have
studied the inband D2D communication from the PLS perspedije[]. To enhance
the PLS performance of cellular networks, these works study the potentials of inband D2D
communication, but they only consider the case where there is a direct link between D2D
usersB]. However, in some scenarios, the link condition and proximity may not be benefi-
cial for direct communication. In such scenarios, the performance of D2D communication
could be enhanced by employing network-assisted transmission through relays. This ap-
proach, referred to as relay-aided D2D communication, can efficiently provide a better
guality of service between remote D2D pairs. The PLS of underlay multihop D2D relaying
is investigated inf[0], but from the perspective of enhancing the secrecy performance of
D2D links only. It is important to note that, by adopting the FD operation for jamming,
the cellular can have secure transmission during the two phases of the D2D transmission.
This is in contrast with the work irfl[l] where, due to the absence of FD, the cellular user
can only transmit during the second phase of the D2D transmission for improved secrecy,
which negatively impact its spectral efficiency.

In this chapter, we study the PLS of FD relay-aided underlay D2D communication and

propose a dual antenna selection to enhance the secrecy performance of the cellular network
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and increase the reliability in the D2D communication concurrently. This is achieved by
equipping the relay with FD MIMO antennas. Antenna selection approach is employed
in this work to avoid the high hardware complexity while maintaining the diversity and
reliability advantages from multiple antennas. In the proposed scheme, the data antenna
selection at the relay is utilized to increase the reliability of D2D communications, whereas
the jamming antenna selection is used to confound the eavesdropper. Thus, the secrecy
capacity of the cellular network is maximized. Thanks to the FD dual antenna selection
at the relay, the secrecy and data transmission performance are improved concomitantly.
Compared to our earlier work ififf], in addition to the SC technique, the MRC technique

is also investigated. To elaborate, MRC gives the lowest secrecy performance provided
that the eavesdropper is not aware of the jamming signal. It is also noteworthy that, if the
eavesdropper is aware of the jamming signal, then beamforming will give the worst secrecy
performance. In this respect, the impact of the multiple antennas, at the base station and
eavesdropper, on the secrecy performance of the cellular network is studied. In doing so,
jamming antenna selection strategy is utilized in this work to maintain the reliability and
diversity benefits from multiple antennas while avoiding the high hardware complexity and
signaling overheads.

The main contributions of this chapter can be summarized as follows:

¢ A new network-assisted inband underlay D2D communication system is introduced,
where an FD MIMO relay, in addition to its ability to improve data rate, is also used

as a friendly jammer.

e A dual antenna selection at the FD MIMO relay is proposed to improve the data
transmission of the D2D communication and enhance the secrecy capacity of the

cellular network simultaneously.

e The secrecy performance of the cellular network is analyzed and closed-form expres-

55



sions of the SOP and the PNSC are derived. Additionally, the outage probability of

the D2D communication is investigated, and an analytical expression is also obtained.

e Concise expressions for the asymptotic SOP for the cellular network are provided in
the high transmit power regime. These expressions reveal that SC and MRC achieve

the same secrecy diversity order.

e Monte-Carlo simulation results are presented and compared with the derived analyt-

ical expressions, verifying and confirming the correctness and accuracy of the latter.

3.3 System Model

Data Link =

Interference Link — — — »

Eavesdropper Link — 22—

Fig. 3.1: System Model

As shown in Fig.B7, a downlink transmission scenario in a relay-aided D2D com-
munication underlying cellular network, where the cellular network enables the D2D users
to transmit simultaneously in the same spectral band in a specific environment, is con-

sidered. We consider a cellular network consisting of a BS, equippedNyjthntennas,
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communicating with a single-antenna cellular ugérjn the presence of a passive multi-

antenna eavesdroppdr, equipped withNg antennas. The D2D network consists of a

single-antenna D2D transmittdr, a multi-antenna relay®, and a single-antenna D2D re-

ceiver,D. The AF relay,R, operates in the FD mode and is equipped with antennas

for receiving data fromI” and transmitting t@, and /N ; antennas for transmitting jamming

signals toward€”. We assume that the CSI of the wiretap channel is availablg aind

that of the cellular channel is known €. All other nodes operate in the half-duplex mode.

Furthermore, the D2D transmissions require two phases, one for each hop. In addition, all

communication channels are assumed to undergo flat fading with Rayleigh distribution.
In the first phase;l" transmits the D2D signal td&. Next, the received signal at

R is amplified and re-transmitted tb in the second phase. In both phasé&sirans-

mits a jamming signal taZ to improve the cellular link security. It should be noted

that the BS transmits to the cellular user in both phases as well. Thus, as a compen-

sation for spectrum sharing, the D2D MIMO relay serves as a friendly jammer to en-

sure high-security level for the cellular network, and thus enables a win-win situation

between the two networks, i.e., security provisioning for the cellular user and high reli-

ability for the D2D users. We indicatd} andi/? as thei'" receiving and transmitting

antennas in the first and second phases, respectively, wherd,...., Np. In a simi-

lar manner,R; denotes the jamming antenna, where- 1, ..., N;, and BS denotes the

transmitting antenna in the BS, whefre= 1,...., Ng. The channel coefficients for the

T—-Uu,u? - D,BS—C,BS—F BS—D,R —FE, R —C, R, — U} and

R; — D links are denoted a8, h.q, hie, Poe, Pid, Rje, Rjc, hji, and hjq, respectively.

In addition, the channel power gains are indicatedlmﬁ which are independent and

exponentially distributed random variables with a mean gf= E[|h,;|’], whereE is the

expectation operator and € {tr,rd, bc, be, bd, je, jc, ji, jd}. Furthermore, the variances

of the AWGN atR, D, C, and E are denoted by?, 02,02, ando?, respectively. It is as-
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sumed that the wiretap channel gain is not available at the BRaitds also assumed that
T and R are transmitting with equal powét.

During the first phase, the receiving anteiflds chosen to maximize the instantaneous
SNR atR. As a result of using FD relayind? receives data frorfi’ and transmits jamming
signals toF at the same time. Since the modern technology can considerably suppress the
self-interference to the noise lev@H], it can be assumed that the residual self-interference

is negligible. The received signal at tfé receiving antenndy/}, is given by
yr = VP hy xa+ /Pp hyy 7 + 11y, (3.1)

wherez, and z, are the D2D and BS transmission signals, respectivélgnd Pz are
the D2D and BS transmission power, respectively, apnds the AWGN at the MIMO
relay. During the second phase, the transmitting antéffng chosen to maximize the
instantaneous SNR &. Theni/? transmits an amplified version of the received signal to

D after employing the relaying gai. Hence, the received signal Atis given by

yp =G hyq <\/thrxd+\/PB hbr$b+nr> + /P hig vy + A/ Prj hjq x; + ng, (3.2)

wherez; is the jamming signalP’z; is the jamming transmitted power, anglis the AWGN
atD. However, since the jamming pow&¥; and coefficient;;, are assumed to be known
at D, the interference ab generated by the jamming antenna can be eliminated through
digital interference cancellatiofiCB]. During each phase, the received signal’as given
by

Yo = \/P_BhbC Ty + \/% hje xj 4 ne, (3.3)

wheren, is the AWGN atC. In a similar manner, the received signalfatduring each
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phase is given by

ye =/ P hpe Ty +\/ Prj hje T + ne, (3.4)

wheren, is the AWGN at theF. In (333) and 39), it is assumed that the interference from

T is negligible. This widely used assumption can be justified by the facfltimfar away

and transmits with low powefTH]. As the jamming transmitted power frof; is higher

than the data transmitted power fréf, we assume that the interference froghtowards

C'is negligible. This assumption is necessary to get mathematically tractable closed-form

expressions. For AF relaying scheme, the relaying gamgiven by [[5]

P
G = 5 SRS (3.5)
P |h|” + Pp |hye|” + 02

Substituting B3) into (32), the SINR for the D2D link;ypop, after some algebraic manip-

ulations, can be derived as

QQP |htr|2 ’hrd’2

Yp2D = , (3.6)
G |hyal? (Pp |her|? + 02) + Pp || + 03
which, after some algebraic manipulations, simplifies to
YR VD
== 3.7
YD2D Tt p+ 1 (3.7)
whereyr and~yp are the SINR afz and D, respectively. The SINR &t is given by
P |ht7“2 /ytr
- = , 3.8
R 2 P 1+ (38)
and the SINR aD is given by
P |hyal?
D = | rd| Vrd (39)

03+Pb|hbd|2 B 1"‘7bd7
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wherey;, = Y, |htr|2a Vor = Yor ’hbr’2 sV = U%, andy,, = 5—5 Similarity, va = ¥ra |hrd|21

Yoa = Fod |hwal” s Fra = ;%7 and g = 1;—]5- Let us defineu; = Ju A, 2 = ForAor,

13 = YraArd, @NApg = FpaApq. The maximum D2D two-hop channel gain can be calculated
as

ho> = max |hy,|?, (3.10)
i=1,..Np '

wherev € {tr,rd}.

3.4 Performance Analysis

In this section, a comprehensive performance analysis of the illustrated system model is
presented. Specifically, closed-form expressions are derived for essential performance met-
rics, i.e., the D2D outage probability, the SOP, and the PNSC. Additionally, the benefits of
the cooperative system model are examined. It is noteworthy that a passive eavesdropper is

considered, where the eavesdropper channel states are not known to BS and

3.4.1 D2D Outage Probability

The outage probability of the D2D communicatidf,,;, can be expressed as

Pout = Pr(’VDQD < ()0) y (311)

wherep = 22R¢ — 1, vp,p is the end-to-end SINR for the D2D link, arRl; is the D2D
required data rate. However, the expressior38id)(is not mathematically tractable. As a
result, a tight upper bound,, is used to express the end-to-end SINR ofthes R — D

link as follows

A
Yp2p < Yup = MIN (YR, VD) - (3.12)
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Thus, the lower bound,,; can be expressed as
Pout = Pr(vup < @) = Pr(min(yg,7p) < @) =1— (1= F,(¢)) (1 = F,,(¢)),
(3.13)

whereF, . (.) and F,,(.) are the cumulative distribution functions (CDFs)~wf and~p,

respectively. We can determine the PDFygfas

Fonl() = / T Do (1) o (9, (3.14)

where the PDF ofj,,. can be expressed in terms of the binomial expansion as

Np-1

N, Np —1\ _~rk+y

Fu) =22 37 (e (M7 (3.15)
451 =0

andf,, (.) is given by
fo (@) = —e 0. (3.16)

By substituting BT% and @-1®) in (3-14), and after simple algebraic manipulations, the

PDF of~y is derived as

NDfl ’Y(k"i‘l) 1

Np L (ND—1> B S e e TS
= -1 e M 3.17
f’YR(V) IULUQ kz_o ( ) k ('y(k:—l—l) +L>2 ( )

- i 2
From @T), F.,,.(y) can be easily obtained as
Np—1 (ND—l) 6_%
F. =N —1)F Ak 1 - ,

’YR(V) D kZ:O ( ) (k + 1) (1 N 7(kl_l_ll)m> ) (3 18)
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and

T+

Np—1 (_1>k (ND—l) 67%;‘1)
_ k _
By substituting B-T8 and @19 in (?7?), P,.; can be obtained as

Np—1 k (Np—1 _w(k+1)> (_so(k+1)>
_1 D exp ( exp
P, =Np Z M [(2_ I K3

k+1 B

p— (1 X w(k+1)uz> (1 L w(k+1)u4>

K1 ]

Np—1

N, Z (=)™ (ND — 1) [ _ CXp <_%> (3.20)
— m+1 m (1 4 @(kjll)m)

@ (m+1)
@ (m+1)ps .
(14 elmtii)

3.4.2 Secrecy Outage Probability

The secrecy capacity, normalized to a unit bandwidth,is given

Cs=[Cc—Cg|", (3.21)

wher[z]" = max(x, 0). With this in mind,yc andyz are the SINR af’ andE, respectively.

In this respect{- can be obtained by

Co = |092 (1 + ’yc) = |092 <1 + Yo ) ) , (322)

Where’ch = Ye |hbc|2 s Yie = Vje |hjc|2 s Ve = I;_?a andﬁjc = %- Let us definev; = ’?c)\bc;

andw; = ¥;.Aj.. In addition,Cy can be obtained by

o - f)/be
Cg =log, (1 +vE) = log, (1 + T %’) , (3.23)
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whereve = e |hoel” s Vie = Vje lhjel*, Fe = L andy;. = % Let us definevs = .\,

andwy = YjeAje.

Jamming Antenna Selection ApproadBecause the channel gains between the jamming
antennaspR;, and the eavesdroppdt, are not available, the jamming antenna is selected
based on the minimum interference generated towardsince the channel gain between

R; andC'is assumed to be known &t In this case, the eavesdropper would see a random
signal from the selected jamming antenna. Thus, the jamming antenna selection is chosen
to satisfy|h,.|” = Z_:rnipw |h;e,|” . ON the other handz would see random channélg, and

h,e, from selected antennas at the BS dndrespectively. AtE, two practical diversity

combining techniques, SC and MRC, are investigated. It should be noted that the selected

antennak; at R transmits a jamming signal to confuse

3.4.2.1 Eavesdropper’s Channel with SC

In this technique, the signal with the highest instantaneous SNR is selected. The SOP for

SC, SOR, can be formulated as

SORc = / Foo (B + 0) f55(7) . (3.24)

wherej = 2%, o = -1, F,(7) is the CDF ofy¢, and f3%() is the PDF ofy for SC.
To derive the PDF ofi, we have [6]

Fol) = [ B (€ + 1), (6) d, (3.25)

whereF,, (.) is given by

Fo =N S ) (1-ew (-H)). @ao)
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The jamming antenna is selected based on the minimum interference generatef,; from

towardsC. Hence,f, . (.) is given by

Frpe(7) = 23 exp (— Ny 7) . (3.27)

Now, by plugging BZ® and @2J) into (3225), and after simple algebraic manipulations,

one can get

Ng—-1 . Np—1 Nj < _ (kD
F.(y)=Np > M(u ep( - )) (3.28)

] way(k+1)
N; + o

Now, the PDF ofy; can be derived using

F5(a) = / T D (- 1), ()dy, (3.29)

wheref., (.) is given by

Np—1 1
Fu) =25 3t (M) (330

w3

andf,, (.) is given by

frie(7) = —e 1. (3.31)

By substituting 8230 and 3-37) in (3229), and after simple algebraic manipulatioy‘iﬁg(w)

is obtained as

Ng—-1 ~y(k+1) 1

N Ng—1 1 L+ 20—+

$C<7) ' (—1)k ( B ) exp (—Py (k+ )) =t = 1. (3.32)
B w3 wy k w3 (v(k+1) 41 )

w3

wq
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By plugging 828 and 3=32) into (3224), and utilizing partial fraction expansion, thehi]
eq. (3.352.4)] andI[Z, eq. (3.353.3)], the SQR can be derived as

_NENB Nt Ne ! (—1)k NE—l NB—l W3 Wy
) COES

1 ( ws A B[ Ao As] ((%) (Ny+ A @)
)

(k+ 1) exp(—Ay A3

4

AB(1+2) IR
a Ay “\exp(— A As) exp<—7/12 E a)) |

(3.33)

— 9Rs o — — walstl) — (DB | k1 _ W _
where § = 2%, a = 8 -1, Ay = =552, Ay = S5+ 00 Ay = 3, A=

EED (N; + Aja) — 22 and E{.) is the exponential integral functiofi, eq. (8.21.1)].

w3

3.4.2.2 Eavesdropper’s Channel with MRC

In this technique, the received signals are coherently combined. The SOP for MRGRSOP

is formulated as

SORie = [ ol + ) f4(0) do (3.34)
0

where fMRC(v) is the PDF ofyx for MRC which can be derived as

PUC() = [t Dl + D) () (3.35)
wheref., (.) is given by
G A = 3.36)
f‘/be(fy) - F(NE) wéVE € ) ( '
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wherel'(.) is the gamma function, anfi__(.) is given by

fr () = —c 5. (3.37)

By substituting 838) and 837) in (335, and after simple algebraic manipulatiofi=“

is obtained as

Ng-1 ,52 Ne
MRC ~NE=L gy Ng ['(k+1)
o) —pm—e— Y () |
gl F(NE) wéVEw4 ;0 k (l n L>k+1 (3 38)

By plugging 828 and 3338 in (B=34), using partial fraction expansion, then with the help
of [T7, eq. (1.111)], 4, eq. (3.381.3)], andIl4, eq. (3.383.10)],07, eq. (3.383.4)],

the SORrc can be derived as
Npg Np—1 (_1)a(Ne)(Ns—1\[ +1 WVE Ng—1 B
SORrc = NBNE Z Z iyl 3 AR = Z (NE 1)
['(Ng) w3 Pwy (g+1) eXp(w_i) = P

m=0 ¢q=0
I p—m, %4) B NJ Wy wgn—i—l m+1 (_1>m+1 7 eXp(Ble)
<_1> (Ng—1-p) wWs ( )ﬂexp( q+1)a> (84 _82)m+2 3

D(Np)Wizing oxe (8182) BYe—1 P<NE>F(1 ~ N, 8115’4>

g g () : exp( — By B:) (B. - 54)"”1

i=1

X

9

(3.39)

B+ | 1 _ walkt]) a1 Ny w
whereB, = 22t 4 L g, _ el g (oz—l—w2(q+1)>,84—B(a+w2({1+11)>,

I'(.,.) is the upper incomplete gamma functi@[eq. (8.350.2)], an®V, ,(.) is the Whit-
taker function 7, eq. (9.220.4)].
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3.4.3 Asymptotic Secrecy Outage Analysis

In this subsection, the SOP at high SNR, i.e., when— oo, is presented to get more
insights on the influence of the significant parameters of the proposed system on the perfor-
mance of the SOP. Specifically, the secrecy diversity o@grand the secrecy array gain,

G,, are investigated. In this case, it is considered that the locations of the BS anel

close. In this scenario, we consider that>> 7,. As7,. — oo, the asymptotic expression

of SOP* can be written adI[g]
SOP* = (G7.) "% + O(7, ), (3.40)

whereQ(.) is the higher order terms. From this expression, it can be inferred that th€ SOP
curve is characterized b¥,, while the SNR gain of SOP relative to the reference curve,

(7.)~%4, is characterized bg,,.

3.4.3.1 Eavesdropper’s Channel with SC

To derive the asymptotic SOP for SC, SPthe exponential function ir3(Z8), given in
the appendix, is expanded using Taylor series expansidhfirey. (1.211.1)]. Then, the
first two terms in the expansion are kept, and the higher-order terms are neglected. Thus,

the asymptotic CDF ofc, F22(.), is given by

o) = %B: GIre+1) (l) "o <l) . (3.41)

p
5 ()
Now, the SOR; can be obtained using

SORL = (Guge,) %isc + O(F, “*5°), (3.42)
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whereG ... = N andG,. is given by

e [EEC) G e BT

Np—s s s 552
LB (Y e ((2) T ()
exp(ﬁ) k+1 Wy 2 72 Wy

3.4.3.2 Eavesdropper’s Channel with MRC

Using the same approach and following the same steps as above, the asymptotic SOP for

MRC, SORjrc, Can also be written as

SOI:K/IORC = (GaMRc75>7GdMRC + O(ﬁgchRc)a (344)

whereG . = Np andG,. is given by

o [B0) ) o E 0 S ()

1+ (3.45)

aVp s e NEi‘l (NE +5— 1> O(o-mg) o

—(Ng+s—v-1)
)

wq

3.4.4 Probability of Non-zero Secrecy Capacity

In this subsection, the requirement for the presence of the non-zero secrecy capacity is
investigated. It is worth noting that the non-zero secrecy capacity is achievedhwhen

~ve. The PNSC is given by

PNSC= Pr(l e, 1) =1 —/ Eye () frs(7) dv. (3.46)
1+7E 0
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3.4.4.1 Eavesdropper’s Channel with SC

By substituting B8 and =32 in (348), and using partial fraction expansion, thém,
eq. (3.352.4)] andI[Z, eq. (3.353.3)], the PNSE can be obtained as

Ng—1Np—1
NENB NE—]_ NB—]_ W3Wwyq
rsae1 =t 2 (e ) D @S
L e L (B -a (i
X =) o\ et 1) e2ALEj [—AsAs5] + I + o
o Vi 4 (73>Nj—7;

(3.47)
whereA; = £ 4 kL
3.4.4.2 Eavesdropper’s Channel with MRC
Following the same steps of deriving-41), the PNSGrc can be obtained as
Ng Np— 1 N )(NB 1)1’\(m+1) L Ng—1
PNSGirc =1 — Wi s
F(NE wiPw, n;) qzo +1) ;
. A\ Ne—1-p m+1 [m+1 4
(NE 1) (_1) T (p —m, i) _ NJ Wis Z(_l)m+171
P Wy Wy wa(q+1) =1
9,85,y (NE;H) Np—i—1
e 2 19 192 2 F(NE) Ng—1 9194
X (194 _ 192)m+27i Wl—z;NE’$ (191192) + 194 e
" I'(Ng)I' (1 — Ng, 191’§4))]
(3.48)
_ g+l 1 _ ws(k+1) __ w _ Nyjw
where J; = L=+ -, Wy = ===, 3 = Sohy, anddy = s,
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3.5 Analysis with Outdated CSI

We study the influence of outdated CSI on the PLS of the cellular network using the FD
relay. To do so, a dual antenna selection is introduced to increase the throughput in the D2D
links while enhancing the security level of the cellular network simultaneously. To this end,
we derive closed-form expressions for the SOP, and the outage probability of the D2D
communication, assuming SC and MRC are utilized at the eavesdropper side. Additionally,
for the high-SNR regime, tight asymptotic SOP expressions are derived for the cellular
network. Furthermore, Monte-Carlo simulation is utilized to verify our analysis.

|2

To find the maximum D2D two-hop channel gaji, |", we can use

2

H)* = max |h| , (3.49)
i=1,.Np
wheree € {tr,rd}. The SINR atR can be expressed as
P 2
_ ’Htrl 5 = Ttr : (350)
o2 + Py |hy, L+ 9r

?, % = £, andy, = Z. The SINR atD is given

Where%r = ’7t7“ |Htr 21 Yor = ﬁbr |hbn-

by

2

P |hrid _ Yrd
0§+Pb]hbd|2 1+ %4’

Tp = (3.51)

wherev,q = Yra [Heal®s Yoa = o |hoal®, Fra = U%, andy,, = %. Let us define; = 3, \r,
Er = Vor Nors E3 = Yradra, ANAEL = YogApa-

It is also noteworthy that the CSI for all D2D links are outdated, while it is perfect for
the cellular network. As a result of some circumstances such as the delay of the feedback
and the mobility, the outdated C8), may vary from the actual CSl denoted/as giving
by [19] A, = p. Iy + V1= p, w,, Wherep, is the correlation coefficient betweér and

h., andw, is a circularly symmetric complex Gaussian RV having equal variance as the
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RV h,. Hence, the conditional PDE, 5, (.) is given by

('er%ac) v
Fun /o) =5 S 1, (22977, 352

where~, and~, are the SINRs for the actual and outdated CSI fordhehannel, A, =
(1 — p?) 7., andZ,(.) is the zero-order modified Bessel function of the first kifid, [eq.
(8.445)]. The PDF ofy, is given by

il / P (1/2) i, () de (3.53)

3.5.1 Performance Analysis
3.5.1.1 D2D Outage Probability

In this section, the D2D outage probabili#y,,., is investigated. To obtaiR,,;, we have

Pout = Pr(vup < ) = Fyp(vn) + Fyp (en) = Fop (ven) Fyp (an)- (3.54)

Lemma 3:The CDF ofyi can be derived as

Np-1 k(Np—1 expl — =
SR . Sat)
FE =N RS N A () [ 3.55
e (7) D’; p— Ses | (3.55)
e (k+1) i _ 2
where=; = Ao (40261 with Ay, = (1 - ptr) &1
Proof: See Appendix A. |

Following the same steps$;,, can by expressed as

Np— 1 p—1 — =
N> 3 G )(1M>, (3.56)

m+1 1+g4:.2’}/
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whereZ, = " with A,y = (1 - p%,) &. By plugging 855 and @58 into

Arg (m+1)+pzd

(8353, P,,, can be obtained.

3.5.1.2 Secrecy Outage Probability

In this section, the SOP is analyzed. The secrecy capagsitys given by
Cs = [Cc - Cp]", (3.57)

whereCs and C are the cellular and eavesdropper normalized capacities, respectively,

and[z]" = max (z,0). Moreover, the best antenna at BS is chosen based on the following

criterion|Hbc|2 = max |hb,c|2. In this respect( is given by
I=1,.Ng '

Ce = log, (1 +v¢) = log, (1 + Tee ' ) , (3.58)

wherev,. = 7. [Hoel*, Ve = Fje |hjel*» e = £, and¥;. = 5. Let us definez; = 3.\,

andZ; = v;.\j.. In addition,C is given by

o o Yoe
Cg =log, (1 +7vg) = log, (1 + T %6> , (3.59)

P.

Where’)/be = Ye ’hbe|2 s Ve = Vje |hbe|2 s Ve = %7 and’s/je = a_%' Let us deﬁneZg = ’76)\1767

andZ4 = ’_}/je)\je.
Jamming Antenna Selection Approadihe jamming antenna, which produces the min-
~ |2
= min |h

? n
j=1,-N;

imum interference generated towardsis selected to satisfy;. je

Lemma 2:The CDF ofy, can be derived as

NN,
Fo = a -\ "), 3.60
et 2 (g+1) ©2 ©2 + P17 (3.60)
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Wheregpl = %11’ g = = NJAjC + p?CZQ, and,Ajc = (1 — /)?C) Z.

Ny
NyjDjetps. 22’ ¥3

Proof: See Appendix B. |

Now, the SOP can be derived as

sor - | B () (B + Q) (7) . (3.61)

where¢ € {SC, MRC}. The f5%() can be derived as

Np—1 v(k+1) 1
N Ng—1 (k+ 1y [ 1+ Tz
sc E k(VE 7 Zs S
_ . oxof . (3.62
f’yE (7) 2324 kZ:O ( ) ( k ) p( Z3 ) ('Y(I‘H‘l) + L) 2 ( )
23 Z4

By substituting B60) and 362 in (361, and with help of partial fraction expansion, then
using [[4, eq. (3.353.3)] andllZ, eq. (3.352.4)], the SQR can be derived as

— 1)tk (Ntz;l) (Nb;;1> Z4 2, Z3(1 eXp( — 30104>
(¢+1) (k+Dg>  (k+1)

=0

X (<¢1B+ (23) EI[_CQQ} +l) + (3 (902"‘90104) ( [ G2 (w;rl?a)}

eXp( — (2 (4) G P18 eXp( - C2)

Np—1Np—1
NpN;N
SOR. = BN Np Z (
k=0
+1

(3.63)

where

_ Z 2 _ k+1)
G = (k+1)(24(5023+80f04)*33@1ﬂ)’<2 N (@15 T > ’
=0 (%;1) — ¢ (ﬁ (1 + 2%1) - “’2”“)) and(y = =54y
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For MRC, fYR¢(~) can be derived as

Verlem A ()T 1)

MRC.y _ 1"
f’YE (7) _F(NE) ZéVEZ4 — ( )k-‘rl' (364)

2 4L
Z 1 Z

By plugging 860 and @38 into (B&&1), and with the help of the partial fraction expan-
sion, then usingd4, eq. (1.111)]4, eq. (3.383.4)], andIl4, eq. (3.383.10)], the SQRc

can be derived as

_ — 2Np+k 1
SORme = oo §5 R CVC) (M m + ) | 257 exp(3%;)
0322 Z, pri (g+1) - Z4NE;L

1 Zht1 k1 (—1)k+1*iexp<%>
XW _k-Np 1-Nptk ( 3
2 T 2

Z) - eXp<g01a> o1 Z (05 — 8)" 7
5;(NE;i+1>

i—1
Np—1 B
X ey Wizionvg ﬂ(é@) + o637 (1 NE7515:1) 1)]’
(57< 3 ) 3 T2 exp( — 5153> (62 — 03) +

(3.65)

Where51 — 6901 + Z%g’ 52 — %}, and (53 — ..@_25‘@21104.

3.5.1.3 Asymptotic Secrecy Outage Analysis

The asymptotic, SOP, can be expressed as SOP- (G, 7,.) “* + O(%*Gds ). Mathemat-

ically speaking, the asymptotic CDF;%(.), can be expressed as

F2(v) :NEZ%)FT%’W <le) " e <le) . (3.66)
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Now, SOR. can be obtained by substituting€6) in (3571). After performing some alge-

braic manipulations(z,,. = N and theG, is given by

Gase = ngvfzﬁ: Ty Mi(—n"'(NEm‘ 1) i (ZB)( VBT (s + 1)

D s
k+1 — 1
p=0 ¥2 k=0 s=0 w_g) B3 eXp(E)

) () e (2))

For MRC,G 4, = Np andG, . is given by

Al (NB)F(p + 1) N N F(m -+ 1) Np N OéNgfszm—l-l
- e v L - R
GamRC_ Z Z<m>ZéVEZ4F(NE)Z<S>

—1
Np

p
p=0 802 m=0 s=0 ﬁis eXp(;_i)
Ng+s—1 Np+s—v—1 1;7;
NE +s—1 —Zg e 1 _
r . - Zyu—m
; ( v ) < Z4 ) T E)

3.6 Results and Discussions

In this section, the analytical results of the D2D outage probability, the SOP, and the PNSC
are presented and compared with those obtained by Monte-Carlo simulations. Regarding
the described system model, the secrecy performance of the cellular network is analyzed,
and the impact of the FD relay is investigated. Without loss of generality, we normalize the
variances of the noise &, D, C, and E to unity. Unless stateqi, = 4y =10dB,R, = 1
b/s/Hz ,w, = w3 = 10 dB, andR, = 1 b/s/Hz.

Fig. BZaplots the analytical lower bound and exact (simulation) outage probability,
P,., for D2D communication versus, wherey = ;. = 7,4, for different values of
Np at the FD relay. It can be seen thay,; of the D2D link decreases monotonically as
~ increases, and there is no any outage floor. NotaRJy, improves significantly with

increasingNp. Thus, the data transmission of D2D communication improves as a result of
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(a) The D2D outage probability,.;, vs. SNR7. (b) The D2D outage probability?,..;, vs. Np

Fig. 3.2: The D2D outage probability,,;, whereu, = 114 = 10 dB, andR,; = 1 b/s/Hz.

utilizing the MIMO relay as compared to a single relay. Furthermore, it can be observed
that simulation and numerical results match at high SNR, confirming the tightness of the
lower bound in this regime.

To evaluate the impact of the MIMO relay on the reliability in the D2D communication,
Fig. B2 presentsP,,; versusNp, for different values ofy. As such, the effect oiNp
on the D2D performance is examined, whétg, is seen to improve continuously with
increasingNVp andy as expected.

The SOP for selection combining, SEof the cellular network is plotted in Fig=3a
versusy,, for differenty. and N;. The SNR atF, 7., takes two possible values: 0 dB and
10 dB whileR; is set at 1 b/s/Hz andgy = Ny = 3. It can be noted that the SQP
decreases a¥; increases, illustrating the impact of the jamming signal€o\s a result,
secure data transmission is guaranteed. Additionally, thesSiDEreases as. decreases,
and?, increases. Besides, the asymptotic curves are depicted, and a very good match with
the exact analysis is seen@s — oo. Most noteworthy in the asymptotic curves is the
fact that they precisely predi¢t, andG,. Furthermore, the numerical and the simulation

results match perfectly, verifying the accuracy of our analysis. Interesting, thec.S®P
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Fig. 3.3: The SOP, where, = w, = 10dB,Ng = Ng = 3, andR, = 1 b/s/Hz.

the cellular network decreases as a result of using the FD jamming MIMO relay.

In Fig. B33, the secrecy outage probability for maximum ratio combining, s Pof

the cellular network is plotted using the same parameters as il¥Eg.It can be seen that

SORyrc decreases with increasing;, implying an improvement in the security level of

the cellular network. From Fig&3aandB-3M, we can note that the secrecy performance of

the cellular network is lower whef employs the MRC as compared to the SC technique.

This can be described by the fact that the MRC provides the best SNR gaio\ar the
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Fig. 3.4: The PNSC, where, =w, =10dB,Ng = Ng =3, andR, = 1 b/s/Hz.

SC scheme.

Figured3=3tandB3=3dshow the SOP versus. Additionally, the asymptotic SOP results
for both SC and MRC are also presented. In H@G there is an increase in the SOP for
both SC and MRC with decreasingz because the cellular capacitye, increases with
increasingNg. This can be explained by the fact th@f, increases withVg. In Fig.
B823d there is an increase in the SOP for both SC and MRC with increagingsince the
diversity order is not influenced h¥z, the increase in the SOP is due to the array gain.
From Figs.B=3tandB=3d| it can be confirmed that the SOP for both SC and MRC has the
same secrecy diversity ordersg.

FiguresBZaandB4h plot the PNSC versus,. From these figures, it is obvious that
the PNSC increases gs increases for a fixed.. Additionally, the PNSC increases with
decreasingj.. Moreover, it can also be noted that the PNSC increas@g;ascreases. It
is worth mentioning that even when the average SNR of the main chanpislJower than
that of the eavesdropper’s channgl,the PNSC exists. Interestingly, for the SC technique,
the PNSC is higher than that of the MRC technique. Analytical results are also found to

match the simulation results, validating the correctness of our analysis.
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10 15 20 25 30
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Fig. 3.5: The outage probability;,.;, vs SNR 7, for differentp, wherep = p;, = pyq, E2 =
£,=10dB,Np =3, andR,; = 1 b/s/Hz.

As shown in Fig. B3, the exact (simulation) and the analytical lower bound outage
probability, P,,;, for D2D communications is depicted verstiswherey = 5, = 7,.
for different values ofp, wherep = p;. = p,.q. We can observe that asincreases, there
is a significant performance gain. Therefore, it can be concluded that the availability of
CSI substantially impacts the outage probability performance of D2D communications.
Furthermore, the match between the exact (simulation) and lower bound (analysis) at high
SNR can also be seen, validating the analysis.

FiguresB.6aandB.Ebillustrate the SOP versug, for different values of;. and~..
The values, 0 dB and 10 dB, are set for the SNR,at E. R, takes a value of 1 b/s/Hz,
andN; = Np = Ny = 3. It can be noted that the S@Pand SORrc decrease ag;.
increases, demonstrating the effect of the outdated CSI on the performance of the cellular
network. Also, the SOP decreasegjascreases ang. decreases. Besides, the asymptotic
results are illustrated, and an excellent agreement with the exact results can be observed as
5. — oo. From asymptotic curves;y, andG, are accurately predicted.

The SOP for SC and MRC, S@Pand SORrc, are illustrated in Fig.36¢ versus
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(c) The secrecy outage probability, SOP, vs SNR,
Fig. 3.6: The secrecy outage probability, SQBnd SORc, Vs SNR 7., for different¥,,
wherep;. = 0.9,2, = Z,=10dB,Ng = N; = Ni = 3, andR, = 1 b/s/Hz.
~.. To illustrate the influence of the jamming signals, the SOP increas®s decreases.

Hence, the cellular transmission is secured. Also, the SOP decreasea@gases angl.

decreases. Besides, an accurate match between the asymptotic curves and the exact results

can also be seen s — oo. More importantly, the SOP is higher when the MRC is utilized

by E in comparison to the SC approach. This is because the MRC provides higher SNR

gain atFE than the SC approach.
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3.7 Conclusion

In this chapter, a cooperative scheme is proposed to improve the secrecy performance of
the cellular network and the reliability of the D2D communications simultaneously. To this
end, an FD MIMO relay is employed to confuse the eavesdropper by generating jamming
signals, while ensuring improved transmission performance for the D2D systenk, At

two practical combining techniques, SC or MRC, are utilized to combine the wiretapped
signals. Considering a practical scenario in which the CSI of the eavesdropper’s channel
is unknown, a dual antenna selection scheme at the relay is proposed. A comprehensive
analysis is undertaken to evaluate the performance of the proposed system model, and new
closed-form expressions for the D2D outage probability, the cellular SOP, and the cellular
PNSC are derived. To gain more insights into the effect of the various system parameters
on the SOP, an asymptotic analysis is carried out. This analysis reveals that the same diver-
sity order of N is achieved for both SC and MC techniques. It is also observed that the
diversity order is not influenced b¥z. Moreover, we confirmed that, under these com-
bining techniques, increasing; and Nz enhances the secrecy performance of the cellular
network. Furthermore, the effect of outdated CSI on a practical cellular network with in-
band underlay relay-aided D2D communication, where an FD relay is used to confound a
passive eavesdropper while guaranteeing enhanced data transmission for the D2D link, is
investigated. Practical combining approaches, SC or MRC, are employed to increase the
eavesdropped signals. To this end, new closed-form expressions are provided. Moreover,
it is verified that a win-win situation is enabled for both networks, i.e., high spectral effi-
ciency for the D2D users and security provisioning for the cellular user. Finally, numerical
results are found to agree very well with simulation results, confirming our analysis. As
revealed by the analytical and simulation results, the SOP and the D2D outage probability

are simultaneously improved, confirming the benefits of the cooperation.

81



3.8 Appendices
3.8.1 Appendix A
Derivation of Lemma 1

The SINR atR for actual CSl is given by, = ——. Now, we can determine the CDF

1+'Yb7‘
of v as [16]

Foolz) = / T E(aly + 1) fo (4) dy, (3.67)

where

Fu) =g (g ) (3.68)

To derive the PDF of;,, one can get

Np—1
F) =2 2 G0 (T e (FHEE) e

k=0

By substituting B52) and 889 in (353 and using [4, eq. (6.643.2)] andll, eq.
(9.220.2)], the PDF ofy,. can be obtained. Then, the CDFgf can be derived as

(k+1)y

Np—-1 1 —ex S (i 2.9 S

Np—1 P ( At,.(k+1)+p2,€1>
F =N —1)* . 3.70
() =No 3 ( >( \ )( (3.70)

k+1

By substitutingf.,,, (y) andF,,, () in (3:67) and evaluating the integral, the CDFpf can
be obtained as irm3(55).

3.8.2 Appendix B

Derivation of Lemma 2
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The SINR atC is given by

Yoc

= . 3.71
©= + min (7;.) ( )
The CDF ofy can be obtained using
Pel) = [ PG+ DI, () dy 3.72)
0
where
Np—1 Np—1
_ =" () v(k+1)
E,.(v) = Np kz:% Tt D) (1 — exp (—Tl>) ; (3.73)
and
N Ny

F) = Frow (- 27)). (3.74)

By substituting B52) and 73 in (353 and using [4, eq. (6.643.2)] andl}, eq.
(9.220.2)], thef.,, (v) can be obtained as

Nj exp _#—&-p?&>
f'ch( )= ( —- . (3.75)

Nj Ajc + p?c ZQ

By substitutingF”,, (v) andf,, (v) in (B2, the CDF ofy. can be obtained as i&{0).
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Chapter 4

Relay Selection for Improving PLS in

D2D Underlay Communications

4.1 Abstract

This chapter investigates the physical layer security of inband underlay D2D communica-
tion, where the direct link between D2D users is not available. In this respect, optimal
relay selection and suboptimal relay selection are utilized to secure the D2D transmission.
The eavesdropper uses either maximal-ratio combining or selection combining to increase
the wiretapped signals. The D2D secrecy performance analysis is performed regarding the
SOP and the PNSC, where closed-form expressions are provided for both relay selection
approaches and verified using Monte-Carlo simulation. From the numerical results, it is
shown that increasing the number of D2D relays enhances the secrecy performance of D2D
communications. Moreover, the exact asymptotic analysis of the SOP is provided. It turns

out that the diversity order of both relay selection approaches is the same.
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4.2 Introduction

Mobile wireless communication has experienced rapid development in data traffic due to
the dramatic growth of smart devices. According to Cisco, the average number of mo-
biles per capita will be 3.6 by 20230]f Thus, spectrum scarcity is a crucial issue in
wireless networks. Device-to-Device (D2D) communication, which allows nearby pairs
to communicate directly rather than routing into a base station (BS), has received impor-
tant consideration as a leading technology in future cellular communications to increase
spectrum efficiency. Signal relaying has also been considerably used to increase the quality
of service in cellular networks. Relaying techniques provide many advantages, including
extended coverage and higher data rate. The benefits of cooperative communications, in the
context of PLS, have been widely investigated. Specifically, in the wireless transmission,

diversity and relaying strategies have been widely employed to enhance the D2D security.

4.2.1 Related Work

The trade-off of the security vs reliability was studied for wireless communicatior in [
where an opportunistic relay selection approach was introduced to increase the secrecy
capacity of the cellular network. In this regard, the relay selection of a cooperative scenario
was analyzed ind] to guarantee a secure transmission for the cellular network. Towards
this end, relay selection approach was proposed for guarding wireless transmissions against
eavesdropping attack.

The benefits of using D2D relays over the direct D2D communications have been inves-
tigated in @], [B] especially when there is a long distance between D2D users or poor link
quality. As a result of sharing the same spectrum band, interference is a serious issue for
both D2D and cellular users. Thus, interference management is necessary to mitigate the

effects of interferenced]. However, the interference can be utilized to increase the secrecy
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level for cellular and D2D communications by confounding the eavesdropped sifjnal [

[8]. To maximize the wiretapped signal quality, the eavesdropper can utilize either MRC
or SC H]. For the PLS in underlay D2D communications, many approaches can be used to
increase the security level of D2D communications. More specifically, artificial noise and
guard zone were used to guarantee a secure transmission for the D2D communiAfions |

To secure D2D transmission, the BS was used as a friendly jammer to confuse the wiretap-
per by producing artificial noisélfl]. Nevertheless, the quality of service of cellular users
should be taken into consideration. In order to improve the PLS, spectrum partition and
mode selection for D2D inband communications were investigatétZin To compensate

for sharing the spectrum, the D2D relay guarantees a high-security cellular transmission by
sending jamming signals towards an eavesdropper. As a result, the benefits for cellular and
D2D users are achieved, i.e., security enhancement for the former and high reliability and

robustness for the latteB].

4.2.2 Motivation and Contributions

Although the works mentioned above have presented some techniques to enhance the secu-
rity of the direct inband underlay D2D communications from the PLS perspective, they only
focus on enhancing the security of the cellular network. It is worth noting that, as a result

of the restricted computational potential of user equipment, the transmissions of the D2D
communications are also vulnerable to eavesdropping attacks. Consequently, the security
enhancement of D2D relaying is worth studying as well. However, this aspect has not been
considered in the literature. Driven by this observation, in this chapter, the secrecy capacity
of the D2D relaying is investigated, where the D2D pairs utilize decode-and-forward (DF)
relays to overcome the far distance and increase the quality of the D2D links. Taking into
account the interference produced by the BS, the impact of the D2D relaying on the D2D

security is evaluated. Two combining techniques at the eavesdropper are investigated. Our
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main contributions are as follows:

The D2D SOP and the D2D PNSC are investigated, and closed-form expressions are
derived. Moreover, for maximizing the secrecy capacity of D2D communications,
two relay selection schemes are utilized, namely, optimal relay selection (ORS) and

suboptimal relay selection (SRS).

The impact of D2D relays on the D2D secrecy performance is investigated. Addition-
ally, at the eavesdropper side, two practical combining approaches, MRC and SC, are

examined.

From the numerical results, it is shown that increasing the number of D2D relays
enhances the secrecy performance of D2D communications. Moreover, the D2D
secrecy performance is enhanced by using the ORS scheme as compared with the

SRS scheme.

Accurate expressions for the asymptotic SOP for the D2D communications are de-
rived in the high-SNR regime. The upshot is that the secrecy diversity order is the

same for both combining techniques as well as for the relay selection schemes.

The provided analytical expressions are verified and confirmed using Monte-Carlo

simulations.

4.3 System Model

We consider a downlink transmission scenario in D2D relay communication as illustrated

in Fig. 271, where the cellular network shares its spectral band with the D2D network in a

particular environment. The D2D network consists of a D2D transmifteryr decode-

and-forward (DF) D2D relaysH,| k = 1,...., Ng), a D2D receiver,D, each equipped
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Fig. 4.1: System Model.

with a single antenna, and a multi-antenna eavesdropherquipped withVg; antennas.
We consider a cellular network consisting of a BS, equipped with a single antenna, com-
municating with a single antenna cellular usér, It is worth mentioning that, as a result
of severe shadowing, the direct link between the D2D pairs is unavailable in the proposed
scenario. Thus, communication fréfito D can be set only through relays. Thus, the D2D
transmissions require two phases. In the first phase, the received signalg fcarfully
decoded by the D2D relays. In the second phase, based on the highest secrecy capacity,
the best D2D relayR;, is chosen from the D2D relays set to forward the decoded signal
to D. During this phasé” may wiretap the transmission &f,. The BS transmits in both
phases. Furthermore, we assume that all communication channels experience flat fading
with a Rayleigh distribution.

The channel coefficients forthe — Ry, T'— C,BS— C,BS— E, R, — E,BS —
Ry, BS — D, and R, — D links are denoted as;,,, hi, hoe, hoes Prpes Porys Tod, @nd
h,.q, respectively. In addition, the channel power gains are indicatddalgﬁ, which are
independent and exponentially distributed random variables with a meap,,oivhere

ab € {trg,tc,be, be, rre, bry, bd, rid}. Additionally, the Euclidean distance is denoted as
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das- Also, the variances of the AWGN dt;,, D, C, and E are denoted by? , 03,02, and
o2, respectively. We assume that the D2D nodeand R;,, transmit with equal powep.

In the first phase, the received signalatis given by

_n
2

YR, = VP (%)

o

dyr, \ 2
hir, xg + /By ( ; k) Py, Ty + Ny, (4.1)

whered, is a reference distance,denotes the path loss exponeRtand P, are the D2D
and BS transmitted power, respectivelyandzx, are the BS and D2D signals, respectively,
andn,, is the AWGN atR,. In the second phase, a D2D reld,, is chosen to maximize

the secrecy capacity of the D2D link. The received signd) & given by

n n

AN dya \
yp = VP (d—kd) Bra Ta + / B (%) hpa o + 14, (4.2)

wheren, is the AWGN atD. The eavesdropped signal, in the second phase, can be ex-

pressed as

_n
2

dre
e =P ()

_n
Poye Tq + \/Fb (%) ) hpe Tp + e, (4.3)
wheren, is the AWGN atE. It is worth mentioning that, due to the powerful resources
that are available at the BS where advanced security techniques such as beamforming can
be implemented to secure the cellular transmission, we assume in this work that the cellular
user is unlikely to be wiretapped. However, D2D transmission is more likely to be eaves-
dropped as a result of the low resources at the D2D communications side. Consequently,

we only investigate the PLS of D2D communications. The instantaneous SIRR, &t

the first phase, is given by

dir, \ 7 2
B P ( dg’“) |htrk’ _ Yery, (4 4)
VTR = ) dyry, \ " > 14y, '
Oy, -+ Pb e |hbrk‘ k
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where

_ dir dy _ _
Tire = T, ( k) |h't7'k’ Vore = Vory <_O> ’hbm| Vri, = %7 and’ybm = %' The
channel capacity of th&' — Ry, link is given byCrg, = %Iog2 (14 ~v7r,). The SINR at

D, in the second phase, is given by

P 'rkd |hr d|
( ’ Tryd (4.5)

’YRkD - > —n - 1 9
o5+ by (%) hpal? 1

-n

where
Vrpd = < ) hpal®s Voa = Fba (%ﬁi \heal®, 7a = U—%» andy,; = U%- Let us define
=N

W) =y (dd#) o Arpds @Ndwa = Fpq (%ﬂ Avq- Additionally, the SINR atF is given by

o

dr e N
d#o> |h’r’ke

— ’Yrke (4 6)
et h (iL) 2 e

o

’VR;CE -

where

dr, e - 2 — dpe N 2 P _ P, . .
Vre = 76( ]; ) |h7‘ke| y Ybe = Vbe <d_bo> |hbe| y Ye = G_ga and’Ybe = U_g' Slmllarly’

n -n .
we definews = 7. (d;ke) Arpe, @aNdwy = e <Cﬁlb> Ape. The channel capacities of

o

the R, — D andR;, — FE links are given byCg,p = 3log, (1 +vg,p) andCr, g =
%Iog2 (14 ~r.e) respectively. At theE side, two combining techniques are utilized to

maximize the SNR ak/, namely, MRC and SC.

4.4 Secrecy Outage Probability

To examine the D2D secrecy capacity, the SOP is investigated in this subsection.
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4.4.1 Optimal Relay Selection

The ORS is achieved when the relay selection is based on the particular D2D relay having
the highest secrecy capacifig], [[5]. For the main and wiretap links, the CSl is assumed
to be known. Practically, the CSI of the wiretapped link can be estimated by observing the
transmissions of the eavesdropper. For the ORS, the criterion of the relay selection is given
by 2],

6 = arg max(Cr,p — Crerl” (4.7)

whered signifies the selected antenna dand = max(z, 0). Mathematically speaking, the
secrecy capacity,’9RS, can be expressed as

CORS— maX [CRkD CRkE]+ . (48)

Using @38), the SOP can be expressed as

SORRS=Pr(CgR°< R,) = Pr< ax [Cr.p — Cr.p]” < R>

m
ke
H Pr <1+’7RkD <19> 4.9

KEN R I+ r.E ;

Pk

whereR, represents the target secrecy rate of the D2D communicatien{ MRC, SC }
andd, = 2°%<. The cumulative distribution function (CDF) of th&, — D link, F,,, ,(.),
- o0 (~3)

g (V) =1 = —— = (4.10)
Ry, D l_l_w_?,y

can be obtained as
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4.4.1.1 Eavesdropper Channel with MRC

In this approach, the received signals are coherently combined. Hence, the the channel gain

between the selected relay ahdccan be obtained as

Ng
el = [ (4.11)
m=1

Lemma 1: The expressiof}'R® can be derived as

o () o [§2 21 exp((444)
Py =1 wéVE wy B S \m L(m+1) wj ; (A — AZ)m+2—i
— AYETT T (1~ Np, AL A
S I P L e
Aff) exp( - A Ag) (,42 - A3>

(4.12)

where = 2%+ anda = 3 —1, Ay = 2 + L Ay == Ay =

wy’

(a+2),7C,)
.) is the Whittaker

~—~ @I~

is the upper incomplete gamma functidiB] eq. (8.350.2)], andV,
function [, eq. (9.220.4)]. Now, the SQB2 can be obtained by pluggin@{? into
z9).

Proof: See Appendix A. |

4.4.1.2 Eavesdropper Channel with SC

In this approach, the signal with the highest instantaneous SNR is selected. Thus, the

channel gain between the selected relay Anthn be obtained as

heel> = Max |y, m|”. (4.13)

1<m<Ng
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Lemma 2: The expressio;° can be derived as

& ) Ng—1 .
PSC L NE eXp<w1> Z (_1)m NE —1 BQ Ei [—6283] i . @
k W3 Wy Bl — m eXp(-BQBg) 83 Bl

(oacamy o5 (Cr))o 5 G0

where, — %gl)(wo_i_m)_%)’ B, :m+1+ ﬁ By = —= B, =

w3 w1 wiwg (m+1)wy?’

(4.14)

w3 w1

(8.21.1)]. Now, the SOEE® can be obtained by plugging{d) into (&9).

(m+1) (1 + M) — (1 + w—4> «28 "and E{.) is the exponential integral functiofi®, eq.
Proof: See Appendix B. [ |

4.4.2 Suboptimal Relay Selection Scheme

In practice, the CSI of the eavesdropper is not available when it is passive. In this case, the
relay selection is based on the best relay that maximizes the reliability of the D2D link in

the second phase. That is, the relay selection is give&]by [
0= argk@]&x(}m D- (4.15)

Mathematically speaking, the secrecy capacity, can be expressed as
+

A 1
CSRS— rkne?VXCRkD — CRE} = {§|092 (1 + ’YSRS) — 5'092 (1 + IYROE) , (416)

wherevysgs = rkn?vxmk,j. Using @18), the SOR can be expressed as
S
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+
SOBRS=Pr(Cs < R,) = Pr ([meRkD - CRE} = R)
S

1
:Pr< +78RS§198>.
1+ vryE

The CDF of theR;, — D link, F...(.), can be obtained as

(4.17)

Np—1 Np—1 v (k1)
) =Nn 3 L) (1 aldee w) ) 418

4.4.2.1 Eavesdropper Channel with MRC

In this subsection, the SGRZ will be derived for the SRS scheme. The Sf3P can be

obtained by
SORES = / Praes (87 + @) °(3) i, (4.19)

wheref, . -(+) is the probability density function (PDF) of tH& — E link.

Lemma 3:The SORR. can be derived as

N (NEYD(m + 1) wy exp( Las)L )

1=y o

m=0 WéVE mt) wowy B (k+1)

_ (Ng—j+1 Ng—j—1
y nil (_1>m+1—j H1< 2 >H2( 2' )
—exp(—TgR) (Mg — My

Wis g s (HiHa)

H3" ' T (1 — Ng, HiMs)
exp(—H1 Hg) (Hz — Hg)m+1 ’
(4.20)

WhereHl 6(15:1) + L Hy = Z_z’ andH3 % (Oé + w2(k+1)>
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Proof: See Appendix C. |

4.4.2.2 Eavesdropper Channel with SC

In this subsection, the SGQF®is derived for the SRS scheme. The $§Rcan be obtained
by
SORE = [ P (97 +0) 155, 1. (4.21)
0

Lemma 4:The SORR®can be derived as

Ny wy exp( k+1)a) NEfl 1) (NE 1)

Nr—1 —
R (_1)]<;<NR 1)
B ﬁw2w4 k+1 Z

SOFER =Ny > k
k=0

(k+1) —
y { (22 — 25) < Ei[-2, 2] —Z, Z3] +
(23 — 34)2 exp(—2, Z47) exp —Z, Z37) 33 — 24

<(BEEEL ).

(4.22)

where

_ (k+1)B . w 1 _ 1 o w
2= 2= a0y <1 + w_4> , Z3=3 <(k+1)w + 0‘) andZ, = =95

Proof: See Appendix D. |

4.4.3 Asymptotic Secrecy Outage Analysis

Now, the SOP of the D2D communications at high SNR, i.e., whenr> oo, is investigated
to gain more insight into the impact of the essential parameters of the system model. In this

scenario, we consider that >> ws3. Asw; — oo, the asymptotic expression of the SOP
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can be expressed b¥{]

SOP® = (G, w;) 9 + O(w; 9), (4.23)

whereg, is the secrecy diversity ordey, is the secrecy array gain, add.) is the higher
order terms. To elaborate, one can conclude that the curve ofS©O&efined byg,, and

the SNR improvement of SOPrelated to the reference curu@_gd is described by,,.

4.4.3.1 Eavesdropper Channel with MRC in the ORS scheme

To derive the asymptotic SOP for MRC, SRR, we first expand the exponential function
and the polynomial inZ_T0) with the help of [[B, eq. (1.112.2)] andIB, eq. (1.211.1)], re-

spectively. Then, we neglect the higher order terms. Now, thegR©Brscan be obtained

using
o _gORS
SORjRc, ors = (gz?MRRiwl) Giec + O(wy  ™re), (4.24)
whereG?R® = N andGore can be derived as
NR NE Np—m-—1
N N 1 2
GRS — | T[ (w2 +1) ot Newsb S{F)m+1) (—
MRC w exp<;1> — m Wy
k=1 4 20.)4 m=0 (4.25)

_1
1 Nr
XW—NE—'m—l —Ng+m — .
2 ’ 2 (,U4

4.4.3.2 Eavesdropper Channel with SC in the ORS scheme

Similarly, the asymptotic SOP for SC, SQPyr4 can be derived following a similar pro-

cedure to that given above as

_GORs

SOR ors= (gORSC‘)l)_gSSRCS + O(w, "), (4.26)

asc
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whereG9RS = N andGORSis given by

GonS = !]ﬁ (wg + 1) (a + w]:i ]:21 (NEm— 1) (m(J:B";i:Ei) (—Ei [uﬂ))] R .

4.4.3.3 Eavesdropper Channel with MRC in the SRS scheme

The asymptotic SOP for MRC, S@R: sre Can be obtained with the help dff, eq.
(1.112.2)] and(s, eq. (1.211.1)], and neglecting the higher order terms. Now, theg}gOR:s

can be obtained using

_GSRS

_ g

aMRC

whereGiR® = N andGoR® can be derived as

aMRC

NR NE NR
s Ng\ @5 T(p+1) =~ (Ne\ D+ D) ™ (VR vaege g (L
GaMRc o [Z ( D F(NE) 1nZ:0 m W:J))VE Wy ; S Q 6 eXp w.

p=0
-1
Npg+s—1 Npg+s—v—1 Np
el Ng+s—1 —wz\ ¥ 1 -
X ws E — 'v—m,— | ws .
0 v W4q W4q
v=

4.4.3.4 Eavesdropper Channel with SC in the SRS scheme

The asymptotic SOP for SC, S@Psr4 can be obtained with the help @i, eq. (1.112.2)]
and I8, eq. (1.211.1)], respectively, and neglecting the higher order terms. Now, the

SOR;: srscan be obtained using

__CSRS

_ g
SOR¢ srs= (QSRSM) Giwme + O(w, "), (4.30)

asc
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whereGiR%= N andG>?°can be derived as

NR NE—l NR
N N Ng—1 N
SRS __ E R p _1\k E R NRr—s 3s
Gasc_[—w3w2p§_ (p)w2F(p+1) > 1)( . )§O(S)a B

0 k=0

o) (2 e (2) e ()]

4.5 Probability of Non-zero Secrecy Capacity

Considering the PNSC, non-zero secrecy capacity is achievedif > vz, s.

45.1 The ORS scheme

From @-T1), the PNSC for the ORS, PNSC?, is given by

1+ 7vr.D
PNSRS=Pr(Cs >0)=1—-Pr(Cs<0)=1— Pr(—’“<1).
Cf (Cs ) (Cs < 0) kl;[\,\ 14+, — ’ (4.32)

Dy

Following the same steps of the derivation &fl(2) and @&-14), D; can be derived as

Ng m—+1
N ,
DMRC _1 W2 ( E)F m 4+ 1) wnt! —1)mHi= Wising i-ng (AL A
PO () LUREE )y B Y
7(NE;~L+1> (NEgi71> N1 -
A4 ./42 -/45 r (1 NE7 A4A5)

X

b

-+
exp(TA42) (A5 — )" exp(—Ay As) (As — Az)"™

(4.33)
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and

Ng—1 . .
N = Ng—1 B Ei [—B B ] 1 87 Ei [_Bﬁ Bg]
DSC—_1_ £ § ’ _1m( e PeEllTPeo3] L Prf  BlTPe B3l
’ (=1) ( m ) { exp(—B; Bs) | By By \ exp(—B, Bs)

ool ()= [ ()]

(4.34)

respectively, whergl, = —+— As =

andB; = () _ <1+i> w

w3 w4 w1

By = (D) ((m+1)  w )7 By = mtl L

w1
w2 w3 w3 wiwq

45.2 The SRS scheme

From @TJ), the PNSC for the ORS, PNSE?, can be formulated as

1 + vsrs *
PNSCRS — pr [ =R =1— ) 4.35
¢o—pr( o) <= [T 439

YRE

Following the same steps of the derivation@®i0) and &2, the PNSE*can be derived

as

Ngr— 1 k(Nr—1
RS —1) ( ) Fm+1)w
PNSC?A =1— Ng Z k» + 1 [ z:o éVE (m+1 wa (k’ + 1)

y m+1 (_1)m+1 j eXp<H4;'(2)
(H5 . H2)m+2—]

Hy'® ' T' (1 — Np, HyHs)
exp(—H4 H5) (Hg - H5)m+1 ’

_(Ng—i+1 Ngp—j—1
H4( i )Hz( ’ )W1j2NE’jéVE (HaH2)

' M

Jj=1

(4.36)
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and

rs_y v, 3 CUHCE) New R~ (0"(%50)
PNSGE =L =N 2 ) [ G o) 25 (1)

" { (22 — Z6) ( Ei[-2;2s  Ei[-Z;5 Z] ) L(E=2) (437

(Zs— 202 \exp(—25 21)  exp(—25 2Z)) (26— 24)

dE=—2l

respectively, where(, = (k;1)+wi3, Hs = ity 25 = %Jr(mw—?), andz; =

w1
wz(k+1) :

4.6 Underlay Multihop Device-to-Device Relaying

Multi-hop relaying has gained more attention to improve QoS of cellular networks. The
two main approaches for wireless relay networks are DF and?BF- [n this respect, it is

worth mentioning that there are many advantages of multihop relaying such as a higher data
rate and coverage. IiZ]], a thorough analysis of the data routing approaches is provided
for multihop D2D networks. Considering the traffic offloading from the cellular network,
the multihop D2D scheme was utilized i#]. The authors offf3] showed that using D2D
relays is more efficient than direct D2D communication, particularly in case of poor link
guality or long distance between D2D users. The PLS of underlay D2D communications
was studied in4]. Due to sharing the spectrum band, D2D and cellular users interfere with
each other. In this respect, the secrecy level for cellular communications can be improved by
exploiting the interference. Consequently, the signal-to-interference-and-noise ratio (SINR)
of the eavesdropper is degraded. The authorghjfdtudied the benefits of the interference
produced by D2D pairs to increase the secrecy capacity of the cellular network. The authors
of [28] investigated the D2D radio resource management to increase the security level of
the cellular network by utilizing the underlay D2D users as friendly jammers.

Although the above-mentioned works have shown the benefits of D2D in terms of se-
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curity provisioning for the cellular networks, few studies have investigated the PLS of the
D2D relaying. It should be noted that due to the limited computational capacity of mobile
devices and the semi/fully autonomous security management, the D2D links are more vul-
nerable to security threats. Therefore, the security improvement of D2D links deserves to
be investigated. Motivated by this, in this work, we investigate the PLS for the D2D multi-
hop relaying, where the D2D users are used as multihop relays to cope with the proximity
and link condition issues in D2D communications. In this respect, the effect of multihop
relays on the performance of the D2D communications is assessed, taking into account the
interference generated by the cellular network. The main contributions of this section are

summarized as follows:

e The secrecy performance of the D2D communications in terms of SOP and the PNSC
is analyzed and closed-form expressions are derived. Furthermore, the outage prob-
ability of the D2D communication is analyzed, and a closed-form expression on its

lower bound is provided.

e The impact of the number of multihop relays on the secrecy performance of D2D

communications is evaluated.

e The asymptotic result is investigated in the high transmit power regime for the D2D

communications.
e Simulation results are provided to validated and confirm the derived analytical ex-

pressions.

4.6.1 System Model

As illustrated in Fig.222, an underlay D2D network is considered with multihop D2D re-

laying where the cellular system and D2D system share the same spectral band in a specific
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Data Link =
Interference Link —————— -+

Eavesdropper Link ——2Z——-

Fig. 4.2: System Model.

environment. The cellular network consists of a BS and a cellular user, C, each equipped
with a single antenna. A D2D transmittép,, is communicating with a D2D receiveh),,

via (N-1) D2D users, Qi = 1.....N — 1, in the presence of an eavesdropgerand where

the D2D users are acting as DF relaying. In the proposed scenario, there is no direct link
betweenD, and D,.. Hence, the whole transmission time is allocated equally to éjch
during the D2D multihop link. Moreover, only one; is assumed to transmit in each time
slot. All communication channels are supposed to experience flat fading with Rayleigh
distribution. Leth,; indicate the main channel coefficient for e D2D link, hg;., the in-
terference channel from D2D link to @,;,;, the interference channel from BS link to D2D
users, anc,,. the eavesdropper channel coefficient. In addition, the channel power gain
|ha|” is independent and exponentially distributed with a mean9f= E[|hq|2] where

ab € {d;d;;1,bd;, be, be, d;e}. Moreover, the variances of the AWGN &t and E are given

by o3, ando?, respectively. Furthermore, it is assumed that all D2D nodes transmit with

the same poweP,. The received signals at thié& D2D relay,y,., can be expressed as

Ya, =V Pa ha, g + \/ Py e, T + ng, (4.38)
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wherez, andz, are the D2D and BS transmitted signals, respectively. Moreayas, the
AWGN at the thei’* D2D hop, P; and P, are the transmitted power from D2D users and

BS, respectively. In addition, the received signakas given by

Ye, =/ Pi haye g + N/ By hie T + 1, (4.39)

wheren, is the AWGN atE. The SINR at the'* D2D hop,vp,, is given by

Polhal>
U§+Pb|hbdi|2 1+ Yoa,’

Yp, = (4.40)

~ 2 = 2 P, = B
whereva, = Jai [ha,|”s Yoa, = Vod, |has|” s Ya, = g—g, and?yy, = U—g Let us denotg:; =

Naig; and ity = FpaiApd; -

4.6.2 Performance Analysis

In this subsection, the performance analysis of the described system model is carried out
where the outage probability, the SOP, and the PNSC for the D2D communications are
investigated.

4.6.2.1 D2D Outage Probability

In multihop D2D relaying, an outage event happens in the end-to-end D2D communication
if the capacity of at least one of the multihop relays falls below the predefined required data

rate R;. The outage probability of underlay multihop D2D relayitg,;, can be defined as

Pout = Pr(7ese < 2% —1). (4.41)
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A tight upper boundy,,,, is utilized to express,.. at D, as

Ye2e < Yup = min <7D1a7D27 """ P)/DN) .

The CDF ofv,, is given by 4]

N

F’Yup('Y) =1- H(l - FVDi(’V))a

=1

(4.42)

(4.43)

whereF, , (.) is the CDF ofyp, at thei"" relay link. To derive the PDF ofp,, the following

formula can be usedH]

P @) = [T+ Dol + 1) ()

wheref, . (.) is given by

andf.,,(.) is given by
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(4.45)

(4.46)

(4.47)
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By plugging &43) into (&43, F,, (v) becomes straightforward. Now,,, can be ex-

pressed as

Pout = Pr(Vup < f)/th) - F’yup(’yth% (449)

wherey,;, = 2V% — 1 andR, is the D2D required data rate. By pluggirég48) into (449,

P,,; can be obtained as

N 1 _Jth
P =1-]] (”2 eXp< “>) (4.50)
+

=1
4.6.2.2 Secrecy Outage Probability

In this subsection, the secrecy outage probability, SOP, is investigated for the underlay
multihop D2D relaying scheme where the closed-form expression is derived. The secrecy

capacity,C,., for the proposed scheme at #eD2D hop is given by

C.—Ci, i> ’
S e L (4.51)

0, Yo, < VE;

where the capacity of thé" D2D relay,C)p,, is given by

Vd;
Cp. =log, (1 +~vp,) =lo 1+ . , 4.52
D; ds ( Yp;) 0o ( 1t Vbdi) ( )

and the eavesdropper’s capaciy;, is given by

- _ e
C = log, (1-+15) = log, (14 124 ). (4.59)
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2 — P, — P
’ y Ve, = U_g’ andebe = 0_227-

Let us denotev; = 7.\, andws = Ype M. By plugging &52) and &53) into (451), C,

simplifies to

wherevz, is the SINR atE, Yoo = Vei [hael®s Yoe = Toe | e

Cy, = [IOQQ (1 izl;)} : (4.54)

where[z]” = max{0,z}. Let us definey, = ( ””Df) . The SOP is the probability that at

1+7vE;
least one of secrecy capaciti€s,, falls below the predefined secrecy rdte Therefore,
the SOP of the underlay multihop D2D relaying is given B

1 L+p : NR
P=Pr| — | s —Pr( N~y <2 )
S0 (N 09, (1 ’y ) <R) mil v <

N

N
—1- Pr(m_in% > 2NR5> =1-J[Pr(n>2"") =1-J[ (1 - £, (8),

i=1 i=1

(4.55)

whereF,, (.) is the CDF ofy; and3 = 2V%:. The factor 1N in (255 accounts for the
N multihop relays where the end-to-end D2D transmission is dividedihfhases. The

CDF of; can be expressed as

Fo(y) = / T Fy (57 + @) fop (1) d, (4.56)

wherea = 3 — 1. The SINR at&, vg,, is given by

2

Pd |hd-e Vd;e
= i = © 4.57
T 0'3 + Pb hbe|2 1+ Ybe ( )
To derive the PDF ofyz,, the following formula can be use§]
Fn@) = [+ D oy + D) )i, (4.58)
0
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wherefmie(-) is given by

Frue(7) = wilexp (—%) , (4.59)
andf,, (-)is given by
fre (V) = wigexp (—w%) : (4.60)

By substituting £59) and @60) in (E58), the PDF ofy, can be obtained as

2
w12 R + 1
w1 w2

By substituting €248) and @81) in (256, and using partial fraction expansion, théi,

(4.61)

f’YEZ- (7) =

eq. (3.352.4)] andI, eq. (3.353.3)], the CDF of;, F,.(-), can be obtained as

[0

o eXp (_E) w1 ﬂ 1 Ei [—EQ] [0%) Eg Ei [—EQ]
Flf)=1- 12 W1 Wy (5_1 (<I " w_l) o (—Z) (w_1)> = (GXP(—E2))

S5 ( Ei[-E4] ))
7 (exp<—z4> ’
(4.62)

= — (L (e 1y _ B8 )\ m — (L1 (w) 7w, — 1 ([a_ 1) _
Where\_fl == <W1 (l"l +N2> Nl‘U?) y —2 (Nl +w1) <w2) y =3 — w1 (lL1 +M2>

B (L + 1) [y = (5 + L) (% (i + i)) ,and E{-) is the exponential integral func-

tion [I8, eq. (8.21.1)]. By substitutingd{62) in (A55), the expression of SOP becomes

w1\ w2 o ow w1 ope2

straightforward.

4.6.2.3 Asymptotic Secrecy Outage Analysis

In this subsection, the outage performance at high SNR7j,e++ oo is provided to get

more insights on the impact of key parameters on the performance of the proposed system.

110



As 7, — oo, the asymptotic expression of ti{¢ hop, SOF*, can be expressed as
SOF?O = (gaiﬁdi)igdi + O(idi)igdz (463)

whereG,, andg,, denote the diversity order and the coding gain, respectively. In this
respect, the SOP curve is described by, while the SNR advantage of SQRelative

to the reference curvgy, ) 9% is characterized bg,,. To derive SOP, the exponential
function and the polynomials ir&{48) are first expanded using the series expansion in
[08, eq. (1.211.1)],08, eq. (1.112.2)], respectively. After that, the first two terms in the
expansion are kept and the higher order terms are neglected. As a result, the asymptotic

CDF, F;in(.), is expressed as

P )=t 1740 (1)), (4.64)

Now, F>°(.) can be obtained as follows

Fr) = [ )b (4.65)

By using @64 and @81 in (6%, and after simple algebraic manipulations and using
[08, eq. (3.351.4)], the asymptotic SOP in #eD2D hop, SOF®, can be derived as

1 W9 M1

SOP* — (M_‘i‘l) (a B w13 exp (i) Ei [w_zl}> ! (l) 7 (4.66)
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wherel'(-, ) is the upper incomplete gamma functidB] eq. (8.350.2)]. By comparing
(466 and @63, we havej,, = 1 andg,, is given by

G - [< ' ( e (&) 8 [2] )]

After simple algebraic manipulations, the end-to-éff,, expression becomes straight-

forward by plugging 4686) into (455 as

-1

SOP° = 1 — f:[ (1 - sor)
(e () (PR o ()

(4.67)

4.6.2.4 Probability of Non-zero Secrecy Capacity

A positive secrecy is achieved whep, > vg;. Hence, the probability of non-zero secrecy

capacity, PNSC, is formulated as

1 1 .
PNSC= Pr(— log, ( 17D> > 0) = Pr(m,ln Vi > 1)

YE

N (4.68)

_HPr%>1 :H

=1

After simple algebraic manipulations, we can get PNSC by plugding? into (Z-63)

wheng = 1.
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4.7 Results and Discussion

4.7.1 D2D Relay Selection

In this subsection, the analysis of the SOP and the PNSC for both combining techniques,
MRC and SC, are presented and validated through Monte-Carlo simulations. From the

obtained results, the impact of D2D relays and the number of eavesdropper’s antennas for
both MRC and SC are investigated. For simplicity, the noise variances of all nodes are

normalized to unity. Unless stateR,, = 1 b/s/Hz ,ws; = w3 = wy, = 10dB, andR, =1

b/s/Hz.

The SOP for MRC, SOfkc, of the D2D communications, is illustrated in Fig—3a
versusw; for different values ofNy for both relay selection schemes, namely, ORS and
SRS. R, is 1 b/s/Hz, andN; = 3. It can be observed that Sk decreases a8y
increases, showing the influence of the cooperative communications for enhancing the D2D
secrecy performance. It is worth mentioning that the G&Rncreases as; decreases. At
SORyrc = 1074, a security enhancement of 6 dB and 9 dB of the ORS scheme over the SRS
one atNp = 3 andNy = 5, respectively, can be noticed. In Fig-33 SORrc decreases
from 0.008 to 0.0002 at 30 dB when the OSR scheme is used as compared to the SRS
scheme. The results in Figl-3ashow that both schemes are close to each other at low
SNR; however, the gap increases as the SNR increases. It can be inferred that the ORS
guarantees the optimal secrecy performance for the D2D link. However, the CSI of the
wiretapped link should be available to utilize the ORS scheme, which is not always the
case in a practical scenario. Additionally, the asymptotic SOP is plotted, and a perfect
agreement with the exact result is noteduas— oc. From the asymptotic curves, it is
noteworthy thatz, andG,; can be accurately predicted. It is also observed haits not
affected byNg. These asymptotic results reveal that the SOP under both ORS and SRS has

the samé&~,; for both combining techniques &t. Furthermore, the theoretical results and
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Fig. 4.3: The SOP for ORS and SRS schemes, wherew, = 10 dB, andR, = 1 b/s/Hz.

the simulation results agree exactly, confirming the correctness of the derived expressions.

In Fig. 2231 the SORc of the D2D communications is illustrated for the ORS and

SRS schemes, wherg; = 3. It can be seen that the S@Pincreases with decreasing

Ng, implying an improvement in the D2D secrecy performance. From Eig&and4d -3

one can observe that the high-security level for D2D communications is obtainedAvhen

employs SC in comparison to the MRC approach. This is because the MRC gives higher

SNR gain atE’ as compared to the SC approach.

Figure3tandZ_3dshow the influnce oiV; on the SOP for both selections combining
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Fig. 4.4: The PNSC for ORS and SRS schemes, wherew, = 10 dB,Ng = 3, andR, =
1 b/s/Hz.

versusv; for OSC and SRS schemes, whéfg = 3. In addition, the asymptotic curves for

both combining approaches and relay selection schemes are also illustrated. 4a3gig.

for MRC, SOP for both ORS and SRS schemes decreases with decréasberause the

eavesdropper capacityy, decreases with decreasing. In Fig. 23d| for SC, there is also

a decrease in the SOP for both ORS and SRS schemes with decr®¥asiAg N does not

influence the diversity order, the array gain is responsible for increasing the SOP. From the

results above, it can be verified that SOP for both combining approaches and relay selection

schemes have the same secrecy diversity origrsAgain, numerical results are also seen

to agree with the simulation results, confirming the accuracy of the analysis carried out.
FigureddZaandZZbplot the PNSC versus; for both selections combining techniques

and both relay selection schemes. From these figures, one can see that the PNSC improves

asw; increases. Further, it is also remarkable that the PNSC decreasgs decreases.

Thus, for the MRC approach, the PNSC is lower than that of the SC approach because the

MRC gives higher SNR gain &. Finally, it is worth emphasizing that the ORS scheme

always outperforms the SRS scheme. Numerical results are also found to match the simu-

lation results, verifying our analysis.
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Fig. 4.5: The exact (simulation) and approximation (analysis) plots fothevs 7, for
different N where?y,; = 10 dB, andR,; = 1 b/s/Hz.

4.7.2 D2D Multihop Relaying

In this subsection, the analytical results of the outage probability, the SOP, and the proba-

bility of non-zero secrecy capacity are presented and verified through Monte-Carlo simu-

lations. In this context, the effect of the proposed multihop D2D relaying on the secrecy

performance of the D2D communications is studied. We assume that the distance between

D, and D, is normalized to unity where the distances between different D2D relays are

identical,%. In addition, we assume that BS is located at (0.5,2at (0.5, 1),D; at the

origin (0, 0), andD, at (0, 1). Therefore),, = d;,jl whered,;, is the Euclidean distance

between terminalg andb. Without losing generality, the variances of the nois®atC,

andE are normalized to unity ang, =7,. Unless mentioned otherwisg,; is setto 5 dB.
FigureZ3 shows the exact (simulation) and approximate (analysis) outage probability,

P,.:, for D2D communications versug,; for different values ofN. In this figure, it can

be seen that the exact and approximate outage probabilities match, particularly @t high

values. Additionally, from Fig.Z35, we can see thakb,,; decreases monotonically as
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Fig. 4.6: The analytical and Monte-Carlo simulation for the SOPyy$or different N
whereR, = 1 b/s/Hz.

decreases without any outage floor. Another interesting point isRjjadecreases with
increasing number of relays. Furthermore, the direct link scenafie () is depicted for
comparison purposes and clearly shows the advantage of using relays.

To evaluate the effect of the multihop D2D relaying scenario on the secrecy performance
of the D2D communications, Figl6 presents SOP versgsg, for different values ofy, and
N. Without loss of generalityy, is set to 10 dB and 0 dB and we skf at 1 b/s/Hz. It
can be noticed from this figure that SOP decrease¥; ascreases ang, decreases, as
expected. Additionally, it can clearly be observed that SOP increas€slasreases given
the fact that the secrecy capacity is improved with increasindyloreover, the asymptotic
curves are plotted where a very tight agreement with the exact analysis is observed at high
7, Again, perfect match between the analytical and the simulation results is observed,
validating the accuracy of our analysis.

Finally, to evaluate the probability of non-zero secrecy capacity, PNSC, under the pro-
posed underlay multihop D2D relaying scheme, Eig.shows PNSC versug,. As can be

noticed from this figure, the PNSC increases with increasifgr a fixed”,.. Nevertheless,
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Fig. 4.7: The analytical and Monte-Carlo simulation plots for the PNSE,\er different
N wherey,= 5 dB.

the PNSC decreases with decreasipg It is worth mentioning that even whefpy < 7.,
a secrecy capacity exists. Additionally, we also observe that the PNSC incredgds-as
creases. Numerical results are observed to match the simulation results, corroborating once

more our analysis.

4.8 Conclusion

In this chapter, the ORS and SRS schemes are utilized to enhance the inband underlay
D2D secrecy performance. Two practical combining approaches, MRC and SC, are used
to increase the eavesdropped signals. For combining techniques as well as relay selection
schemes, new closed-form expressions for the D2D SOP and the PNSC are derived. Most
noteworthy in the obtained results is the fact that the ORS scheme always outperforms the
SRS scheme, assuming that the CSI of the wiretapped link is available. That is, the ORS

guarantees the optimal secrecy performance for D2D communications. Additionally, the

impact of D2D relays is investigated. It is observed, under these combining techniques,
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that increasingVy enhances the D2D secrecy performance. The asymptotic results, which
give a better understanding of the influence of the main system parameters on the SOP,
are provided. As revealed in our analysis and confirmed through simulations, the diversity
order is equal taVy for both combining approaches and relay selection schemes. These
results also show tha{; does not influence the diversity order. Moreover, we verified that,
under both ORS and SRS schemes, increadipgdegrades the secrecy performance of
D2D communications. Furthermore, the various Monte-Carlo simulations corroborate the
provided analysis, validating the later.

The secrecy performance of underlay multihop D2D relaying is studied where closed-
form expressions for the outage probability, the SOP and the probability of non-zero secrecy
capacity are derived. Simulation results, validating the derived analytical expressions, are
provided. The results revealed the effect of the different number of D2D multihop relays

on the security level of the D2D communications.
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4.9 Appendices

4.9.1 Appendix A

Derivation of Lemma 1

The expressioP; can be obtained by
Pi= [ B (3r0) £, ) (4.69)
0
where = 2%« anda = 3 — 1. The PDF ofyg,  for MRC can be derived usin@$] as

1) = [CH 1) A+ 1) £ @.70)

where fMRC(.) is given by

MRC Vel —
fre (7)) = T(Np) a* exp<w—3) ; (4.71)
andf,, (.)is given by
N e
Fu) = o~ 2). .72

By plugging @71) and @72 into (&Z0), ,';gi% () is obtained as

TRRE F(NE> wéVEw4

(4.73)

m=0

e len(=2) Qe Np\ Tt )
e () >
(=)

= k l+i>m+l'

w3 w4

By substituting £10) and @73 in (489, with the help of the partial fraction expan-

sion, then usinglB, eq. (1.111)], I8, eq. (3.383.4)],[8, eq. (3.383.10)], andIp, eq.
(3.381.3)],PMRC can be derived as if{12).
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4.9.2 Appendix B

Derivation of Lemma 2

The PDF ofyg, &, ff}ka(y), can be derived usingB] as

72,00 = [T 1) 0 1) £ (O, (4.74)

wheref3¢(.) is given by

) = X2 3 (e (NEm_ 1) Sxp (‘M) ‘ (4.75)

w w
3 m—0 3

By plugging &% and @72 into (&_Z3), we get f}ka(v) as

Np 2 1y (NE - 1) exp(—5) (1+ 25+ )

2
W3 Wy m pmtl) | 1
w3 w4

£ ,(7) = (4.76)

By plugging @10 and @78 into (69, and with the help of the partial fraction expan-
sion, then with the help offB, eq. (3.353.3)], andI, eq. (3.352.4)]P;° can be obtained

as in @T13.

4.9.3 Appendix C

Derivation of Lemma 3

The SORRY can be obtained by pluggingZ3 and @18 in (819, and after simple
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algebraic manipulations, it can be expressed as

1_Zr

= T(Ng) w0 Wy wy B (K + 1)
4.77)

Net () (Ve [ Yo (YE)D(m+ 1) wy exp(— 02

/"O e exp(—H1y)
m+1 2 )
o (Ha+7) (Hs+7)

-

T

whereH; = 28U L 3y, — & andH; = (a +

w3’

(k+1)> . In what follows, the

integral in @71), Z, is evaluated. Firsff can be rewritten in a more general form as

[ee] ,.YNE—I 1
7= / . = d.
o exp(Hiy) (Ha+7)" (Hs +7)° (4.78)
A

The partial fraction expansion is utilized @8 to obtain

z

Z L (4.79)
7_[2 + 7 =1 (H3 + 7)]

AZ

where

Qi = (H, £_7'1(:)335+z—i [(1 - Q) +G 2 Z (1)] ’

prn=1 p1=1
wheren = z — 1, and
0, z =1,

1, elsewhere,

and

- (_1>z—j - ct+l-j D2

Pq=1 p1=1
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whereq = s — 1, and

0, s=1,
G =
1, elsewhere.
By plugging @79 into (A8, we get
00 ryNE_]- S z
Z:/ + 4.80
o exp(H17) Z(H2+7 JZI H3—1—7 (4:89)

From @Z8), we haves = m + 1 andz = 1. With the help of [[6, eq. (3.383.4)]7
can be obtained. Then, by plugging the resulfahto (A7), and after simple algebraic
manipulations, SOFX can be derived as ifi{20).

4.9.4 Appendix D

Derivation of Lemma 4

The SORE® can be obtained by substituting¢®) and @18 in (&21), and following a
similar procedure in the derivation of Lemma 3, then usifiy pqg. (3.353.3)] andIB, eq.
(3.352.4)], SOBRS can be obtained as id@P2).
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Chapter 5

Secure Underlay CR Networks with EH

and Dual-Antenna Selection

5.1 Abstract

In this chapter, we consider a secure underlay cognitive radio network consisting of a sec-
ondary source-destination pair and a primary transmitter-receiver pair in the presence of
a primary passive eavesdropper. Herein, a secondary multi-antenna full-duplex destination
node acts as a jammer to the primary eavesdropper in an effort to improve the physical layer
security of the primary network. In return for this favor, the energy constrained secondary

source gets access to the primary network to transmit its own information so long as the in-
terference to the latter is below a certain level. In light of the aforementioned, we evaluate

the system performance in terms of the outage probability for the secondary network, the
secrecy outage probability, and the probability of non-zero secrecy capacity for the primary

network. Numerical results are provided to verify the correctness of the proposed analytical

framework.
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5.2 Introduction

In recent years, energy harvesting (EH) and cognitive radio (CR) concepts have attracted
considerable attention in the research community, for providing perpetual power supply
and improving the spectrum utilization efficiency, respectively. In the CR concept, there
exist three main paradigms, viz. underlay, overlay and interweave. Among the above-cited
ways of accessing the licensed spectrum, the underlay scheme is the most popular due to its
simplicity and practical implementation. Based on the advantages of these two technolo-
gies, the use of EH in the context of underlay CR networks has recently been investigated
in [M], [&], [B], [4]. Besides the aggregated advantages of EH in CR networks, achiev-
ing secure communications of the secondary network or primary network via information
theoretic-based PLS has been the focudlin[[], [3], [@]. Particularly, cooperation be-
tween the primary system and energy-constrained secondary network is studied ime
authors aim at improving the security of the information in the primary network when the
secondary users (SUs) act as potential eavesdropper@], thg authors propose an opti-

mal antenna selection to improve the secrecy performance of the secondary network. The
secrecy energy efficiency optimization problem for a multiple-input single-output (MISO)
underlay CR network with an EH receiver is studied @ [In [@], a full-duplex trans-
mission and dual-antenna selection in the secondary network is proposed in an effort to
improve its data transmission as well as the secrecy performance of the primary network.
This work provides a win-win situation for the secondary and primary networks in the sense
that it yields data transmission improvement for the former and security provisioning for
the latter. However, EH is not considered @) jvhich can render the system impractical

in commonly seen situations wherein the secondary source is an energy-constrained device
(e.g., a wireless sensor node). Moreover, the constraint on the secondary transmit power

assumed ing] is rather simplistic as it does not take into account the effect of the maximum
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transmit power (sed] and the references therein).

Motivated by the preceding discussion, we investigate a secure underlay CR network
with energy harvesting over Rayleigh fading channels. Specifically, we consider a scenario
wherein EH and dual-antenna selection are employed to enhance the robustness and relia-
bility of the CR network, while simultaneously improving the PLS of the primary network
by confounding the eavesdropper. In this respect, we derive novel closed-form expressions
of the outage probability for the CR network, the SOP and the PNSC for the primary net-
work. Moreover, the asymptotic analysis is provided to get more insights into the impact
of the significant parameters of the proposed system on the performance of the SOP for the
primary network. The accuracy of our analysis is verified through extensive Monte-Carlo

simulations.

5.3 System Model

As shown in Fig. 571, we consider an underlay cognitive network which shares the li-
censed spectrum of the primary user, PR, and consists of a source node, S, and a desti-
nation node, D. In the primary network, a primary transmitter, denoted by PT, commu-
nicates with a primary receiver, PR, under malicious attempt of an eavesdropper, E. All
the nodes are equipped with a single antenna except D, which operates in a full-duplex
and is equipped witlV; receive antennas and; transmit antennas. We consider a sce-
nario where S is an energy-constrained device, i.e., the transmission can be achieved using
power harvested from the power beacon (PB). Furthermore, we indigats tei'" re-

ceiving antenna of D, wherie= 1, ..., Nx. In a similar manner, Pdenotes thg’" jamming
antenna of D, wherg = 1,..., Ny. All the channels are assumed to undergo Rayleigh
fading. The channels PBS, S—D,, D,—E, D—PR, S-PR, D—D;, PT-PR, S-E,

and PT~E are assumed to consist of path loss and an independent fading efflest as
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Energy Link — —» Data Link —
Eavesdropper Link —2Z— Interference Link ————»

Fig. 5.1: Underlay Cognitive Radio Network.

Energy Harvesting Information Transmission

< >
< ><

oT (lI-a) T

Y

Fig. 5.2: TS-based EH protocaol.

SIS

hsp;s hoes hors hisrs ho,pjs PR, hsk; andhrg, respectively. In this respedt, = ., d, 2,
v € {S,SD;, DjR, DjE, SR D;Dj, TR, SE and TE, whered andr denote the Euclidean dis-
tances between two nodes and the pathloss exponent, respectively,iatige fading coef-

ficient which is a complex Gaussian random variable with unit variance. Alse; |hU|2
represents the channel power gains, which are independent and exponentially distributed
with a mean\, = E[|h,|°] = d;”. Moreover,n is the ANGN, wheret € {D;, PR E},

with a zero mean and varianoé. As shown in Fig.B34, a time-switching (TS) proto-

col [B] is considered in this work, where the time durations for the EH and information

transmission (IT) phases are givendwand(1 — «), respectively, with) < a < 1.
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5.4 Secondary Transmission

5.4.1 Energy harvesting

It is assumed that the PB operates on a frequency band which is different from the commu-
nication band where the primary and secondary transmissions take @ladéeince, the

power transmitted by the PB does not interfere with the primary and secondary transmis-
sions. In the EH phase, S harvests energy from the radio frequency (RF) signal received

from the PB, and the harvested energy can be written as
Es = (a'T PpgYs, (5.1)

where( is the EH efficiency/’ is the dedicated time slofpg is the transmit power at PB,
Ys = |hs|2 is the channel fading coefficient of the PES link. The PDF and CDF oY,

can be presented, respectively, as

fr ) =3-ew (- 1), (5.2
Fy,(y)=1- exp( - %) (5.3)

v

The maximal transmit power at S is given by

Ca PpeYs

Prax = A—a)

(5.4)
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5.4.2 Information Transmission

In the IT phase (for secondary transmissions), S transmits to D under interference power

constraints and the transmit power is given by

Ps = min (Pmax, Y—fR) , (5.5)

where Pnax represents the maximum allowable transmit power at the source nod€ and
is the interference temperature limit, which represents the maximum tolerated interference
power at PR. In the secondary network, the communication takes place between S and the
best receiving antenna chosen among Ahgantennas of D. Consider a communication
taking place between S and tifereceive antenna of D. Hence, the received signal at D is
given by

yso, = / Pshsp, xs + Pp, hp,p, 7o + np;, (5.6)

residual self-interference

where Ps and I, are the transmit powers at S and tjie antenna of D, respectively.
Moreover,zs and zp are the signals transmitted from S and tffetransmit antenna of

D, respectively. At D, it is assumed that the interference from PT to D is negligible. This
widely used assumption can be justified because the PT is far &d#] The capacity

for receiving the data at th& receive antenna of D is given by

PsYsp,
Csp, = log, <1 + S Sb > .

_— 5.7
Po,Yp,p, + 0B, ®.7)

It is possible to suppress the self-interference (SI) to the noise Bglgdnd the residual

Sl term can be neglectefi’]]. Hence,Csp, can be approximated by

PsYsp,
Csp, ~ log, (1+ SU QSDZ). (5.8)

D;
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The best receive antenna is selected according to the following criterion

— = Ysp.. .
) arg  max Csp, = arg rlna)]cvR SD; (5.9)

5.4.3 CR Outage Probability

The CR outage probability;,..;, is defined by

P.Y-
Pout:Pr( max Clsp, <Rb) HP ( S-Sk <19b)

i=1..Np

(5.10)

Pi

whereR, is the data rate, andl, = 2** — 1. Now, P; can be expressed as

9 o2 Iy 08
P = PV(YSDi < bffDl,Ps = Pmax) +Pr (YSD- < £o0, , Ps = g)

2 2
b 0D, Q Uy o5 Ysr Q
=Pr{ Ysp < L Yor < PriYsp < ———— > —
( b = max TSR = Pmax * ( Sbi = Q 1SR Pmax (5-11)

= Pr(YSDi < ﬁ,YSR < %) + Pr<YSD < 3 YsR, Ys > i)

Ys S Ysr
ES ES
Iy 02 —« _ .
wherep, = — = ;B ) oy = QCS “;) andy; can be rewritten as
> P2 ©1
Il = / FYSR ( ~ ) FYSD (7) st (7) d’.}/' (512)
0

By plugging 62) and &3) into (52 with the help of [2, eq. (3.324.1)],Z; can be

derived as
1 Y1 )
1= — |V s — 2
Vs [ > Asu ( \ AsAsp
[ Z
-2 2/ Z1 Ky | 24/ —
>\SR ( )\s)\SR) * P ( As)

(5.13)
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whereZ, = (;%D + Xw_;) , and K4(.) is the modified Bessel function of the second kind

[2, eq. (8.446)]. From&T1), Z; can be rewritten as

1, = /OOO (1 — Fyg (%)) Fyg, (903 ”Y)fYSR (7) dy- (5.14)

By plugging £2) and &3 into (14), and with the help oflf2, eq. (3.324.1)]Z, can be

derived as

Zy ( P2 ) ( 3 1 )

K (2 o [ 2+ —
AR AsAsr A\ Nso, | Asr
< (2,22 (& ; L)
As \Asp,  Asr ’

whereZ, = (p3Asr + Asp, ). Now, P; is obtained by substitutinds{T3 and &T5) into
(51). Thus,P,,; can be obtained by pluggirn®; into (610).

2 [o

T, = —
T 2\ s

(5.15)

5.5 Primary Network

In the primary network, PT communicates with PR in the presence of E. Hence, the received

signal at PR is given by

ypr =V Pprhir2p + / Pb, hoR TD + / PshsrTs + npr, (5.16)

where Pot andxp are the transmitted power and signal from PT, respectively. In the mean-
time, the eavesdropper overhears the primary transmissions and the best transmit antenna

among theN; antennas of D can confound the activities of E. The received signal at E
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affected by thg™ antenna of D is given by

Ye =V Iprhrexp + /Py hoe o +  Pshsews + ne. (5.17)

However, we assume that the-S E link is strong and thus E can first decode At
this stage, the P~ E transmission is considered as interference. After that, E subtracts
xs term from its received signal at kg, and decodesp. Thus, the received signal at E

reduces to

ye =/ Pprhrexp + / Po, hpe Tp + nEe. (5.18)

The secrecy capacitys, in the primary network when thg" antenna of D is jamming
E, is written as

Cs, = max [log, (1 + yprj) — logy (1 + ), 0], (5.19)

where 7pg| is given by

PotYrr
— . 5.20
PR P, Ypr + PsYsr+ 0pg ( )
In addition, g, is given by
PerYTE
= 5.21
g PDJ- YD]E + 0,I2E ( )

In the underlay CR system, the transmitted power from the secondary jamming antenna,
Pp,, must be under a certain level of interference. With this in m}ﬁtgandPs can be con-
strained ag’, Ypr < Q andPsYsg < Q, respectively. From the primary user perspective,
settingPs = % is the worst case scenario which still guarantees its reliable operation. It
is true that whenPa < %R Ps would be equal taPhax. But this would not affect the
reliable operation of the primary user. In this sense, our expression can be viewed as an
upper bound for the primary SOP and lower bound for the primary PNSC. Having said that

it is important to note that, in practicéax > %R most of the time. Moreover, the exact

analysis including the effect afyax is not mathematically tractable. Then, replacifig
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and Ps with o= and = respectlvely, gives

Wp YTR
= 22
PR T T (5-22)

and
we Y7E

Y Y
Qs (YED +1

wherew, = &1, o, = PPT , Q1 =3, andQ, = % Let us defined = 2Q1+1) . Consid-
PR PR

Vg = (5.23)

ering the optimal antenna selection approach, in which the global CSI knowledge is known

[@3], [I4], the selection criterion for the best transmit antenna at D is given by

=arg max (g =arg max ﬁ (5.24)
j N g =1,...,Nt 5 g] 1,....,Np YDjR ' ’

5.5.1 Secrecy Outage Probability

The SOP can be defined as the probability that the achievable secrecy rate is less than a

predefined target secrecy rate,, for the cellular transmission, and is given by

1+’YPR
SOP=Pr(Cs < R,) = Pr <9, 1
(Cs < R.) <1+ij < ) (10)

whered, = 2%+, The CDF ofypg, Fioq (7). is given by

F’qu (7) = (1 —exp(—A~v/AmR)) - (5.25)

The instantaneous end-to-end SINR at E can be rewritten as

X
ST W

(5.26)
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whereX = w, Y7 and

W =0, max (YDJ'E), (5.27)

j=1,...,Np YDJ-R

where fi () can be derived as

Nr Q3 Apey ™!

fw (v) = NoT (5.28)
Q2 Ap.E T+1
)\DjR( )\DjRJ + >
andfx(v) is given by
_ 1 0
fx(0) = 53— exp( o= %) . (5.29)
The PDF ofyg,, f’YEj (v), can be derived by using
Fe) = [+ D) S s+ 1) frle) . (5.30)
0

By substituting 28 and 629 in (5=30), then evaluating the integratioy‘iYEj (v) can be

derived as
) = NTeXp(_/\TZWe> I'(Nr) [U (N 0 Qs ApEY ) N1 Qs ApE
7 pY— 7 we AMe dor ApjR (5.31)
AD:
U <NT‘|‘1;LM>] 7
We ATE )\DjR

wherel (.) is the gamma functiorl2, eq. (8.310.1)] and (a, b, ¢) is the Tricomi confluent
hypergeometric functiorils, eq. (07.33.02.0001.01)], which can be represented in terms
of the Meijer function asfI5, eq. (07.33.26.0004.01)]

B 1 2.1 1—a
U(a’b’c)_F(a)F(a—b+1)G1’2(c‘O,l—b)’ (5-32)

whereGy" (.) represents the Meijgg-function [I2, eq. (9.301)]. The SOP is formulated
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as

SOP— [ P (3140 £ () 1 (5.33)

where3 = 2%s, § = 3 — 1. By using &2% and E31), and with the help of2, eq.
(7.813.1)], the upper bound of SOP can be derived as

NT exp( — /\'A—Ti> )\TR

1-N
SOP=1— [Ggg (E 0 T)
(Aﬁ)\TE we + )\TR>F<NT + 1) 0,1
(5.34)
Nr Q3 doel'(Nr) oo (] 0 ~N;
+ 22\ — 0.0 )
F(NT n 1) Aoy :
where= = 22 DEATR

(ABATEwWe+ATR)ADR

5.5.2 Asymptotic Secrecy Outage Analysis

To acquire more insights on the system design, the asymptotic SOP;,3O&kamined as

w, — oo. SOP* can be written as
SOP* = (G74) " + O(7, ). (5.35)

whereg, is the secrecy diversity ordey, is the secrecy array gain, add.) is the higher
order terms. Mathematically speaking, to derive the SOfRe asymptotic CDE@% (7),
can be derived by following the same steps in the derivatiofigf ¢q. (42)]. By using

F2 (), and with the help ofl[8, eq. (07.34.16.0001.01)], anfij, eq. (7.813.1)], after

PR
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performing some algebraic manipulations, it turns out ¢hat 1 andg, is given by

1 0,2— N
G, — o, a1 ez (qf T)
F(NT) 1,2
(5.36)
0,2— N -
—I—\I/g G%’g \1[2 ’ T + 1) ,
: 1,1
__ NpBT(Nr) Apjr ATEwe _(20141) Q2 ApE _ NrQaoXpe
whereA = — ADJ_EF(A;TH) Wy =50 Uy = —ADJ-R] ,andV¥; = —F(NTH)A‘DJR.

5.5.3 Probability of Non-zero Secrecy Capacity

In this subsection, the requirement for the presence of the non-zero secrecy capacity is
investigated. The non-zero secrecy capacity is obtained whgn> ~g. From (D), the

PNSC is given by

L +pR
+ /ij

PNSC= Pr( > 1) =Priyeg >1g] =1 - /OOO Foog (V) f2g,(7) dv. (5.37)

By substitutings = 1 in (6=34), then plugging the resultinto PNSC, the lower bound PNSC

can be obtained as

NS Ny T (Ny) { 1 Ggé(E’o,l—NT>
(Awe+1)T (N7 +1)

(5.38)

5.6 Results and Discussions

In this section, the numerical results of the CR outage probability, the primary SOP, and
the primary PNSC are presented and compared with those obtained through Monte-Carlo

simulations. Unless otherwise stated, the numerical and simulation results are obtained

140



10 -
-2 L
10
5
)
o
4l <> - Simulation with Residual $I
10 % Nj =1 Simulation
* NR = 3 Simulation
* NR = 6 Simulation
* NR =10 Simulation
_6 |——Analysis | |
10°
5 10 15 20 25 30

P,o(dBW)

Fig. 5.3: The outage probability of secondary netwdtk,, versusPeg, whereQ =5 dBW,
¢ =0.8,a=0.3,andR, = 1 b/s/Hz.

considering the following parameter€. =5 dBW,{ = 0.8, 02 = 1,n =4, a = 0.3, R, =

1 b/s/Hz, andR, = 1 b/s/Hz. We assume that PT is located at the origin [0; 0], PR at [0.5;
0], Eat[0.5; 0.2], S at[0.7; O], D at [0.7; 0.2], and the PB at [0.8; 0], where the distances
are normalized to be in the range [0, 8].[

Figureb3 plots the exact outage probabilit,.;, for the CR network versus the trans-
mitted power,Ppg, for different values ofVy at the CR receiver, D. It can be noticed that
P, of the CR link decreases d%g increases. That is, the CR transmitter, S, transmits
with high power. It is worth mentioning that an outage floor exists in the Ixgdregion,
which implies that the reliability and robustness of the CR cannot be enhanced infinitely
by increasing the power at S. Interestinghy,; improves significantly with increasinyz.
Consequently, the CR network’s reliability and robustness are enhanced as a result of uti-
lizing multiple antennas at D compared to a single one. As an illustraligndecreases
from 6.94 x 10~ t0 5.44 x 10~ at 30 dB as the number of receiving antenNga, increases

from 6 to 10. To show the performance loss caused by the residual self-interference (SlI), we
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Fig. 5.4: The outage probability of secondary netwark,;, versuse, whereQ =5 dBW,
C =0.8, Ppg=10 dBW, ande =1 b/s/Hz.

provide simulation results with the effect of the residual SI, where the transmitted power at
D, Pp, = 0 dBW. It can be seen that @&; increases/’,,; improves. This is due to the fact
that if the received antenna with the best channel is selected, then the effect of the residual
Sl is attenuated. In Fidh4, P, is plotted versusr and Ny. In this respect, the impact of
botha and Ny on the CR performance is evaluated. It can be seenfatmproves with
increasingy and Ni. This can be justified by the fact that,@aapproaches 1, more EH at S
can be achieved and less time devoted for the IT phase. Most noteworthy in the CR perfor-
mance is the fact that, asincreases, S transmits with high power. Simultaneously, the CR
network’s reliability decreases because most TS-based EH protocol is allocated to harvest
energy. The numerical and simulation results match perfectly, verifying the accuracy of our
analysis.

In Fig. B35, the exact (simulation) and the upper bound (analysis) SOP for the primary
network is depicted versus, and N, wherew, takes two possible values, 0 dB and 15

dB, while @ = 0 dBW, andP»g = 0 dBW. It can be noted that the SOP improves\asin-
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Fig. 5.6: The PNSC of primary network versus whereQ = 0 dBW.

creases, demonstrating the influence of using jamming antennas at D. Consequently, secure
data transmission is guaranteed for the primary user. It is worthwhile to observe that the
SOP improves as,, increases and,. decreases. It is important to emphasize that the jam-

ming antenna selection at D leads to security improvement for the primary network, while
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decreasing the interference at PR. As an examglean be decreased by approximately

14 dB, using jamming antennas at D wity- = 10 compared withV; = 1 to achieve an

SOP 0f10~2. According to Fig.55, the SOP decreases from 0.025 to 0.0025 at 30 dB as
the number of jamming antennasy, increases from 1 to 10, when = 15 dB. Further-

more, the asymptotic curves are presented, and a perfect match with the exact analysis is
seen asy, — oo. Itis significant to remark that the asymptotic curves accurately predict

G, andg,. FigurebB illustrates the exact (simulation) and the lower bound (analysis) of
the primary PNSC versus, for the same parameters given in Fig5. Noteworthy, the

PNSC improves a®V; increases, showing the benefits of using jamming antennas at D.

Additionally, asw, increases and. decreases, the PNSC increases.

5.7 Conclusion

In this chapter, EH technology and dual-antenna selection are employed in the underlying
system to enhance the reliability and robustness of the CR network and improve the security
level of the primary network concurrently. To this end, multiple antenNgsand N

are employed at D to enhance the CR network’s reliability and robustness and confuse
the eavesdropper by generating jamming signals, respectively. New analytical expressions
are derived for the CR outage probability, primary SOP, and primary PNSC. In addition,
asymptotic analysis is provided to get insight into the parameters of the proposed system

model. The accuracy of these expressions is verified through the Monte-Carlo simulation.
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Chapter 6

Reconfigurable Intelligent Surfaces

Aided PLS Enhancement

6.1 Introduction

Reconfigurable Intelligent Surface (RIS) has recently developed as a promising new tech-
nology to achieve intelligent and reconfigurable wireless channels propagation environment
for 6G wireless communication systenfl§, [[(], [B]. Specifically, RIS is a planar surface
containing a large number of passive reflecting units, each reflecting the incident wireless
signal with an adjustable phase shi},[[B]. On the other development, originally inves-
tigated by Wyner ], PLS has been developed as an appealing technique for enhancing
cellular network security against eavesdropping attacks. Towards this end, PLS uses the
natural properties and characteristics of wireless communication channels and noise to se-
cure the data transmission by limiting the amount of data that can be leaked at the bit level
by eavesdroppers. Thanks to their unique properties, which allows them the ability to con-
trol the transmission environment, RIS can be used for interference suppression and signal

enhancement without the use of active transmitters. In this respect, RIS technology was

148



recently investigated to improve the PLS of wireless communication sy&gn8], [9].
For channel estimation in RIS technology, efficient strategies were propo<Ha],ifil[].

D2D communication is of great interest as a pioneering technology in future cellular
communications to overcome the spectrum scarcity problem. In scenarios where direct
links are unfavorable for the D2D nodes, the relay-aided transmission plays an essential
role in enhancing D2D communication’s performance. For the relay-aided underlay D2D
communication, the PLS was recently studiedlifj | [3]. It was shown that multi-antenna
relays can be used to enhance the reliability of the D2D transmission and the PLS of the
cellular network concurrently. However, as lately demonstratefiidh {nproving the data
rate and reducing the implementation complexity can be achieved by utilizing RIS, which
outperform the relay-aided communications. To the best of our knowledge, no work has
been reported in the literature investigating the use of RIS to enhance the PLS of the cellular
network and improve the D2D transmission link concurrently. The main contributions of

this chapter are listed as follows:

e The RIS is used to enhance the robustness and reliability of D2D communication,
while simultaneously improving the PLS of the cellular network by generating jam-

ming signals towards the eavesdropper.

e As compensation for spectrum sharing, the RIS serves as a friendly jammer to en-
sure a high-security level for the cellular network, thus enabling a win-win situation
between the two networks, i.e., security provisioning for the cellular user and high

reliability and robustness for the D2D users.

e The outage probability of D2D communication is investigated, and an analytical ex-
pression is obtained. Moreover, the cellular network’s secrecy performance is ana-

lyzed, and closed-form expressions of the SOP and the PNSC are also derived.

e Asymptotic analysis is provided to get more insights into the impact of the significant
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Fig. 6.1: The System Model.

parameters of the proposed system on the performance of the SOP.

e The accuracy of our analyses is verified through intensive Monte-Carlo simulations.

6.2 System Model

In this chapter, we consider a D2D communication, including a single-antenna D2D trans-
mitter, 7', and a single-antenna D2D receiver, as illustrated in Figb=3. The D2D com-
munication is underlying a cellular network consisting of a BS, equippedMithntennas,
communicating with a single-antenna cellular ugerjn the presence of a single-antenna
eavesdroppely. The direct path betweéhi and D is not available due to severe shadow-

ing caused by obstacles. Thus, the direct communication links between D2D users suffer
high signal attenuatiorilh], [I8]. An RIS is deployed on a surrounding building’s facade

to assist the D2D transmitter in overcoming the disadvantageous propagation conditions by
giving high-quality virtual link from7" to D, while serving as a jammer tB, resulting in

an enhanced secrecy rate for the cellular user. The RIS is mallerefiecting elements.
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All communication channels are assumed to be independent, identical, slowly varying, flat,
and their envelope follows Rayleigh distributions with a scale parameter equal to 1. Further-
more, we assume that the CSI of all channels, including E’s channel, is perfectly available
at the RIS for transmitting/reflecting data and jamming sigriglq 4], [I3].

The channel coefficients for tl¢ — RIS, RIS— D, RIS— E, BS— C, BS— D,
and BS— F links are denoted ds" , hy, h., hy., hsg, and hy., respectively. In addition,
the Euclidean distances betweén— RIS, RIS — D, RIS— F, BS — C, BS — D,
and BS— F links are denoted a$,, d,q, d,., dy., dpq, and dy., respectively. The signals
reflected by the RIS two or more times are neglected due to severe path loss. Thus, the

received signal at D can be expressed as

dii\ 3
+v B (ﬂ) hea Ty + ng, (6.1)

do

dtr drd 7g al
Yyp =V Fy 72 E hi; gi ha, T4
i=1

whered, is a reference distanc®; is the D2D transmission powek, is the BS transmis-
sion power,x; andx, are the D2D and BS transmitted signals, respectively,gnd the
AWGN at D. The variabley; denotes theé'" reflecting meta-surfaces response of the RIS,
andn denotes the path loss exponent. In addition, g;, andh,, are complex Gaussian
random variables with a zero mean and unit variance, wiete|g;| exp(jf;). Moreover,
the phases of the channéls andh,, are assumed to be completely available at théRIS
Hence, the RIS element select the optimal phase shiflllag [= —(¢; + ¢;), whereg;
andyp; are respectively the phaseslof andh,,. Furthermore, we assume that the reflected

gain of thei*" metasurface is equal to 1. The received signal aan be expressed as

_n
2

dpe
yo =V b (—b) Roe Ty + N, (6.2)

do

The bold font is used to indicate vectors.
2Since this is an ideal situation, the results obtained represent an upper bound on the performance gain
that can be achieved by the RIS.
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wheren, is the AWGN atC'. In this respect, we assume that the received signalssnot
affected by the interference frofisince it is located far away frof?, and transmits with

low power. Now, the received signal Atis given by

n
2

= (e e AN
Yg = Pb <d—b> hbe xb—i_ Pd ( td? ) [Z hti 9; hei Tq +neu
o o i=1

(6.3)

whereh,, is the channel coefficient between tieelement of the RIS anéf, andn, is the

AWGN at .

6.3 Performance Analysis

6.3.1 D2D Outage Probability

For the D2D communication, the outage probabiliy,, is defined by

Pout =Pr(vp < ) = F, (), (6.4)

wherep = 2%+ — 1, R, is the data rate of D2D transmission, anslis the instantaneous

end-to-end SINR for the D2D linkyp, which is given by

ha,

P, (%) - (Zi\;l |, > Ttd (6.5)

- = )
b (%) T

YD =

ha,

=1 2 =1
— (did, N - (d 2 . _p
wherevis = Y ( ¥ d) (Zizl s ) s Yod = Vod <dLj> |Pwal™s Yea = o and
bd
do

~  _ B i — ~ dirdpg ) — ~ dpa )"
Y = —5. Letus definev; = 49 (5 andw, = g (%¢) . The CDF ofyp can
d o
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be obtained usindIH
F’YD (7) = /O‘OO F’Ytd(ﬁ)/ (C + 1)) f'de(C) dg, (6.6)

whereF,,, (.) is given by [[4]

F’Ytd (7)

— T(etmyz) (6.7)
. .

FE+1

where¢ = % —1,pu= (162_—7;2) I'(.) is the gamma functior2D, eq. (8.310.1)], and
T (a,x) = [, t°'exp(—t) dt is the lower incomplete gamma function defined B9, [eq.
(8.350.1)]. On the other hand,,,(.) is given by f,, . (v) = w%exp(—w%). By plugging

(67 andf,,,(.) into (6-8), using series expansion i), eq. (8.354.1)], then with the help
of [20, eq. (3.382.4)]F.,, () can be obtained as

n 5 E+n+l N
1 B o)

Yo E+Dw = (€+n+1) w;(%) (6.8)
« T (f +n+3 i)

7
2 (%))

wherel'(.,.) is the upper incomplete gamma( eq. (8.350.2)]. By plugginga8) into
(62, P,.; can be obtained.

6.3.2 Secrecy Outage Probability

The SOP can be expressed &% [

SOP=Pr(Cs < R,), (6.9)
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where(Cy is the secrecy capacity, that is given 4]

Ce — Cg, > Vg,
Co = c E, "¢ > VE (6.10)

07 Yo S TE,

whereCs andCg denote the cellular and eavesdropper capacities, respectively,ardi

~g are the SINR af’ and F, respectively. In this regard|. is given by

Ce =1log, (1+¢). (6.11)

wherey¢ is given by

By (Cff>_n\hbc!2
Yo = o2 = Vbe (612)

h _ = dpc - 2 ~ _ B ; _ = dpe 1 it
wherey,. = Y (3 |hee|” @Nd7y, = o3 Let us definev; = . 0 . In addition,

C'r can be obtained by

Cg =log, (1+7g), (6.13)
whereyg is given by
-n
Py <C£Zb:> |hbe|2
YE = , 2N N 2
o+ Py (“ﬂd—ge> (Zi:1 | P, | |h€i|> (6.14)
_ Voe

L4’

€

-n
wherev, = 7. (%) (Zf\il e,

o

2 =1
) y Yoe = vbe (ddb:> |hbe|21 ’7be - %) and

Pd 1 ~ dbe - ~ dtr d're -
Ve = 5. Let us definevy = e 3 , andws = 7, )

To maximize the cellular capacity, the best transmit antenna at the BS is chosen based
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- g kT g )4 . 6.1

1,..Ng " 7 Tp=1,..

The SOP is formulated as

SOP— [ Fo(5y +0) £,() (6.16)

whereg = 2%+, o = 3 — 1, andF,.(.) is given by

F,.(v) = Ng Niil w (1 —exp (—M)> . (6.17)

The PDF ofyg can be derived using

Fe) = [ @D F @t 1) £ @) (6.18)
wheref., (.) is given by
Jre (V) = ES exp (—l) , (6.19)
W4 W4q
andf, (.) is given by [[4]
€+1 .
fre(v) = 2 7T exp (—u %5) : (6.20)

2T (£ +1) wy?

By substituting 6T9 and 620) in (6218, and utilizing 3, eq. (07.34.03.0606.01)] and
[2, eq. (07.34.03.0228.01)], the®(, eq. (7.811.1)]f,,(v) can be obtained as

1G1,2 v #a%ﬁ +iGm v #7%5
v\ wy O3 1 wy 2\ wy OF 0 ’

(6.21)

A
fre(7) :W

4
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where

—(&+1)
Ao HEPY L 9, = (2\*/‘@>,andG;f(}” <x ZZ) represents the Meij&-function
2VAT(E+ ) wy

[20, eq. (9.301)]. Now, the SOP can be derived by pluggadd) and 6227) into (6-16),
and utilizing 74, eq. (07.34.03.0228.01)], the®, eq. (7.811.1)], as

Np—1 k (Np—1
NS M[ _(A G@)
SOP=Nj ;; D 1 o2 &P 5
~1
)

72

X [Qz Wy G?f;lg (Q% Qo wy

whereQ, = <wi4 + —(’““)5).

w3

6.3.3 Asymptotic Secrecy Outage Analysis

To acquire more insights on the system design, the asymptotic SOP;, 3©&xamined.

SOP* can be written as
SOP® = (G7,) % + O(7,; %), (6.23)

whereG,; and g, are the secrecy diversity order and the secrecy array gain, respectively.
Mathematically speaking, to derive the SORhe asymptotic CDH>(.), is derived and
then plugging into&1®), and using®0, eq. (7.813.1)]. After performing some algebraic

manipulations, it turns out th&; = Nz andg, is given by

Np k
VI EC
1

k=0

—&+1 =€ Np
L=k =2 | 7
1

ga:
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6.3.4 Probability of Non-zero Secrecy Capacity

The non-zero secrecy capacity is obtained when> vz. The PNSC is given by

PNSC= Pr (1 Rl (o
1+

> 1) =1- /OOO Ee (V) frp () dy- (6.24)

By plugging 6I0) and E270) into (6224), and following the same procedure as in the
derivation of B222), the PNSC can be derived as

A
1— | —
(o

+GY (Qf Q3 wy

PNSC=1— Ng il(_(f#l);l)

Qs wy G?:;l; (Q% Q3 wy

0

(6.25)

6.4 Active Reconfigurable Intelligent Surfaces-Aided Wire-
less Communication

Despite its many advantages, the practical implementation of RIS-aided wireless communi-
cations may face a couple of challenges. One of them is the double-fading problem. More
specifically, the signal that goes through the RIS module experiences a double fading atten-
uation due to the product of path losses on both links, i.e., source-RIS and RIS-destination
links. Moreover, the RIS module might generate some noise. The combination of all these
may result in a significant decrease of the achievable gain expected from the RIS module
[25]. The double fading problem has been traditionally tackled by increasing the number

of passive RIS element&#|, [24]. However, this approach results in an increase of the
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physical size of the RIS module, which might not be practical in some scenarios. The use
of active elements in the RIS was recently propose@#j [29] to overcome this problem.

In this section we investigate the secrecy performance of an RIS-aided wireless commu-
nication system, where the RIS module is made of active elements. Moreover, a practical

design for the active RIS is proposed.

6.4.1 System Model

As shown in Figg2, we consider a wireless network which consists of a single-antenna
transmitter, S, and a single-antenna receiver, D, which are communicating in the presence
of a single-antenna eavesdropper, E. Itis worth mentioning that the direct links from Sto D,
and E are considered. An RIS with active elements is deployed to assist S and enhance the
propagation conditions by providing a high-quality virtual link from S to D, while improv-
ing the secrecy performance simultaneously. The RIS consists mflecting elements.
In the proposed system model, each element in the RIS module is equipped with a power
amplifier to strengthen the reflected signal. In such a scenario, the significant path loss of
the RIS-aided link can be compensated, thus overcoming the double fading. In this work,
the CSI of S is perfectly obtained at the RIS to maximize the received SNR at D. However,
the E is considered as passive, and thus its CSl is not available at both the transmitter and
the RIS.

All the channels are assumed to undergo Rayleigh fading. The channel coefficients
forthe S— D, S — RIS, RIS — D, S — E, and RIS — E links are denoted as
hsa, hsE, hp, he, and hg, respectively. The Euclidean distances for the above links are

denoted ad,,, d,,, d,q, ds., andd,., respectively. At D, the received signal can be expressed

3 The bold font is used to indicate vectors.
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Fig. 6.2: System Model.

as

+pn+na (6.26)

wherep is the amplification gain of each RIS elemefj s a reference distancedenotes
the path loss exponen®; is the transmission powet, is the transmitted signah,, andh,,
are complex Gaussian RVs with a zero mean and unit varianc&; Ne(0, 1), andn,., and
ng are the AWGN at the RIS and D, which are distributed’A§ (0, 02,) andCA (0, 02),
respectively. In additiony; is the adjustable phase applied to t#eRIS reflecting element.

At the E, the received signal can be expressed as

n
der d dee \ 2
( sr re) Z hsl p hel e]d’z (d_> hse

whereh,, is the channel coefficient between the RIS element and the E, and is the

Yg = \/sts

+pny+ne,  (6.27)

AWGN at the E.
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6.4.2 Performance Analysis

In this section, the outage probabilit),;, and the SOP are investigated.

6.4.3 Outage Probability

The outage probability,,,, is defined byP,,, = Pr(yp <v,) = F,,(¥,), whereyp is
the instantaneous SNR at D afig= 2+ — 1, R, being the data transmission rate. In this

regards;yp can be expressed as

-1 N u 2
(dwdrd) Zh p ha, AL (Cil ) hsa

= | Z h, ha, €% + Qy hsp

=1

YD = 2
Ord

(6.28)

Y

n
2

_n
,and€)y, = v Yd (i;:) 2, Ya = UPQS .

rd

whereo?, = o2 + p%02, Q1 = VAap (dsrdrp),

According to the central limit theoremy, = S, |A,,

Gaussian RV with a mean valye= % and variancer> = N (1 — ) [f]. Moreover,
X2 = |hsq| is @ Rayleigh-distributed RV with a parametes. Thus,v, can be expressed

2
asyp = (Q1X1 + (2 X2> , leading to the CDF given bye]

= (5 ()

(V147 — V2p) Gy = G
) 2<1 ( 27 ) erf( GG ) (6.29)
B — (917 — ap)” erf<C3ﬁ+C5>
2C1 251 C1C2 ’
whered, = -, s :g—éyﬁz\/m,ﬁzm,ég—aﬂﬁg,g_)@—ﬂl,

(s = Apu, and erf-) is the error function0, eq. (8.250.1)].
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6.4.4 Secrecy Outage Probability

The SOP can be defined as the probability that the achievable secrecy rate is less than
a predefined target secrecy rafe,, for the cellular transmission system. Based on the
definition, the SOP is given by SOP Pr(Cs < R,) , whereR, is the secrecy rate, arity

is the secrecy capacity, which is given 8y = [C, — Cg, 0], whereCp andCy; are the
cellular and eavesdropper capacities, respectively[ad™ = max(z, 0). In this regard,

Cp andCy, are given byCp = log, (1 + vp), andCg = log, (1 + vg), whereyp andyg

are the SNR at D and E, respectively, is defined in E228), and~g is given by

n

2

P, | [(dd d 2

o sr Ure 031
7E—J—T26 ( ) Zhs phe, € (d—o> Rge
(6.30)
=& Zh he, €]¢1+52h5p ,
=1

serert, = a2 + o2, & = yiip (1) . = B ants = v () e

can be approximated using an exponential random variable with parakaetelN £2+&3.

Hence, the PDF ofx can be expressed as
1 gl
fre () =1—exp (-1 ) (6.31)
Generally, the SOP can be formulated &g [

SOP= [ F,,(37+ ) f15() (6.32)

where3 = 2%, anda = [ — 1. However, using the expression iBZ9 to evaluate

the SOP is not mathematically tractable. Thus, the following alternative expression for the
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error function E1]

1= Uexp(—A;22) >0
erf(x) ~ 2eies Wiexp ) (6.33)

-1+ Z?:l U, exp (—A;2%) o <0,

whereV = [1/8,1/4,1/4,1/4] andA = [1,2,20/3,20/17], can be utilized. By plugging
(629 and E-31) into (6-32) with the help of E233) and P20, eq. (2.33.1)], the SOP can be

derived as

SOP=7, — T, — Ts, (6.34)

whereZ,, Z,, andZ; can be derived as

4 W, exp (L — a3>
o (555) (o (res) > (= (75) =)
Lo (AEB P\ mags) T2\ &\ ooz ! +; NI
2
{(ag — 2a1by) exp (%) NG erfc( 1 ) — 2y/a1 + exp (—A1Ay) ((az — 2a1by)

2 /m
VT exp <4A—Ci> <erf (2‘/\2_) — erf (Q\CL/Q@_)) —2y/ay (exp (—A1A;) — 1))] :
(6.35)

Whereb1: (lj}&) bgz\/—%, Alz\/abl—bz, alzﬁﬁb%—i—Ai, GQZ%, A1:
Aiay +az, Ay =2A1a; + as.
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=2

[ 1 (2\/_+ exp (—A2 =) (2\/E(exp (—A2Z3) — 1) + (c2 — 2¢1ds5) exp (Z_szl)

o) -o1(2)) - (20 () o () roe(522))

+Z4: 2 (—2\/a+eXp( 2~4)( 2v/eq (exp (= 2“4)_1)+(C2_2C4 (%))

3
Cy

=

=

ﬁ(e
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oo (F) o) o) - ()

et g)))

192 2 22 2 —
wherec; = 21CC22+,\215%2 Cy = szi (791 (V1G5 — Vapula) + Clc;) S —ngfl,\lEﬁ exp (Agﬂ - C3> ,
9 -
C3 = >\E5C2 + 2<2 ( s - /’L) ;= t Ay Ay = \/a (Cféé) - Cf227 =2 =

./4201 + Co, .:3 = 2./4201 + Co, .:4 = AQC4 + Co, E5 = 2./4264 + Co.

oo ) )
+Z

)

2
exp (— A3 @4) (‘2\/774 + exp (%) (vg +2 (%) Vy)

(6.37)

192 2 22 a
wherev; = %%—% Uy = <f_§§ (191 (01¢5 + Youls) + <1<5> ¢ = ngA —3 €XP <m - U3> ;
2
9
vz = /\E/BCQ + 221 (é—gs-l-ﬂzﬂ , v =0+ A, Ay = Va <<f%> +4f%7 ¢y =
.A?,Ul + Vg, (I)g = 2A3’U1 + (%] (I)4 = A3U4 + Vo, (I)g, = 2.A3U4 -+ vs.

Finally, the SOP can be obtained by pluggibg3®), (6-36), and B-37) into (6-34).
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Fig. 6.3: The D2D outage probability, wheRs, = 1 b/s/Hz .

6.5 Results and Discussions

6.5.1 Passive RIS

In this section, we present the numerical results of the D2D outage probability, the SOP

of the cellular network, and the PNSC to validate the analytical analysis. In this respect,

the cellular network’s secrecy performance is analyzed, and the influence of the RIS is
examined. The main parameters utilized to obtain the numerical and simulation results are
setasv,; =20 dB,w; =0dB, Ng =4, R, =1 b/s/Hz,R, = 1 b/s/Hz, and? = 1, where

v e {d,ce}.

FigureB3 plots the analytical and simulation results of the outage probability of the
RIS-assisted D20CP,,;, versusw;, for different values ofV at the RIS. For comparison
purposes, the outage probability of a single AF-relaying D2D communication is presented.
As shown,P,,,; of the D2D link decreases dramatically whenincreases. Interestingly, as
the number of elements at the RIS, increasesk,,; improves significantly. Consequently,
the reliability of D2D communication increases. As a result, it can be inferred that for a

given D2D outage probability requirement, the RIS’s energy efficiency can be enhanced by
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Fig. 6.4: The SOP of cellular network, wherg = 20 dB,ws =0dB, Ng =4, andR, =1
b/s/Hz.

increasing/N. To illustrate,w; can be decreased by approximately 15 dB, using an RIS
with N = 10 compared withV = 4 to achieve the D2D outage probability of—*. It is
worth mentioning that RIS-assisted system outperforms the AF-relaying system. To show
the performance loss caused by discrete phase shifts, we provide simulation results with
the phase error of each reflector uniformly distributee[ g, 7 1 [B2]. Furthermore, the
simulation and numerical results agree perfectly, confirming the accuracy of our results.
The SOP is shown in Fige-4 versusws for different values ofV. Notably, the SOP
decreases a¥ increases, demonstrating the influence of the jamming signals from RIS
on E. Therefore, the security of the data transmission is enhanced. Moreover, the SOP
decreases as; increases. To illustrate;; can be decreased by approximately 10 dB, using
an RIS withN = 10 compared withV = 4 to achieve an SOP af)—*. As a benchmark, the
SOP of the AF-relaying D2D communicatio&]] is provided. As revealed in our analysis

and simulation, improved secrecy performance can be achieved using RIS compared to the

relay-aided scenario. This is due to the fact that the eavesdropping signal is degraded at
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Fig. 6.5: The PNSC of cellular network, wherg = 20 dB,ws = 0 dB, andR, = 1 b/s/Hz.

due to the jamming signals produced by RIS, which in turn results in more secure cellular

transmission. To illustratey; can be decreased by approximately 15 dB, using an RIS with

N =10 compared with relay-aided scenario to achieve an SQPdf With this in mind,

the asymptotic results are also presented, and an excellent match with the exact ones can be

observed as; — oo. This also confirms the accuracy of the expressiong,&ndg,.
FigurebSillustrates the cellular PNSC versusg, where the analytical result is provided

by (625). Interestingly, the PNSC improves asincreases, showing the benefits of RIS.

Additionally, asws increases, the PNSC increases, implying an improvement in the security

level of the cellular network. It is worth mentioning that the non-zero secrecy capacity

exists even when the eavesdropper’s channel has a higher average SNR as compared to

main channel i.e;r > 7¢. Simulation results are shown to conform with the analytical

results, validating the analysis.
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Fig. 6.6: The outage probability,.;, vs. P;, for different amplification gain valueg,
whereN = 30.

6.5.2 Active RIS

In this subsection, numerical results validated by Monte-Carlo simulations are presented.
Specifically, the proposed active RIS-aided communication performance is evaluated in
terms of the outage probability and SOP. Unless otherwise stated, the numerical and simu-
lation results are obtained considering the following parametgrs:0.0001,5 = 1.0007,

n = 3.5, 03 =0dBm,cs? = 0 dBm, ands? = —80 dBm. Considering a two-dimensional
Cartesian coordinate for the simulation setup of the active RIS-aided system, we assume
that S is located at the origin (0, 0), the RIS at (40m, 10m), E at (50m, 10m), and D at
(100m, Om).

In Fig. B8, the amplification impact on the received SNR at D is investigated. In this
regard, the analytical and simulation results of the outage probability of the active RIS-
aided communication?,,;, versusp;, for different values op at the RIS, wheréV = 30,
is shown. It can be observed th8f,; improves ag increases. That is, the transmission

reliability increases. As an illustratio®, can be reduced by about 18 dBm, employing an
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Fig. 6.7: The outage probability,..;, vs. P;, for different amplification gain valueg,and
N.

active RIS withp = 15 dB compared with passive RI8%£ 0 dB) to achieve®,,, = 1072. To
evaluate the influence of the active RIS on the reliability in the RIS-aided communication
compared to a passive RIS, Fi§1 presentsP,,;, versusP;, for different values ofV at
the RIS. It can be seen that passive RIS requires morethar600 to achieve the same
performance of active RIS with only = 30 andp = 15 dB. Clearly using active RIS results
in a significant decrease in the number of elements required to achieve a given performance.
This reduction in the number of elements implies a decrease in the size of the RIS and the
cost. A cost-effective design of the active RIS is proposed in the next section. The obtained
results reveal that the double fading impact is overcome due to using active RIS compared
to the passive RIS. Furthermore, simulation and numerical results agree well, confirming
the accuracy of our analysis.

The SOP versu®; is shown in Fig.638 for different values op, where N = 30, and
~. = 10 dB. It is evident that the SOP decreasep agreases, demonstrating the influence

of the amplification at the active RIS, leading to the secrecy performance enhancement. In
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Fig. 6.8: The secrecy outage probability, SOP, ¥, for different amplification gaingp,
whereN = 30, andy, = 10 dB.

Fig. B39, the SOP is plotted versus the location of D, distah{m), for the active aided
communication. It can be observed that the SOP is significantly improved by using ac-
tive RIS. It is also noteworthy that active RIS can potentially overcome the double fading
problem by producing higher amplification gain and guaranteeing secure transmission. Fur-
thermore, the SOP initially decreases to the lowest valués=a40 m and then increases to

1. This can be explained by the fact thatzat 40 m, minimum distance between S and D,

the fading on the RIS-D link is minimized. As a result, the SOP is lower.

Although active RIS consumes additional power to amplify the reflected signals, the sig-
nificant decrease in the number of required elements considerably reduces the circuit power
consumption. Thus, the benefit provided by active RIS over its passive counterpart can be
achieved with the same power budget. It is also important to note that active RIS exploits
the electromagnetic scattering principles to amplify the signals in the air without reception,
and thus do not need complex and power-hungry radio-frequency chain components as in

relays.
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Fig. 6.9: The secrecy outage probability, SOP,M8n), for different amplification gairy,
whereN = 30, P, = 40 dBm, andy, = 10 dB.
6.6 Design of an Active RIS for Smart Radio Environments

In the past, several designs have been proposed for reflect-arrays, which are the ancestors
of RIS. For example, a 6" square offset beam reflect-array operating at 28 GHz with a 28.4
dB and 31.3 dB gains for square and parabolic modules, respectB&ly\[Ve also have
liquid crystal, graphene, terahertz arrays, and arrays of lenses for optical frequ&8ties [
To obtain an intelligent radio environment, with these modules, their design must involve
reconfigurable parameters. This improvement led to the design of reconfigurable reflect-
arrays, liquid-crystal-based reconfigurable, and metal-only reflect-affBlysah electron-
ically reconfigurable dual-frequency reflect-array with 1600 elements for X/Ku-t&afd [
to mention only a few. An overhead-aware RIS design has recently been proposed for an
intelligent radio environmenf3g]. Here we propose an active RIS for smart radio environ-
ment, which has reflection and amplification capabilities.

FigureE_Thdepicts the structure of the proposed multi-layer active RIS module. It com-

bines two feeds, two delay-lines, and a variable-gain amplifier. The RF-in feed detects the
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Fig. 6.10: Active RIS for an intelligent radio environment.

incoming signal, while the RF-out feed radiates the reflected and amplified signal towards
the receiver. The two feeds are connected through an RF-amplifier. The ground layer rep-
resents the RIS module’s connection to the ground and maybe slotted to reduce the amount
of material used. The top layer represents the top cover of the module, and the middle
layer represents the patch/RIS layer, which contains the feeds, the amplifier, and the two
microstrip lines.

The incident wave couples into the input feed (RF-in feed), travels through the first
variable length microstrip line, and undergoes the variable-gain amplification. The resulting
signal goes through the second microstrip line before reaching the output feed (RF-out feed)
for radiation towards the receiver. The most prominent way to design variable microstrip
lines is by creating an insulated wire microstrip transmission line with a defined impedance.
In our case, the line is to be printed in the form of a printed circuit board (PCB) trace of
appropriate geometry. Two PCB traces are placed symmetrically to a specific axis to obtain
the two microstrip lines, which are connected to the variable-gain amplifier. The amplifier
in the RIS module, which includes an electronically tunable phase shifter, can be designed
using ERA-1 B9], which requires about 3.4 V and 4 mA to introduce an angle retardation,
¢, and a magnification coefficient, A Class-E wideband monolithic amplifier with a high

dynamic frequency range can be used. In practice, it can be enclosed in a package using
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transistors in the Darlington configuration, and their fabrication may use the InGaP doping

technology.

6.7 Conclusion

In this chapter, RIS technology is investigated to enhance the reliability and robustness of
D2D communication and improve the security level of the cellular network concurrently.
New analytical expressions are derived for the cellular SOP and PNSC, and the D2D outage
probability. Moreover, an active RIS-aided communication system is investigated in terms
of robustness, reliability, and PLS. The performance of the system is evaluated . As re-
vealed by our analysis and simulation, active RIS can overcome the double fading problem
introduced by the cascaded channel due to the S-RIS and RIS-D links. Finally, a practical
and cost-effective design of active RIS elements is proposed. Furthermore, the accuracy of

these expressions are verified through Monte-Carlo simulations.
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Chapter 7

Reconfigurable Intelligent
Surfaces-Aided Secure Underlay CR

Networks

7.1 Abstract

In this chapter, we investigate a RIS-aided wireless communication system in an underlay
cognitive radio network. An RIS is utilized to adjust its reflecting elements to enhance
the secondary network data transmission while improving the primary network’s secrecy
performance concurrently. Specifically, analytical results for the outage probability for the
secondary network, the secrecy outage probability, and the probability of non-zero secrecy
capacity for the primary network are derived in closed-form. Simulation and analytical
results are presented to verify the derived expressions’ correctness and the effectiveness of

the proposed scenario. Furthermore, asymptotic analysis is carried out.
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7.2 Introduction

Mobile wireless communication has experienced rapid development in data traffic due to the
dramatic growth of smart devices. According to Cisco, the average number of mobiles per
capita will be 3.6 by 20231]], leading to an enormous demand for radio spectrum resources,
including bandwidth and energy. Consequently, spectral efficiency and energy efficiency
are becoming two crucial principles for designing future wireless netw@jk<Jognitive

radio (CR) has been proposed i} &s an efficient technique to improve spectral efficiency.

In CR networks, the spectrum can be shared by two different networks, the primary network
(PN) and the secondary network (SN), provided that the produced interference from the SN
to the PN is controlled by interference constraint. @ fthe RIS technology has been
employed to aid data transmission in CR networks. The autho iprpposed an RIS-
assisted CR system to enhance the secondary’s achievable rate by taking the interference
effect on the primary users into account.

In this chapter, we propose a secure RIS-aided underlay cognitive network. To the
best of our knowledge, no work has been reported in the literature investigating the use of
RIS to enhance the PLS of the PN and improve the SN transmission link simultaneously.
Furthermore, by taking into account the interference produced by the SN and the RIS on
the PN, the impact of the RIS on the PN security is evaluated. The main contributions of

this chapter are listed as follows:

e The RIS is introduced to enhance the robustness and reliability of the SN communi-

cation, while simultaneously improving the PLS of the PN.

e To compensate for the spectrum sharing, the RIS technology is utilized as a friendly
jammer to ensure a high-secrecy performance for the PN, consequently enabling a
win-win situation between the two networks, i.e., security provisioning of the PN

and high reliability and robustness for the SN.
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Eavesdropper Link —Z—— Interference Link — = = = Data Link =—

Fig. 7.1: System Model.

e The SN outage probability is investigated, and a novel analytical expression is de-
rived. Moreover, the PN secrecy performance is examined, and closed-form expres-

sions for the SOP and PNSC are also derived.

e Asymptotic analysis is carried out for the SOP to get more insights into the effects of

the proposed system’s parameters.

e The accuracy of our analyses is verified through extensive Monte-Carlo simulations.

7.3 System Model

As shown in Fig[Z1, we consider an underlay cognitive network where the SN shares the
licensed spectrum of the PN. The SN consists of a single-antenna secondary transmitter,
S, and a single-antenna secondary receiver, D. The PN consists of a primary transmitter,
PT, and a primary receiver, PR, each equipped with a single antenna. PT and PR are com-
municating in the presence of a single-antenna eavesdropper, E. It is worth mentioning
that the direct links from S to D, PR, and E are considered. An RIS is deployed on a sur-

rounding building’s facade to assist S in improving the propagation conditions by providing
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high-quality virtual link from S to D, while serving as a jammer towards E, resulting in an
enhanced secrecy rate for the PN. The RIS is madé ddflecting elements. It is assumed
that the CSI of S is perfectly known at the RIS to maximize the received SNR at D. How-
ever, E is considered as passive, and thus its CSl is not available at both the RIS and the
PT.

All the channels are assumed to undergo Rayleigh fading. The channel coefficients for
the S— RIS, RIS— D, S— D, PT— PR PT— E, RIS— E, RIS— PR S— E, and
S — PR links are denoted &s", hp, h., hyp, hpe, De, p, hye, and by, respectively. The
signals reflected by the RIS two or more times are neglected due to severe path loss. Thus,
the received signal at D can be expressed as

Yp = \/sts

+ Ng, (71)

N
> hsiha, €% 4 b
i=1

where P is the SN transmission power, is the SN transmitted signal, ang, is the
AWGN at D. In addition»;, andh,, are complex Gaussian RVs with a zero mean and unit
variance, and; is the adjustable phase applied by tHereflecting element of the RIS.
Moreover, we assume that the PT is far away from the RIS and D and, therefore, it does
not impose any real interference. Consequently, the interference at the RIS and D from PT
is negligible; this is a well-known assumption that is widely used in the literature @,g. [

[[@]). Furthermore, the phases of the chanmg|sandh,;, are assumed to be perfectly known

at the RIS. Hence, the optimal phase shift at the RIS is selected to maximize the SNR at D
[8], [Q]. Besides, we assume that the reflected gain ofthmetasurface is equal to B][

[d0]. The received signal at the PR can be expressed as

N
> by, €+ gy |+ my, (7.2)

i=1

yp:\/Pphppxp—i— PS Tg

1 The bold font is used to indicate vectors.
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where P, is the PN transmission powet,, is the PN transmitted signal, ang, is the

AWGN at the PR. The received signal at the E is given by

YE :\/thpe Tp + \/sts

+ N, (7.3)

N
D s he, &%+ he
i=1

whereh,, is the channel coefficient between tffeelement of the RIS and the E, andis

the AWGN at the E.

7.4 Performance Analysis

In this section, the SN outage probabilify,.;, the PN SOP, the asymptotic SOP, and the
PN’s PNSC are investigated.

7.4.1 CR Outage Probability

For the SN, the outage probabilit,,,, is defined by
Pout = Pr(yp <) = F,, (), (7.4)

whered, = 2%¢ — 1, R, is the data rate of the SN transmission, apds the instantaneous

SNR for the CR link which is given by

2
P

YD = —
04

N
D o ha, & ha (7.5)

=1

In the underlay CR system, the transmitted power fron?.Smust be under a certain
level to limit the interference. With this in mind;, can be constrained a3 Yp < Q,
whereYp is the channel fading coefficient from the RIS and S, respectively@iglthe

interference temperature limit. To elaborate,consists of both the direct link from S and
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the reflected link from the RIS, whil@ represents the maximum tolerated interference
power at the PR. From the primary user perspective, sefiing Y—QP Is the worst case
scenario which still guarantees its reliable operatiGij.[From (Z2), Y» can be expressed
as

2

Yp = (7.6)

)

N
i=1

where>>Y k., h,, €% + h,, can be approximated as a complex Gaussian RV. Hérce,
can be approximated by an exponential RV with a parameter N + 1. Therefore, its

probability density function (PDF) can be expressed as

Fre () = 3= exp (—%P) 7.7)

Now, by replacing?, with {2 in (Z3), 7 can be obtained as

o Q ih -hd 6]‘231 + h dl = é (78)
YP 0_2 p— Si i S Yp’
2
whereYp = Q (ZiNzl |hs,| |ha,| + \hsd|> , = 3. According to the central limit the-
d

orem, x; = Zf\il |hs,| |ha,| can be approximated as a Gaussian RV with a mean value
= % and variance> = N (1 — lib,) [B]. Moreover,ys = |hy| IS @ Rayleigh-distributed

RV with a parameteh,. Thus, the PDFs of; andy are given by

for) = e (—(7——/~‘)2> (7.9)
xi\7) = oot p 952 , .
and
oy v?
fro (7) = 3, &P (——2 AD) , (7.10)
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respectively. Henc&;, can be expressed & = Q (y1 + X2)2 , leading to its cumulative

distribution function (CDF) given byI[Z]

12 (L) ()] (52

Vao? V207 26 202
Giy/7 — 45) Vo (A (cm+<5)
X erf( e 2 exp ( 2C12 erf —ClCQ ,

(7.11)

Where’ﬁl = Qil, Cl = v/ 0%+ AD, gg = v/ 20‘2/\D, C3 = 0'2191, C4 = A\pYy, §5 = Ap I, and
erf(.) is the error functionl3, eq. (8.250.1)]7,,;, which is defined inl{z4), can be further

mathematically written adl]

Py = /OO FYD (7 [L’) pr (fﬂ) dx. (712)
0

However, utilizing the expression i{[1) to evaluate, , (y) is not mathematically tractable.

Thus, the following alternative expression for the erf functib [

1S Wexp(—A;22) x>0
erf(z) ~ izt Vioxp ) (7.13)
—1+ 30 Uexp(—=A;2?) z <0,

whereWw = [1/8,1/4,1/4,1/4] andA = [1,2,20/3,20/17], can be utilized. By plugging
(1) into ([(ZZ12) with the help of I3 and [[3, eq. (2.33.1)],P,.; can be derived as

Pout = Il _IZ _1.37 (714)
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whereZ;, Z,, andZ; are shown as

B 4 U, exp (—%) - - . a_% S
Il—;%%\/m)@ {2\/671(@?(10(52 (a2 — arbz)) —2) + P(4al)\/_( 2 — 2a1bs)

a9 a9 a9 — 2a1b2 —b%
x(erfc(Q\/a_l)—erf(Q\/a_l)Jrerf( 2 a ))}—i—exp(b%)@)
1
2

(7.15)

(e () (oo(£)))
o () (e (25) ey ) vere () )+ 30 0
80) (2= ())) -2) v mwmon (i) (o3

(i) o)
(7.16)

)

CD

=2

ol (@l ()l
4 C1Go G162 4uq

o (-(&)') (v (2)

(7.17)
where
Y1/7 uw _ 1 ) 2b. - G1G3VAp (5
b1 V202’ b2 V252! ap = )\pb% +A27 ag = Ap 527 =1 = )\2})@% ) '—‘2 = C— 201 C1é2 )
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¢ 163 Si¢ _ G 2¢3¢s
‘—‘3 = C2 — 204 <Cli2> 1 = 2(42 + )\;@%77 Co = CICQE'Y 191 (191C57 - /’L<4ry> + )\1_P )

Ca 2C2 ApC2

2 202 2 -2

C3 = )\PCQ 25 + 242 (791€5 . N) , Cy=C —+ Ai7vl — M 4 €S
2

203G 9ic

oo gfzg ( ( 1C57+M§3\/_) 1 ) ’ Us = )\PCQ + 2C2 < lcsisﬁ +u> s Vg =

- 2V -
v+ A, Ei= %, = 2u; <<CZ > — vy, and =g = 2uy (%) — Uy,

Now, P,,; can be obtained by pluggin@{4) into (Z32).

7.4.2 Secrecy Outage Probability

The SOP can be defined as the probability that the achievable secrecy rate is less than a
predefined target secrecy rafe,, for the cellular transmission. Based on this, the SOP is

given by
SOP=Pr(Cs < R,), (7.18)
whereC's is the secrecy capacity, which is given by

Cp—Cg, > Vg,
Oy = P E, TP > E (7.19)

07 TP < VE,

whereCp andCg denote the PN and the E capacities, respectivelynanand~z are the

instantaneous SINR at the PR and the E, respectively. In this regard,given by

Cp = |ogg(1 n yp), (7.20)
wherevp is given by
Pp ‘hpp|2
= 7.21
P P Yp + 012) ( )
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Now, by replacing?; in (ZZ1) with 2 yields

Pp |hpp|2 2
— /A 7.22
TP Q + 0_121 w | pp‘ ) ( )
wherew = J’jH, andy, = %. In addition,C'z can be obtained by
712) P
Cp = |ogQ(1 + 7E), (7.23)
wherevg is given by
P, |hpel®
SR el
Po |2 imy s e, €09 + hge| + 02 (7.24)
pr— ’ype
Y+ 1

. 2
wWhereYs = Juo SO0 b, ey €% + hoe| L Fse = 55, vpe = Fe [hpel”, @and5. = . The

term Yy can be approximated by an exponential RV with a parameter N 7. + se.

Hence, the PDF ofz can be expressed as

fye (V) = é exp (—%) (7.25)
The PDF ofyg can be derived using
Foul) = /0 @+ 1) o (v (@ +1)) fip (2) da, (7.26)
wheref, . (.) is given by
e () = == exp (—_l). (7.27)
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By substituting 27) and (25 in (28), f,,, () can be obtained as

e [ (Ye(I + Ag) + Ap7)
fre(y) =e p( %) G ? (7.28)

Now, the SOP can be formulated as

S0P [ .87+ ) £,() (7.29)

where = 2%+, o = 3 — 1, andF,, (.) is given by

F,(7) = (1 _exp (-%)) . (7.30)

By plugging ({Z=30) and ZZ8) in (Z29), and using partial fraction expansion, thés,[eq.
(3.382.4)], the SOP can be derived as

sop_ =P (=) [AEW (e (2) =1) + exp (% (87 + w))

Apw AW

Ye (87 +w>>} .

)\Ew

(7.31)
(BAE+w(@—1)T (0,

7.4.3 Asymptotic Secrecy Outage Analysis

To acquire more insights on the system design, the asymptotic SOP;,S®Bxamined

when~, — oo. In this scenario, we consider thgf >> 7,. SOP*° can be written as
SOP* = (G,7,) % +0(7,; %), (7.32)

whereg, is the secrecy diversity ordey, is the secrecy array gain, add.) is the higher
order terms. Mathematically speaking, to derive the SORe asymptotic CDFF;’;(V),

is first obtained by following the same steps in the derivatiofif €q. (42)]. By plugging
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F2°(y) into (29, and using partial fraction expansion, théiB[eq. (3.382.4)], after

performing some algebraic manipulations, it turns out ¢hat 1 andg, is given by

(5 (o () e (1) o ()

(L)) m()]

wherelV,;(.) is the Whittaker function3, eq. (9.220.4)].

(7.33)

7.4.4 Probability of Non-zero Secrecy Capacity

The non-zero secrecy capacity is obtained when> vz. The PNSC can be obtained by

PNSC=Pr(yp > vp) =1 - /OOO (7)) fru () do. (7.34)

By plugging {Z=30) and (ZZ8) in (Z=34), and using partial fraction expansion, théms,[eq.
(3.382.4)], the PNSC can be derived as

{exp (M) (X +w(F—1)T (o, M)] .

/\Ew )\Ew

PNSC=1 —

/\Ew

(7.35)

7.5 Results and Discussions

In this section, numerical results of the CR outage probability, the primary SOP, and the pri-
mary PNSC are presented and compared with those obtained through Monte-Carlo simula-
tions. In this respect, the effect of different related parameters on the CR outage probability,
the primary SOP, and primary PNSC of the proposed system model are investigated. Unless

otherwise stated, numerical and simulation results are obtained considering the following
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parametersQ = 10 dBW,7,. =5 dB, R, = 1 b/s/Hz,\p = 2, and3 = 1.003.

10°
107
=
o
o
-4 |
10 ¢ N =10 (Simulation)
¢ N =20 (Simulation)
N = 30 (Simulation)
¢ N =50 (Simulation)
¢ N =100 (Simulation
_6 |——Analysis | |
10
-25 -20 -15 -10 -5 0

Q (dBW)

Fig. 7.2: The secondary outage probabil®y,, vs. Q, for different values of the number
of reflecting elementsy, whereR,; = 1 b/s/Hz.

FigurelZ22 plots the analytical and simulation results of the outage probability of the
RIS-assisted CRP,,;, versusQ, for different values ofN at the RIS. As shown in this
figure, P,,; of the SN transmission decreases dramatically wéncreases. That is, the
reliability of SN communication increases aAsincreases. As an illustratio) decreases
by approximately 4 dB, using an RIS witki = 20 compared withV = 50 to achieve a SN
outage probability ol0~2. Furthermore, simulation and numerical results agree perfectly,
confirming the accuracy of our analysis.

P, is shown in FigIZ3for different schemes and compared with the proposed system
model. Towards this end, the relay-aided transmisdiof), [phase shift errorf[8], and
unavailability of the direct link between S and I§] [T9] scenarios are introduced and the
results obtained through Monte-Carlo simulations. To elaborate on the performance loss

caused by discrete phase shifts, simulation results with the phase error of each reflector
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Relay-aided (Simulation)
—b—Phase shift error (Simulation)
—E—RIS without direct link for D (Simulation

O Proposed system (Simulation)
——Proposed system (Analysis)

-25 -20 -15 -10 -5 0
Q (dBW)

=

Fig. 7.3: The secondary outage probabilify,;, vs. Q, for different scenarios, where
N =30,Rq =1 bls/Hz.

uniformly distributed in{ —%, =} are provided. It can be observed that the SN's reliability
is improved by utilizing the RIS in the presence of the S-D link compared to other scenarios.
This is due to the fact that the RIS can maximize the received SNR at D and thus improve
the channel quality of the SN. It is worth mentioning that the proposed system model has the
best performance. Furthermore, simulation and numerical results agree perfectly, verifying
the correctness of our analysis.

The SOP is shown in FiglZ4 versusy,, for different values ofV. The SNR at the
E, 7., takes two possible values: 0 dB and 10 dB. The SOP decreas¥simyeases,
showing the influence of the jamming signals from the RIS on the E. Consequently, the
PN secrecy performance is improved. Moreover, the SOP is enhanégdnaseases and
~. decreases. As revealed in our analysis and simulation, improved secrecy performance
can be achieved using RIS as a friendly jammer. This is because the wiretapped signal is

degraded at the E due to the jamming signals generated by the RIS, resulting in more secure

PN transmission. The asymptotic results are also included, and an excellent match with the
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Fig. 7.4: The primary secrecy outage probability, SOP,ys.for different values of the
number of reflecting elementa/.

exact ones can be seenfgs— oo, confirming the precision of the expressiongjgfand
G4. Furthermore, theoretical results and simulation results agree perfectly, verifying the
exactness of our analysis.

FigurelZ5 plots the PNSC versusg,. It can be noted that the PNSC improvesiygs
increases for a fixed,. Moreover, the PNSC improves with decreasing Further, it is
also remarkable that the PNSC increased ascreases. Interestingly, secure transmission
is guaranteed a¥ increases. Analytical results are also found to match simulation results,

validating the accuracy of our analysis.

7.6 Conclusion

In this chapter, the RIS technology is exploited to improve the reliability and robustness

of the SN communication and enhance the PN’s secrecy performance simultaneously in
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Fig. 7.5: The primary probability of non-zero secrecy capacity, PNSCy,ydor different
values of the number of reflecting elements,

a cognitive radio network. New analytical expressions are derived for the SN’'s outage
probability and the PN’s SOP. The accuracy of these expressions is verified through Monte-
Carlo simulations. As revealed by the analytical and simulation results, the PN’'s SOP, the
PNSC, and the SN’s outage probability are concurrently improved, confirming the benefits

of utilizing the RIS technology.
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Chapter 8

Conclusions and Future Work

In this final chapter, we summarize the contributions presented in previous chapters and

discuss several potential future directions for investigation.

8.1 Conclusions and Future Work

In this chapter, we first highlight the contributions of this thesis. Then, we propose some

research topics as future works.

8.1.1 Conclusions

In this thesis, we focus on the PLS in 5G and beyond wireless networks enabling technolo-
gies. In the following, we summarise the major contributions of each chapter as follows:

In Chapter 2, we have proposed a cooperative scheme, whereby the D2D pair, in return
for being allowed to share the spectrum band of the cellular network, serves as a friendly
jammer through its MIMO relay to degrade the wiretapped signal at an eavesdropper. The
proposed system model aims to show that spectrum sharing is advantageous for both D2D

communications and cellular networks concerning reliability and robustness for the former

197



and PLS enhancement for the latter, in which the perfect and outdated CSI are considered.
More importantly, the benefits due to the cooperation scheme are verified through extensive
numerical and simulation results. The results show enhancement of the robustness and
reliability of D2D communication and simultaneous improvement of the cellular network’s
PLS by generating jamming signals towards the eavesdropper. Thus, enabling a win-win
situation is achieved between the two networks, i.e., security provisioning for the cellular
user and high reliability and robustness for the D2D users.

In Chapter 3, a secure system model is designed to improve the secrecy performance of
the cellular network and the reliability of the D2D communications simultaneously. To this
end, an FD MIMO relay is employed to confuse the eavesdropper by generating jamming
signals while ensuring improved transmission performance for the D2D system. Two prac-
tical combining techniques, SC or MRC, are utilized to combine the wiretapped signals at
the eavesdropper. Considering a practical scenario in which the CSI of the eavesdropper’s
channel is unknown, a dual antenna selection scheme at the relay is proposed. This is an
appealing and practical scheme where spectrum sharing is beneficial for the D2D and cel-
lular networks in terms of reliability enhancement and security provisioning, respectively.
The perfect and outdated CSI are considered. A comprehensive analysis is undertaken to
evaluate the performance of the proposed system model, and new closed-form expressions
for the D2D outage probability, the cellular SOP, and the cellular PNSC are derived. An
asymptotic analysis is carried out to gain more insights into the effect of the various system
parameters on the SOP.

In Chapter 4, the ORS and SRS schemes are utilized to enhance the inband underlay
D2D secrecy performance. Two practical combining approaches, MRC and SC, are used to
increase the eavesdropped signals. For combining techniques and relay selection schemes,
new closed-form expressions for the D2D SOP and PNSC are derived. Most noteworthy

in the obtained results is the fact that the ORS scheme consistently outperforms the SRS

198



scheme, assuming that the CSI of the wiretapped link is available. That is, the ORS guaran-
tees the optimal secrecy performance for D2D communications. Additionally, the impact of
D2D relays is investigated. It is observed, under these combining techniques, that increas-
ing D2D relays enhances the D2D secrecy performance. The asymptotic results, which
give a better understanding of the influence of the main system parameters on the SOP,
are provided. As revealed in our analysis and confirmed through simulations, the diversity
order is equal for combining approaches and relay selection schemes. These results also
show that the number of antennas at the eavesdropper does not influence the diversity or-
der. Moreover, we verified that, under both ORS and SRS schemes, increasing the number
of antennas at the eavesdropper degrades the secrecy performance of D2D communica-
tions. Furthermore, the secrecy performance of underlay multihop D2D relaying is studied
where closed-form expressions for the outage probability, the SOP, and the probability of
non-zero secrecy capacity are derived. Simulation results validating the derived analytical
expressions are provided. The results revealed the effect of the different number of D2D
multihop relays on the security level of the D2D communications.

In Chapter 5, EH technology and dual-antenna selection are employed in the underlying
system to enhance the reliability and robustness of the CR network and improve the security
level of the primary network concurrently. To this end, multiple antennas for receiving
and transmitting data are employed at the secondary receiver to enhance the CR network’s
reliability and robustness and confuse the eavesdropper by generating jamming signals,
respectively. New analytical expressions are derived for the CR outage probability, primary
SOP, and primary PNSC. In addition, asymptotic analysis is provided to get insight into the
parameters of the proposed system model. The accuracy of these expressions is verified
through Monte-Carlo simulations.

In Chapter 6, the RIS technology is investigated to enhance the reliability and robustness

of D2D communication and improve the security level of the cellular network concurrently.
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As compensation for spectrum sharing, the RIS serves as a friendly jammer to ensure a
high-security level for the cellular network, thus enabling a win-win situation between the
two networks, i.e., security provisioning for the cellular user and high reliability and robust-
ness for the D2D users. New analytical expressions are derived for the cellular SOP, the
PNSC and the D2D outage probability. Moreover, we have investigated the design of active
elements in RIS to overcome the double-fading problem introduced in the RIS-aided link
in a wireless communications system. Towards this end, each active RIS element amplifies
the reflected incident signal rather than only reflecting it as done in passive RIS modules.
As revealed in our analysis and simulation, the use of active elements leads to a drastic
reduction in the size of RIS to achieve a given performance level. Furthermore, a practical
design for active RIS is proposed.

In Chapter 7, the RIS technology is exploited to improve the reliability and robustness
of the SN communication and enhance the PN’s secrecy performance simultaneously in
a cognitive radio network. New analytical expressions are derived for the SN’'s outage
probability and the PN’s SOP. The accuracy of these expressions is verified through Monte-
Carlo simulations. As revealed by the analytical and simulation results, the PN’s SOP
and the PNSC and the SN’s outage probability are concurrently improved, confirming the

benefits of utilizing the RIS technology.

8.1.2 Future Work

The work presented in this thesis opens the door for future investigations, including the

following:

e Employing machine-learning tools, specifically deep reinforcement learning (DRL),
has gained momentum as promising tools than traditional ones to address challeng-
ing PLS of wireless systems. DRL is considered a revolution in artificial intelligence

(Al), representing a promising move toward developing autonomous systems. DRL
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has many advantages, such as obtaining the solution of sophisticated network opti-
mizations, allowing network entities to learn and build knowledge about the commu-
nication and networking environment, and providing autonomous decision-making.
These ground-breaking advantages are leading to improve the PLS of 6G wireless
networks. Designing secure wireless systems using DRL tools is an important re-

search point.

¢ Notwithstanding the RIS advantages, various practical problems in terms of PLS im-
provements should be addressed. For confounding the eavesdroppers’ signals, IRS
passive beamforming, which requires perfect CSl, can be utilized. However, achiev-
ing perfect CSI is practically challenging. Thus, investigating RIS-aided PLS en-
hancement for the next generation wireless communication networks considering the
outdated/imperfect CSI of the eavesdroppers can be considered another direction for

future work.

¢ With the accelerated advancement of the next-generation wireless networks, unmanned
aerial vehicles (UAVs) have received considerable attention. The advantages of UAV
communications are multi-fold and include high mobility, line-of-sight (LoS) trans-
mission, and low cost UAVs have been widely utilized in several scenarios to improve
communication quality. The PLS of the RIS-aided UAV communication system is an-
other worthy topic to be investigated. More research is required to design effective

and efficient secure RIS-aided UAV communication schemes for practical scenarios.

In conclusion, more investigations can be done regarding improving the PLS in 5G and
beyond wireless networks enabling technologies. The DRL and RIS-aided approach should

be considered for future investigations.
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