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Abstract

Information security has always been a critical concern for wireless communications due

to the broadcast nature of the open wireless medium. Commonly, security relies on cryp-

tographic encryption techniques at higher layers to ensure information security. However,

traditional cryptographic methods may be inadequate or inappropriate due to novel im-

provements in the computational power of devices and optimization approaches. There-

fore, supplementary techniques are required to secure the transmission data. Physical layer

security (PLS) can improve the security of wireless communications by exploiting the char-

acteristics of wireless channels. Therefore, we study the PLS performance in the fifth gen-

eration (5G) and beyond wireless networks enabling technologies in this thesis. The thesis

consists of three main parts.

In the first part, the PLS design and analysis for Device-to-Device (D2D) communi-

cation is carried out for several scenarios. More specifically, in this part, we study the

underlay relay-aided D2D communications to improve the PLS of the cellular network. We

propose a cooperative scheme, whereby the D2D pair, in return for being allowed to share

the spectrum band of the cellular network, serves as a friendly jammer using full-duplex

(FD) and half-duplex (HD) transmissions and relay selection to degrade the wiretapped

signal at an eavesdropper. This part aims to show that spectrum sharing is advantageous

for both D2D communications and cellular networks concerning reliability and robustness

for the former and PLS enhancement for the latter. Closed-form expressions for the D2D
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outage probability, the secrecy outage probability (SOP), and the probability of non-zero

secrecy capacity (PNSC) are derived to assess the proposed cooperative system model. The

results show enhancing the robustness and reliability of D2D communication while simul-

taneously improving the cellular network’s PLS by generating jamming signals towards the

eavesdropper. Furthermore, intensive Monte-Carlo simulations and numerical results are

provided to verify the efficiency of the proposed schemes and validate the derived expres-

sions’ accuracy.

In the second part, we consider a secure underlay cognitive radio (CR) network in the

presence of a primary passive eavesdropper. Herein, a secondary multi-antenna full-duplex

destination node acts as a jammer to the primary eavesdropper to improve the PLS of the

primary network. In return for this favor, the energy-constrained secondary source gets

access to the primary network to transmit its information so long as the interference to the

latter is below a certain level. As revealed in our analysis and simulation, the reliability and

robustness of the CR network are improved, while the security level of the primary network

is enhanced concurrently.

Finally, we investigate the PLS design and analysis of reconfigurable intelligent surface

(RIS)-aided wireless communication systems in an inband underlay D2D communication

and the CR network. An RIS is used to adjust its reflecting elements to enhance the data

transmission while improving the PLS concurrently. Furthermore, we investigate the design

of active elements in RIS to overcome the double-fading problem introduced in the RIS-

aided link in a wireless communications system. Towards this end, each active RIS element

amplifies the reflected incident signal rather than only reflecting it as done in passive RIS

modules. As revealed in our analysis and simulation, the use of active elements leads to a

drastic reduction in the size of RIS to achieve a given performance level. Furthermore, a

practical design for active RIS is proposed.
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Chapter 1

Introduction

1.1 Background

1.1.1 Physical Layer Security

Nowadays, wireless networks have been widely utilized in daily life applications to transmit

essential and secure information. Consequently, security is considered a critical issue for

future 5G and beyond wireless networks due to the broadcasting nature of the open wire-

less medium [1]. Traditionally, security depends on cryptographic encryption techniques

and related protocols at higher layers to guarantee information security. Nevertheless, with

the development of mobile Internet, traditional cryptographic techniques maybe inadequate

or even inappropriate as an extra secure channel is needed for private key exchanges [2].

More importantly, due to novel improvements in the computational power of devices and

optimization approaches. Therefore, new supplementary security strategies from informa-

tion theory fundamentals, which focus on the propagation channel’s secrecy capacity, are

essential to protect information from unauthorized devices [3].

Physical layer security, first explored by Wyner [4], is considered a novel strategy for

improving wireless security by only exploiting the characteristics of wireless channels, e.g.,
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noise, interference, and fading. The benefits of applying physical layer security strategies

for 5G and beyond wireless networks compared to traditional cryptography techniques are

twofold. First, PLS is independent of the computational complexity compared to cryp-

tography in the higher layers [5]. Accordingly, even though the eavesdroppers have high

powerful computational abilities, secure and reliable communications can be guaranteed.

The second one is that PLS strategies have high scalability [6]. It is important to remark

that PLS can be employed as a supplementary level of security on top of the current security

approaches. To elaborate, PLS can be integrated with the other security solutions to provide

confidential and private communication data in 5G and beyond wireless networks [2].

Many techniques, such as cooperative beamforming [7], artificial noise [8], and multi-

antenna beamforming [9], have been investigated to degrade the quality of the wiretapped

signals at the eavesdropper. Moreover, cooperative jamming (CJ) has been extensively

studied to safeguard wireless communications. In CJ, a relay terminal is chosen by the

authorized receiver to degrade the eavesdroppers signal by sending a jamming signal [10],

[11]. In cooperative scenarios, CJ and cooperative relaying [12], [13] are considered as

promising techniques to efficiently increase the secrecy capacity.

The secrecy capacity (i.e., the maximum transmission rate at which the eavesdropper

is unable to decode any information) is equal to the difference between the main channel

and the eavesdropper channel. The main performance metrics used in this work to evaluate

the security level are the secrecy outage probability (SOP) and the probability of non-zero

secrecy capacity (PNSC). The SOP can be defined as the probability that the achievable

secrecy rate is less than a predefined target secrecy rate, Rs, for cellular transmission, while

the PNSC is the probability that the achievable secrecy capacity is greater than zero.
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1.1.2 Device to Device Communications

Mobile wireless communication has experienced rapid development in data traffic due to

the dramatic growth of smart devices. According to Cisco, the average number of mobiles

per capita will be 3.6 by 2023 [14]. Thus, spectrum scarcity is a crucial issue in wireless

networks. Device-to-Device (D2D) communication, which enables proximate user pairs to

communicate directly rather than through the base station (BS), has received considerable

attention as one of the main technologies in the fifth-generation (5G) and beyond cellular

communications [15], [16]. The advantages of D2D communications are multi-fold and

include increased spectrum efficiency, shortened transmission latency, increased cellular

coverage, and increased energy efficiency [17]. D2D communication also offers new mo-

bile service advantages for several proximity-based services such as multi-player gaming,

social networking, and content sharing [18], [19].

According to the spectrum band utilization, D2D communication can be classified into

two approaches; inband D2D and out-band D2D communications. In the first approach, the

same spectrum band is shared between the cellular network and the D2D communication

[17]. The inband D2D communication can further be classified into two categories, namely,

underlay and overlay D2D communication. In underlay D2D communication, both D2D

and cellular users share the same frequencies, resulting in enhanced spectral efficiency. By

providing high spectral efficiency, the performance of cellular is improved [16]. Neverthe-

less, sharing the same spectrum band causes sereve interference between D2D and cellular

users. Therefore, interference management is necessary. In overlay D2D communication,

the cellular spectrum is split into non-overlapping frequency sets, where one set is allocated

to D2D users, while the other is allocated to the cellular users. Since D2D and cellular

communications occur in their spilled spectral bands, the interference issue is overcome.

Therefore, interference management between D2D users and cellular users is not needed in

overlay D2D communication. The significant deficiency of overlay D2D communication
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is that the portion of cellular spectrum assigned for D2D communication might be utilized

ineffectively, resulting in inadequate system throughput and resource utilization.

In the second approach, the D2D network utilizes the unlicensed spectrum band; usu-

ally ISM bands [20]. Since the D2D communications and cellular users operate in different

spectrum bands, the outband communication effectively excludes the spectrum interference

problem between D2D and cellular users. Nevertheless, outband D2D encounters problems

in regulating communications over the unlicensed spectrum bands. To limit this draw-

back, two approaches have been proposed to tackle the regulating communications issue,

namely controlled outband D2D and autonomous outband D2D [17]. In controlled outband

D2D communication, the regulation between radio interfaces over the unlicensed spectrum

bands is controlled by the cellular network. That is, the spectrum resources for the D2D

users are preallocated; thus, the ISM band resources can be reasonably utilized. One obvi-

ous disadvantage of this approach is that the overhead signaling increases with increasing

the network size. Consequently, the performance is declined. In the autonomous outband

D2D communication, the devices communicating in D2D mode are responsible for control-

ling D2D communication, while the base station controls the cellular links. This approach

considerably reduces the load of the cellular network [16].

More importantly, underlay D2D communications can play a primary role in improving

cellular network security. In this case, the D2D users can be used as friendly jammers to

enhance the secrecy performance of the cellular network, while the cellular network shares

its spectrum with the D2D users in return.

1.1.3 Reconfigurable Intelligent Surfaces

Reconfigurable intelligent surface (RIS), which is a surface of electromagnetic (EM) ma-

terial that consists of a large number of inexpensive passive reflecting elements controlled

by a microcontroller, has received significant consideration as a leading technologies in the
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sixth-generation (6G) wireless networks [21], [22]. There are many advantages of RIS such

as the ability to control the transmission environment by directing the reflected signals in

a specific direction and very low power consumption compared with relaying technology

[23]. RIS has also been referred to as software-controlled metasurfaces [24] and intelligent

reflecting surfaces [25].

1.2 Thesis Motivation

In this section, we discuss the main motivations that lead to this thesis’s work and how they

are important to the area of research in PLS in 5G and Beyond wireless networks enabling

technologies.

With accelerated information and communication technologies, wireless communica-

tion services have become indispensable in daily life. Wireless communication services

are tremendously growing due to the massive increase in smart wireless devices. Based on

these, the surge in wireless data communication is essentially driven by the vast amount of

smart mobile. The information is exchanged among authorized users; however, serious se-

curity risks arise due to the wireless broadcasting nature. Therefore, security techniques are

utilized to protect wireless transmissions against eavesdropping attacks. Towards this end,

the design of secure wireless communication systems for 5G and beyond wireless networks

enabling technologies such as D2D communications, cognitive radio, and reconfigurable

intelligent surfaces by utilizing PLS techniques is the core motivation for this thesis.

Motivated by the considerable importance of PLS mentioned above, the following re-

search problems are investigated in this thesis:

• An efficient cooperative system, which consists of D2D communications and a cel-

lular network, is proposed. Specifically, the spectrum sharing is advantageous for

both D2D communications and cellular networks for reliability and robustness for
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the former and the physical layer security enhancement for the latter.

• Applying full-duplex (FD) transmission and dual antenna selection to improve the

security level of the cellular network while enhancing the D2D communication re-

liability is proposed. The practical scenario, where the eavesdropper is passive, is

considered. The eavesdropper uses either selection combining or maximal ratio com-

bining to combine the wiretapped signals of the cellular network.

• A full assessment of the above efficient system models is performed for perfect and

outdated channel state information (CSI).

• An efficient secure system model is proposed by using relay selection techniques.

• Energy harvesting and dual-antenna selection are proposed to enhance the robustness

and reliability of the CR network, while simultaneously improving the PLS of the

primary network.

• A secure system model is proposed by using RIS technology.

• An active RIS is designed to overcome the double fading problem and improve the

PLS.

1.3 Thesis Contributions

Motivated by the previous discussion, in this section, we describe the primary contributions

of this dissertation.

1.3.1 Key Outcomes

The major outcomes of this dissertation can be summarized as follows:

6



1. We have designed a cooperative system, where a multiple-input multiple-output (MIMO)

relay helps as a friendly jammer to enhance the security of the cellular network while

transmitting the D2D data [26]. Consequently, a secure cellular network is achieved

for perfect and outdated CSI scenarios.

2. We have proposed a new network-assisted inband underlay D2D communication sys-

tem by applying FD transmission and dual antenna selection [27], [28]. The D2D

relay node can simultaneously act as a friendly jammer to improve the secrecy perfor-

mance of the cellular network while enhancing the D2D communication data trans-

mission. This is an appealing and practical scheme where spectrum sharing benefits

the D2D and cellular networks in terms of reliability enhancement and security pro-

visioning, respectively. Furthermore, We have investigated the influence of outdated

CSI on the PLS of the cellular network using the FD relay [29].

3. We have proposed secure inband underlay D2D communications by utilizing relay

selection. For maximizing the secrecy capacity of D2D communications, two relay

selection schemes have been investigated, namely, optimal relay selection (ORS) and

suboptimal relay selection (SRS). Additionally, on the eavesdropper side, two practi-

cal combining approaches, maximum-ratio combining (MRC) and selection combin-

ing (SC), are examined [30], [31]. Furthermore, the PLS of underlay multihop D2D

relaying has also been investigated [32].

4. We propose a secure underlay cognitive radio network with energy harvesting in the

presence of a primary passive eavesdropper. Herein, a secondary multi-antenna full-

duplex destination node acts as a jammer to the primary eavesdropper to improve the

primary network’s physical layer security [33].

5. We have proposed the use of the RIS technology to enhance the reliability and robust-

ness of D2D communication and improve the security level of the cellular network
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concurrently [34]. As compensation for spectrum sharing, the RIS serves as a friendly

jammer to ensure a high-security level for the cellular network, thus enabling a win-

win situation between the two networks, i.e., security provisioning for the cellular

user and high reliability and robustness for the D2D users.

6. We have designed an active RIS to overcome the double fading problem in standard

communication scenarios [35]. The essential characteristic of an active RIS is to

amplify the reflected signal with extra power consumption. With this in mind, an

active RIS has been investigated to enhance the robustness, reliability, and PLS of a

wireless communication network.

7. We have proposed a secure RIS-aided underlay cognitive network to enhance the

robustness and reliability of the secondary network (SN) communication while si-

multaneously improving the PLS of the primary network (PN) [36].

1.3.2 List of Publications

We have made significant contributions to the field PLS for the leading technologies in the

5G and 6G wireless networks. This dissertation has resulted in the following publications:

Journals Articles

1. Majid H. Khoshafa , T. M. Ngatched, and M. H. Ahmed, "Relay Selection for Im-

proving Physical layer Security in D2D Underlay Communications," under second

round of review for publication inIEEE Transactions on Mobile Computing.

2. Majid H. Khoshafa , T. M. Ngatched, and M. H. Ahmed, "Secure Underlay Cog-

nitive Radio Networks Using Reconfigurable Intelligent Surface," under review for

publication in IEEE Transactions on Vehicular Technology.
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3. Majid H. Khoshafa , T. M. Ngatched, and M. H. Ahmed, "Active Reconfigurable In-

telligent Surfaces-Aided Wireless Communication System,"IEEE Communications

Letters,vol. 25, no. 11, pp. 3699-3703, Nov. 2021

4. Majid H. Khoshafa , Jules M. Moualeu, T. M. Ngatched, and M. H. Ahmed, "On the

Performance of Secure Underlay Cognitive Radio Networks with Energy Harvesting

and Dual-Antenna Selection,"IEEE Communications Letters,vol. 25, pp. 1815-

1819, Jun. 2021.

5. Majid H. Khoshafa , T. M. Ngatched, and M. H. Ahmed, "Reconfigurable Intelligent

Surfaces-Aided Physical Layer Security Enhancement in D2D Underlay Communi-

cations," IEEE Communications Letters,vol. 25, no. 5, pp. 1443–1447, May 2021.

6. Majid H. Khoshafa , T. M. Ngatched, M. H. Ahmed, and I. Ahmed, "Secure Trans-

mission in Wiretap Channels Using Full-Duplex Relay-Aided D2D Communications

with Outdated CSI,"IEEE Wireless Communications Letters, vol. 9, pp. 1216–1220,

Aug. 2020.

7. Majid H. Khoshafa , T. M. Ngatched, and M. H. Ahmed, "On the Physical Layer Se-

curity of Underlay Relay-Aided Device-to-Device Communications",IEEE Trans-

actions on Vehicular Technology, vol. 69, pp. 7609–7621, July 2020.

8. Majid H. Khoshafa , T. M. Ngatched, M. H. Ahmed, and I. Ahmed, "Improving

Physical Layer Security of Cellular Networks Using Full-Duplex Jamming Relay-

Aided D2D Communications,"IEEE Access, vol. 8, pp. 53575–53586, Mar. 2020.

Conferences Papers

1. Majid H. Khoshafa , T. M. Ngatched, and M. H. Ahmed, "Secure Transmission in

Underlay D2D Communications Using Optimal Relay Selection,"IEEE 92nd Vehic-
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ular Technology Conference (VTC2020-Fall),Victoria, BC, Canada, pp. 1–6, Aug.

2020.

2. Majid H. Khoshafa , T. M. Ngatched, M. H. Ahmed, and I. Ahmed, "Enhancing

Physical Layer Security Using Underlay Full-Duplex Relay-Aided D2D Commu-

nications," IEEE Wireless Communications and Networking Conference (WCNC),

Seoul, South Korea, pp. 1–7, Mar. 2020.

3. Majid H. Khoshafa , T. M. Ngatched, and M. H. Ahmed, "On the Physical Layer

Security of Underlay Multihop Device-to-Device Relaying,"IEEE Wireless Com-

munications and Networking Conference (WCNC),Marrakesh, Morocco, pp. 1–6,

Apr. 2019.

1.4 Thesis Organization

The remainder of this dissertation is organized as follows. In Chapter 2, We propose a

cooperative scheme, whereby the D2D pair, in return of being allowed to share the spec-

trum band of the cellular network, serves as a friendly jammer, through its multiple-input

multiple-output relay, to degrade the wiretapped signal at an eavesdropper. The perfect and

outdated CSI are considered.

We propose to apply FD transmission and dual antenna selection at the D2D relay node

in Chapter 3. The relay node can simultaneously act as a friendly jammer to improve the

secrecy performance of the cellular network while enhancing the D2D communication data

transmission. This is an appealing and practical scheme where spectrum sharing is bene-

ficial for the D2D and cellular networks in terms of reliability enhancement and security

provisioning, respectively. The perfect and outdated CSI are considered.

Chapter 4 investigates the PLS of inband underlay D2D communication, where the

direct link between D2D users is not available. In this respect, optimal relay selection and
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suboptimal relay selection are utilized to secure the D2D transmission. The eavesdropper

uses either maximal-ratio combining or selection combining to increase the wiretapped

signals. Moreover, the PLS of underlay multihop D2D relaying is also considered.

In Chapter 5, we propose a secure underlay cognitive radio network with energy harvest-

ing in the presence of a primary passive eavesdropper. Herein, a secondary multi-antenna

full-duplex destination node acts as a jammer to the primary eavesdropper to improve the

primary network’s physical layer security.

Chapter 6 investigates a RIS-aided wireless communication system in an inband under-

lay D2D communication, where the direct link between D2D users is unavailable. An RIS is

used to adjust its reflecting elements to enhance the D2D communication data transmission

while improving the cellular network’s secrecy performance concurrently.

Chapter 7, we propose a secure RIS-aided underlay cognitive network, considering the

interference produced by the SN and the RIS on the PN in Chapter.

Finally, we conclude the dissertation in Chapter 8 and discuss the possible extensions

of this work.
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Chapter 2

On the PLS of Underlay Relay-Aided

Device-to-Device Communications

2.1 Abstract

In this chapter, we study the underlay relay-aided D2D communications to improve the PLS

of the cellular network. We propose a cooperative scheme, whereby the D2D pair, in return

of being allowed to share the spectrum band of the cellular network, serves as a friendly

jammer, through its multiple-input multiple-output relay, to degrade the wiretapped signal

at an eavesdropper. This chapter aims to show that spectrum sharing is advantageous for

both D2D communications and cellular networks with respect to reliability and robustness

for the former, and the PLS enhancement for the latter. To assess the proposed cooperative

system model, closed-form expressions for the D2D outage probability, the secrecy outage

probability, and the probability of non-zero secrecy capacity are derived. More importantly,

the benefits due to the cooperation scheme are verified through numerical and simulation

results.
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2.2 Introduction

D2D communications is considered as one of the most important technologies for the 5G

and beyond networks. In D2D communications, two close D2D users exchange information

directly rather than relaying the information through the BS [1]. There are many advantages

of D2D communications over the conventional cellular networks, for instance, low power

consumption, high spectral efficiency, and short delay. It is worth noting that D2D commu-

nications have many significant applications like traffic offloading, disaster relief, content

sharing, and file sharing [2].

As a result of the open wireless medium, security is considered as a critical issue in

wireless networks. The PLS security, first explored by Wyner [3], is of great interest as an

essential strategy to protect information. To this end, the natural randomness of communi-

cation channels and noise is utilized to reduce the wiretapped data. More specifically, the

received signal by eavesdroppers is confounded with respect to the quality of service (QoS).

More importantly, PLS is independent of the computational complexity as compared to the

cryptography in the higher layers. As a result, eavesdroppers that have high powerful com-

putational abilities do not affect the level of security. In addition, PLS approaches have a

high scalability [4].

The advantages of cooperative communications, in the context of PLS, have been ex-

tensively studied. More specifically, both relaying and diversity techniques have been ex-

tensively utilized to increase the security level against eavesdropper attacks in the wireless

transmission [5]. Moreover, cooperative jamming has also been comprehensively investi-

gated to increase the secrecy capacity. To this end, a relay terminal is chosen to interfere

with the wiretapping signal by transmitting a jamming signal [6], [7]. With this in mind,

cooperative jamming and relaying [8], [9] have been considered as leading approaches to

increase the security level efficiently.
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As a matter of fact, MIMO relays are extensively utilized in PLS to increase the secrecy

capacity of the cellular networks. The opportunities and challenges of MIMO relaying

technologies in PLS were investigated in [10],[11]. Recently, MIMO relaying has been

used to improve the PLS of mmWave band [12]. However, multiple radio frequency chains

related to multiple antennas are expensive with respect to hardware, size, and power. To

limit these drawbacks, antenna selection is an inexpensive low-complexity choice to achieve

several of the benefits of MIMO systems. The secrecy performance of transmit antenna

selection (TAS) was examined in the MIMO channels for selection combining [13] and

maximum-ratio combining [14]. For the outdated CSI, the TAS technique was investigated

in [15].

2.2.1 Related Work

As a result of spectrum sharing between D2D and cellular users, interference is considered

as harmful. To limit this drawback, most current works on inband underlay D2D commu-

nications aim at mitigating and overcoming the interference between the cellular users and

the D2D pairs [16]. However, from a PLS viewpoint, before-mentioned interference could

be advantageous, since it could be used to confound the eavesdroppers [17]. Considering

PLS in underlay D2D communications, some techniques are used to enhance the secrecy

performance of the D2D communications. Two techniques for PLS, namely, guard zone

and artificial noise (AN) were utilized to improve the security level of the D2D commu-

nications [18]. To guarantee a secure D2D link, the authors in [19] utilized the BS as a

cooperative jammer to confound the eavesdropping signal by generating AN to interfere

with the eavesdropper. However, the QoS of cellular users (CUs) should be taken into ac-

count when the BS generates AN. To do so, the jamming signal should be orthogonal to the

null space of the main channels [20]. In [21], the PLS of D2D communications, multihop

relaying scheme, was studied, only from the viewpoint of improving the security level of
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D2D users only.

It is worth mentioning that a few works have studied the improvement of the PLS of cel-

lular networks utilizing the potential of D2D links [22]. In [23], the use of the interference

generated by the D2D links to confuse the eavesdroppers and thus enhance the security of

the cellular network was studied. To enhance the security level of the CUs, the authors in

[24] analyzed joint power control for the D2D users and CUs. By enhancing the resource

sharing, spectral efficiency provisioning for D2D links and security improvement for CUs

were obtained in [25][26].

All works mentioned above particularly study the case where the direct links are avail-

able between D2D nodes. However, in some scenarios, the distance and channel conditions

may be unfavorable for direct communication. In these situations, the performance of the

D2D communication can be improved by using network-assisted transmission through re-

lays. Such a technique, relay-aided D2D communication, can provide more reliable QoS for

connection between indirect D2D users. In practice, for smart cities, machine-to-machine

communication is considered as a valuable application for relay-aided D2D communica-

tion [27]. In this case, inside a macro-cell for some city blocks, automated sensors are used

when the proximity between devices and/or link conditions between nodes are unfavorable.

To the best of our knowledge, no work has been reported in the open literature investigating

the PLS of relay-aided underlay D2D communication.

2.2.2 Main Contributions

In this work, the PLS of the cellular network is examined. In the proposed scenario, the

D2D communications are used to generate jamming signals to enhance the security level

of the cellular network in return of sharing its spectrum. Unlike the existing work on the

PLS of underlay D2D communication in the cellular network, we investigate the PLS of the

cellular network where a MIMO relay serves the D2D pairs. To do so, the antenna selection
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approach is utilized to simultaneously enhance the security level of the cellular network and

improve the D2D data transmission. To confound the eavesdropper, the transmit antenna

selection at the MIMO relay is used to generate jamming signals. Consequently, the secrecy

capacity of the cellular network is increased. At the same time, the reliability and robustness

of the D2D communications are improved as a result of utilizing the relay through antenna

selection. By using antenna selection strategy at the relay, the high hardware complexity of

multiple antennas is avoided, while its reliability and robustness advantages, and diversity

are maintained.

The main contributions of this chapter are listed as follows:

• A cooperative system is introduced where the MIMO relay helps as a friendly jammer

while transmitting the D2D data.

• An antenna selection strategy is employed to enhance the secrecy capacity of the cel-

lular network by degrading the wiretapped signal at an eavesdropper and to improve

the traffic capacity for D2D communication.

• Considering perfect and outdated CSI cases, the analysis is carried out to evaluate

the secrecy performance of the cellular network with respect to the secrecy outage

probability (SOP) and the probability of non-zero secrecy capacity (PNSC). Further-

more, the outage probability of D2D communication is also analyzed. Additionally,

closed-form expressions are derived.

• Asymptotic analysis is carried out in high transmit power regime for the cellular

network.

• Simulation results are presented where the derived expressions are evaluated and ver-

ified. The advantages due to the presence of D2D communications are highlighted.
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Fig. 2.1: System Model.

2.3 System Model

As depicted in Fig.2.1, an underlay D2D network with MIMO relaying sharing the spec-

trum with the cellular network in a particular environment is considered. The cellular net-

work consists of a base station BS as well as a cellular user,C, communicating in the

presence of an eavesdropper,E, each equipped with a single antenna. The D2D com-

munications consist of a D2D transmitter,T , a D2D receiver,D, and a MIMO amplify-

and-forward (AF) relay,R, equipped withNJ antennas for sending jamming signals to

confoundE andND data antennas for receiving D2D signal atR and re-transmitting the

signal toD. Besides, all the channels coefficients are modeled as to experience flat fading

with Rayleigh distribution. Furthermore, the transmission of D2D users is set up during

two phases, while the cellular transmissions occur once in one phase. To this end, cellular

and D2D transmissions are considered to be fully synchronized for each phase. In the first

phase,T transmits the D2D signal toR, while C remains silent to guarantee the cellular

link security [28], [29]. In the second phase, atR, the amplified signal is re-transmitted

to D. As compensation for security provisioning of the cellular network, the D2D pairs are

permitted to share spectrum bandwidth; that is, high spectral efficiency is gained. There-
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fore, for both networks, a win-win situation is enabled. To simplify matters, we indicate

TR as the receiving antenna in the first phase, and RD as the transmitting antenna in the

second phase. Similarly, RJ denotes the jamming antenna.

The channel coefficients for theT → TR, RD → D, RJ → E, RJ → C, RJ →

D, BS→ C, BS→ D, and BS→ E links are denoted ashtr, hrd, hje, hjc, hjd, hbc, hbd,

and hbe, respectively. Also,|hab|
2 represents the channel power gains, which are indepen-

dent and exponentially distributed with a mean ofλab = E[|hab|
2],

whereab ∈ {bc, bd, tr, rd, be, je, jd, jc}. In addition,σ2
c , σ

2
r , σ

2
e , andσ2

d represent the vari-

ances of the additive white Gaussian noise (AWGN) atC, R, E, andD, respectively. It is

assumed thatT andR have the same transmitted power,P . With this in mind, the received

signal at TR, in the first phase, can be expressed as

yR =
√

P htr xd + nr, (2.1)

wherexd is the D2D transmitted signal, andnr is the AWGN atR. The transmitting antenna

RD, in the second phase, is chosen to maximize the instantaneous signal-to-noise ratio

(SNR) atD. Then using the relaying gainG, RD re-transmits the amplified signal toD.

Thus, the received signal atD can be expressed as

yD =G hrd

(√
P htr xd + nr

)
+
√

PB hbd xb +
√

PJ hjd xj + nd, (2.2)

wherexb is the BS transmitted signal,PB is the BS transmission power,PJ is the jamming

transmitted power,xj is the jamming signal, andnd is the AWGN atD. It is assumed that

the interference atD from RJ can be eliminated by using interference cancellation [30]

since the coefficienthjd and the jamming powerPJ are presumed to be available atD. The
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received signal atC, in the second phase, can be expressed as

yC =
√

PB hbc xb +
√

PJ hjc xj + nc, (2.3)

wherenc is the AWGN atC. Similarly, atE, the received signal, in the second phase, can

be expressed by

yE =
√

PB hbe xb +
√

PJ hje xj + ne, (2.4)

wherene is the AWGN at theE. We assume that the received signals atC andE are not

affected by the interference fromT sinceT is located far away from bothC andE, and

transmits with low power [31]. It is noteworthy that since the data transmission power of

RD is lower than the jamming transmission power of RJ, the interference atC, which is

generated by RD, can be neglected. It is also notable that the D2D users are unlikely to be

wiretapped as a result of their low transmit power as compared to cellular users. Therefore,

as common in the literature (e.g., [32] and [33]), in this work, we only investigate the

secrecy performance of the cellular network. More importantly, in this chapter, our main

goal is to investigate the mutual benefit of the cooperation between the cellular and the D2D

networks. In particular, the potential of the relay-aided D2D communication to enhance the

security of the cellular network, while improving its reliability and spectral efficiency is

studied. Towards this end, the relaying gainG, for AF relaying scheme, is given by [34]

G =

√
P

P |htr|
2 + σ2

r

. (2.5)

For the end-to-end D2D link, the instantaneous signal-to-interference-and-noise ratio (SINR),

γD2D, can be obtained by plugging (2.5) into (2.2) as

γD2D =
G2P |htr|

2 |hrd|
2

G2 |hrd|
2 σ2

r + PB |hbd|
2 + σ2

d

, (2.6)
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After some algebraic manipulations, one can get

γD2D =
γR γD

γR + γD + 1
, (2.7)

whereγR represents the SINR atR, which can be expressed as

γR =
P

σ2
r

|htr|
2 = γ̄r |htr|

2 , (2.8)

andγD represents the SINR atD, which can be expressed as

γD =
P |hrd|

2

σ2
d + PB |hbd|

2 =
γrd

1 + γbd

, (2.9)

whereγrd = γ̄d |hrd|
2, γbd = γ̄bd |hbd|

2 , γ̄d = Pd

σ2
d
, andγ̄bd = PB

σ2
d

. Let us defineμ1 = γ̄rλtr,

μ2 = γ̄dλrd, andμ3 = γ̄bdλbd. The receiving antenna atR is selected for the best data

transmission performance in the D2D network. Moreover, the maximum channel gain can

be determined by using

|htr|
2 = max

i=1,..ND

|hti|
2 , (2.10)

and

|hrd|
2 = max

i=1,..ND

|hid|
2 , (2.11)

The probability density function (PDF) of|hυ|
2 is given by

f|hυ |
2(γ) =

ND

λυ

exp

(

−
γ

λυ

)(

1 − exp

(

−
γ

λυ

))ND−1

, (2.12)

whereυ ∈ {tr, rd}.
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2.4 Performance Analysis

In this section, a thorough analysis of the proposed system is performed. In particular,

closed-form expressions of the main performance metrics, i.e., the D2D outage probability,

the SOP, and the PNSC are provided. Moreover, the advantages of the proposed scheme are

investigated. Furthermore, the asymptotic analysis is presented.

2.4.1 D2D Outage Probability

The outage probability of D2D communication,Pout, is given by

Pout = Pr(γD2D ≤ ϕ) , (2.13)

whereϕ = 2Rd−1, andRd is the data rate of the D2D communications. Since the expression

in (2.7) is mathematically intractable, a tight upper bound,γup, is utilized to find the SINR

of the D2D communications as [35]

γD2D ≤ γup
4
= min(γR, γD) . (2.14)

Hence,Pout can be expressed as

Pout = Pr(γup ≤ ϕ) = Pr(min(γR, γD) ≤ ϕ) . (2.15)

Pout can be further expressed as [36]

Pout = FγR
(ϕ) + FγD

(ϕ) − FγR
(ϕ)FγD

(ϕ), (2.16)
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whereFγR
(.) andFγD

(.) are the cumulative distribution functions (CDFs) ofγR andγD,

respectively. The PDF ofγR in (2.12) can be expressed in terms of the binomial expansion

as [37, eq. (1.111) ]

fγR
(γ) =

ND

μ1

ND−1∑

k=0

(−1)k

(
ND − 1

k

)

exp

(

−
γ (k + 1)

μ1

)

. (2.17)

To derivefγD
(γ), we use [36]

fγD
(γ) =

∫ ∞

0

(x + 1)fγrd
(γ(x + 1))fγbd

(x) dx, (2.18)

wherefγrd
(.) is given by

fγrd
(γ) =

ND

μ2

ND−1∑

k=0

(−1)k

(
ND − 1

k

)

exp

(

−
γ (k + 1)

μ2

)

, (2.19)

andfγbd
(.) is given by

fγbd
(γ) =

1

μ3

exp

(

−
γ

μ3

)

. (2.20)

By plugging (2.19) and (2.20) into (2.18), the PDF ofγD, after some algebraic manipula-

tions, can be obtained as

fγD
(γ) =

ND

μ2μ3

ND−1∑

k=0

(−1)k

(
ND − 1

k

)

exp

(

−
γ (k + 1)

μ2

)





1 + γ(k+1)
μ2

+ 1
μ3(

γ(k+1)
μ2

+ 1
μ3

)2




 . (2.21)

From (2.17) and (3.17), FγR
(γ) andFγD

(γ) are obtained as

FγR
(γ) = ND

ND−1∑

k=0

(−1)k
(

ND−1
k

)

(k + 1)

(

1 − exp

(

−
γ (k + 1)

μ1

))

, (2.22)
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and

FγD
(γ) = ND

ND−1∑

k=0

(−1)k
(

ND−1
k

)

(k + 1)



1 −
exp

(
−γ (k+1)

μ2

)

(
1 + γ (k+1)μ3

μ2

)



 . (2.23)

By substituting (2.22), (2.23) in (2.16), Pout can be obtained as

Pout =ND

ND−1∑

k=0

(−1)k
(

ND−1
k

)

k + 1







2 −
1

exp
(

ϕ (k+1)
μ1

) −
1

exp
(

ϕ (k+1)
μ2

)(
1 + ϕ (k+1)μ3

μ2

)





−ND

ND−1∑

m=0

(−1)m
(

ND−1
m

)

m + 1







1 −
1

exp
(

ϕ (k+1)
μ1

)







1 −
exp

(
−ϕ (m+1)

μ2

)

(
1 + ϕ (m+1)μ3

μ2

)











 .

(2.24)

2.4.2 Secrecy Outage Probability

The SOP can be defined as the probability that the achievable secrecy rate is less than a

predefined target secrecy rate,Rs, for the cellular transmission. Based on this, the SOP is

given by [38]

SOP= Pr(CS < Rs) , (2.25)

whereRs represents the target secrecy rate of cellular transmission andCS is the secrecy

capacity which can be expressed as

CS =






CC − CE, γC > γE,

0, γC ≤ γE,

(2.26)
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whereCC andCE are the cellular and eavesdropper capacities, respectively. In this respect,

CC can be obtained by

CC = log2 (1 + γC) = log2

(

1 +
γbc

1 + γjc

)

, (2.27)

whereγbc = γ̄c |hbc|
2 , γjc = γ̄jc |hjc|

2 , γ̄c = PB

σ2
c
, andγ̄jc =

Pj

σ2
c
. Let us defineω1 = γ̄cλbc,

andω2 = γ̄jcλjc. In addition,CE can be obtained by

CE = log2 (1 + γE) = log2

(

1 +
γbe

1 + γje

)

, (2.28)

whereγbe = γ̄e |hbe|
2 , γje = γ̄je |hbe|

2 , γ̄e = PB

σ2
e
, andγ̄je =

Pj

σ2
e
. Let us defineω3 = γ̄eλbe,

andω4 = γ̄jeλje.

2.4.2.1 Jamming Antenna Selection Approaches

According to the availability of the channel gainsR → E, we propose two approaches for

the antenna jamming selection as follow.

Case I:For activeE, where the channel gains ofE are known, the criterion of jamming

antenna selection is based on maximizing the interference toE. In this case,C will see a

random jamming signal. In doing so, we use

|hje|
2 = max

k=1,..NJ

|hke|
2 . (2.29)

Henceforward, the expressions related to Case I and II are provided with subscripts I and

II, respectively. The SOPI can be further mathematically written as

SOPI =

∫ ∞

0

FγCI
(β γ + α) fγEI

(γ) dγ, (2.30)
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whereβ = 2Rs , andα = β − 1and the CDF ofγCI
can be derived as

FγCI
(γ) =



1 −
exp

(
− γ

ω1

)

1 + ω2

ω1
γ



 . (2.31)

and the PDF ofγEI
can be derived as

fγEI
(γ) =

NJ

ω3ω4

NJ−1∑

k=0

(−1)k

(
NJ − 1

k

)

exp

(

−
γ

ω3

)





1 + (k+1)
ω4

+ γ
ω3(

(k+1)
ω4

+ γ
ω3

)2




 . (2.32)

By plugging (2.31) and (2.32) into (2.30), and with the help of partial fraction expansion,

thereafter [37, eq. (3.352.4) ] and [37, eq. (3.353.3) ], SOPI can be derived as

SOPI =1 −
NJ ω1

ω2 ω4 β

NJ−1∑

k=0

(−1)k
(

NJ−1
k

)
exp

(
− α

ω1

)

(A1 −A2)

[
(A3 −A1)

(A1 −A2)

(
Ei [−A4 A2]

exp(−A4 A2)

−
Ei [−A4 A1]

exp(−A4 A1)

)

+ (A3 −A2)

(
A4 Ei [−A4 A2]

exp(−A4 A2)
+

1

A2

)]

,

(2.33)

whereA1 = 1
β

(
ω1

ω2
+ α

)
, A2 =

(
ω3 (k+1)

ω4

)
, A3 = ω3

(
1 + k+1

ω4

)
, A4 =

(
β
ω1

+ 1
ω3

)
,

Ei(.) is the exponential integral function [37, eq. (8.21.1) ].

Case II: For a passiveE, where the channel gains ofE are unknown, the criterion of

jamming antenna selection is based on minimizing the interference towardsC. In this case,

E will see a random jamming signal. In doing so, we use

|hjc|
2 = min

k=1,..NJ

|hkc|
2 . (2.34)
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The SOPII can be further mathematically written as

SOPII =

∫ ∞

0

FγCII
(β γ + α) fγEII

(γ) dγ, (2.35)

where the CDF ofγCII can be derived as

FγCII
(γ) =



1 −
NJ exp

(
− γ

ω1

)

NJ + ω2γ
ω1



 , (2.36)

and the PDF ofγEII can be derived as

fγEII
(x) =

exp
(
− γ

ω3

)

ω3ω4






1 + 1
ω4

+ x
ω3(

1
ω4

+ x
ω3

)2




 . (2.37)

Using the same steps of the derivation of (2.33), the SOP for Case II, SOPII , can be obtained

as

SOPII =1 −
NJ ω1 exp

(
− α

ω1

)

ω2 ω4 β
(
B1 − ω3

ω4

)



 (B2 − B1)(
B1 − ω3

ω4

)




Ei
[
−B3 ω3

ω4

]

exp
(
−B3 ω3

ω4

) −
Ei [−B3 B1]

exp(−B3 B1)





+

(

B2 −
ω3

ω4

)



B3 Ei

[
−B3 ω3

ω4

]

exp
(
−B3 ω3

ω4

) +
ω4

ω3







 ,

(2.38)

whereB1 = 1
β

(
NJ ω1

ω2
+ α

)
, B2 = 1

ω3

(
1 + 1

ω4

)
, and B3 =

(
β
ω1

+ 1
ω3

)
.

2.4.3 Asymptotic Secrecy Outage Analysis

Here, the secrecy performance at high SNR, i,e., whenγc → ∞ is introduced to get better

understanding of the proposed system behavior. In this scenario, we consider thatγc >>
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γe. As γc → ∞, the asymptotic expression of SOP can be expressed as

SOP∞ = (Gaγd)
−Gd + O

(
γ −Gd

d

)
, (2.39)

whereGd andGa denote the secrecy diversity order and the secrecy array gain, respectively.

O(.) represents the higher order terms. To be more precise,Gd characterizes the SOP∞,

andGa describes the SNR advantage of SOP∞ relative to the reference curve(γc)
−Gd .

For Case I, to derive SOP∞I , the exponential function and the polynomial in (2.31) are

first expanded with the help of [37, eq. (1.211.1) ] and [37, eq. (1.112.2) ], respectively.

Subsequently, we keep the first two terms, and the higher-order terms are ignored. Hence,

the asymptotic CDF,F∞
γCI

(.), is derived as

F∞
γCI

(γ) =
1

ω1

(
ω2 + 1

)
x + O

(
γ

ω1

)

. (2.40)

Now, the SOP∞I can be obtained using

SOP∞I =
(
GaI

γc

)−GdI + O
(
γ
−GdI
c

)
, (2.41)

whereGdI
= 1 andGaI

is given by

GaI
=

[
(ω2 + 1)NJ

λbc ω2 ω4

NJ−1∑

k=0

(−1)k

(
NJ − 1

k

)[

exp

(
k + 1

ω4

)

ω3 β Γ

(

0,
(k + 1)

ω4

)

+
ω4 α

(k + 1)

]]−1

,

whereΓ(., .) is the upper incomplete gamma function [37, eq. (8.350.2) ].

For Case II, using the same steps for the derivation of (2.42), the asymptotic CDF,

F∞
γC

(.), can be obtained as

F∞
γCII

(γ) =
1

ω1

(
ω2

NJ

+ 1

)

γ + O

(
γ

ω1

)

. (2.42)
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Here, the SOP∞II can be obtained using

SOP∞II =
(
GaII γc

)−GdII + O
(
γ
−GdII
c

)
, (2.43)

whereGdII = 1, andGaII is given by

GaII =



(NJ + ω2)

NJ λbc



α +
β ω3 exp

(
1
ω4

)

ω4

Γ

(

0,
1

ω4

)








−1

.

2.4.4 Probability of Non-zero Secrecy Capacity

In this subsection, the requirement for the presence of the non-zero secrecy capacity is

investigated. It is well known that a non-zero secrecy capacity is obtained whenγC > γE.

The PNSC can be formulated as

PNSC= Pr

(
1 + γC

1 + γE

> 1

)

= 1 − Pr(γC < γE) = 1 −
∫ ∞

0

FγC
(γ) fγE

(γ) dγ. (2.44)

By plugging (2.31) and (2.32) into (2.44), and with the help of partial fraction expansion,

thereafter [37, eq. (3.352.4) ] and [37, eq. (3.353.3) ], PNSCI can be derived as

PNSCI =
NJ ω1

ω2 ω4

NJ−1∑

k=0

(−1)k
(

NJ−1
k

)

((
ω1

ω2

)
−A2

)





(
A3 −

(
ω1

ω2

))

((
ω1

ω2

)
−A2

)




Ei
[
−
(

ω1+ω3

ω1 ω3

)
A2

]

exp
(
−
(

ω1+ω3

ω1 ω3

)
A2

)

−
Ei
[
−
(

ω1+ω3

ω2 ω3

)]

exp
(
−
(

ω1+ω3

ω2 ω3

))



+ (A3 −A2)





(
ω1+ω3

ω1 ω3

)
Ei
[
−
(

ω1+ω3

ω1 ω3

)
A2

]

exp
(
−
(

ω1+ω3

ω1 ω3

)
A2

) +
1

A2







 .

(2.45)
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By plugging (2.36) and (2.37) into (2.44), and using the same steps for the derivation of

(2.45), PNSCII can be derived as

PNSCII =
NJ ω1

ω2 ω4

((
NJ ω1

ω2

)
− ω3

ω4

)





(
B2 −

(
NJ ω1

ω2

))

((
NJ ω1

ω2

)
− ω3

ω4

)




Ei
[
−
(

ω1+ω3

ω1 ω4

)]

exp
(
−
(

ω1+ω3

ω1 ω4

))

−
Ei
[
−
(

(ω1+ω3) NJ

ω2 ω3

)]

exp
(
−
(

(ω1+ω3) NJ

ω2 ω3

))



+

(

B2 −
ω3

ω4

)




(
ω1+ω3

ω1 ω3

)
Ei
[
−
(

ω1+ω3

ω1 ω4

)]

exp
(
−
(

ω1+ω3

ω1 ω4

)) +
ω4

ω3







 .

(2.46)

2.5 Performance Analysis with Outdated CSI

As a result of some circumstances like the mobility and the delay of the feedback, the

outdated CSI (indicated here ashab ) may vary from the actual CSI denoted ash̃ab, giving

by [39] h̃ab = ρab hab +
√

1 − ρab wab, whereρab is the correlation coefficient between

h̃ab andhab, wab is a circularly symmetric complex Gaussian random variable (RV) having

the same variance as the RVhab whereab ∈ {tr, rd, je, jc}. Hence, the conditional PDF

fγ̃ab|γab
(.) is given by

fγ̃ab|γab
(γ/x) =

1

Δab

exp

(

−
(γ + ρ2

ab x)

Δab

)

I0

(
2ρbc

√
γx

Δab

)

, (2.47)

whereγ̃ab andγab are the SINRs for the actual and outdated CSI for theab channel,Δab =

(1 − ρ2
ab) γ̄ab, andI0(.) is the zero-order modified Bessel function of the first kind [37, eq.

(8.445) ].
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2.5.1 D2D Outage Probability

In this section, the D2D outage probability for outdated CSI,Pout, is investigated. To obtain

the lower boundPout, we have

Pout = Fγ̃R
(ϕ) + Fγ̃D

(ϕ) − Fγ̃R
(ϕ)Fγ̃D

(ϕ). (2.48)

Lemma 1:The CDF ofγ̃R can be derived as

Fγ̃R
(γ) =ND

ND−1∑

k=0

(−1)k

(
ND − 1

k

)



1 − exp

(
− (k+1)γ

Δtr (k+1)+ρ2
tr μ1

)

(k + 1)



 , (2.49)

whereΔtr = (1 − ρ2
tr) μ1.

Proof: See Appendix A. �

Lemma 2:Fγ̃D
can be derived as

Fγ̃D
(γ) =ND

ND−1∑

k=0

(−1)k
(

ND−1
k

)

k + 1



1 −
exp

(
− (k+1) γ

Δrd (k+1)+ρ2
rd μ2

)

1 + (k+1) μ3 γ

Δrd (k+1)+ρ2
rd μ2



 , (2.50)

whereΔrd = (1 − ρ2
rd) μ2.

Proof: See Appendix B. �

By plugging (2.49) and (2.50) into (2.48), Pout can be obtained.

2.5.2 Secrecy Outage Probability

In this section, SOPs for outdated CSI, SOPI and SOPII , are studied for both cases, respec-

tively.
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Lemma 3:For Case I, the PDF of̃γEI
can be derived as

fγ̃EI
(γ) =NJ

NJ−1∑

k=0

(−1)k
(

NJ−1
k

)
exp

(
− γ

ω3

)

ω3

(
Δje(k + 1) + ρ2

jeω4

)






1 + (k+1)

Δje(k+1)+ρ2
jeω4

+ γ
ω3

(
(k+1)

Δje(k+1)+ρ2
jeω4

+ γ
ω3

)2




 . (2.51)

Proof: See Appendix C. �

The SOPI can be derive using the following

SOPI =

∫ ∞

0

FγCI
(βγ + α) fγ̃EI

(γ) dγ. (2.52)

By plugging (2.31) and (2.51) into (2.52), and with the help of partial fraction expansion,

thereafter [37, eq. (3.352.4) ] and [37, eq. (3.353.3) ], SOPI can be derived as

SOPI =1 −
NJ ω1

ω2 β

NJ−1∑

k=0

(−1)k
(

NJ−1
k

)
exp

(
− α

ω1

)

(
Δje (k + 1) + ρ2

je ω4

)
(D1 −D2)





(
D3 −D1

)

(
D1 −D2

)

(
Ei [−D2 D4]

exp(−D2 D4)
−

Ei [−D1 D4]

exp(−D1 D4)

)

+
(
D3 −D2

)(D4 Ei [−D2 D4]

exp(−D2 D4)
+

1

D2

)]

,

(2.53)

whereD1 =
(

ω1+ω2 α
β ω2

)
, D2 = ω3(k+1)

(Δje(k+1)+ρ2
je ω4)

, D3 = ω3

(

1 + ω3(k+1)

(Δje(k+1)+ρ2
je ω4)

)

, and

D4 =
(

(ω1+ω3 β)
ω1 ω3

)
.

Lemma 4:The SOPII can be derived as

SOPII =1 −
NJ ω1 exp

(
− α

ω1

)

(
NJ Δjc + ρ2

jc ω2

)
ω4 β

(
H1 − ω3

ω4

)



 (H2 −H1)(
H1 − ω3

ω4

)
(

Ei [−H3]

exp(−H3)

−
Ei [−H3 H1]

exp(−H3 H1)

)

+

(

H2 −
ω3

ω4

)(
H3 Ei [−H3]

exp(−H3)
+

ω4

ω3

)]

,

(2.54)

whereH1 = 1
β

(

α + NJ ω1

(NJ Δjc+ρ2
jc ω2)

)

, H2 =
(

ω4+1
ω3 ω4

)
, andH3 =

(
β ω3+ω1

ω1ω4

)
.
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Fig. 2.2: The D2D outage probability for perfect and outaded CSI,Pout, whereRd = 1
b/s/Hz.

Proof: See Appendix D. �

2.6 Results and Discussion

In this section, we present the numerical and simulation results to verify the analysis carried

out in the above sections. Throughout the obtained results, the impact of the jamming

power, the average SINRs, and the number of antenna at the jammer,NJ , on the secrecy

performance of the cellular network are studied. Without loss of generality, the variances of

the noise at all nodes are normalized to unity. Unless stated,μ3 = 10 dB ,Rd = 1 b/s/Hz,

Rs = 1 b/s/Hz , andω2 is 10 dB.

In Fig. 2.2a, the exact (simulation) and the lower bound (analysis) outage probability,

Pout, for D2D communications is depicted versusγ̄, whereγ̄ = γ̄r = γ̄d. It turns out

that Pout of the D2D link decreases as̄γ increases without any outage floor. In addition,

we find thatPout improves significantly with increasingND. Moreover, the performance

of D2D communications improves by using multiple antennas relay in comparison to a

single antenna relay. It is also noteworthy that there is a perfect agreement, at high SNR,
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Fig. 2.3: The SOP for perfect and oudated CSI, whereRs = 1 b/s/Hz.

between the simulation and numerical results, verifying the preciseness of the analytical

lower bound expression in (3.12). Regarding outdated CSI, Fig.2.2b shows the exact

(simulation) and lower bound (analysis) outage probability,Pout, for different values of the

correlation coefficientρ whereρ = ρtr = ρrd andND = 3. We note that asρ increases to

unity, the performance gain enhances substantially. Therefore, it can be concluded that the

availability of the CSI is essential in enhancing the outage probability performance of the

D2D communication. Furthermore, a good match between the exact (simulation) and lower

bound (analysis) at high SNR can also be observed.
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For Case I, SOPI is depicted in Fig.2.3aversusγ̄c. In this respect, the average SNR

of theE, γ̄e, is set to 5 dB and 15 dB, andRs is set to 1 b/s/Hz. With this in mind, it can

be clearly observed that SOPI decreases asNJ increases at the MIMO relay given the fact

that the wiretapped signal is degraded. The generating jamming signals interfere withE,

which means that secure data transmission is guaranteed. Moreover, SOPI increases as̄γc

decreases and̄γe increases, as expected. With respect to Case II, Fig.2.3bshows SOPII ,

versusγ̄c. It is clear that, for both̄γe = 5 and 15 dB, SOPII increases with more jamming

antennas as shown in Fig.2.3b. Additionally, we can observe that SOPII decreases as̄γc

increases and̄γe decreases, as expected. Furthermore, for both cases, the asymptotic results

are provided, where a perfect match with the exact results can be observed asγc → ∞.

Again, there is a tight agreement between the simulation and numerical results, verifying

the correctness of our analysis. It is worth mentioning that in both Cases I and II, the secrecy

capacity of the cellular network increases as a result of using jamming antenna atR.

To support our contribution, Figs.2.3aand2.3billustrate the security advantages that

the cellular user can gain as compared to the conventional system model, where there is

no relay. In the conventional system, there is no relay andT transmits directly toR. Each

transmission fromT to R occurs in one phase and the cellular transmits in the same phase.

Equal transmit power in both schemes, i.e., the conventional one and the proposed one,

is assumed to ensure a fair comparison. It is worth mentioning that, whenNJ = 1, both

schemes have the same performance. In this particular case, there is no advantage of the

proposed scheme. However, it can be observed that the secrecy performance of the cellular

network significantly improves asNJ increases. At SOPII = 10−3, we note a security

improvement of 10 dB and 5 dB of the proposed scheme over the conventional one when

NJ = 10 andNJ = 3, respectively. According to Fig.2.3b, SOPII decreases from 0.025

to 0.0045 at 30 dB as the number of jamming antenna increases from 1 to 10. With this in

mind, it is worthy for the cellular system to be silent in the first phase to guarantee secure
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data transmission in the second phase. In summary, the proposed system model has many

advantages over the conventional system such as improving the secrecy performance of

the cellular network, as shown in Figs.2.3aand2.3b and increasing the reliability and

robustness of the D2D communications, as shown in Fig.2.2a.

To study the influence of the outdated CSI case on the secrecy performance, Fig.2.3c

illustrates SOPI for outdated CSI Case I versus SNR,γ̄c, for different values of̄γe andNJ

set to 3. Without loss of generality, the correlation coefficient valuesρje are set to 0.1,

0.9, and 1. From this figure, we can observe that SOPI increases as̄γc decreases and̄γe

increases. In addition, we can clearly note that SOPI improves asρje increases to 1 because

the secrecy capacity impoves with perfect CSI.

Figure2.3dillustrates SOPII for outdated CSI Case II. As can be seen, for a fixedρjc,

namely,ρjc ∈ {0.1, 0.9, 1}, SOPII improves as̄γc increases andρjc increases to unity. This

clearly suggests that the outdated CSI can have a harmful influence on the secrecy capacity

for the cellular network. Therefore, Figs.2.3cand2.3dclearly show that, in both Cases I

and II, the jamming antenna selection at the MIMO relay increases the secrecy capacity for

the cellular network. Furthermore, in both cases, there is no outage floor. Moreover, the

analytical results and the simulation results match perfectly.

Figure2.4ashows the probability of non-zero secrecy capacity, PNSCI, for Case I ver-

susγ̄c. It is obvious that PNSCI increases as̄γc increases for a fixed̄γe. However, PNSCI

decreases with increasinḡγe. Moreover, we note that PNSCI decreases asNJ decreases.

Simulation results are seen to conform with the analytical results, validating the analysis.

Furthermore, Fig.2.4brepresents PNSCII for Case II versus̄γc. Both simulation and ana-

lytical results are shown, and match perfectly. It is clearly shown in Fig.2.4bthat, for both

γ̄e = 5 and 15 dB, PNSCII increases with more jamming antennas.
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2.7 Conclusion

In this chapter, a cooperative system model to simultaneously increase the D2D reliability

and robustness, and enhance the secrecy capacity of the cellular network, in an inband un-

derlay D2D cellular system, is introduced. Towards this end, a MIMO relay is utilized to

confound the eavesdropper by transmitting jamming signals. A complete analysis, whereby

closed-form expressions for the different performance metrics are provided for both perfect

and outdated CSI cases. As revealed in the analysis and simulation, the D2D outage prob-

ability, the secrecy outage probability, and the probability of non-zero secrecy capacity are

improved as a result of the cooperation. Obviously, the obtained results confirm the ben-

efits of the cooperation system by enhancing the security level of the cellular link and the

transmission rate for the D2D users, while utilizing the spectrum band of the cellular net-

work. Furthermore, simulation results match entirely with numerical results, validating the

analysis.
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2.8 Appendices

2.8.1 Appendix A

Derivation of Lemma 1

The PDF of̃γR can be derived by using

fγ̃R
(y) =

∫ ∞

0

fγ̃R|γR
(y/x) fγR

(x) dx. (2.55)

By substituting (2.47) and (2.17) in (2.55) and using [37, eq. (6.643.2) ]and [37, eq.

(9.220.2) ],fγ̃R
(y) can be derived as

fγ̃R
(γ) =ND

Nr−1∑

k=0

(−1)k

(
Nr − 1

k

)



exp

(
− (k+1) γ

Δtr (k+1)+ρ2
tr μ1

)

Δtr (k + 1) + ρ2
tr μ1



 , (2.56)

whereΔtr = (1 − ρ2
tr) μ1. Then the CDF of̃γR can be obtained as in (2.49).

2.8.2 Appendix B

Derivation of Lemma 2

The SINR atD for actual CSI can be expressed as

γ̃D =
γ̃rd

1 + γbd

. (2.57)

Now, we can determine the CDF ofγ̃D as

Fγ̃D
(γ) =

∫ ∞

0

Fγ̃rd
(γ(x + 1))fγbd

(x) dx. (2.58)
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Similarly, Fγ̃rd
(γ) can be derived following a similar procedure in the derivation of (2.49)

and is obtained as

Fγ̃rd
(γ) =ND

ND−1∑

k=0

(−1)k

(
ND − 1

k

)



1 − exp

(
− (k+1) γ

Δrd (k+1)+ρ2
rd μ2

)

k + 1



 , (2.59)

whereΔrd = (1 − ρ2
rd) μ2. By substituting (2.20) and (2.59) in (2.58) and evaluating the

integral, The CDF of̃γD can be obtained as in (2.50).

2.8.3 Appendix C

Derivation of Lemma 3

The SINR atEI is given by

γ̃EI
=

γbe

1 + γ̃je

. (2.60)

The PDF of̃γE can be obtained by using

fγ̃EI
(γ) =

∫ ∞

0

(x + 1) fγbe
(γ(x + 1)) fγ̃je

(x) dx, (2.61)

wherefγbe
is given by

fγbe
(γ) =

1

ω3

exp

(

−
γ

ω3

)

. (2.62)

To derive the PDF of̃γje, we use

fγ̃je
(y) =

∫ ∞

0

fγ̃je|γjc
(y/x) fγje

(x) dx, (2.63)

wherefγje
(.) is given by

fγje
(γ) =

NJ

ω4

NJ−1∑

k=0

(−1)k

(
NJ − 1

k

)

exp

(

−
γ (k + 1)

ω4

)

. (2.64)
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Similarly, fγ̃je
(γ) can be derived following a similar procedure in the derivation of (2.56)

and is obtained as

fγ̃je
(γ) =NJ

NJ−1∑

k=0

(−1)k

(
NJ − 1

k

)



exp

(
− (k+1)γ

Δje (k+1)+ρ2
je ω4

)

Δje (k + 1) + ρ2
je ω4



 . (2.65)

By substituting (2.62) and (2.65) in (2.61), the PDF of̃γEI
can be obtained as in (2.51).

2.8.4 Appendix D

Derivation of Lemma 4

The SINR atC can be expressed as

γ̃CII =
γbc

1 + min(γ̃jc)
. (2.66)

The CDF ofγ̃C can be obtained using the following formula

Fγ̃CII
(γ) =

∫ ∞

0

Fγbc
(γ(x + 1)) fγ̃jc

(x) dx, (2.67)

whereFγbc
(.) is given by

Fγbc
(γ) = 1 − exp

(

−
γ

ω1

)

. (2.68)

To deriveγ̃jc
(y), we use

fγ̃jc
(y) =

∫ ∞

0

fγ̃jc|γjc
(y/x)fγjc

(x) dx, (2.69)

wherefγjc
(.) is given by

fγjc
(γ) =

NJ

ω2

exp

(

−
NJ γ

ω2

)

. (2.70)
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Similarly, fγ̃jc
(γ) can be derived following a similar procedure of derivation (2.56) and is

obtained as

fγ̃jc
(γ) =

NJ exp
(
− NJ γ

NJ Δjc+ρ2
jc ω2

)

NJ Δjc + ρ2
jc ω2

. (2.71)

By substituting (2.71) and (2.68) in (2.67), Fγ̃CII
(γ) can be derived as

Fγ̃CII
(γ) = 1 −

ω1 exp
(
− γ

ω1

)

ω1 +
γ(NJ Δjc+ρ2

jc ω2)
NJ

. (2.72)

Now, SOPII can be derive using the following

SOPII =

∫ ∞

0

Fγ̃CII
(βγ + α) fγEII

(γ) dγ. (2.73)

By substituting (2.72) and (2.37) in (2.73), and using the same steps in the derivation of

(2.53), SOPII can be obtained as in (2.54).
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Chapter 3

Improving PLS of Cellular Networks

Using Full-Duplex Jamming

Relay-Aided D2D Communications

3.1 Abstract

This chapter investigates the physical layer security and data transmission in cellular net-

works with inband underlay Device-to-Device (D2D) communications, where there is no

direct link between D2D users. We propose to apply full-duplex (FD) transmission and

dual antenna selection at the D2D relay node. The relay node can simultaneously act as a

friendly jammer to improve the secrecy performance of the cellular network while enhanc-

ing the D2D communication data transmission. This is an appealing and practical scheme

where spectrum sharing is beneficial for the D2D and cellular networks in terms of reliabil-

ity enhancement and security provisioning, respectively. The practical scenario, where the

eavesdropper is passive, is considered. The eavesdropper uses either selection combining

or maximal ratio combining to combine the wiretapped signals of the cellular network. The
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secrecy performance of the cellular network is analyzed, and closed-form expressions for

the secrecy outage probability and the probability of non-zero secrecy capacity are derived.

We show that increasing the number of FD jamming antennas enhances the secrecy perfor-

mance of the cellular network. A closed-form expression of the D2D outage probability is

also provided. Simulation and numerical results are provided to verify the efficiency of the

proposed scheme and to validate the accuracy of the derived expressions.

3.2 Introduction

In cellular networks with inband underlay D2D communication, the interference generated

by the spectrum sharing between cellular communications and D2D communication is con-

sidered as one of the most crucial problems. Such interference is traditionally considered

as a drawback that leads to performance degradation of the cellular network. Thus, earlier

works on D2D communication focused on decreasing the interference effects in cellular

networks by interference management techniques. The underlying assumption in these

works is that the interference generated as a result of the spectrum sharing is harmful, and

needs to be mitigated, suppressed, or avoided by several techniques. However, as recently

proposed in [1], from a PLS perspective, such interference could be beneficial as it can be

utilized as artificial noise in CJ to paralyze malicious eavesdroppers and help the CUs pre-

vent wiretapping. This is possible provided that the interference to the CUs is less severe

than that to the eavesdroppers. In contrast to the friendly jammer, which consumes power

merely to confound the eavesdroppers, D2D communication can further transmit the con-

fidential signal simultaneously, achieving a win-win situation between the D2D users and

the CUs. In [2], the influence of the resource allocation on the secrecy capacity is studied

to achieve the minimum secrecy rate. Towards this end, the authors of [3] investigate the

selection of the appropriate D2D pairs based on the distance between CUs and D2D pairs

53



to confuse the eavesdroppers.

On the other development, FD communications, which allow the concurrent transmis-

sion and reception on a specific spectrum band, has attracted lots of attention as a result

of its potential to increase the spectrum efficiency compared to half-duplex communica-

tions. Due to the recent advances in the field of signal processing and antenna technology

[4], FD transmission, which was previously considered impractical and difficult to imple-

ment because of the associated self-interference (SI), is now a convenient choice in various

applications. Interestingly, this evolution on FD transmission presents new advantages in

safeguarding wireless networks [5]. From a secrecy performance perspective, FD jamming

receiver is investigated in [6]. Motivated by this observation, recent research works have

studied the inband D2D communication from the PLS perspective [7], [8]. To enhance

the PLS performance of cellular networks, these works study the potentials of inband D2D

communication, but they only consider the case where there is a direct link between D2D

users [9]. However, in some scenarios, the link condition and proximity may not be benefi-

cial for direct communication. In such scenarios, the performance of D2D communication

could be enhanced by employing network-assisted transmission through relays. This ap-

proach, referred to as relay-aided D2D communication, can efficiently provide a better

quality of service between remote D2D pairs. The PLS of underlay multihop D2D relaying

is investigated in [10], but from the perspective of enhancing the secrecy performance of

D2D links only. It is important to note that, by adopting the FD operation for jamming,

the cellular can have secure transmission during the two phases of the D2D transmission.

This is in contrast with the work in [11] where, due to the absence of FD, the cellular user

can only transmit during the second phase of the D2D transmission for improved secrecy,

which negatively impact its spectral efficiency.

In this chapter, we study the PLS of FD relay-aided underlay D2D communication and

propose a dual antenna selection to enhance the secrecy performance of the cellular network

54



and increase the reliability in the D2D communication concurrently. This is achieved by

equipping the relay with FD MIMO antennas. Antenna selection approach is employed

in this work to avoid the high hardware complexity while maintaining the diversity and

reliability advantages from multiple antennas. In the proposed scheme, the data antenna

selection at the relay is utilized to increase the reliability of D2D communications, whereas

the jamming antenna selection is used to confound the eavesdropper. Thus, the secrecy

capacity of the cellular network is maximized. Thanks to the FD dual antenna selection

at the relay, the secrecy and data transmission performance are improved concomitantly.

Compared to our earlier work in [12], in addition to the SC technique, the MRC technique

is also investigated. To elaborate, MRC gives the lowest secrecy performance provided

that the eavesdropper is not aware of the jamming signal. It is also noteworthy that, if the

eavesdropper is aware of the jamming signal, then beamforming will give the worst secrecy

performance. In this respect, the impact of the multiple antennas, at the base station and

eavesdropper, on the secrecy performance of the cellular network is studied. In doing so,

jamming antenna selection strategy is utilized in this work to maintain the reliability and

diversity benefits from multiple antennas while avoiding the high hardware complexity and

signaling overheads.

The main contributions of this chapter can be summarized as follows:

• A new network-assisted inband underlay D2D communication system is introduced,

where an FD MIMO relay, in addition to its ability to improve data rate, is also used

as a friendly jammer.

• A dual antenna selection at the FD MIMO relay is proposed to improve the data

transmission of the D2D communication and enhance the secrecy capacity of the

cellular network simultaneously.

• The secrecy performance of the cellular network is analyzed and closed-form expres-
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sions of the SOP and the PNSC are derived. Additionally, the outage probability of

the D2D communication is investigated, and an analytical expression is also obtained.

• Concise expressions for the asymptotic SOP for the cellular network are provided in

the high transmit power regime. These expressions reveal that SC and MRC achieve

the same secrecy diversity order.

• Monte-Carlo simulation results are presented and compared with the derived analyt-

ical expressions, verifying and confirming the correctness and accuracy of the latter.

3.3 System Model

Fig. 3.1:System Model.

As shown in Fig. 3.1, a downlink transmission scenario in a relay-aided D2D com-

munication underlying cellular network, where the cellular network enables the D2D users

to transmit simultaneously in the same spectral band in a specific environment, is con-

sidered. We consider a cellular network consisting of a BS, equipped withNB antennas,
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communicating with a single-antenna cellular user,C, in the presence of a passive multi-

antenna eavesdropper,E, equipped withNE antennas. The D2D network consists of a

single-antenna D2D transmitter,T , a multi-antenna relay,R, and a single-antenna D2D re-

ceiver,D. The AF relay,R, operates in the FD mode and is equipped withND antennas

for receiving data fromT and transmitting toD, andNJ antennas for transmitting jamming

signals towardsE. We assume that the CSI of the wiretap channel is available atE, and

that of the cellular channel is known toC. All other nodes operate in the half-duplex mode.

Furthermore, the D2D transmissions require two phases, one for each hop. In addition, all

communication channels are assumed to undergo flat fading with Rayleigh distribution.

In the first phase,T transmits the D2D signal toR. Next, the received signal at

R is amplified and re-transmitted toD in the second phase. In both phases,R trans-

mits a jamming signal toE to improve the cellular link security. It should be noted

that the BS transmits to the cellular user in both phases as well. Thus, as a compen-

sation for spectrum sharing, the D2D MIMO relay serves as a friendly jammer to en-

sure high-security level for the cellular network, and thus enables a win-win situation

between the two networks, i.e., security provisioning for the cellular user and high reli-

ability for the D2D users. We indicateU1
i andU2

i as theith receiving and transmitting

antennas in the first and second phases, respectively, wherei = 1, ...., ND. In a simi-

lar manner,Rj denotes the jamming antenna, wherej = 1, ...., NJ , and BSl denotes the

transmitting antenna in the BS, wherel = 1, ...., NB. The channel coefficients for the

T → U1
i , U2

i → D, BSl → C, BSl → E, BSl → D, Rj → E, Rj → C, Rj → U1
i , and

Rj → D links are denoted ashtr, hrd, hbc, hbe, hbd, hje, hjc, hji, and hjd, respectively.

In addition, the channel power gains are indicated by|hab|
2, which are independent and

exponentially distributed random variables with a mean ofλab = E[|hab|
2], whereE is the

expectation operator andab ∈ {tr, rd, bc, be, bd, je, jc, ji, jd}. Furthermore, the variances

of the AWGN atR, D, C, andE are denoted byσ2
r , σ

2
d, σ

2
c , andσ2

e , respectively. It is as-
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sumed that the wiretap channel gain is not available at the BS andR. It is also assumed that

T andR are transmitting with equal powerP .

During the first phase, the receiving antennaU1
i is chosen to maximize the instantaneous

SNR atR. As a result of using FD relaying,R receives data fromT and transmits jamming

signals toE at the same time. Since the modern technology can considerably suppress the

self-interference to the noise level [13], it can be assumed that the residual self-interference

is negligible. The received signal at theith receiving antenna,U1
i , is given by

yR =
√

P htr xd +
√

PB hbr xb + nr, (3.1)

wherexd andxb are the D2D and BS transmission signals, respectively,P andPB are

the D2D and BS transmission power, respectively, andnr is the AWGN at the MIMO

relay. During the second phase, the transmitting antennaU2
i is chosen to maximize the

instantaneous SNR atD. ThenU2
i transmits an amplified version of the received signal to

D after employing the relaying gainG. Hence, the received signal atD is given by

yD = G hrd

(√
P htr xd +

√
PB hbr xb + nr

)
+
√

PB hbd xb +
√

PRj hjd xj + nd, (3.2)

wherexj is the jamming signal,PRj is the jamming transmitted power, andnd is the AWGN

atD. However, since the jamming powerPRj and coefficienthjd are assumed to be known

at D, the interference atD generated by the jamming antenna can be eliminated through

digital interference cancellation [13]. During each phase, the received signal atC is given

by

yC =
√

PB hbc xb +
√

PRj hjc xj + nc, (3.3)

wherenc is the AWGN atC. In a similar manner, the received signal atE during each
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phase is given by

yE =
√

PB hbe xb +
√

PRj hje xj + ne, (3.4)

wherene is the AWGN at theE. In (3.3) and (3.4), it is assumed that the interference from

T is negligible. This widely used assumption can be justified by the fact thatT is far away

and transmits with low power [14]. As the jamming transmitted power fromRj is higher

than the data transmitted power fromU2
i , we assume that the interference fromU2

i towards

C is negligible. This assumption is necessary to get mathematically tractable closed-form

expressions. For AF relaying scheme, the relaying gainG is given by [15]

G =

√
P

P |htr|
2 + PB |hbr|

2 + σ2
r

. (3.5)

Substituting (3.5) into (3.2), the SINR for the D2D link,γD2D, after some algebraic manip-

ulations, can be derived as

γD2D =
G2P |htr|

2 |hrd|
2

G2 |hrd|
2 (PB |hbr|

2 + σ2
r

)
+ PB |hbd|

2 + σ2
d

, (3.6)

which, after some algebraic manipulations, simplifies to

γD2D =
γR γD

γR + γD + 1
, (3.7)

whereγR andγD are the SINR atR andD, respectively. The SINR atR is given by

γR =
P |htr|

2

σ2
r + Pb |hbr|

2 =
γtr

1 + γbr

, (3.8)

and the SINR atD is given by

γD =
P |hrd|

2

σ2
d + Pb |hbd|

2 =
γrd

1 + γbd

, (3.9)
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whereγtr = γ̄tr |htr|
2, γbr = γ̄br |hbr|

2 , γ̄r = P
σ2

r
, andγ̄br = PB

σ2
r

. Similarity,γrd = γ̄rd |hrd|
2,

γbd = γ̄bd |hbd|
2 , γ̄rd = P

σ2
d
, and γ̄bd = PB

σ2
d

. Let us defineμ1 = γ̄trλtr, μ2 = γ̄brλbr,

μ3 = γ̄rdλrd, andμ4 = γ̄bdλbd. The maximum D2D two-hop channel gain can be calculated

as

|hυ|
2 = max

i=1,..ND

|hυi
|2 , (3.10)

whereυ ∈ {tr, rd}.

3.4 Performance Analysis

In this section, a comprehensive performance analysis of the illustrated system model is

presented. Specifically, closed-form expressions are derived for essential performance met-

rics, i.e., the D2D outage probability, the SOP, and the PNSC. Additionally, the benefits of

the cooperative system model are examined. It is noteworthy that a passive eavesdropper is

considered, where the eavesdropper channel states are not known to BS andR.

3.4.1 D2D Outage Probability

The outage probability of the D2D communication,Pout, can be expressed as

Pout = Pr(γD2D ≤ ϕ) , (3.11)

whereϕ = 22Rd − 1, γD2D is the end-to-end SINR for the D2D link, andRd is the D2D

required data rate. However, the expression in (3.7) is not mathematically tractable. As a

result, a tight upper boundγup is used to express the end-to-end SINR of theT → R → D

link as follows

γD2D ≤ γup
4
= min(γR, γD) . (3.12)
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Thus, the lower boundPout can be expressed as

Pout = Pr(γup ≤ ϕ) = Pr(min(γR, γD) ≤ ϕ) = 1 − (1 − FγR
(ϕ)) (1 − FγD

(ϕ)) ,

(3.13)

whereFγR
(.) andFγD

(.) are the cumulative distribution functions (CDFs) ofγR andγD,

respectively. We can determine the PDF ofγR as

fγR
(γ) =

∫ ∞

0

(y + 1)fγtr(γ(y + 1))fγbr
(y)dy, (3.14)

where the PDF ofγtr can be expressed in terms of the binomial expansion as

fγtr(γ) =
ND

μ1

ND−1∑

k=0

(−1)k

(
ND − 1

k

)

e
− γ (k+1)

μ1 , (3.15)

andfγbr
(.) is given by

fγbr
(x) =

1

μ2

e
− x

μ2 . (3.16)

By substituting (3.15) and (3.16) in (3.14), and after simple algebraic manipulations, the

PDF ofγR is derived as

fγR
(γ) =

ND

μ1μ2

ND−1∑

k=0

(−1)k

(
ND − 1

k

)

e
− γ (k+1)

μ1






1 + γ(k+1)
μ1

+ 1
μ2(

γ(k+1)
μ1

+ 1
μ2

)2




 . (3.17)

From (3.17), FγR
(γ) can be easily obtained as

FγR
(γ) =ND

ND−1∑

k=0

(−1)k

(
ND−1

k

)

(k + 1)



1 −
e
− γ (k+1)

μ1

(
1 + γ (k+1)μ2

μ1

)



 , (3.18)
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and

FγD
(γ) =ND

ND−1∑

k=0

(−1)k
(

ND−1
k

)

(k + 1)



1 −
e
− γ (k+1)

μ3

(
1 + γ (k+1)μ4

μ3

)



 . (3.19)

By substituting (3.18) and (3.19) in (??), Pout can be obtained as

Pout =ND

ND−1∑

k=0

(−1)k
(

ND−1
k

)

k + 1







2 −
exp

(
−ϕ (k+1)

μ1

)

(
1 + ϕ (k+1)μ2

μ1

) −
exp

(
−ϕ (k+1)

μ3

)

(
1 + ϕ (k+1)μ4

μ3

)





−ND

ND−1∑

m=0

(−1)m

m + 1

(
ND − 1

m

)






1 −
exp

(
−ϕ (k+1)

μ1

)

(
1 + ϕ (k+1)μ2

μ1

)





×



1 −
exp

(
−ϕ (m+1)

μ3

)

(
1 + ϕ (m+1)μ4

μ3

)











 .

(3.20)

3.4.2 Secrecy Outage Probability

The secrecy capacity, normalized to a unit bandwidth,CS, is given

CS = [CC − CE]+ , (3.21)

wher[x]+ = max(x, 0). With this in mind,γC andγE are the SINR atC andE, respectively.

In this respect,CC can be obtained by

CC = log2 (1 + γC) = log2

(

1 +
γbc

1 + γjc

)

, (3.22)

whereγbc = γ̄c |hbc|
2 , γjc = γ̄jc |hjc|

2 , γ̄c = PB

σ2
c
, andγ̄jc =

Pj

σ2
c
. Let us defineω1 = γ̄cλbc,

andω2 = γ̄jcλjc. In addition,CE can be obtained by

CE = log2 (1 + γE) = log2

(

1 +
γbe

1 + γje

)

, (3.23)
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whereγbe = γ̄e |hbe|
2 , γje = γ̄je |hje|

2 , γ̄e = PB

σ2
e
, andγ̄je =

Pj

σ2
e
. Let us defineω3 = γ̄eλbe,

andω4 = γ̄jeλje.

Jamming Antenna Selection Approach:Because the channel gains between the jamming

antennas,Rj, and the eavesdropper,E, are not available, the jamming antenna is selected

based on the minimum interference generated towardsC, since the channel gain between

Rj andC is assumed to be known atR. In this case, the eavesdropper would see a random

signal from the selected jamming antenna. Thus, the jamming antenna selection is chosen

to satisfy|hjc|
2 = min

i=1,..NJ

|hjci
|2 . On the other hand,E would see random channelshbe and

hje, from selected antennas at the BS andR, respectively. AtE, two practical diversity

combining techniques, SC and MRC, are investigated. It should be noted that the selected

antennaRj atR transmits a jamming signal to confuseE.

3.4.2.1 Eavesdropper’s Channel with SC

In this technique, the signal with the highest instantaneous SNR is selected. The SOP for

SC, SOPSC, can be formulated as

SOPSC =

∫ ∞

0

FγC
(βγ + α)fSC

γE
(γ) dγ. (3.24)

whereβ = 2Rs , α = β − 1, FγC
(γ) is the CDF ofγC , andfSC

γE
(γ) is the PDF ofγE for SC.

To derive the PDF ofγC , we have [16]

FγC
(γ) =

∫ ∞

0

Fγbc
(γ(ξ + 1))fγjc

(ξ) dξ, (3.25)

whereFγbc
(.) is given by

Fγbc
(γ) = NB

NB−1∑

k=0

(−1)k
(

NB−1
k

)

(k + 1)

(

1 − exp

(

−
γ (k + 1)

ω1

))

. (3.26)
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The jamming antenna is selected based on the minimum interference generated fromRj

towardsC. Hence,fγjc
(.) is given by

fγjc
(γ) =

NJ

ω2

exp

(

−
NJ γ

ω2

)

. (3.27)

Now, by plugging (3.26) and (3.27) into (3.25), and after simple algebraic manipulations,

one can get

FγC
(γ) = NB

NB−1∑

k=0

(−1)k
(

NB−1
k

)

(k + 1)



1 −
Nj exp

(
−γ(k+1)

ω1

)

Nj + ω2γ(k+1)
ω1



 . (3.28)

Now, the PDF ofγE can be derived using

fSC
γE

(x) =

∫ ∞

0

(y + 1)fγbe
(x(y + 1))fγje

(y)dy, (3.29)

wherefγbe
(.) is given by

fγbe
(γ) =

NE

ω3

NE−1∑

k=0

(−1)k

(
NE − 1

k

)

e
− γ (k+1)

ω3 . (3.30)

andfγje
(.) is given by

fγje
(γ) =

1

ω4

e
− γ

ω4 . (3.31)

By substituting (3.30) and (3.31) in (3.29), and after simple algebraic manipulations,fSC
γE

(γ)

is obtained as

fSC
γE

(γ) =
NE

ω3 ω4

NE−1∑

k=0

(−1)k

(
NE − 1

k

)

exp

(

−
γ (k + 1)

ω3

)





1 + γ(k+1)
ω3

+ 1
ω4(

γ(k+1)
ω3

+ 1
ω4

)2




 . (3.32)
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By plugging (3.28) and (3.32) into (3.24), and utilizing partial fraction expansion, then [17,

eq. (3.352.4)] and [17, eq. (3.353.3)], the SOPSC can be derived as

SOPSC =
NE NB

ω3 ω4

NE−1∑

k=0

NB−1∑

s=0

(−1)k

(k + 1)

(
NE − 1

k

)(
NB − 1

s

)[(
ω3 ω4

(k + 1)

−
NJ

exp
(

−(s+1) α
ω1

)



 1

A4



 ω3 A2 Ei [−A2 A3]

(k + 1) exp(−A2 A3)
+





(
k+1
ω3

)
(NJ + A1 α)

A4

−
A1 β

(
1 + 1

ω4

)

A4



×



−Ei [−A2 A3]

exp(−A2 A3)
+

Ei
[
−A2 (NJ+A1 α)

A1β

]

exp
(

−A2 (NJ+A1 α)
A1 β

)



















 ,

(3.33)

where β = 2Rs , α = β − 1, A1 = ω2(s+1)
ω1

, A2 = (s+1)β
ω1

+ k+1
ω3

, A3 = ω3

(k+1)ω4
, A4 =

(k+1)
ω3

(Nj + A1α) − A1β
ω4

, and Ei(.) is the exponential integral function [17, eq. (8.21.1)].

3.4.2.2 Eavesdropper’s Channel with MRC

In this technique, the received signals are coherently combined. The SOP for MRC, SOPMRC,

is formulated as

SOPMRC =

∫ ∞

0

FγC
(βγ + α)fMRC

γE
(γ) dx, (3.34)

wherefMRC
γE

(γ) is the PDF ofγE for MRC which can be derived as

fMRC
γE

(x) =

∫ ∞

0

(y + 1)fγbe
(x(y + 1))fγje

(y)dy, (3.35)

wherefγbe
(.) is given by

fγbe
(γ) =

γNE−1

Γ(NE) ωNE
3

e
−γ
ω3 , (3.36)
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whereΓ(.) is the gamma function, andfγje
(.) is given by

fγje
(γ) =

1

ω4

e
− γ

ω4 . (3.37)

By substituting (3.36) and (3.37) in (3.35), and after simple algebraic manipulations,fMRC
γE

(γ)

is obtained as

fMRC
γE

(γ) =
γNE−1 e

−γ
ω3

Γ(NE) ωNE
3 ω4

NE∑

k=0

(
NE

k

)
Γ(k + 1)

(
γ
ω3

+ 1
ω4

)k+1
. (3.38)

By plugging (3.28) and (3.38) in (3.34), using partial fraction expansion, then with the help

of [17, eq. (1.111)], [17, eq. (3.381.3)], and [17, eq. (3.383.10)], [17, eq. (3.383.4)],

the SOPMRC can be derived as

SOPMRC =
NB

Γ(NE) ωNE
3 ω4

NE∑

m=0

NB−1∑

q=0

(−1)q
(

NE

k

)(
NB−1

q

)
Γ(m + 1)

(q + 1)



 ωNE
3

exp
(

−1
ω4

)
NE−1∑

p=0

(
NE − 1

p

)

×
Γ
(
p − m, 1

ω4

)

(
−1
ω4

)−(NE−1−p)
−

NJ ω1 ωm+1
3

ω2 (q + 1) β exp
(

(q+1) α
ω1

)

(
m+1∑

i=1

(−1)m+1−i exp
(
B1B2

2

)

(B4 − B2)
m+2−i

×
Γ(NE)W 1−i−NE

2
,
i−NE

2

(
B1B2

)

B

(
NE−i+1

2

)

1 B
−
(

NE−i−1

2

)

2

+
BNE−1

4 Γ
(
NE

)
Γ
(
1 − NE,B1B4

)

exp
(
− B1 B4

)(
B2 − B4

)m+1









 ,

(3.39)

whereB1 = β(q+1)
ω1

+ 1
ω3

, B2 = ω3(k+1)
ω4

, B3 = 1
β

(
α + ω1

ω2(q+1)

)
,B4 = 1

β

(
α + NJ ω1

ω2(q+1)

)
,

Γ(., .) is the upper incomplete gamma function [17, eq. (8.350.2)], andWa,b(.) is the Whit-

taker function [17, eq. (9.220.4)].
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3.4.3 Asymptotic Secrecy Outage Analysis

In this subsection, the SOP at high SNR, i.e., whenγc → ∞, is presented to get more

insights on the influence of the significant parameters of the proposed system on the perfor-

mance of the SOP. Specifically, the secrecy diversity order,Gd, and the secrecy array gain,

Ga, are investigated. In this case, it is considered that the locations of the BS andC are

close. In this scenario, we consider thatγc >> γe. As γc → ∞, the asymptotic expression

of SOP∞ can be written as [18]

SOP∞ = (Gaγc)
−Gd + O(γ−Gd

c ), (3.40)

whereO(.) is the higher order terms. From this expression, it can be inferred that the SOP∞

curve is characterized byGd, while the SNR gain of SOP∞ relative to the reference curve,

(γc)
−Gd , is characterized byGa.

3.4.3.1 Eavesdropper’s Channel with SC

To derive the asymptotic SOP for SC, SOP∞
SC, the exponential function in (3.28), given in

the appendix, is expanded using Taylor series expansion in [17, eq. (1.211.1)]. Then, the

first two terms in the expansion are kept, and the higher-order terms are neglected. Thus,

the asymptotic CDF ofγC , F∞
γC

(.), is given by

F∞
γC

(γ) =

NB∑

p=0

(
NB

p

)
Γ(p + 1)
(

NJ

ω2

)p

(
γ

ω1

)NB

+ O

(
γ

ω1

)

. (3.41)

Now, the SOP∞SC can be obtained using

SOP∞SC = (GaSCγc)
−GdSC + O(γ

−GdSC
c ), (3.42)
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whereGdSC = NB andGaSC is given by

GaSC =

[
NE

ω3ω4

NB∑

p=0

(
NB

p

) (
ω2

NJ

)p

Γ(p + 1)

NE−1∑

k=0

(−1)k

(
NE − 1

m

) NB∑

s=0

(
NB

s

)

×
αNB−s βs

exp
(

1
2ω4

)
(

ω3

k + 1

)s

Γ(s + 1)

((
1

ω4

) s−2
2

W−2−s
2

, 1−s
2

(
1

ω4

))




−1
NB

.

(3.43)

3.4.3.2 Eavesdropper’s Channel with MRC

Using the same approach and following the same steps as above, the asymptotic SOP for

MRC, SOP∞MRC, can also be written as

SOP∞MRC = (GaMRCγc)
−GdMRC + O(γ

−GdMRC
c ), (3.44)

whereGdMRC = NB andGaMRC is given by

GaMRC =

[
NB∑

p=0

(
NB

p

) (
ω2

NJ

)p

Γ(p + 1)

NE∑

m=0

(
NE

m

)
Γ(m + 1)

ωNE
3 ω4 Γ(NE)

NB∑

s=0

(
NB

s

)

×
αNB−s βs

exp
(

−1
ω4

)
ωm+1

3

NE+s−1∑

v=0

(
NE + s − 1

v

)Γ
(
v − m, 1

ω4

)
ωv−m

3

(
−ω3

ω4

)−(NE+s−v−1)






−1
NB

.

(3.45)

3.4.4 Probability of Non-zero Secrecy Capacity

In this subsection, the requirement for the presence of the non-zero secrecy capacity is

investigated. It is worth noting that the non-zero secrecy capacity is achieved whenγC >

γE. The PNSC is given by

PNSC= Pr

(
1 + γC

1 + γE

> 1

)

= 1 −
∫ ∞

0

FγC
(γ)fγE

(γ) dγ. (3.46)
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3.4.4.1 Eavesdropper’s Channel with SC

By substituting (3.28) and (3.32) in (3.46), and using partial fraction expansion, then [17,

eq. (3.352.4)] and [17, eq. (3.353.3)], the PNSCSC can be obtained as

PNSCSC = 1 −
NE NB

ω3ω4

NE−1∑

k=0

NB−1∑

s=0

(−1)k

(k + 1)

(
NE − 1

k

)(
NB − 1

s

)[(
ω3ω4

(k + 1)
− NJ

×



 1
(k+1)

ω3
Nj − A1

ω4



 ω3A2

(k + 1)
eA2A4Ei [−A2A5] +

1

A4

+

(
k+1
ω3

)
(NJ) −A1

(
1 + 1

ω4

)

(
k+1
ω3

)
Nj − A1

ω4

×



−
Ei [−A2A5]

e−A2A5
+

Ei
[
−A2NJ

A1

]

e
−

A2NJ
A1



















 ,

(3.47)

whereA5 = s+1
ω1

+ k+1
ω3

.

3.4.4.2 Eavesdropper’s Channel with MRC

Following the same steps of deriving (3.47), the PNSCMRC can be obtained as

PNSCMRC = 1 −
NB

Γ(NE) ωNE
3 ω4

NE∑

m=0

NB−1∑

q=0

(−1)q
(

NE

k

)(
NB−1

q

)
Γ(m + 1)

(q + 1)

[

ωNE
3 e

1
ω4

NE−1∑

p=0

(
NE − 1

p

)(
−1

ω4

)NE−1−p

Γ

(

p − m,
1

ω4

)

−
NJ ω1ω

m+1
3

ω2(q + 1)

(
m+1∑

i=1

(−1)m+1−i

×
e

ϑ1B2
2 ϑ

−
(

NE−i+1

2

)

1 ϑ
NE−i−1

2
2 Γ(NE)

(ϑ4 − ϑ2)
m+2−i W 1−i−NE

2
,
i−NE

2

(ϑ1ϑ2) + ϑNE−1
4 eϑ1 ϑ4

×
Γ(NE)Γ (1 − NE, ϑ1ϑ4)

(ϑ2 − ϑ4)
m+1

)]

,

(3.48)

where ϑ1 = q+1
ω1

+ 1
ω3

, ϑ2 = ω3(k+1)
ω4

, ϑ3 = ω1

ω2(q+1)
, and ϑ4 = NJ ω1

ω2(q+1)
.
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3.5 Analysis with Outdated CSI

We study the influence of outdated CSI on the PLS of the cellular network using the FD

relay. To do so, a dual antenna selection is introduced to increase the throughput in the D2D

links while enhancing the security level of the cellular network simultaneously. To this end,

we derive closed-form expressions for the SOP, and the outage probability of the D2D

communication, assuming SC and MRC are utilized at the eavesdropper side. Additionally,

for the high-SNR regime, tight asymptotic SOP expressions are derived for the cellular

network. Furthermore, Monte-Carlo simulation is utilized to verify our analysis.

To find the maximum D2D two-hop channel gain,|Hε|
2, we can use

|Hε|
2 = max

i=1,..ND

∣
∣
∣h̃εi

∣
∣
∣
2

, (3.49)

whereε ∈ {tr, rd}. The SINR atR can be expressed as

γR =
P |Htr|

2

σ2
r + Pb |hbri

|2
=

γtr

1 + γbr

, (3.50)

whereγtr = γ̄tr |Htr|
2, γbr = γ̄br |hbri

|2 , γ̄r = P
σ2

r
, andγ̄br = Pb

σ2
r
. The SINR atD is given

by

γD =
P |hrid|

2

σ2
d + Pb |hbd|

2 =
γrd

1 + γbd

, (3.51)

whereγrd = γ̄rd |Hrd|
2, γbd = γ̄bd |hbd|

2 , γ̄rd = P
σ2

d
, andγ̄bd = Pb

σ2
d
. Let us defineE1 = γ̄trλtr,

E2 = γ̄brλbr, E3 = γ̄rdλrd, andE4 = γ̄bdλbd.

It is also noteworthy that the CSI for all D2D links are outdated, while it is perfect for

the cellular network. As a result of some circumstances such as the delay of the feedback

and the mobility, the outdated CSIh̃υ may vary from the actual CSI denoted ashυ, giving

by [19] hυ = ρυ h̃υ +
√

1 − ρυ wυ, whereρυ is the correlation coefficient betweenhυ and

h̃υ, andwυ is a circularly symmetric complex Gaussian RV having equal variance as the
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RV hυ. Hence, the conditional PDFfγυ |γ̃υ(.) is given by

fγυ |γ̃υ(γ/x) =
1

Δυ

e−
(γ+ρ2

υ x)
Δυ Io

(

2
ρυ
√

γ x

Δυ

)

, (3.52)

whereγυ and γ̃υ are the SINRs for the actual and outdated CSI for theυ channel,Δυ =

(1 − ρ2
υ) γ̄υ, andIo(.) is the zero-order modified Bessel function of the first kind [17, eq.

(8.445)]. The PDF ofγυ is given by

fγυ(γ) =

∫ ∞

0

fγυ |γ̃υ(γ/x)fγ̃υ(x) dx. (3.53)

3.5.1 Performance Analysis

3.5.1.1 D2D Outage Probability

In this section, the D2D outage probability,Pout, is investigated. To obtainPout, we have

Pout = Pr(γup ≤ ϕ) = FγR
(γth) + FγD

(γth) − FγR
(γth)FγD

(γth). (3.54)

Lemma 3:The CDF ofγR can be derived as

FγR
(γ) =ND

ND−1∑

k=0

(−1)k
(

ND−1
k

)

k + 1



1 −
exp
(
− Ξ1 γ

)

1 + E2 Ξ1 γ



 , (3.55)

whereΞ1 = (k+1)

Δtr(k+1)+ρ2
trE1

with Δtr = (1 − ρ2
tr) E1.

Proof: See Appendix A. �

Following the same steps,FγD
can by expressed as

FγD
(γ) =ND

ND−1∑

m=0

(−1)m
(

ND−1
m

)

m + 1



1 −
exp
(
− Ξ2 γ

)

1 + E4 Ξ2 γ



 , (3.56)
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whereΞ2 = (m+1)

Δrd(m+1)+ρ2
rdE3

with Δrd = (1 − ρ2
rd) E3. By plugging (3.55) and (3.56) into

(3.54), Pout can be obtained.

3.5.1.2 Secrecy Outage Probability

In this section, the SOP is analyzed. The secrecy capacity,CS, is given by

CS = [CC − CE]+ , (3.57)

whereCC andCE are the cellular and eavesdropper normalized capacities, respectively,

and[x]+ = max (x, 0). Moreover, the best antenna at BS is chosen based on the following

criterion|Hbc|
2 = max

l=1,..NB

|hblc|
2 . In this respect,CC is given by

CC = log2 (1 + γC) = log2

(

1 +
γbc

1 + γjc

)

, (3.58)

whereγbc = γ̄c |Hbc|
2 , γjc = γ̄jc |hjc|

2 , γ̄c = Pb

σ2
c
, andγ̄jc =

Pj

σ2
c
. Let us defineZ1 = γ̄cλbc,

andZ2 = γ̄jcλjc. In addition,CE is given by

CE = log2 (1 + γE) = log2

(

1 +
γbe

1 + γje

)

, (3.59)

whereγbe = γ̄e |hbe|
2 , γje = γ̄je |hbe|

2 , γ̄e = Pb

σ2
e
, andγ̄je =

Pj

σ2
e
. Let us defineZ3 = γ̄eλbe,

andZ4 = γ̄jeλje.

Jamming Antenna Selection Approach: The jamming antenna, which produces the min-

imum interference generated towardsC, is selected to satisfy|hjc|
2 = min

j=1,..NJ

∣
∣
∣h̃jc

∣
∣
∣
2

.

Lemma 2:The CDF ofγ̃CI
can be derived as

FγC(γ) =
NBNJ

ϕ3

NB−1∑

q=0

(−1)q
(

NB−1
q

)

(q + 1)



 1

ϕ2

−
exp
(
− ϕ1γ

)

ϕ2 + ϕ1γ



 , (3.60)
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whereϕ1 = q+1
Z1

, ϕ2 = NJ

NJΔjc+ρ2
jcZ2

, ϕ3 = NJΔjc + ρ2
jcZ2, and,Δjc =

(
1 − ρ2

jc

)
Z1.

Proof: See Appendix B. �

Now, the SOP can be derived as

SOPξ =

∫ ∞

0

FγC
(γ)(βx + α)f ξ

γE
(γ) dγ, (3.61)

whereξ ∈ {SC, MRC}. ThefSC
γE

(γ) can be derived as

fSC
γE

(γ) =
NE

Z3Z4

NE−1∑

k=0

(−1)k

(
NE − 1

k

)

exp
(
−

γ(k + 1)

Z3

)





1 + γ(k+1)
Z3

+ 1
Z4(

γ(k+1)
Z3

+ 1
Z4

)2




 . (3.62)

By substituting (3.60) and (3.62) in (3.61), and with help of partial fraction expansion, then

using [17, eq. (3.353.3)] and [17, eq. (3.352.4)], the SOPSC can be derived as

SOPSC =
NBNJNE

ϕ4Z3 Z4

NB−1∑

q=0

NE−1∑

k=0

(−1)q+k
(

NB−1
q

)(
NE−1

k

)

(q + 1)



 Z3 Z4

(k + 1) ϕ2

−
Z3 ζ1 exp

(
− ϕ1α

)

(k + 1)

×





(
ϕ1β + (k+1)

Z3

)
Ei
[
− ζ2ζ4

]

exp
(
− ζ2 ζ4

) +
1

ζ4



+ ζ3

(
ϕ2 + ϕ1α

ϕ1β

)



Ei
[
−ζ2

(
ϕ2+ϕ1α

ϕ1β

)]

exp
(
− ζ2

)

−
Ei
[
− ζ2ζ4

]

exp
(
− ζ2 ζ4

)







 ,

(3.63)

where

ζ1 = Z3 Z4

(k+1)(Z4(ϕ2+ϕ1α)−Z3ϕ1β)
, ζ2 =

(
ϕ1β + (k+1)

Z3

)
,

ζ3 = ζ1

(
ϕ2(k+1)

Z3
− ϕ1

(
β
(
1 + 1

Z4

)
− (k+1)α

Z3

))
, andζ4 = Z3

Z4(k+1)
.
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For MRC,fMRC
γE

(γ) can be derived as

fMRC
γE

(γ) =
γNE−1 e

−γ
Z3

Γ(NE) ZNE
3 Z4

NE∑

k=0

(
NE

k

)
Γ(k + 1)

(
γ
Z3

+ 1
Z4

)k+1
. (3.64)

By plugging (3.60) and (3.38) into (3.61), and with the help of the partial fraction expan-

sion, then using [17, eq. (1.111)],[17, eq. (3.383.4)], and [17, eq. (3.383.10)], the SOPMRC

can be derived as

SOPMRC =
NBNJ

ϕ3Z
NE
3 Z4

NE∑

k=0

NB−1∑

q=0

(−1)q
(

NE

m

)(
NB−1

q

)
Γ(m + 1)

(q + 1)




Z2NE+k

3 exp
(

1
2Z4

)

ϕ2 Z
NE−k−2

2
4

×W−k−NE
2

,
1−NE+k

2

(
1

Z4

)

−
Zk+1

3

exp
(
ϕ1α

)
ϕ1 β




k+1∑

i=1

(−1)k+1−iexp
(

δ1δ2
2

)

(δ3 − δ2)
k+2−i

×
δ
−
(

NE−i+1

2

)

1

δ
−
(

NE−i−1

2

)

2

W 1−i−NE
2

,
i−NE

2

(
δ1δ2

)
+

δNE−1
3 Γ (1 − NE, δ1δ3)

exp
(
− δ1δ3

)
(δ2 − δ3)

k+1

)]

,

(3.65)

whereδ1 = βϕ1 + 1
Z3

, δ2 = Z3

Z4
, and δ3 = ϕ2+ϕ1α

βϕ1
.

3.5.1.3 Asymptotic Secrecy Outage Analysis

The asymptotic, SOP∞, can be expressed as SOP∞ = (Gaξ
γc)

−Gd +O(γ
−Gdξ
c ). Mathemat-

ically speaking, the asymptotic CDF,F∞
γC

(.), can be expressed as

F∞
γC

(γ) =

NB∑

p=0

(
NB

p

)
Γ(p + 1)

ϕp
2

(
γ

Z1

)NB

+ O

(
γ

Z1

)

. (3.66)
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Now, SOP∞SC can be obtained by substituting (3.66) in (3.61). After performing some alge-

braic manipulations,GdSC = NB and theGaSC is given by

GaSC =



 NE

Z3Z4

NB∑

p=0

(
NB

p

)
Γ(p + 1)

ϕp
2

NE−1∑

k=0

(−1)k

(
NE − 1

m

) NB∑

s=0

(
NB

s

)
αNB−sΓ(s + 1)

(
k+1
w3

)s

β−s exp
(

1
2Z4

)

(
1

Z4

) s−1
2

((
1

Z4

)−1
2

W−2−s
2

, 1−s
2

(
1

Z4

))] −1
NB

.

For MRC,GdMRC = NB andGaMRC is given by

GaMRC =




NB∑

p=0

(
NB

p

)
Γ(p + 1)

ϕp
2

NE∑

m=0

(
NE

m

)
Γ(m + 1)

ZNE
3 Z4 Γ(NE)

NB∑

s=0

(
NB

s

)
αNB−sZm+1

3

β−s exp
(

−1
Z4

)

NE+s−1∑

v=0

(
NE + s − 1

v

)(
−Z3

Z4

)NE+s−v−1

Γ

(

v − m,
1

Z4

)

Zv−m
3

] −1
NB

.

3.6 Results and Discussions

In this section, the analytical results of the D2D outage probability, the SOP, and the PNSC

are presented and compared with those obtained by Monte-Carlo simulations. Regarding

the described system model, the secrecy performance of the cellular network is analyzed,

and the impact of the FD relay is investigated. Without loss of generality, we normalize the

variances of the noise atR, D, C, andE to unity. Unless stated,μ2 = μ4 = 10 dB,Rs = 1

b/s/Hz ,ω2 = ω3 = 10 dB, andRs = 1 b/s/Hz.

Fig. 3.2aplots the analytical lower bound and exact (simulation) outage probability,

Pout, for D2D communication versus̄γ, where γ̄ = γ̄tr = γ̄rd, for different values of

ND at the FD relay. It can be seen thatPout of the D2D link decreases monotonically as

γ̄ increases, and there is no any outage floor. Notably,Pout improves significantly with

increasingND. Thus, the data transmission of D2D communication improves as a result of
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Fig. 3.2: The D2D outage probability,Pout, whereμ2 = μ4 = 10 dB, andRd = 1 b/s/Hz.

utilizing the MIMO relay as compared to a single relay. Furthermore, it can be observed

that simulation and numerical results match at high SNR, confirming the tightness of the

lower bound in this regime.

To evaluate the impact of the MIMO relay on the reliability in the D2D communication,

Fig. 3.2b presentsPout versusND, for different values of̄γ. As such, the effect ofND

on the D2D performance is examined, wherePout is seen to improve continuously with

increasingND andγ̄ as expected.

The SOP for selection combining, SOPSC, of the cellular network is plotted in Fig.3.3a

versus̄γc, for differentγ̄e andNJ . The SNR atE, γ̄e, takes two possible values: 0 dB and

10 dB whileRs is set at 1 b/s/Hz andNB = NE = 3. It can be noted that the SOPSC

decreases asNJ increases, illustrating the impact of the jamming signals onE. As a result,

secure data transmission is guaranteed. Additionally, the SOPSC increases as̄γc decreases,

andγ̄e increases. Besides, the asymptotic curves are depicted, and a very good match with

the exact analysis is seen asγc → ∞. Most noteworthy in the asymptotic curves is the

fact that they precisely predictGa andGd. Furthermore, the numerical and the simulation

results match perfectly, verifying the accuracy of our analysis. Interesting, the SOPSC of
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Fig. 3.3: The SOP, whereω2 = ω4 = 10 dB,NB = NE = 3, andRs = 1 b/s/Hz.

the cellular network decreases as a result of using the FD jamming MIMO relay.

In Fig. 3.3b, the secrecy outage probability for maximum ratio combining, SOPMRC, of

the cellular network is plotted using the same parameters as in Fig.3.3a. It can be seen that

SOPMRC decreases with increasingNJ , implying an improvement in the security level of

the cellular network. From Figs.3.3aand3.3b, we can note that the secrecy performance of

the cellular network is lower whenE employs the MRC as compared to the SC technique.

This can be described by the fact that the MRC provides the best SNR gain atE over the
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Fig. 3.4: The PNSC, whereω2 = ω4 = 10 dB,NB = NE = 3, andRs = 1 b/s/Hz.

SC scheme.

Figures3.3cand3.3dshow the SOP versus̄γc. Additionally, the asymptotic SOP results

for both SC and MRC are also presented. In Fig.3.3c, there is an increase in the SOP for

both SC and MRC with decreasingNB because the cellular capacity,CC , increases with

increasingNB. This can be explained by the fact thatGa increases withNB. In Fig.

3.3d, there is an increase in the SOP for both SC and MRC with increasingNE. Since the

diversity order is not influenced byNE, the increase in the SOP is due to the array gain.

From Figs.3.3cand3.3d, it can be confirmed that the SOP for both SC and MRC has the

same secrecy diversity orders,NB.

Figures3.4aand3.4bplot the PNSC versus̄γc. From these figures, it is obvious that

the PNSC increases asγ̄c increases for a fixed̄γe. Additionally, the PNSC increases with

decreasinḡγe. Moreover, it can also be noted that the PNSC increases asNJ increases. It

is worth mentioning that even when the average SNR of the main channel,γ̄c, is lower than

that of the eavesdropper’s channel,γ̄e, the PNSC exists. Interestingly, for the SC technique,

the PNSC is higher than that of the MRC technique. Analytical results are also found to

match the simulation results, validating the correctness of our analysis.
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As shown in Fig. 3.5, the exact (simulation) and the analytical lower bound outage

probability, Pout, for D2D communications is depicted versusγ̄, whereγ̄ = γ̄d = γ̄r.

for different values ofρ, whereρ = ρtr = ρrd. We can observe that asρ increases, there

is a significant performance gain. Therefore, it can be concluded that the availability of

CSI substantially impacts the outage probability performance of D2D communications.

Furthermore, the match between the exact (simulation) and lower bound (analysis) at high

SNR can also be seen, validating the analysis.

Figures3.6aand3.6b illustrate the SOP versus̄γc, for different values ofρjc and γ̄e.

The values, 0 dB and 10 dB, are set for the SNR,γ̄e, at E. Rs takes a value of 1 b/s/Hz,

andNJ = NB = NE = 3. It can be noted that the SOPSC and SOPMRC decrease asρjc

increases, demonstrating the effect of the outdated CSI on the performance of the cellular

network. Also, the SOP decreases asγ̄c increases and̄γe decreases. Besides, the asymptotic

results are illustrated, and an excellent agreement with the exact results can be observed as

γc → ∞. From asymptotic curves,Ga andGd are accurately predicted.

The SOP for SC and MRC, SOPSC and SOPMRC, are illustrated in Fig.3.6c versus
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Fig. 3.6: The secrecy outage probability, SOPSC and SOPMRC, vs SNR,γ̄c, for differentγ̄e,
whereρjc = 0.9,Z2 = Z4 = 10 dB,NB = NJ = NE = 3, andRs = 1 b/s/Hz.

γ̄c. To illustrate the influence of the jamming signals, the SOP increases asNJ decreases.

Hence, the cellular transmission is secured. Also, the SOP decreases asγ̄c increases and̄γe

decreases. Besides, an accurate match between the asymptotic curves and the exact results

can also be seen asγc → ∞. More importantly, the SOP is higher when the MRC is utilized

by E in comparison to the SC approach. This is because the MRC provides higher SNR

gain atE than the SC approach.
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3.7 Conclusion

In this chapter, a cooperative scheme is proposed to improve the secrecy performance of

the cellular network and the reliability of the D2D communications simultaneously. To this

end, an FD MIMO relay is employed to confuse the eavesdropper by generating jamming

signals, while ensuring improved transmission performance for the D2D system. AtE,

two practical combining techniques, SC or MRC, are utilized to combine the wiretapped

signals. Considering a practical scenario in which the CSI of the eavesdropper’s channel

is unknown, a dual antenna selection scheme at the relay is proposed. A comprehensive

analysis is undertaken to evaluate the performance of the proposed system model, and new

closed-form expressions for the D2D outage probability, the cellular SOP, and the cellular

PNSC are derived. To gain more insights into the effect of the various system parameters

on the SOP, an asymptotic analysis is carried out. This analysis reveals that the same diver-

sity order ofNB is achieved for both SC and MC techniques. It is also observed that the

diversity order is not influenced byNE. Moreover, we confirmed that, under these com-

bining techniques, increasingNJ andNB enhances the secrecy performance of the cellular

network. Furthermore, the effect of outdated CSI on a practical cellular network with in-

band underlay relay-aided D2D communication, where an FD relay is used to confound a

passive eavesdropper while guaranteeing enhanced data transmission for the D2D link, is

investigated. Practical combining approaches, SC or MRC, are employed to increase the

eavesdropped signals. To this end, new closed-form expressions are provided. Moreover,

it is verified that a win-win situation is enabled for both networks, i.e., high spectral effi-

ciency for the D2D users and security provisioning for the cellular user. Finally, numerical

results are found to agree very well with simulation results, confirming our analysis. As

revealed by the analytical and simulation results, the SOP and the D2D outage probability

are simultaneously improved, confirming the benefits of the cooperation.
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3.8 Appendices

3.8.1 Appendix A

Derivation of Lemma 1

The SINR atR for actual CSI is given byγR = γtr

1+γbr
. Now, we can determine the CDF

of γR as [16]

FγR
(x) =

∫ ∞

0

Fγtr(x(y + 1))fγbr
(y) dy, (3.67)

where

fγbr
(γ) =

1

E2

exp

(

−
1

E2

)

. (3.68)

To derive the PDF of̃γtr, one can get

fγ̃tri
(γ) =

ND

E1

ND−1∑

k=0

(−1)k

(
ND − 1

k

)

exp

(

−
γ (k + 1)

E1

)

. (3.69)

By substituting (3.52) and (3.69) in (3.53) and using [17, eq. (6.643.2)] and [17, eq.

(9.220.2)], the PDF ofγtr can be obtained. Then, the CDF ofγtr can be derived as

Fγtr(γ) =ND

ND−1∑

k=0

(−1)k

(
ND − 1

k

)



1 − exp

(
− (k+1)γ

Δtr(k+1)+ρ2
trE1

)

k + 1



 . (3.70)

By substitutingfγbr
(γ) andFγtr(γ) in (3.67) and evaluating the integral, the CDF ofγR can

be obtained as in (3.55).

3.8.2 Appendix B

Derivation of Lemma 2
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The SINR atC is given by

γC =
γbc

1 + min(γjc)
. (3.71)

The CDF ofγC can be obtained using

FγC
(γ) =

∫ ∞

0

Fγbc
(γ(y + 1))fγjc

(y) dy, (3.72)

where

Fγbc
(γ) = NB

NB−1∑

k=0

(−1)k
(

NB−1
k

)

(k + 1)

(

1 − exp

(

−
γ (k + 1)

Z1

))

, (3.73)

and

fγ̃jc
(γ) =

Nj

Z2

exp

(

−
Nj γ

Z2

)

. (3.74)

By substituting (3.52) and (3.74) in (3.53) and using [17, eq. (6.643.2)] and [17, eq.

(9.220.2)], thefγjc
(γ) can be obtained as

fγjc
(γ) =

Nj exp
(
− Nj γ

Nj Δjc+ρ2
jc Z2

)

Nj Δjc + ρ2
jc Z2

. (3.75)

By substitutingFγbc
(γ) andfγjc

(γ) in (3.72), the CDF ofγC can be obtained as in (3.60).
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Chapter 4

Relay Selection for Improving PLS in

D2D Underlay Communications

4.1 Abstract

This chapter investigates the physical layer security of inband underlay D2D communica-

tion, where the direct link between D2D users is not available. In this respect, optimal

relay selection and suboptimal relay selection are utilized to secure the D2D transmission.

The eavesdropper uses either maximal-ratio combining or selection combining to increase

the wiretapped signals. The D2D secrecy performance analysis is performed regarding the

SOP and the PNSC, where closed-form expressions are provided for both relay selection

approaches and verified using Monte-Carlo simulation. From the numerical results, it is

shown that increasing the number of D2D relays enhances the secrecy performance of D2D

communications. Moreover, the exact asymptotic analysis of the SOP is provided. It turns

out that the diversity order of both relay selection approaches is the same.
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4.2 Introduction

Mobile wireless communication has experienced rapid development in data traffic due to

the dramatic growth of smart devices. According to Cisco, the average number of mo-

biles per capita will be 3.6 by 2023 [1]. Thus, spectrum scarcity is a crucial issue in

wireless networks. Device-to-Device (D2D) communication, which allows nearby pairs

to communicate directly rather than routing into a base station (BS), has received impor-

tant consideration as a leading technology in future cellular communications to increase

spectrum efficiency. Signal relaying has also been considerably used to increase the quality

of service in cellular networks. Relaying techniques provide many advantages, including

extended coverage and higher data rate. The benefits of cooperative communications, in the

context of PLS, have been widely investigated. Specifically, in the wireless transmission,

diversity and relaying strategies have been widely employed to enhance the D2D security.

4.2.1 Related Work

The trade-off of the security vs reliability was studied for wireless communications in [2]

where an opportunistic relay selection approach was introduced to increase the secrecy

capacity of the cellular network. In this regard, the relay selection of a cooperative scenario

was analyzed in [3] to guarantee a secure transmission for the cellular network. Towards

this end, relay selection approach was proposed for guarding wireless transmissions against

eavesdropping attack.

The benefits of using D2D relays over the direct D2D communications have been inves-

tigated in [4], [5] especially when there is a long distance between D2D users or poor link

quality. As a result of sharing the same spectrum band, interference is a serious issue for

both D2D and cellular users. Thus, interference management is necessary to mitigate the

effects of interference [6]. However, the interference can be utilized to increase the secrecy
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level for cellular and D2D communications by confounding the eavesdropped signal [7],

[8]. To maximize the wiretapped signal quality, the eavesdropper can utilize either MRC

or SC [9]. For the PLS in underlay D2D communications, many approaches can be used to

increase the security level of D2D communications. More specifically, artificial noise and

guard zone were used to guarantee a secure transmission for the D2D communications [10].

To secure D2D transmission, the BS was used as a friendly jammer to confuse the wiretap-

per by producing artificial noise [11]. Nevertheless, the quality of service of cellular users

should be taken into consideration. In order to improve the PLS, spectrum partition and

mode selection for D2D inband communications were investigated in [12]. To compensate

for sharing the spectrum, the D2D relay guarantees a high-security cellular transmission by

sending jamming signals towards an eavesdropper. As a result, the benefits for cellular and

D2D users are achieved, i.e., security enhancement for the former and high reliability and

robustness for the latter [13].

4.2.2 Motivation and Contributions

Although the works mentioned above have presented some techniques to enhance the secu-

rity of the direct inband underlay D2D communications from the PLS perspective, they only

focus on enhancing the security of the cellular network. It is worth noting that, as a result

of the restricted computational potential of user equipment, the transmissions of the D2D

communications are also vulnerable to eavesdropping attacks. Consequently, the security

enhancement of D2D relaying is worth studying as well. However, this aspect has not been

considered in the literature. Driven by this observation, in this chapter, the secrecy capacity

of the D2D relaying is investigated, where the D2D pairs utilize decode-and-forward (DF)

relays to overcome the far distance and increase the quality of the D2D links. Taking into

account the interference produced by the BS, the impact of the D2D relaying on the D2D

security is evaluated. Two combining techniques at the eavesdropper are investigated. Our
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main contributions are as follows:

• The D2D SOP and the D2D PNSC are investigated, and closed-form expressions are

derived. Moreover, for maximizing the secrecy capacity of D2D communications,

two relay selection schemes are utilized, namely, optimal relay selection (ORS) and

suboptimal relay selection (SRS).

• The impact of D2D relays on the D2D secrecy performance is investigated. Addition-

ally, at the eavesdropper side, two practical combining approaches, MRC and SC, are

examined.

• From the numerical results, it is shown that increasing the number of D2D relays

enhances the secrecy performance of D2D communications. Moreover, the D2D

secrecy performance is enhanced by using the ORS scheme as compared with the

SRS scheme.

• Accurate expressions for the asymptotic SOP for the D2D communications are de-

rived in the high-SNR regime. The upshot is that the secrecy diversity order is the

same for both combining techniques as well as for the relay selection schemes.

• The provided analytical expressions are verified and confirmed using Monte-Carlo

simulations.

4.3 System Model

We consider a downlink transmission scenario in D2D relay communication as illustrated

in Fig. 4.1, where the cellular network shares its spectral band with the D2D network in a

particular environment. The D2D network consists of a D2D transmitter,T , NR decode-

and-forward (DF) D2D relays (Rk| k = 1, ...., NR), a D2D receiver,D, each equipped
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Fig. 4.1: System Model.

with a single antenna, and a multi-antenna eavesdropper,E, equipped withNE antennas.

We consider a cellular network consisting of a BS, equipped with a single antenna, com-

municating with a single antenna cellular user,C. It is worth mentioning that, as a result

of severe shadowing, the direct link between the D2D pairs is unavailable in the proposed

scenario. Thus, communication fromT to D can be set only through relays. Thus, the D2D

transmissions require two phases. In the first phase, the received signals fromT are fully

decoded by the D2D relays. In the second phase, based on the highest secrecy capacity,

the best D2D relay,Rk, is chosen from the D2D relays set to forward the decoded signal

to D. During this phaseE may wiretap the transmission ofRk. The BS transmits in both

phases. Furthermore, we assume that all communication channels experience flat fading

with a Rayleigh distribution.

The channel coefficients for theT → Rk, T → C, BS→ C, BS→ E, Rk → E, BS→

Rk, BS → D, andRk → D links are denoted ashtrk
, htc, hbc, hbe, hrke, hbrk

, hbd, and

hrkd, respectively. In addition, the channel power gains are indicated by|hab|
2, which are

independent and exponentially distributed random variables with a mean ofλab, where

ab ∈ {trk, tc, bc, be, rke, brk, bd, rkd}. Additionally, the Euclidean distance is denoted as
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dab. Also, the variances of the AWGN atRk, D, C, andE are denoted byσ2
rk

, σ2
d, σ

2
c , and

σ2
e , respectively. We assume that the D2D nodes,T andRk, transmit with equal powerP .

In the first phase, the received signal atRk is given by

yRk
=

√
P

(
dtrk

do

)− η
2

htrk
xd +

√
Pb

(
dbrk

do

)− η
2

hbrk
xb + nrk

, (4.1)

wheredo is a reference distance,η denotes the path loss exponent,P andPb are the D2D

and BS transmitted power, respectively,xb andxd are the BS and D2D signals, respectively,

andnrk
is the AWGN atRk. In the second phase, a D2D relay,Rk, is chosen to maximize

the secrecy capacity of the D2D link. The received signal atD is given by

yD =
√

P

(
drkd

do

)− η
2

hrkd xd +
√

Pb

(
dbd

do

)− η
2

hbd xb + nd, (4.2)

wherend is the AWGN atD. The eavesdropped signal, in the second phase, can be ex-

pressed as

yE =
√

P

(
drke

do

)− η
2

hrke xd +
√

Pb

(
dbe

do

)− η
2

hbe xb + ne, (4.3)

wherene is the AWGN atE. It is worth mentioning that, due to the powerful resources

that are available at the BS where advanced security techniques such as beamforming can

be implemented to secure the cellular transmission, we assume in this work that the cellular

user is unlikely to be wiretapped. However, D2D transmission is more likely to be eaves-

dropped as a result of the low resources at the D2D communications side. Consequently,

we only investigate the PLS of D2D communications. The instantaneous SINR atRk, in

the first phase, is given by

γTRk
=

P
(

dtrk

do

)−η

|htrk
|2

σ2
rk

+ Pb

(
dbrk

do

)−η

|hbrk
|2

=
γtrk

1 + γbrk

, (4.4)
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where

γtrk
= γ̄rk

(
dtrk

do

)−η

|htrk
|2 , γbrk

= γ̄brk

(
dbrk

do

)−η

|hbrk
|2 , γ̄rk

= P
σ2

rk

, andγ̄brk
= Pb

σ2
rk

. The

channel capacity of theT → Rk link is given byCTRk
= 1

2
log2 (1 + γTRk

) . The SINR at

D, in the second phase, is given by

γRkD =
P
(

drkd

do

)−η

|hrkd|
2

σ2
d + Pb

(
dbd

do

)−η

|hbd|
2

=
γrkd

1 + γbd

, (4.5)

where

γrkd = γ̄d

(
drkd

do

)−η

|hrkd|
2, γbd = γ̄bd

(
dbd

do

)−η

|hbd|
2 , γ̄d = P

σ2
d
, andγ̄bd = Pb

σ2
d
. Let us define

ω1 = γ̄d

(
drkd

do

)−η

λrkd, andω2 = γ̄bd

(
dbd

do

)−η

λbd. Additionally, the SINR atE is given by

γRkE =
P
(

drke

do

)−η

|hrke|
2

σ2
e + Pb

(
dbe

do

)−η

|hbe|
2

=
γrke

1 + γbe

, (4.6)

where

γrke = γ̄e

(
drke

do

)−η

|hrke|
2, γbe = γ̄be

(
dbe

do

)−η

|hbe|
2 , γ̄e = P

σ2
e
, and γ̄be = Pb

σ2
e
. Similarly,

we defineω3 = γ̄e

(
drke

do

)−η

λrke, andω4 = γ̄be

(
dbe

do

)−η

λbe. The channel capacities of

the Rk → D andRk → E links are given byCRkD = 1
2
log2 (1 + γRkD) andCRkE =

1
2
log2 (1 + γRkE) respectively. At theE side, two combining techniques are utilized to

maximize the SNR atE, namely, MRC and SC.

4.4 Secrecy Outage Probability

To examine the D2D secrecy capacity,CS, the SOP is investigated in this subsection.
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4.4.1 Optimal Relay Selection

The ORS is achieved when the relay selection is based on the particular D2D relay having

the highest secrecy capacity [14], [15]. For the main and wiretap links, the CSI is assumed

to be known. Practically, the CSI of the wiretapped link can be estimated by observing the

transmissions of the eavesdropper. For the ORS, the criterion of the relay selection is given

by [2],

θ = arg max
k∈NR

[CRkD − CRkE]+ , (4.7)

whereθ signifies the selected antenna and[x]+ = max(x, 0). Mathematically speaking, the

secrecy capacity,CORS
S , can be expressed as

CORS
S = max

k∈NR

[CRkD − CRkE]+ . (4.8)

Using (4.8), the SOP can be expressed as

SOPORS
υ = Pr

(
CORS

S ≤ Rs

)
= Pr

(

max
k∈NR

[CRkD − CRkE]+ ≤ Rs

)

=
∏

k∈NR

Pr

(
1 + γRkD

1 + γRkE

≤ ϑs

)

︸ ︷︷ ︸
Pv

k

,
(4.9)

whereRs represents the target secrecy rate of the D2D communication,υ ∈ {MRC, SC}

andϑs = 22Rs . The cumulative distribution function (CDF) of theRk → D link, FγRkD
(.),

can be obtained as

FγRkD
(γ) = 1 −

exp
(
− γ

ω1

)

1 + ω2

ω1
γ

. (4.10)
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4.4.1.1 Eavesdropper Channel with MRC

In this approach, the received signals are coherently combined. Hence, the the channel gain

between the selected relay andE can be obtained as

|hrke|
2 =

NE∑

m=1

|hrkm|
2 . (4.11)

Lemma 1:The expressionPMRC
k can be derived as

PMRC
k =1 −

ω2 exp
(
− α

ω1

)

ωNE
3 ω4 β

NE∑

m=0

(
NE

m

)

Γ(m + 1) ωm+1
3

[
m+1∑

i=1

(−1)m+1−iexp
(
A1A2

2

)

(A3 −A2)
m+2−i

×
A

(
NE−i−1

2

)

2

A

(
NE−i+1

2

)

1

W 1−i−NE
2

,
i−NE

2

(
A1A2

)
+

ANE−1
3 Γ

(
1 − NE,A1A3

)

exp
(
−A1 A3

)(
A2 −A3

)m+1




 ,

(4.12)

whereβ = 2Rs andα = β − 1, A1 = β
ω1

+ 1
ω3

, A2 = ω3

ω4
, A3 = 1

β

(
α + ω1

ω2

)
, Γ(., .)

is the upper incomplete gamma function [16, eq. (8.350.2)], andWa,b(.) is the Whittaker

function [16, eq. (9.220.4)]. Now, the SOPORS
MRC can be obtained by plugging (4.12) into

(4.9).

Proof: See Appendix A. �

4.4.1.2 Eavesdropper Channel with SC

In this approach, the signal with the highest instantaneous SNR is selected. Thus, the

channel gain between the selected relay andE can be obtained as

|hrke|
2 = max

1≤m≤NE

|hrkm|
2 . (4.13)
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Lemma 2:The expressionPSC
k can be derived as

PSC
k =1 −

NE exp
(

α
ω1

)

ω3 ω4 B1

NE−1∑

m=0

(−1)m

(
NE − 1

m

)[
B2 Ei [−B2B3]

exp(−B2B3)
+

1

B3

+
B4

B1

×

(

−
Ei [−B2B3]

exp(−B2B3)
+ exp

(
B2

β

(
ωk

ω2

+ α

))

Ei

[

−
B2

β

(
ωk

ω2

+ α

)])]

,

(4.14)

whereB1 = (m+1)
ω3

(
(m+1)

ω3

(
1 + ω2α

ω1

)
− ω2β

ω1ω4

)
, B2 = m+1

ω3
+ β

ω1
, B3 = ω3

(m+1)ω4
, B4 =

(m+1)
ω3

(
1 + ω2α

ω1

)
−
(
1 + 1

ω4

)
ω2β
ω1

, and Ei(.) is the exponential integral function [16, eq.

(8.21.1)]. Now, the SOPORS
SC can be obtained by plugging (4.14) into (4.9).

Proof: See Appendix B. �

4.4.2 Suboptimal Relay Selection Scheme

In practice, the CSI of the eavesdropper is not available when it is passive. In this case, the

relay selection is based on the best relay that maximizes the reliability of the D2D link in

the second phase. That is, the relay selection is given by [2]

θ = arg max
k∈NR

CRkD. (4.15)

Mathematically speaking, the secrecy capacity,CS, can be expressed as

CSRS
S =

[

max
k∈N

CRkD − CRE

]+

=

[
1

2
log2 (1 + γSRS) −

1

2
log2 (1 + γRθE)

]+

, (4.16)

whereγSRS = max
k∈N

γRkD. Using (4.16), the SOPυ can be expressed as
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SOPSRS
υ = Pr(CS ≤ Rs) = Pr

([

max
k∈N

CRkD − CRE

]+

≤ Rs

)

= Pr

(
1 + γSRS

1 + γRθE
≤ ϑs

)

.

(4.17)

The CDF of theRk → D link, FγSRS(.), can be obtained as

FγSRS(γ) =NR

NR−1∑

k=0

(−1)k
(

NR−1
k

)

(k + 1)



1 −
exp

(
−γ (k+1)

ω1

)

(
1 + γ (k+1) ω2

ω1

)



 . (4.18)

4.4.2.1 Eavesdropper Channel with MRC

In this subsection, the SOPSRS
MRC will be derived for the SRS scheme. The SOPSRS

MRC can be

obtained by

SOPSRS
MRC =

∫ ∞

0

FγSRS(βγ + α) fMRC
γRθE

(γ) dγ, (4.19)

wherefγRθE(∙) is the probability density function (PDF) of theRθ → E link.

Lemma 3:The SOPSRS
MRC can be derived as

SOPSRS
MRC =NR

NR−1∑

k=0

(−1)k
(

NR−1
k

)

(k + 1)



1 −
NE∑

m=0

(
NE

m

)
Γ(m + 1) ω1 exp

(
− (k+1) α

ω1

)

ω
NE−(m+1)
3 ω2 ω4 β (k + 1)

×






m+1∑

j=1

(−1)m+1−j

exp
(
−H1H2

2

)
H

−
(

NE−j+1

2

)

1 H

(
NE−j−1

2

)

2

(H3 −H2)
m+2−j W 1−j−NE

2
,
j−NE

2

(H1H2)

+
HNE−1

3 Γ (1 − NE,H1H3)

exp(−H1 H3) (H2 −H3)
m+1

}]

,

(4.20)

whereH1 = β(k+1)
ω1

+ 1
ω3

, H2 = ω3

ω4
, andH3 = 1

β

(
α + ω1

ω2(k+1)

)
.
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Proof: See Appendix C. �

4.4.2.2 Eavesdropper Channel with SC

In this subsection, the SOPSRS
SC is derived for the SRS scheme. The SOPSRS

SC can be obtained

by

SOPSRS
SC =

∫ ∞

0

FγSRS(βγ + α) fSC
γRθE

(γ) dγ. (4.21)

Lemma 4:The SOPSRS
SC can be derived as

SOPSRS
SC =NR

NR−1∑

k=0

(−1)k
(

NR−1
k

)

(k + 1)



1 −
NE ω1 exp

(
− (k+1) α

ω1

)

β ω2 ω4 (k + 1)

NE−1∑

m=0

(−1)m
(

NE−1
m

)

(m + 1)

×

{
(Z2 −Z3)

(Z3 −Z4)
2

(
Ei [−Z1 Z4]

exp(−Z1 Z4γ)
−

Ei [−Z1 Z3]

exp(−Z1 Z3γ)

)

+
(Z2 −Z4)

(Z3 −Z4)

×

(
Z1 Ei [−Z1 Z4]

exp(−Z1 Z4γ)
+

1

Z4

)}]

,

(4.22)

where

Z1 = (k+1) β
ω1

, Z2 = ω3

(m+1)

(
1 + 1

ω4

)
, Z3 = 1

β

(
ω1

(k+1) ω2
+ α

)
, andZ4 = ω3

(m+1) ω4
.

Proof: See Appendix D. �

4.4.3 Asymptotic Secrecy Outage Analysis

Now, the SOP of the D2D communications at high SNR, i.e., whenγd → ∞, is investigated

to gain more insight into the impact of the essential parameters of the system model. In this

scenario, we consider thatω1 >> ω3. As ω1 → ∞, the asymptotic expression of the SOP

98



can be expressed by [17]

SOP∞ = (Ga ω1)
−Gd + O(ω −Gd

1 ), (4.23)

whereGd is the secrecy diversity order,Ga is the secrecy array gain, andO(.) is the higher

order terms. To elaborate, one can conclude that the curve of SOP∞ is defined byGd, and

the SNR improvement of SOP∞ related to the reference curveω −Gd
1 is described byGa.

4.4.3.1 Eavesdropper Channel with MRC in the ORS scheme

To derive the asymptotic SOP for MRC, SOP∞
MRC, we first expand the exponential function

and the polynomial in (4.10) with the help of [16, eq. (1.112.2)] and [16, eq. (1.211.1)], re-

spectively. Then, we neglect the higher order terms. Now, the SOP∞
MRC, ORScan be obtained

using

SOP∞MRC, ORS=
(
GORS

aMRC
ω1

)−GORS
dMRC + O(ω

−GORS
dMRC

1 ), (4.24)

whereGORS
dMRC

= NR andGORS
aMRC

can be derived as

GORS
aMRC

=




NR∏

k=1

(ω2 + 1)



α +
NE ω3 β

ω4 exp
(

−1
2ω4

)
NE∑

m=0

(
NE

m

)

Γ(m + 1)

(
1

ω4

)NE−m−1

2

×W−NE−m−1

2
,
−NE+m

2

(
1

ω4

))]− 1
NR

.

(4.25)

4.4.3.2 Eavesdropper Channel with SC in the ORS scheme

Similarly, the asymptotic SOP for SC, SOP∞
SC, ORS, can be derived following a similar pro-

cedure to that given above as

SOP∞SC, ORS=
(
GORS

aSC
ω1

)−GORS
dSC + O(ω

−GORS
dSC

1 ), (4.26)
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whereGORS
dSC

= NR andGORS
aSC

is given by

GORS
aSC

=




NR∏

k=1

(ω2 + 1)



α +
NE

ω3 ω4

NE−1∑

m=0

(
NE − 1

m

)
(−1)mβ ω2

3

(m + 1) exp
(

1
ω4

)
(

−Ei

[

−
1

ω4

])








− 1
NR

.

(4.27)

4.4.3.3 Eavesdropper Channel with MRC in the SRS scheme

The asymptotic SOP for MRC, SOP∞
MRC, SRS, can be obtained with the help of [16, eq.

(1.112.2)] and [16, eq. (1.211.1)], and neglecting the higher order terms. Now, the SOP∞
MRC, SRS

can be obtained using

SOP∞MRC, SRS=
(
GSRS

aMRC
ω1

)−GSRS
dMRC + O(ω

−GSRS
dMRC

1 ), (4.28)

whereGSRS
dMRC

= NR andGSRS
aMRC

can be derived as

GSRS
aMRC

=

[
NR∑

p=0

(
NR

p

)
ωp

2 Γ(p + 1)

Γ(NE)

NE∑

m=0

(
NE

m

)
Γ(m + 1)

ωNE
3 ω4

NR∑

s=0

(
NR

s

)

αNR−sβs exp

(
1

ω4

)

×ωm+1
3

NE+s−1∑

v=0

(
NE + s − 1

v

)(
−ω3

ω4

)NE+s−v−1

Γ

(

v − m,
1

ω4

)

ωv−m
3

] −1
NR

.

(4.29)

4.4.3.4 Eavesdropper Channel with SC in the SRS scheme

The asymptotic SOP for SC, SOP∞
SC, SRS, can be obtained with the help of [16, eq. (1.112.2)]

and [16, eq. (1.211.1)], respectively, and neglecting the higher order terms. Now, the

SOP∞SC, SRScan be obtained using

SOP∞SC, SRS=
(
GSRS

aSC
ω1

)−GSRS
dMRC + O(ω

−GSRS
dSC

1 ), (4.30)
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whereGSRS
dSC

= NR andGSRS
aSC

can be derived as

GSRS
aSC

=

[
NE

ω3 ω2

NR∑

p=0

(
NR

p

)

ωp
2 Γ(p + 1)

NE−1∑

k=0

(−1)k

(
NE − 1

m

) NR∑

s=0

(
NR

s

)

αNR−sβs

×exp

(

−
1

2 ω4

)(
ω3

k + 1

)s

Γ(s + 1)

((
1

ω4

) s−2
2

W−2−s
2

, 1−s
2

(
1

ω4

))] −1
NR

.

(4.31)

4.5 Probability of Non-zero Secrecy Capacity

Considering the PNSC, non-zero secrecy capacity is achieved ifγRkD > γRkE.

4.5.1 The ORS scheme

From (5.11), the PNSC for the ORS, PNSCORS
v , is given by

PNSCORS
v = Pr(CS > 0) = 1 − Pr(CS ≤ 0) = 1 −

∏

k∈N

Pr

(
1 + γRkD

1 + γRkE

≤ 1

)

︸ ︷︷ ︸
Dv

k

.
(4.32)

Following the same steps of the derivation of (4.12) and (4.14), Dv
k can be derived as

DMRC
k =1 −

ω2

ωNE
3 ω4 β

NE∑

m=0

(
NE

m

)

Γ(m + 1) ωm+1
3

[
m+1∑

i=1

(−1)m+1−i W 1−i−NE
2

,
i−NE

2

(A4A2)

×
A

−
(

NE−i+1

2

)

4 A

(
NE−i−1

2

)

2

exp
(
−A4A2

2

)
(A5 −A2)

m+2−i +
ANE−1

5 Γ (1 − NE,A4A5)

exp(−A1 A5) (A2 −A5)
m+1



 ,

(4.33)
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and

DSC
k = 1 −

NE

ω3 ω4 B5

NE−1∑

m=0

(−1)m

(
NE − 1

m

)[
B6 Ei [−B6 B3]

exp(−B6 B3)
+

1

B3

+
B7

B5

(

−
Ei [−B6 B3]

exp(−B6 B3)

+exp

(

B6

(
ω1

ω2

))

Ei

[

−B6

(
ω1

ω2

)])]

,

(4.34)

respectively, whereA4 = 1
ω1

+ 1
ω3

, A5 = ω1

ω2
, B5 = (m+1)

ω3

(
(m+1)

ω3
− ω2

ω1ω4

)
, B6 = m+1

ω3
+ 1

ω1
,

andB7 = (m+1)
ω3

−
(
1 + 1

ω4

)
ω2

ω1
.

4.5.2 The SRS scheme

From (4.17), the PNSC for the ORS, PNSCSRS
v , can be formulated as

PNSCSRS
v = Pr

(
1 + γSRS

1 + γRE

> 1

)

= 1 −
∫ ∞

0

FγSRS(γ)fγRE(γ) dγ. (4.35)

Following the same steps of the derivation of (4.20) and (4.22), the PNSCSRS
v can be derived

as

PNSCSRS
MRC =1 − NR

NR−1∑

k=0

(−1)k
(

NR−1
k

)

(k + 1)

[

1 −
NE∑

m=0

(
NE

m

)
Γ(m + 1) ω1

ω
NE−(m+1)
3 ω2 ω4 (k + 1)

×

{
m+1∑

j=1

(−1)m+1−j exp
(
H4H2

2

)

(H5 −H2)
m+2−j H

−
(

NE−j+1

2

)

4 H

(
NE−j−1

2

)

2 W 1−j−NE
2

,
j−NE

2

(H4H2)

+
HNE−1

5 Γ (1 − NE,H4H5)

exp(−H4 H5) (H2 −H5)
m+1

}]

,

(4.36)
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and

PNSCSRS
SC =1 − NR

NR−1∑

k=0

(−1)k
(

NR−1
k

)

(k + 1)

[

1 −
NE ω1

ω2 ω4 (k + 1)

NE−1∑

m=0

(−1)m
(

NE−1
m

)

(m + 1)

×

{
(Z2 −Z6)

(Z6 −Z4)
2

(
Ei [−Z5 Z4]

exp(−Z5 Z4)
−

Ei [−Z5 Z6]

exp(−Z5 Z6)

)

+
(Z2 −Z4)

(Z6 −Z4)

×

(
Z5 Ei [−Z5 Z4]

exp(−Z5 Z4)
+

1

Z4

)}]

,

(4.37)

respectively, whereH4 = (k+1)
ω1

+ 1
ω3

, H5 = ω1

ω2(k+1)
, Z5 = (k+1)

ω1
+ (m+1)

ω3
, andZ6 = ω1

ω2(k+1)
.

4.6 Underlay Multihop Device-to-Device Relaying

Multi-hop relaying has gained more attention to improve QoS of cellular networks. The

two main approaches for wireless relay networks are DF and AF [20]. In this respect, it is

worth mentioning that there are many advantages of multihop relaying such as a higher data

rate and coverage. In [21], a thorough analysis of the data routing approaches is provided

for multihop D2D networks. Considering the traffic offloading from the cellular network,

the multihop D2D scheme was utilized in [22]. The authors of [23] showed that using D2D

relays is more efficient than direct D2D communication, particularly in case of poor link

quality or long distance between D2D users. The PLS of underlay D2D communications

was studied in [24]. Due to sharing the spectrum band, D2D and cellular users interfere with

each other. In this respect, the secrecy level for cellular communications can be improved by

exploiting the interference. Consequently, the signal-to-interference-and-noise ratio (SINR)

of the eavesdropper is degraded. The authors of [25] studied the benefits of the interference

produced by D2D pairs to increase the secrecy capacity of the cellular network. The authors

of [26] investigated the D2D radio resource management to increase the security level of

the cellular network by utilizing the underlay D2D users as friendly jammers.

Although the above-mentioned works have shown the benefits of D2D in terms of se-
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curity provisioning for the cellular networks, few studies have investigated the PLS of the

D2D relaying. It should be noted that due to the limited computational capacity of mobile

devices and the semi/fully autonomous security management, the D2D links are more vul-

nerable to security threats. Therefore, the security improvement of D2D links deserves to

be investigated. Motivated by this, in this work, we investigate the PLS for the D2D multi-

hop relaying, where the D2D users are used as multihop relays to cope with the proximity

and link condition issues in D2D communications. In this respect, the effect of multihop

relays on the performance of the D2D communications is assessed, taking into account the

interference generated by the cellular network. The main contributions of this section are

summarized as follows:

• The secrecy performance of the D2D communications in terms of SOP and the PNSC

is analyzed and closed-form expressions are derived. Furthermore, the outage prob-

ability of the D2D communication is analyzed, and a closed-form expression on its

lower bound is provided.

• The impact of the number of multihop relays on the secrecy performance of D2D

communications is evaluated.

• The asymptotic result is investigated in the high transmit power regime for the D2D

communications.

• Simulation results are provided to validated and confirm the derived analytical ex-

pressions.

4.6.1 System Model

As illustrated in Fig.4.2, an underlay D2D network is considered with multihop D2D re-

laying where the cellular system and D2D system share the same spectral band in a specific
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Fig. 4.2: System Model.

environment. The cellular network consists of a BS and a cellular user, C, each equipped

with a single antenna. A D2D transmitter,Dt, is communicating with a D2D receiver,Dr,

via (N-1) D2D users, Di, i = 1.....N − 1, in the presence of an eavesdropper,E, and where

the D2D users are acting as DF relaying. In the proposed scenario, there is no direct link

betweenDt andDr. Hence, the whole transmission time is allocated equally to eachDi

during the D2D multihop link. Moreover, only oneDi is assumed to transmit in each time

slot. All communication channels are supposed to experience flat fading with Rayleigh

distribution. Lethdi indicate the main channel coefficient for theith D2D link, hdic, the in-

terference channel from D2D link to C,hbdi, the interference channel from BS link to D2D

users, andhdie the eavesdropper channel coefficient. In addition, the channel power gain

|hab|
2 is independent and exponentially distributed with a mean ofλab = E[|hab|2] where

ab ∈ {didi+1, bdi, bc, be, die}. Moreover, the variances of the AWGN atDi andE are given

by σ2
di

andσ2
e , respectively. Furthermore, it is assumed that all D2D nodes transmit with

the same powerPd. The received signals at theith D2D relay,ydi
, can be expressed as

ydi
=
√

Pd hdi
xd +

√
Pb hbdi

xb + nd, (4.38)
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wherexd andxb are the D2D and BS transmitted signals, respectively. Moreover,nd is the

AWGN at the theith D2D hop,Pd andPb are the transmitted power from D2D users and

BS, respectively. In addition, the received signal atE is given by

yei
=
√

Pd hdie xd +
√

Pb hbe xb + ne, (4.39)

wherene is the AWGN atE. The SINR at theith D2D hop,γDi
, is given by

γDi
=

Pd |hdi
|2

σ2
d + Pb |hbdi

|2
=

γdi

1 + γbdi

, (4.40)

whereγdi
= γ̄di |hdi

|2, γbdi
= γ̄bdi

|hd2 |
2 , γ̄di

= Pd

σ2
d
, andγ̄bdi

= Pb

σ2
d
. Let us denoteμ1 =

γ̄diλdi
andμ2 = γ̄bdiλbdi

.

4.6.2 Performance Analysis

In this subsection, the performance analysis of the described system model is carried out

where the outage probability, the SOP, and the PNSC for the D2D communications are

investigated.

4.6.2.1 D2D Outage Probability

In multihop D2D relaying, an outage event happens in the end-to-end D2D communication

if the capacity of at least one of the multihop relays falls below the predefined required data

rateRd. The outage probability of underlay multihop D2D relaying,Pout, can be defined as

Pout = Pr
(
γe2e ≤ 2Rd − 1

)
. (4.41)
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A tight upper bound,γup, is utilized to expressγe2e atDr as

γe2e ≤ γup = min (γD1 , γD2 , .....γDN
) . (4.42)

The CDF ofγup is given by [27]

Fγup(γ) = 1 −
N∏

i=1

(1 − FγDi
(γ)) , (4.43)

whereFγDi
(.) is the CDF ofγDi

at theith relay link. To derive the PDF ofγDi
, the following

formula can be used [18]

fγDi
(x) =

∫ ∞

0

(y + 1)fγdi
(x(y + 1))fγbdi

(y)dy, (4.44)

wherefγdi
(.) is given by

fγdi
(γ) =

1

μ1

exp

(

−
γ

μ1

)

, (4.45)

andfγbdi
(.) is given by

fγbdi
(γ) =

1

μ2

exp

(

−
γ

μ2

)

. (4.46)

By substituting (4.45) and (4.46) in (4.44), the PDF ofγDi
can be derived as

fγDi
(γ) =

1

μ1μ2

exp

(

−
γ

μ1

)





1 + γ
μ1

+ 1
μ2(

γ
μ1

+ 1
μ2

)2




 . (4.47)

From (4.47), the CDF ofγDi
can be obtained as

FγDi
(γ) =

∫ γ

0

fγDi
(ζ) dζ =



1 −

1
μ2

exp
(
− γ

μ1

)

(
γ
μ1

+ 1
μ2

)



 . (4.48)
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By plugging (4.48) into (4.43), Fγup(γ) becomes straightforward. Now,Pout, can be ex-

pressed as

Pout = Pr(γup < γth) = Fγup(γth), (4.49)

whereγth = 2NRd −1 andRd is the D2D required data rate. By plugging (4.48) into (4.49),

Pout can be obtained as

Pout = 1 −
N∏

i=1




1
μ2

exp
(
−γth

μ1

)

(
γth

μ1
+ 1

μ2

)



 . (4.50)

4.6.2.2 Secrecy Outage Probability

In this subsection, the secrecy outage probability, SOP, is investigated for the underlay

multihop D2D relaying scheme where the closed-form expression is derived. The secrecy

capacity,Csi
, for the proposed scheme at theith D2D hop is given by

Csi
=






CDi
− CEi, γDi

> γEi

0, γDi
≤ γEi

, (4.51)

where the capacity of theith D2D relay,CDi
, is given by

CDi
= log2 (1 + γDi

) = log2

(

1 +
γdi

1 + γbdi

)

, (4.52)

and the eavesdropper’s capacity,CEi, is given by

CEi = log2 (1 + γEi
) = log2

(

1 +
γdie

1 + γbe

)

, (4.53)
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whereγEi
is the SINR atE, γdie = γ̄ei |hdie|

2, γbe = γ̄be |hbe|
2 , γ̄ei

= Pd

σ2
e
, andγ̄be = Pb

σ2
e
.

Let us denoteω1 = γ̄eiλdie andω2 = γ̄beλbe. By plugging (4.52) and (4.53) into (4.51), Csi

simplifies to

Csi
=

[

log2

(
1 + γDi

1 + γEi

)]+

, (4.54)

where[x]+ = max{0, x}. Let us defineγi =
(

1+γDi

1+γEi

)
. The SOP is the probability that at

least one of secrecy capacities,Csi
, falls below the predefined secrecy rateRs. Therefore,

the SOP of the underlay multihop D2D relaying is given by [26]

SOP= Pr

(
1

N
log2

(
1 + γD

1 + γE

)

< Rs

)

= Pr
(

min
i

γi < 2NRs

)

= 1 − Pr
(

min
i

γi > 2N Rs

)
= 1 −

N∏

i=1

Pr
(
γi > 2N Rs

)
= 1 −

N∏

i=1

(
1 − Fγi

(β)
)
,

(4.55)

whereFγi
(.) is the CDF ofγi andβ = 2NRs . The factor 1/N in (4.55) accounts for the

N multihop relays where the end-to-end D2D transmission is divided intoN phases. The

CDF ofγi can be expressed as

Fγi
(γ) =

∫ ∞

0

FγDi
(βγ + α)fγEi

(γ) dγ, (4.56)

whereα = β − 1. The SINR atE, γEi
, is given by

γEi
=

Pd |hdie|
2

σ2
e + Pb |hbe|

2 =
γdie

1 + γbe

. (4.57)

To derive the PDF ofγEi
, the following formula can be used [18]

fγEi
(x) =

∫ ∞

0

(y + 1)fγdie
(x(y + 1))fγbe

(y)dy, (4.58)
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wherefγdie
(∙) is given by

fγdie
(γ) =

1

ω1

exp

(

−
γ

ω1

)

, (4.59)

andfγbe
(∙) is given by

fγbe
(γ) =

1

ω2

exp

(

−
γ

ω2

)

. (4.60)

By substituting (4.59) and (4.60) in (4.58), the PDF ofγEi
can be obtained as

fγEi
(γ) =

exp
(
− γ

ω1

)

ω1ω2






1 + γ
ω1

+ 1
ω2(

γ
ω1

+ 1
ω2

)2




 . (4.61)

By substituting (4.48) and (4.61) in (4.56), and using partial fraction expansion, then [16,

eq. (3.352.4)] and [16, eq. (3.353.3)], the CDF ofγi, Fγi
(∙), can be obtained as

Fγi
(β) = 1 −

exp
(
− α

μ1

)

μ2 ω1 ω2

(
ω1

Ξ1

((
β

μ1

+
1

ω1

)
Ei [−Ξ2]

exp (−Ξ2)
+

(
ω2

ω1

))

−
Ξ3

Ξ2
1

(
Ei [−Ξ2]

exp (−Ξ2)

)

+
Ξ3

Ξ2
1

(
Ei [−Ξ4]

exp (−Ξ4)

))

,

(4.62)

whereΞ1 =
(

1
ω1

(
α
μ1

+ 1
μ2

)
− β

μ1ω2

)
, Ξ2 =

(
β
μ1

+ 1
ω1

)(
ω1

ω2

)
, Ξ3 = 1

ω1

(
α
μ1

+ 1
μ2

)
−

β
μ1

(
1
ω2

+ 1
)

, Ξ4 =
(

β
μ1

+ 1
ω1

)(
μ1

β

(
α
μ1

+ 1
μ2

))
, and Ei(∙) is the exponential integral func-

tion [16, eq. (8.21.1)]. By substituting (4.62) in (4.55), the expression of SOP becomes

straightforward.

4.6.2.3 Asymptotic Secrecy Outage Analysis

In this subsection, the outage performance at high SNR, i.e.,γdi
→ ∞ is provided to get

more insights on the impact of key parameters on the performance of the proposed system.
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As γdi
→ ∞, the asymptotic expression of theith hop, SOP∞i , can be expressed as

SOP∞i = (Gai
γdi

)−Gdi + O(γdi
)−Gdi , (4.63)

whereGdi
andGai

denote the diversity order and the coding gain, respectively. In this

respect, the SOP∞i curve is described byGdi
while the SNR advantage of SOP∞

i relative

to the reference curve(γdi
)−Gdi is characterized byGai

. To derive SOP∞i , the exponential

function and the polynomials in (4.48) are first expanded using the series expansion in

[16, eq. (1.211.1)], [16, eq. (1.112.2)], respectively. After that, the first two terms in the

expansion are kept and the higher order terms are neglected. As a result, the asymptotic

CDF,F∞
γDi

(.), is expressed as

F∞
γDi

(γ) =
1

μ1

(
μ2 + 1

)
γ + O

(
γ

μ1

)

. (4.64)

Now, F∞
γi

(.) can be obtained as follows

F∞
γi

(γ) =

∫ ∞

0

F∞
γDi

(γ)fγE
(γ) dγ. (4.65)

By using (4.64) and (4.61) in (4.65), and after simple algebraic manipulations and using

[16, eq. (3.351.4)], the asymptotic SOP in theith D2D hop, SOP∞i , can be derived as

SOP∞i =

(
μ2 + 1

μ1

)


α −
ω1β exp

(
1
ω2

)
Ei
[
−1
ω2

]

ω2



+ O

(
γ

μ1

)

, (4.66)
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whereΓ(∙, ∙) is the upper incomplete gamma function [16, eq. (8.350.2)]. By comparing

(4.66) and (4.63), we haveGdi
= 1 andGai

is given by

Gai
=



(μ2 + 1)



α −
ω1β exp

(
1
ω2

)
Ei
[
−1
ω2

]

ω2









−1

.

After simple algebraic manipulations, the end-to-endP∞
s,out expression becomes straight-

forward by plugging (4.66) into (4.55) as

SOP∞ = 1 −
N∏

i=1

(
1 − SOP∞i

)

=
N∑

k=1

(
N

k

)

(−1)k+1




(

μ2 + 1

μ1

)



ω1β exp

(
1
ω2

)
Ei
[
−1
ω2

]

ω2

+ α



+ O

(
γ

μ1

)




k

.

(4.67)

4.6.2.4 Probability of Non-zero Secrecy Capacity

A positive secrecy is achieved whenγDi > γEi. Hence, the probability of non-zero secrecy

capacity, PNSC, is formulated as

PNSC= Pr

(
1

N
log2

(
1 + γD

1 + γE

)

> 0

)

= Pr
(

min
i

γi > 1
)

=
N∏

i=1

Pr(γi > 1) =
N∏

i=1

(1 − Fγi
(1)) .

(4.68)

After simple algebraic manipulations, we can get PNSC by plugging (4.62) into (4.68)

whenβ = 1.

112



4.7 Results and Discussion

4.7.1 D2D Relay Selection

In this subsection, the analysis of the SOP and the PNSC for both combining techniques,

MRC and SC, are presented and validated through Monte-Carlo simulations. From the

obtained results, the impact of D2D relays and the number of eavesdropper’s antennas for

both MRC and SC are investigated. For simplicity, the noise variances of all nodes are

normalized to unity. Unless stated,Rs = 1 b/s/Hz ,ω2 = ω3 = ω4 = 10 dB, andRs = 1

b/s/Hz.

The SOP for MRC, SOPMRC, of the D2D communications, is illustrated in Fig.4.3a

versusω1 for different values ofNR for both relay selection schemes, namely, ORS and

SRS.Rs is 1 b/s/Hz, andNE = 3. It can be observed that SOPMRC decreases asNR

increases, showing the influence of the cooperative communications for enhancing the D2D

secrecy performance. It is worth mentioning that the SOPMRC increases asω1 decreases. At

SOPMRC = 10−4, a security enhancement of 6 dB and 9 dB of the ORS scheme over the SRS

one atNR = 3 andNR = 5, respectively, can be noticed. In Fig.4.3a, SOPMRC decreases

from 0.008 to 0.0002 at 30 dB when the OSR scheme is used as compared to the SRS

scheme. The results in Fig.4.3ashow that both schemes are close to each other at low

SNR; however, the gap increases as the SNR increases. It can be inferred that the ORS

guarantees the optimal secrecy performance for the D2D link. However, the CSI of the

wiretapped link should be available to utilize the ORS scheme, which is not always the

case in a practical scenario. Additionally, the asymptotic SOP is plotted, and a perfect

agreement with the exact result is noted asω1 → ∞. From the asymptotic curves, it is

noteworthy thatGa andGd can be accurately predicted. It is also observed thatGd is not

affected byNE. These asymptotic results reveal that the SOP under both ORS and SRS has

the sameGd for both combining techniques atE. Furthermore, the theoretical results and
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Fig. 4.3: The SOP for ORS and SRS schemes, whereω2 = ω4 = 10 dB, andRs = 1 b/s/Hz.

the simulation results agree exactly, confirming the correctness of the derived expressions.

In Fig. 4.3b, the SOPSC of the D2D communications is illustrated for the ORS and

SRS schemes, whereNE = 3. It can be seen that the SOPSC increases with decreasing

NR, implying an improvement in the D2D secrecy performance. From Figs.4.3aand4.3b,

one can observe that the high-security level for D2D communications is obtained whenE

employs SC in comparison to the MRC approach. This is because the MRC gives higher

SNR gain atE as compared to the SC approach.

Figures4.3cand4.3dshow the influnce ofNE on the SOP for both selections combining
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Fig. 4.4: The PNSC for ORS and SRS schemes, whereω2 = ω4 = 10 dB,NE = 3, andRs =
1 b/s/Hz.

versusω1 for OSC and SRS schemes, whereNR = 3. In addition, the asymptotic curves for

both combining approaches and relay selection schemes are also illustrated. In Fig.4.3c,

for MRC, SOP for both ORS and SRS schemes decreases with decreasingNE because the

eavesdropper capacity,CE, decreases with decreasingNE. In Fig. 4.3d, for SC, there is also

a decrease in the SOP for both ORS and SRS schemes with decreasingNE. AsNE does not

influence the diversity order, the array gain is responsible for increasing the SOP. From the

results above, it can be verified that SOP for both combining approaches and relay selection

schemes have the same secrecy diversity ordersNR. Again, numerical results are also seen

to agree with the simulation results, confirming the accuracy of the analysis carried out.

Figures4.4aand4.4bplot the PNSC versusω1 for both selections combining techniques

and both relay selection schemes. From these figures, one can see that the PNSC improves

asω1 increases. Further, it is also remarkable that the PNSC decreases asNR decreases.

Thus, for the MRC approach, the PNSC is lower than that of the SC approach because the

MRC gives higher SNR gain atE. Finally, it is worth emphasizing that the ORS scheme

always outperforms the SRS scheme. Numerical results are also found to match the simu-

lation results, verifying our analysis.
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Fig. 4.5: The exact (simulation) and approximation (analysis) plots for thePout vs γ̄d for
differentN whereγ̄bd = 10 dB, andRd = 1 b/s/Hz.

4.7.2 D2D Multihop Relaying

In this subsection, the analytical results of the outage probability, the SOP, and the proba-

bility of non-zero secrecy capacity are presented and verified through Monte-Carlo simu-

lations. In this context, the effect of the proposed multihop D2D relaying on the secrecy

performance of the D2D communications is studied. We assume that the distance between

Dt andDr is normalized to unity where the distances between different D2D relays are

identical, 1
N

. In addition, we assume that BS is located at (0.5, 2),E at (0.5, 1),Dt at the

origin (0, 0), andDr at (0, 1). Therefore,λab = d−4
ab wheredab is the Euclidean distance

between terminalsa andb. Without losing generality, the variances of the noise atDi, C,

andE are normalized to unity andγdi
= γd. Unless mentioned otherwise,γ̄bd is set to 5 dB.

Figure4.5shows the exact (simulation) and approximate (analysis) outage probability,

Pout, for D2D communications versus̄γd for different values ofN . In this figure, it can

be seen that the exact and approximate outage probabilities match, particularly at highγ̄d

values. Additionally, from Fig.4.5, we can see thatPout decreases monotonically asγ̄d

116



0 10 20 30 40

d

10-4

10-3

10-2

10-1

100

S
O

P
Asympototic N = 1
Analytical  N = 1
Asympototic N = 2
Analytical  N = 2
Asympototic N = 3
Analytical  N = 3
Asympototic N = 4
Analytical  N = 4
Simulation

e
 = 0 dB

_

e
 = 10 dB

_

_

Fig. 4.6: The analytical and Monte-Carlo simulation for the SOP vsγ̄d for different N
whereRs = 1 b/s/Hz.

decreases without any outage floor. Another interesting point is thatPout decreases with

increasing number of relays. Furthermore, the direct link scenario (N = 1) is depicted for

comparison purposes and clearly shows the advantage of using relays.

To evaluate the effect of the multihop D2D relaying scenario on the secrecy performance

of the D2D communications, Fig.4.6presents SOP versusγ̄d, for different values of̄γe and

N . Without loss of generality,̄γe is set to 10 dB and 0 dB and we setRs at 1 b/s/Hz. It

can be noticed from this figure that SOP decreases asγ̄d increases and̄γe decreases, as

expected. Additionally, it can clearly be observed that SOP increases asN decreases given

the fact that the secrecy capacity is improved with increasingN . Moreover, the asymptotic

curves are plotted where a very tight agreement with the exact analysis is observed at high

γd. Again, perfect match between the analytical and the simulation results is observed,

validating the accuracy of our analysis.

Finally, to evaluate the probability of non-zero secrecy capacity, PNSC, under the pro-

posed underlay multihop D2D relaying scheme, Fig.4.7shows PNSC versus̄γd. As can be

noticed from this figure, the PNSC increases with increasingγ̄d for a fixedγ̄e. Nevertheless,
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the PNSC decreases with decreasingγ̄e. It is worth mentioning that even when̄γd < γ̄e,

a secrecy capacity exists. Additionally, we also observe that the PNSC increases asN in-

creases. Numerical results are observed to match the simulation results, corroborating once

more our analysis.

4.8 Conclusion

In this chapter, the ORS and SRS schemes are utilized to enhance the inband underlay

D2D secrecy performance. Two practical combining approaches, MRC and SC, are used

to increase the eavesdropped signals. For combining techniques as well as relay selection

schemes, new closed-form expressions for the D2D SOP and the PNSC are derived. Most

noteworthy in the obtained results is the fact that the ORS scheme always outperforms the

SRS scheme, assuming that the CSI of the wiretapped link is available. That is, the ORS

guarantees the optimal secrecy performance for D2D communications. Additionally, the

impact of D2D relays is investigated. It is observed, under these combining techniques,
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that increasingNR enhances the D2D secrecy performance. The asymptotic results, which

give a better understanding of the influence of the main system parameters on the SOP,

are provided. As revealed in our analysis and confirmed through simulations, the diversity

order is equal toNR for both combining approaches and relay selection schemes. These

results also show thatNE does not influence the diversity order. Moreover, we verified that,

under both ORS and SRS schemes, increasingNE degrades the secrecy performance of

D2D communications. Furthermore, the various Monte-Carlo simulations corroborate the

provided analysis, validating the later.

The secrecy performance of underlay multihop D2D relaying is studied where closed-

form expressions for the outage probability, the SOP and the probability of non-zero secrecy

capacity are derived. Simulation results, validating the derived analytical expressions, are

provided. The results revealed the effect of the different number of D2D multihop relays

on the security level of the D2D communications.
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4.9 Appendices

4.9.1 Appendix A

Derivation of Lemma 1

The expressionPυ
k can be obtained by

Pυ
k =

∫ ∞

0

FγRkD
(β γ + α) fυ

γRkE
(γ) dγ, (4.69)

whereβ = 2Rs andα = β − 1. The PDF ofγRkE for MRC can be derived using [18] as

fMRC
γRkE

(γ) =

∫ ∞

0

(ζ + 1) fMRC
γe

(γ(ζ + 1)) fγbe
(ζ) dζ, (4.70)

wherefMRC
γe

(.) is given by

fMRC
γe

(γ) =
γNE−1

Γ(NE) ωNE
3

exp

(
−γ

ω3

)

, (4.71)

andfγbe
(.) is given by

fγbe
(γ) =

1

ω4

exp

(

−
γ

ω4

)

. (4.72)

By plugging (4.71) and (4.72) into (4.70), fMRC
γRkE

(γ) is obtained as

fMRC
γRkE

(γ) =
γNE−1 exp

(
− γ

ω3

)

Γ(NE) ωNE
3 ω4

NE∑

m=0

(
NE

k

)
Γ(m + 1)

(
γ
ω3

+ 1
ω4

)m+1 . (4.73)

By substituting (4.10) and (4.73) in (4.69), with the help of the partial fraction expan-

sion, then using [16, eq. (1.111)], [16, eq. (3.383.4)], [16, eq. (3.383.10)], and [16, eq.

(3.381.3)],PMRC
k can be derived as in (4.12).
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4.9.2 Appendix B

Derivation of Lemma 2

The PDF ofγRkE, fSC
γRkE

(γ), can be derived using [18] as

fSC
γRkE

(γ) =

∫ ∞

0

(ζ + 1) fSC
γe

(γ (ζ + 1)) fγbe
(ζ) dζ, (4.74)

wherefSC
γe

(.) is given by

fSC
γe

(γ) =
NE

ω3

NE−1∑

m=0

(−1)m

(
NE − 1

m

)

exp

(

−
γ (m + 1)

ω3

)

. (4.75)

By plugging (4.75) and (4.72) into (4.74), we getfSC
γRkE

(γ) as

fSC
γRkE

(γ) =
NE

ω3 ω4

NE−1∑

m=0

(−1)m

(
NE − 1

m

)exp
(
−γ (m+1)

ω3

)(
1 + γ(m+1)

ω3
+ 1

ω4

)

(
γ(m+1)

ω3
+ 1

ω4

)2 . (4.76)

By plugging (4.10) and (4.76) into (4.69), and with the help of the partial fraction expan-

sion, then with the help of [16, eq. (3.353.3)], and [16, eq. (3.352.4)],PSC
k can be obtained

as in (4.14).

4.9.3 Appendix C

Derivation of Lemma 3

The SOPSRS
MRC can be obtained by plugging (4.73) and (4.18) in (4.19), and after simple
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algebraic manipulations, it can be expressed as

SOPSRS
MRC = NR

NR−1∑

k=0

(−1)k
(

NR−1
k

)

(k + 1)



1 −
NE∑

m=0

(
NE

m

)
Γ(m + 1) ω1 exp

(
− (k+1) α

ω1

)

Γ(NE) ω
NE−(m+1)
3 ω2 ω4 β (k + 1)






∫ ∞

0

γNE−1 exp(−H1γ)

(H2 + γ)m+1 (H3 + γ)
dγ

︸ ︷︷ ︸
I













,

(4.77)

whereH1 = β(k+1)
ω1

+ 1
ω3

, H2 = ω3

ω4
, andH3 = 1

β

(
α + ω1

ω2(k+1)

)
. In what follows, the

integral in (4.77), I, is evaluated. First,I can be rewritten in a more general form as

I =

∫ ∞

0

γNE−1

exp(H1γ)

1

(H2 + γ)s (H3 + γ)z

︸ ︷︷ ︸
Δ

dγ.
(4.78)

The partial fraction expansion is utilized in (4.78) to obtain

Δ =
s∑

i=1

Qi

(H2 + γ)i +
z∑

j=1

Uj

(H3 + γ)j , (4.79)

where

Qi =
(−1)z

(H2 −H3)
s+z−i

[

(1 − ζ1) + ζ1

s+1−i∑

pn=1

...

p2∑

p1=1

(1)

]

,

wheren = z − 1, and

ζ1 =






0, z = 1,

1, elsewhere,

and

Uj =
(−1)z−j

(H2 −H3)
s+z−j



(1 − ζ2) + ζ2

c+1−j∑

pq=1

...

p2∑

p1=1

(1)



 ,
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whereq = s − 1, and

ζ2 =






0, s = 1,

1, elsewhere.

By plugging (4.79) into (4.78), we get

I =

∫ ∞

0

γNE−1

exp(H1γ)

(
s∑

i=1

Qi

(H2 + γ)i +
z∑

j=1

Uj

(H3 + γ)j

)

dγ. (4.80)

From (4.78), we haves = m + 1 and z = 1. With the help of [16, eq. (3.383.4)],I

can be obtained. Then, by plugging the result ofI into (4.77), and after simple algebraic

manipulations, SOPSRS
MRC can be derived as in (4.20).

4.9.4 Appendix D

Derivation of Lemma 4

The SOPSRS
SC can be obtained by substituting (4.76) and (4.18) in (4.21), and following a

similar procedure in the derivation of Lemma 3, then using [16, eq. (3.353.3)] and [16, eq.

(3.352.4)], SOPSRS
SC can be obtained as in (4.22).
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Chapter 5

Secure Underlay CR Networks with EH

and Dual-Antenna Selection

5.1 Abstract

In this chapter, we consider a secure underlay cognitive radio network consisting of a sec-

ondary source-destination pair and a primary transmitter-receiver pair in the presence of

a primary passive eavesdropper. Herein, a secondary multi-antenna full-duplex destination

node acts as a jammer to the primary eavesdropper in an effort to improve the physical layer

security of the primary network. In return for this favor, the energy constrained secondary

source gets access to the primary network to transmit its own information so long as the in-

terference to the latter is below a certain level. In light of the aforementioned, we evaluate

the system performance in terms of the outage probability for the secondary network, the

secrecy outage probability, and the probability of non-zero secrecy capacity for the primary

network. Numerical results are provided to verify the correctness of the proposed analytical

framework.
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5.2 Introduction

In recent years, energy harvesting (EH) and cognitive radio (CR) concepts have attracted

considerable attention in the research community, for providing perpetual power supply

and improving the spectrum utilization efficiency, respectively. In the CR concept, there

exist three main paradigms, viz. underlay, overlay and interweave. Among the above-cited

ways of accessing the licensed spectrum, the underlay scheme is the most popular due to its

simplicity and practical implementation. Based on the advantages of these two technolo-

gies, the use of EH in the context of underlay CR networks has recently been investigated

in [1], [2], [3], [4]. Besides the aggregated advantages of EH in CR networks, achiev-

ing secure communications of the secondary network or primary network via information

theoretic-based PLS has been the focus in [1], [2], [3], [4]. Particularly, cooperation be-

tween the primary system and energy-constrained secondary network is studied in [1]. The

authors aim at improving the security of the information in the primary network when the

secondary users (SUs) act as potential eavesdroppers. In [2], the authors propose an opti-

mal antenna selection to improve the secrecy performance of the secondary network. The

secrecy energy efficiency optimization problem for a multiple-input single-output (MISO)

underlay CR network with an EH receiver is studied in [3]. In [4], a full-duplex trans-

mission and dual-antenna selection in the secondary network is proposed in an effort to

improve its data transmission as well as the secrecy performance of the primary network.

This work provides a win-win situation for the secondary and primary networks in the sense

that it yields data transmission improvement for the former and security provisioning for

the latter. However, EH is not considered in [4] which can render the system impractical

in commonly seen situations wherein the secondary source is an energy-constrained device

(e.g., a wireless sensor node). Moreover, the constraint on the secondary transmit power

assumed in [4] is rather simplistic as it does not take into account the effect of the maximum
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transmit power (see [5] and the references therein).

Motivated by the preceding discussion, we investigate a secure underlay CR network

with energy harvesting over Rayleigh fading channels. Specifically, we consider a scenario

wherein EH and dual-antenna selection are employed to enhance the robustness and relia-

bility of the CR network, while simultaneously improving the PLS of the primary network

by confounding the eavesdropper. In this respect, we derive novel closed-form expressions

of the outage probability for the CR network, the SOP and the PNSC for the primary net-

work. Moreover, the asymptotic analysis is provided to get more insights into the impact

of the significant parameters of the proposed system on the performance of the SOP for the

primary network. The accuracy of our analysis is verified through extensive Monte-Carlo

simulations.

5.3 System Model

As shown in Fig. 5.1, we consider an underlay cognitive network which shares the li-

censed spectrum of the primary user, PR, and consists of a source node, S, and a desti-

nation node, D. In the primary network, a primary transmitter, denoted by PT, commu-

nicates with a primary receiver, PR, under malicious attempt of an eavesdropper, E. All

the nodes are equipped with a single antenna except D, which operates in a full-duplex

and is equipped withNR receive antennas andNT transmit antennas. We consider a sce-

nario where S is an energy-constrained device, i.e., the transmission can be achieved using

power harvested from the power beacon (PB). Furthermore, we indicate Di as theith re-

ceiving antenna of D, wherei = 1, ..., NR. In a similar manner, Dj denotes thejth jamming

antenna of D, wherej = 1, ..., NT . All the channels are assumed to undergo Rayleigh

fading. The channels PB→S, S→Di, Dj→E, Dj→PR, S→PR, Di→Dj, PT→PR, S→E,

and PT→E are assumed to consist of path loss and an independent fading effect ashS,
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Fig. 5.1: Underlay Cognitive Radio Network.

Fig. 5.2: TS-based EH protocol.

hSDi
, hDjE, hDjR, hSR, hDiDj , hTR, hSE, andhTE, respectively. In this respect,hυ = χυ d

− η
2

υ ,

υ ∈ {S, SDi, DjR, DjE, SR, DiDj, TR, SE, and TE}, whered andη denote the Euclidean dis-

tances between two nodes and the pathloss exponent, respectively, andχυ is the fading coef-

ficient which is a complex Gaussian random variable with unit variance. Also,Yυ = |hυ|
2

represents the channel power gains, which are independent and exponentially distributed

with a meanλυ = E[|hυ|
2] = d−η

υ . Moreover,nξ is the AWGN, whereξ ∈ {Di, PR, E},

with a zero mean and varianceσ2
ξ . As shown in Fig. 5.4, a time-switching (TS) proto-

col [6] is considered in this work, where the time durations for the EH and information

transmission (IT) phases are given byα and(1 − α), respectively, with0 ≤ α ≤ 1.
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5.4 Secondary Transmission

5.4.1 Energy harvesting

It is assumed that the PB operates on a frequency band which is different from the commu-

nication band where the primary and secondary transmissions take place [7]. Hence, the

power transmitted by the PB does not interfere with the primary and secondary transmis-

sions. In the EH phase, S harvests energy from the radio frequency (RF) signal received

from the PB, and the harvested energy can be written as

ES = ζα T PPBYS, (5.1)

whereζ is the EH efficiency,T is the dedicated time slot,PPB is the transmit power at PB,

YS = |hS|
2 is the channel fading coefficient of the PB→S link. The PDF and CDF ofYυ

can be presented, respectively, as

fYυ (γ) =
1

λυ

exp
(
−

γ

λυ

)
, (5.2)

FYυ (γ) = 1 − exp
(
−

γ

λυ

)
. (5.3)

The maximal transmit power at S is given by

Pmax =
ζ α PPBYS

(1 − α)
. (5.4)
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5.4.2 Information Transmission

In the IT phase (for secondary transmissions), S transmits to D under interference power

constraints and the transmit power is given by

PS = min

(

Pmax,
Q
YSR

)

, (5.5)

wherePmax represents the maximum allowable transmit power at the source node, andQ

is the interference temperature limit, which represents the maximum tolerated interference

power at PR. In the secondary network, the communication takes place between S and the

best receiving antenna chosen among theNR antennas of D. Consider a communication

taking place between S and theith receive antenna of D. Hence, the received signal at D is

given by

ySDi
=
√

PS hSDi
xS +

√
PDj

hDjDi
xD

︸ ︷︷ ︸
residual self-interference

+ nDi, (5.6)

wherePS and PDj
are the transmit powers at S and thej th antenna of D, respectively.

Moreover,xS andxD are the signals transmitted from S and thej th transmit antenna of

D, respectively. At D, it is assumed that the interference from PT to D is negligible. This

widely used assumption can be justified because the PT is far away [8], [9]. The capacity

for receiving the data at theith receive antenna of D is given by

CSDi
= log2

(

1 +
PSYSDi

PDjYDiDj + σ2
Di

)

. (5.7)

It is possible to suppress the self-interference (SI) to the noise level [10], and the residual

SI term can be neglected [11]. Hence,CSDi
can be approximated by

CSDi
≈ log2

(

1 +
PSYSDi

σ2
Di

)

. (5.8)
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The best receive antenna is selected according to the following criterion

i∗ = arg max
i=1,...,NR

CSDi
= arg max

i=1,...,NR

YSDi
. (5.9)

5.4.3 CR Outage Probability

The CR outage probability,Pout, is defined by

Pout = Pr

(

max
i=1..NR

CSDi
≤ Rb

)

=

NR∏

i=1

Pr

(
PSYSDi

σ2
Di

≤ ϑb

)

︸ ︷︷ ︸
Pi

,
(5.10)

whereRb is the data rate, andϑb = 2Rb − 1. Now,Pi can be expressed as

Pi = Pr

(

YSDi
≤

ϑb σ2
Di

PS
, PS = Pmax

)

+ Pr

(

YSDi
≤

ϑb σ2
Di

PS
, PS =

Q
YSR

)

= Pr

(

YSDi
≤

ϑb σ2
Di

Pmax
, YSR ≤

Q
Pmax

)

+ Pr

(

YSDi
≤

ϑb σ2
Di

YSR

Q
, YSR >

Q
Pmax

)

= Pr

(

YSDi
≤

ϕ1

YS
, YSR ≤

ϕ2

YS

)

︸ ︷︷ ︸
I1

+ Pr

(

YSDi
≤ ϕ3 YSR, YS >

ϕ2

YSR

)

︸ ︷︷ ︸
I2

,

(5.11)

whereϕ1 =
ϑb σ2

Di
(1−α)

ζ α PPB
, ϕ2 = Q (1−α)

ζ α PPB
, andϕ3 =

ϑb σ2
Di

Q . From (5.11), I1 can be rewritten as

I1 =

∫ ∞

0

FYSR

(
ϕ2

γ

)

FYSDi

(
ϕ1

γ

)

fYS (γ) dγ. (5.12)

By plugging (5.2) and (5.3) into (5.12) with the help of [12, eq. (3.324.1)],I1 can be

derived as

I1 =
1

√
λS

[√
λS − 2

√
ϕ1

λSDi

K1

(

2

√
ϕ1

λSλSDi

)

−2

√
ϕ2

λSR
K1

(

2

√
ϕ2

λSλSR

)

+ 2
√
Z1 K1

(

2

√
Z1

λS

)]

,

(5.13)
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whereZ1 =
(

ϕ1

λSDi
+ ϕ2

λSR

)
, andK1(.) is the modified Bessel function of the second kind

[12, eq. (8.446)]. From (5.11), I1 can be rewritten as

I2 =

∫ ∞

0

(

1 − FYS

(
ϕ2

γ

))

FYSDi

(
ϕ3 γ

)
fYSR (γ) dγ. (5.14)

By plugging (5.2) and (5.3) into (5.14), and with the help of [12, eq. (3.324.1)],I2 can be

derived as

I2 =
2

Z2

√
ϕ2

λS

[
Z2√
λSR

K1

(

2

√
ϕ2

λSλSR

)

− λSDi

√(
ϕ3

λSDi

+
1

λSR

)

×K1

(

2

√
ϕ2

λS

(
ϕ3

λSDi

+
1

λSR

))]

,

(5.15)

whereZ2 =
(
ϕ3λSR + λSDi

)
. Now, Pi is obtained by substituting (5.13) and (5.15) into

(5.11). Thus,Pout can be obtained by pluggingPi into (5.10).

5.5 Primary Network

In the primary network, PT communicates with PR in the presence of E. Hence, the received

signal at PR is given by

yPR =
√

PPT hTR xP +
√

PDj hDjR xD +
√

PS hSRxS + nPR, (5.16)

wherePPT andxP are the transmitted power and signal from PT, respectively. In the mean-

time, the eavesdropper overhears the primary transmissions and the best transmit antenna

among theNT antennas of D can confound the activities of E. The received signal at E
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affected by thej th antenna of D is given by

yE =
√

PPT hTE xP +
√

PDj hDjE xD +
√

PS hSExS + nE. (5.17)

However, we assume that the S→ E link is strong and thus E can first decodexS. At

this stage, the PT→ E transmission is considered as interference. After that, E subtracts

xS term from its received signal at E,yE, and decodesxP. Thus, the received signal at E

reduces to

yE =
√

PPT hTE xP +
√

PDj hDjE xD + nE. (5.18)

The secrecy capacity,CSj , in the primary network when thej th antenna of D is jamming

E, is written as

CSj = max [log2 (1 + γPRj) − log2 (1 + γEj) , 0] , (5.19)

where γPRj is given by

γPRj =
PPTYTR

PDjYDjR + PSYSR + σ2
PR

. (5.20)

In addition,γEj is given by

γEj =
PPTYTE

PDjYDjE + σ2
E

. (5.21)

In the underlay CR system, the transmitted power from the secondary jamming antenna,

PDj , must be under a certain level of interference. With this in mind,PDj andPS can be con-

strained asPDj YDjR ≤ Q andPS YSR ≤ Q, respectively. From the primary user perspective,

settingPS = Q
YSR

is the worst case scenario which still guarantees its reliable operation. It

is true that whenPmax < Q
YSR

, PS would be equal toPmax. But this would not affect the

reliable operation of the primary user. In this sense, our expression can be viewed as an

upper bound for the primary SOP and lower bound for the primary PNSC. Having said that

it is important to note that, in practice,Pmax > Q
YSR

most of the time. Moreover, the exact

analysis including the effect ofPmax is not mathematically tractable. Then, replacingPDj
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andPS with Q
YDj R

and Q
YSR

, respectively, gives

γPRj =
ωp YTR

2Q1 + 1
, (5.22)

and

γEj =
ωe YTE

Q2

(
YDj E

YDj R

)
+ 1

, (5.23)

whereωp = PPT
σ2

PR
, ωe = PPT

σ2
E

, Q1 = Q
σ2

PR
, andQ2 = Q

σ2
E
. Let us defineA = (2Q1+1)

ωp
. Consid-

ering the optimal antenna selection approach, in which the global CSI knowledge is known

[13], [14], the selection criterion for the best transmit antenna at D is given by

j∗ = arg max
j=1,...,NT

CSj = arg max
j=1,...,NT

(
YDjE

YDjR

)

. (5.24)

5.5.1 Secrecy Outage Probability

The SOP can be defined as the probability that the achievable secrecy rate is less than a

predefined target secrecy rate,Rs, for the cellular transmission, and is given by

SOP= Pr
(
CSj ≤ Rs

)
= Pr

(
1 + γPRj

1 + γEj

≤ ϑs

)

, (10)

whereϑs = 2Rs . The CDF ofγPRj , FγPRj
(γ), is given by

FγPRj
(γ) = (1 − exp(−A γ/λTR)) . (5.25)

The instantaneous end-to-end SINR at E can be rewritten as

γEj
=

X

W + 1
, (5.26)
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whereX = ωe YTE and

W = Q2 max
j=1,...,NT

(
YDjE

YDjR

)

, (5.27)

wherefW (γ) can be derived as

fW (γ) =
NT Q2 λDjE γNT−1

λDjR

(
Q2 λDj E

λDj R
+ γ
)NT +1

, (5.28)

andfX(γ) is given by

fX(γ) =
1

λTE ωe

exp

(

−
γ

λTE ωe

)

. (5.29)

The PDF ofγEj , fγEj
(γ), can be derived by using

fγEj
(γ) =

∫ ∞

0

(ς + 1) fX(γ (ς + 1)) fW (ς) dς. (5.30)

By substituting (5.28) and (5.29) in (5.30), then evaluating the integration,fγEj
(γ) can be

derived as

fγEj
(γ) =

NT exp
(
− γ

λTE ωe

)
Γ (NT )

λTE ωe

[

U

(

NT , 0,
Q2 λDjE γ

ωe λTE λDjR

)

+
NTQ2 λDjE

λDjR

×U

(

NT + 1, 1,
Q2 λDjE γ

ωe λTE λDjR

)]

,

(5.31)

whereΓ (.) is the gamma function [12, eq. (8.310.1)] andU (a, b, c) is the Tricomi confluent

hypergeometric function [15, eq. (07.33.02.0001.01)], which can be represented in terms

of the Meijer function as [15, eq. (07.33.26.0004.01)]

U (a, b, c) =
1

Γ (a) Γ (a − b + 1)
G2,1

1,2

(

c

∣
∣
∣
∣

1 − a

0, 1 − b

)

, (5.32)

whereGm,n
p,q (.) represents the MeijerG-function [12, eq. (9.301)]. The SOP is formulated
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as

SOP=

∫ ∞

0

FγPRj
(βγ + δ) fγEj

(γ) dγ, (5.33)

whereβ = 2Rs , δ = β − 1. By using (5.25) and (5.31), and with the help of [12, eq.

(7.813.1)], the upper bound of SOP can be derived as

SOP= 1−
NT exp

(
− A δ

λTR

)
λTR

(
A β λTE ωe + λTR

)
Γ
(
NT + 1

)
[

G2,2
2,2

(

Ξ

∣
∣
∣
∣

0, 1 − NT

0, 1

)

+
NT Q2 λDjE Γ

(
NT

)

Γ
(
NT + 1

)
λDjR

G2,2
2,2

(

Ξ

∣
∣
∣
∣

0, −NT

0, 0

)


 ,

(5.34)

whereΞ =
Q2 λDj E λTR

(A β λTE ωe+λTR)λDj R
.

5.5.2 Asymptotic Secrecy Outage Analysis

To acquire more insights on the system design, the asymptotic SOP, SOP∞, is examined as

ωp → ∞. SOP∞ can be written as

SOP∞ = (Gaγd)
−Gd + O(γ −Gd

d ), (5.35)

whereGd is the secrecy diversity order,Ga is the secrecy array gain, andO(.) is the higher

order terms. Mathematically speaking, to derive the SOP∞, the asymptotic CDF,F∞
γPRj

(γ),

can be derived by following the same steps in the derivation of [17, eq. (42)]. By using

F∞
γPRj

(γ), and with the help of [18, eq. (07.34.16.0001.01)], and [12, eq. (7.813.1)], after
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performing some algebraic manipulations, it turns out thatGd = 1 andGa is given by

Ga =



Ψ1



Δ



 1

Γ
(
NT

) G2,2
2,2

(

Ψ2

∣
∣
∣
∣

0, 2 − NT

1, 2

)

+Ψ3 G2,2
2,2

(

Ψ2

∣
∣
∣
∣

0, 2 − NT

1, 1

))

+ δ

)]−1

,

(5.36)

whereΔ =
NT β Γ(NT ) λDj R λTE ωe

Q2 λDj E Γ(NT +1)
, Ψ1 = (2Q1+1)

λTR
, Ψ2 =

Q2 λDj E

λDj R
, andΨ3 =

NT Q2 λDj E

Γ(NT +1)λDj R
.

5.5.3 Probability of Non-zero Secrecy Capacity

In this subsection, the requirement for the presence of the non-zero secrecy capacity is

investigated. The non-zero secrecy capacity is obtained whenγPRj > γEj . From (10), the

PNSC is given by

PNSC= Pr

(
1 + γPRj

1 + γEj

> 1

)

= Pr
[
γPRj > γEj

]
= 1 −

∫ ∞

0

FγPRj
(γ)fγEj

(γ) dγ. (5.37)

By substitutingβ = 1 in (5.34), then plugging the result into PNSC, the lower bound PNSC

can be obtained as

PNSC=
NT Γ (NT )

(
Aωe + 1

)
Γ (NT + 1)

[
1

Γ (NT )
G2,2

2,2

(

Ξ

∣
∣
∣
∣

0, 1 − NT

0, 1

)

+
NT Q

Γ
(
NT + 1

) G2,2
2,2

(

Ξ

∣
∣
∣
∣

0, −NT

0, 0

)


 .

(5.38)

5.6 Results and Discussions

In this section, the numerical results of the CR outage probability, the primary SOP, and

the primary PNSC are presented and compared with those obtained through Monte-Carlo

simulations. Unless otherwise stated, the numerical and simulation results are obtained
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Fig. 5.3: The outage probability of secondary network,Pout, versusPPB, whereQ = 5 dBW,
ζ = 0.8, α = 0.3, andRb = 1 b/s/Hz.

considering the following parameters:Q = 5 dBW,ζ = 0.8, σ2
υ = 1, η = 4, α = 0.3, Rb =

1 b/s/Hz, andRs = 1 b/s/Hz. We assume that PT is located at the origin [0; 0], PR at [0.5;

0], E at [0.5; 0.2], S at [0.7; 0], D at [0.7; 0.2], and the PB at [0.8; 0], where the distances

are normalized to be in the range [0, 1] [8].

Figure5.3plots the exact outage probability,Pout, for the CR network versus the trans-

mitted power,PPB, for different values ofNR at the CR receiver, D. It can be noticed that

Pout of the CR link decreases asPPB increases. That is, the CR transmitter, S, transmits

with high power. It is worth mentioning that an outage floor exists in the highPPB region,

which implies that the reliability and robustness of the CR cannot be enhanced infinitely

by increasing the power at S. Interestingly,Pout improves significantly with increasingNR.

Consequently, the CR network’s reliability and robustness are enhanced as a result of uti-

lizing multiple antennas at D compared to a single one. As an illustration,Pout decreases

from 6.94×10−4 to 5.44×10−6 at 30 dB as the number of receiving antenna,NR, increases

from 6 to 10. To show the performance loss caused by the residual self-interference (SI), we
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Fig. 5.4: The outage probability of secondary network,Pout, versusα, whereQ = 5 dBW,
ζ = 0.8, PPB = 10 dBW, andRb = 1 b/s/Hz.

provide simulation results with the effect of the residual SI, where the transmitted power at

D, PDj = 0 dBW. It can be seen that asNR increases,Pout improves. This is due to the fact

that if the received antenna with the best channel is selected, then the effect of the residual

SI is attenuated. In Fig.5.4, Pout is plotted versusα andNR. In this respect, the impact of

bothα andNR on the CR performance is evaluated. It can be seen thatPout improves with

increasingα andNR. This can be justified by the fact that, asα approaches 1, more EH at S

can be achieved and less time devoted for the IT phase. Most noteworthy in the CR perfor-

mance is the fact that, asα increases, S transmits with high power. Simultaneously, the CR

network’s reliability decreases because most TS-based EH protocol is allocated to harvest

energy. The numerical and simulation results match perfectly, verifying the accuracy of our

analysis.

In Fig. 5.5, the exact (simulation) and the upper bound (analysis) SOP for the primary

network is depicted versusωp andNT , whereωe takes two possible values, 0 dB and 15

dB, whileQ = 0 dBW, andPPB = 0 dBW. It can be noted that the SOP improves asNT in-
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creases, demonstrating the influence of using jamming antennas at D. Consequently, secure

data transmission is guaranteed for the primary user. It is worthwhile to observe that the

SOP improves asωp increases andωe decreases. It is important to emphasize that the jam-

ming antenna selection at D leads to security improvement for the primary network, while
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decreasing the interference at PR. As an example,ωp can be decreased by approximately

14 dB, using jamming antennas at D withNT = 10 compared withNT = 1 to achieve an

SOP of10−2. According to Fig.5.5, the SOP decreases from 0.025 to 0.0025 at 30 dB as

the number of jamming antennas,NT , increases from 1 to 10, whenωe = 15 dB. Further-

more, the asymptotic curves are presented, and a perfect match with the exact analysis is

seen asωp → ∞. It is significant to remark that the asymptotic curves accurately predict

Ga andGd. Figure5.6 illustrates the exact (simulation) and the lower bound (analysis) of

the primary PNSC versusωp for the same parameters given in Fig.5.5. Noteworthy, the

PNSC improves asNT increases, showing the benefits of using jamming antennas at D.

Additionally, asωp increases andωe decreases, the PNSC increases.

5.7 Conclusion

In this chapter, EH technology and dual-antenna selection are employed in the underlying

system to enhance the reliability and robustness of the CR network and improve the security

level of the primary network concurrently. To this end, multiple antennasNR and NT

are employed at D to enhance the CR network’s reliability and robustness and confuse

the eavesdropper by generating jamming signals, respectively. New analytical expressions

are derived for the CR outage probability, primary SOP, and primary PNSC. In addition,

asymptotic analysis is provided to get insight into the parameters of the proposed system

model. The accuracy of these expressions is verified through the Monte-Carlo simulation.
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Chapter 6

Reconfigurable Intelligent Surfaces

Aided PLS Enhancement

6.1 Introduction

Reconfigurable Intelligent Surface (RIS) has recently developed as a promising new tech-

nology to achieve intelligent and reconfigurable wireless channels propagation environment

for 6G wireless communication systems [1], [2], [3]. Specifically, RIS is a planar surface

containing a large number of passive reflecting units, each reflecting the incident wireless

signal with an adjustable phase shift [4], [5]. On the other development, originally inves-

tigated by Wyner [6], PLS has been developed as an appealing technique for enhancing

cellular network security against eavesdropping attacks. Towards this end, PLS uses the

natural properties and characteristics of wireless communication channels and noise to se-

cure the data transmission by limiting the amount of data that can be leaked at the bit level

by eavesdroppers. Thanks to their unique properties, which allows them the ability to con-

trol the transmission environment, RIS can be used for interference suppression and signal

enhancement without the use of active transmitters. In this respect, RIS technology was
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recently investigated to improve the PLS of wireless communication system [7], [8], [9].

For channel estimation in RIS technology, efficient strategies were proposed in [10], [11].

D2D communication is of great interest as a pioneering technology in future cellular

communications to overcome the spectrum scarcity problem. In scenarios where direct

links are unfavorable for the D2D nodes, the relay-aided transmission plays an essential

role in enhancing D2D communication’s performance. For the relay-aided underlay D2D

communication, the PLS was recently studied in [12], [13]. It was shown that multi-antenna

relays can be used to enhance the reliability of the D2D transmission and the PLS of the

cellular network concurrently. However, as lately demonstrated in [14], improving the data

rate and reducing the implementation complexity can be achieved by utilizing RIS, which

outperform the relay-aided communications. To the best of our knowledge, no work has

been reported in the literature investigating the use of RIS to enhance the PLS of the cellular

network and improve the D2D transmission link concurrently. The main contributions of

this chapter are listed as follows:

• The RIS is used to enhance the robustness and reliability of D2D communication,

while simultaneously improving the PLS of the cellular network by generating jam-

ming signals towards the eavesdropper.

• As compensation for spectrum sharing, the RIS serves as a friendly jammer to en-

sure a high-security level for the cellular network, thus enabling a win-win situation

between the two networks, i.e., security provisioning for the cellular user and high

reliability and robustness for the D2D users.

• The outage probability of D2D communication is investigated, and an analytical ex-

pression is obtained. Moreover, the cellular network’s secrecy performance is ana-

lyzed, and closed-form expressions of the SOP and the PNSC are also derived.

• Asymptotic analysis is provided to get more insights into the impact of the significant
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Fig. 6.1: The System Model.

parameters of the proposed system on the performance of the SOP.

• The accuracy of our analyses is verified through intensive Monte-Carlo simulations.

6.2 System Model

In this chapter, we consider a D2D communication, including a single-antenna D2D trans-

mitter,T , and a single-antenna D2D receiver,D, as illustrated in Fig.6.3. The D2D com-

munication is underlying a cellular network consisting of a BS, equipped withNB antennas,

communicating with a single-antenna cellular user,C, in the presence of a single-antenna

eavesdropper,E. The direct path betweenT andD is not available due to severe shadow-

ing caused by obstacles. Thus, the direct communication links between D2D users suffer

high signal attenuation [15], [16]. An RIS is deployed on a surrounding building’s facade

to assist the D2D transmitter in overcoming the disadvantageous propagation conditions by

giving high-quality virtual link fromT to D, while serving as a jammer toE, resulting in

an enhanced secrecy rate for the cellular user. The RIS is made ofN reflecting elements.
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All communication channels are assumed to be independent, identical, slowly varying, flat,

and their envelope follows Rayleigh distributions with a scale parameter equal to 1. Further-

more, we assume that the CSI of all channels, including E’s channel, is perfectly available

at the RIS for transmitting/reflecting data and jamming signals [7], [17], [18].

The channel coefficients for theT → RIS, RIS→ D, RIS→ E, BS→ C, BS→ D,

and BS→ E links are denoted asht
1 , hd, he, hbc, hbd, and hbe, respectively. In addition,

the Euclidean distances betweenT → RIS, RIS → D, RIS → E, BS → C, BS → D,

and BS→ E links are denoted asdtr, drd, dre, dbc, dbd, and dbe, respectively. The signals

reflected by the RIS two or more times are neglected due to severe path loss. Thus, the

received signal at D can be expressed as

yD =
√

Pd

(
dtr drd

d2
o

)− η
2

[
N∑

i=1

hti gi hdi
xd

]

+
√

Pb

(
dbd

do

)− η
2

hbd xb + nd, (6.1)

wheredo is a reference distance,Pd is the D2D transmission power,Pb is the BS transmis-

sion power,xd andxb are the D2D and BS transmitted signals, respectively, andnd is the

AWGN at D. The variablegi denotes theith reflecting meta-surfaces response of the RIS,

andη denotes the path loss exponent. In addition,hti , gi, andhdi
are complex Gaussian

random variables with a zero mean and unit variance, wheregi = |gi| exp(jθi). Moreover,

the phases of the channelshti andhdi
are assumed to be completely available at the RIS2.

Hence, the RIS element select the optimal phase shift as [1] θi = −(φi + ϕi), whereφi

andϕi are respectively the phases ofhti andhdi
. Furthermore, we assume that the reflected

gain of theith metasurface is equal to 1. The received signal atC can be expressed as

yC =
√

Pb

(
dbc

do

)− η
2

hbc xb + nc, (6.2)

1The bold font is used to indicate vectors.
2Since this is an ideal situation, the results obtained represent an upper bound on the performance gain

that can be achieved by the RIS.
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wherenc is the AWGN atC. In this respect, we assume that the received signals atC is not

affected by the interference fromT since it is located far away fromC, and transmits with

low power. Now, the received signal atE is given by

yE =
√

Pb

(
dbe

do

)− η
2

hbe xb +
√

Pd

(
dtr dre

d2
o

)− η
2

[
N∑

i=1

hti gi hei
xd

]

+ ne,

(6.3)

wherehei
is the channel coefficient between theith element of the RIS andE, andne is the

AWGN atE.

6.3 Performance Analysis

6.3.1 D2D Outage Probability

For the D2D communication, the outage probability,Pout, is defined by

Pout = Pr(γD ≤ ϕ) = FγD
(ϕ), (6.4)

whereϕ = 2Rd − 1, Rd is the data rate of D2D transmission, andγD is the instantaneous

end-to-end SINR for the D2D link,γD, which is given by

γD =
Pd

(
dtr drd

d2
o

)−η (∑N
i=1 |hti | |hdi

|
)2

σ2
d + Pb

(
dbd

do

)−η

|hbd|
2

=
γtd

1 + γbd

, (6.5)

whereγtd = γ̄td

(
dtr drd

d2
o

)−η (∑N
i=1 |hti | |hdi

|
)2

, γbd = γ̄bd

(
dbd

do

)−η

|hbd|
2, γ̄td = Pd

σ2
d
, and

γ̄bd = Pb

σ2
d
. Let us defineω1 = γ̄td

(
dtr drd

d2
o

)−η

andω2 = γ̄bd

(
dbd

do

)−η

. The CDF ofγD can
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be obtained using [19]

FγD
(γ) =

∫ ∞

0

Fγtd
(γ (ζ + 1)) fγbd

(ζ) dζ, (6.6)

whereFγtd
(.) is given by [14]

Fγtd
(γ) =

Υ
(
ξ + 1, μ

√
γ
ω1

)

Γ (ξ + 1)
, (6.7)

whereξ = Nπ2

(16−π2)
− 1, μ = 2π

(16−π2)
, Γ(.) is the gamma function [20, eq. (8.310.1)], and

Υ (a, x) =
∫ x

0
ta−1exp(−t) dt is the lower incomplete gamma function defined by [20, eq.

(8.350.1)]. On the other hand,fγbd
(.) is given byfγbd

(γ) = 1
ω2

exp
(
− γ

ω2

)
. By plugging

(6.7) andfγbd
(.) into (6.6), using series expansion in [20, eq. (8.354.1)], then with the help

of [20, eq. (3.382.4)],FγD
(γ) can be obtained as

FγD
(γ) =

1

Γ (ξ + 1) ω2

∞∑

n=0

(−1)n
(
μ
√

γ
ω1

)ξ+n+1

exp
(

1
ω2

)

n! (ξ + n + 1) ω
−( ξ+n+3

2 )
2

× Γ

(
ξ + n + 3

2
,

1

ω2

)

,

(6.8)

whereΓ(., .) is the upper incomplete gamma [20, eq. (8.350.2)]. By plugging (6.8) into

(6.4), Pout can be obtained.

6.3.2 Secrecy Outage Probability

The SOP can be expressed as [21]

SOP= Pr(CS < Rs) , (6.9)
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whereCS is the secrecy capacity, that is given by [22]

CS =






CC − CE, γC > γE,

0, γC ≤ γE,
(6.10)

whereCC andCE denote the cellular and eavesdropper capacities, respectively, andγC and

γE are the SINR atC andE, respectively. In this regard,CC is given by

CC = log2 (1 + γC) , (6.11)

whereγC is given by

γC =
Pb

(
dbc

do

)−η

|hbc|
2

σ2
c

= γbc, (6.12)

whereγbc = γ̄bc

(
dbc

do

)−η

|hbc|
2 andγ̄bc = Pb

σ2
c
. Let us defineω3 = γ̄bc

(
dbc

do

)−η

. In addition,

CE can be obtained by

CE = log2 (1 + γE) , (6.13)

whereγE is given by

γE =
Pb

(
dbe

do

)−η

|hbe|
2

σ2
e + Pd

(
dtr dre

d2
o

)−η (∑N
i=1 |hti | |hei

|
)2

=
γbe

1 + γe

,

(6.14)

whereγe = γ̄e

(
dtr dre

d2
o

)−η (∑N
i=1 |hti | |hei

|
)2

, γbe = γ̄be

(
dbe

do

)−η

|hbe|
2, γ̄be = Pb

σ2
e
, and

γ̄e = Pd

σ2
e
. Let us defineω4 = γ̄be

(
dbe

do

)−η

, andω5 = γ̄e

(
dtr dre

d2
o

)−η

.

To maximize the cellular capacity, the best transmit antenna at the BS is chosen based

154



on the following criterion

k∗ = arg max
k=1,...,NB

CCk
= arg max

k=1,...,NB

γCk
. (6.15)

The SOP is formulated as

SOP=

∫ ∞

0

FγC
(βγ + α) fγE

(γ) dγ, (6.16)

whereβ = 2Rs , α = β − 1, andFγC
(.) is given by

FγC
(γ) = NB

NB−1∑

k=0

(−1)k
(

NB−1
k

)

(k + 1)

(

1 − exp

(

−
γ (k + 1)

ω3

))

. (6.17)

The PDF ofγE can be derived using

fγE
(γ) =

∫ ∞

0

(x + 1) fγbe
(γ (x + 1)) fγe (x) dx, (6.18)

wherefγbe
(.) is given by

fγbe
(γ) =

1

ω4

exp

(

−
γ

ω4

)

, (6.19)

andfγe(.) is given by [14]

fγe(γ) =
μξ+1

2 Γ (ξ + 1) ω
ξ+1
2

5

γ
ξ−1
2 exp

(

−μ

√
γ

ω5

)

. (6.20)

By substituting (6.19) and (6.20) in (6.18), and utilizing [23, eq. (07.34.03.0606.01)] and

[24, eq. (07.34.03.0228.01)], then [20, eq. (7.811.1)],fγE
(γ) can be obtained as

fγE
(γ) =

Δ

exp
(

γ
ω4

)

[
1

γ
G1,2

2,1

(
γ

ω4 Q2
1

∣
∣
∣
∣
∣

−ξ+1
2

, −ξ
2

1

)

+
1

ω4

G1,2
2,1

(
γ

ω4 Q2
1

∣
∣
∣
∣
∣

−ξ+1
2

, −ξ
2

0

)]

,

(6.21)
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where

Δ =
μξ+1 Q−(ξ+1)

1

2
√

π Γ(ξ+1) ω
( ξ+1

2 )
5

,Q1 =
(

μ
2
√

ω5

)
, andGm,n

p,q

(

x

∣
∣
∣
∣

ap

bq

)

represents the MeijerG-function

[20, eq. (9.301)]. Now, the SOP can be derived by plugging (6.17) and (6.21) into (6.16),

and utilizing [24, eq. (07.34.03.0228.01)], then [20, eq. (7.811.1)], as

SOP=NB

NB−1∑

k=0

(−1)k (NB−1
k

)

(k + 1)

[

1 −

(
Δ

Q−2
1

exp

(

−
(k + 1) α

ω3

)

×

[

Q2 ω4 G3,1
1,3

(

Q2
1 Q2 ω4

∣
∣
∣
∣
∣

−1

−1 , ξ−1
2

, ξ
2

)

+ G3,1
1,3

(

Q2
1 Q2 ω4

∣
∣
∣
∣
∣

0

0 , ξ−1
2

, ξ
2

)])]

,

(6.22)

whereQ2 =
(

1
ω4

+ (k+1)β
ω3

)
.

6.3.3 Asymptotic Secrecy Outage Analysis

To acquire more insights on the system design, the asymptotic SOP, SOP∞, is examined.

SOP∞ can be written as

SOP∞ = (Gaγd)
−Gd + O(γ −Gd

d ), (6.23)

whereGd andGa are the secrecy diversity order and the secrecy array gain, respectively.

Mathematically speaking, to derive the SOP∞, the asymptotic CDF,F∞
γC

(.), is derived and

then plugging into (6.16), and using [20, eq. (7.813.1)]. After performing some algebraic

manipulations, it turns out thatGd = NB andGa is given by

Ga =

[

Δ αNB

NB∑

k=0

(
NB

k

)(
ω4 β

α

)k

G1,3
3,1

(
1

Q2
1

∣
∣
∣
∣
∣

1 − k , −ξ+1
2

, −ξ
2

1

)] −1
NB

.
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6.3.4 Probability of Non-zero Secrecy Capacity

The non-zero secrecy capacity is obtained whenγC > γE. The PNSC is given by

PNSC= Pr

(
1 + γC

1 + γE

> 1

)

= 1 −
∫ ∞

0

FγC
(γ)fγE

(γ) dγ. (6.24)

By plugging (6.17) and (6.21) into (6.24), and following the same procedure as in the

derivation of (6.22), the PNSC can be derived as

PNSC= 1 − NB

NB−1∑

k=0

(−1)k (NB−1
k

)

(k + 1)

[

1 −

(
Δ

Q−2
1

[

Q3 ω4 G3,1
1,3

(

Q2
1 Q3 ω4

∣
∣
∣
∣
∣

−1

−1 , ξ−1
2

, ξ
2

)

+G3,1
1,3

(

Q2
1 Q3 ω4

∣
∣
∣
∣
∣

0

0 , ξ−1
2

, ξ
2

)]

,

(6.25)

whereQ3 =
(

1
ω4

+ (k+1)
ω3

)
.

6.4 Active Reconfigurable Intelligent Surfaces-Aided Wire-

less Communication

Despite its many advantages, the practical implementation of RIS-aided wireless communi-

cations may face a couple of challenges. One of them is the double-fading problem. More

specifically, the signal that goes through the RIS module experiences a double fading atten-

uation due to the product of path losses on both links, i.e., source-RIS and RIS-destination

links. Moreover, the RIS module might generate some noise. The combination of all these

may result in a significant decrease of the achievable gain expected from the RIS module

[25]. The double fading problem has been traditionally tackled by increasing the number

of passive RIS elements [26], [27]. However, this approach results in an increase of the
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physical size of the RIS module, which might not be practical in some scenarios. The use

of active elements in the RIS was recently proposed in [28], [29] to overcome this problem.

In this section we investigate the secrecy performance of an RIS-aided wireless commu-

nication system, where the RIS module is made of active elements. Moreover, a practical

design for the active RIS is proposed.

6.4.1 System Model

As shown in Fig.6.2, we consider a wireless network which consists of a single-antenna

transmitter, S, and a single-antenna receiver, D, which are communicating in the presence

of a single-antenna eavesdropper, E. It is worth mentioning that the direct links from S to D,

and E are considered. An RIS with active elements is deployed to assist S and enhance the

propagation conditions by providing a high-quality virtual link from S to D, while improv-

ing the secrecy performance simultaneously. The RIS consists ofN reflecting elements.

In the proposed system model, each element in the RIS module is equipped with a power

amplifier to strengthen the reflected signal. In such a scenario, the significant path loss of

the RIS-aided link can be compensated, thus overcoming the double fading. In this work,

the CSI of S is perfectly obtained at the RIS to maximize the received SNR at D. However,

the E is considered as passive, and thus its CSI is not available at both the transmitter and

the RIS.

All the channels are assumed to undergo Rayleigh fading. The channel coefficients

for the S → D, S → RIS, RIS → D, S → E, and RIS → E links are denoted as

hsd, hS
3, hD, hse, and hE, respectively. The Euclidean distances for the above links are

denoted asdsd, dsr, drd, dse, anddre, respectively. At D, the received signal can be expressed

3 The bold font is used to indicate vectors.
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Fig. 6.2: System Model.

as

yD =
√

Ps xs

[(
dsr drd

d2
o

)− η
2

N∑

i=1

hsi
ρ hdi

ejφi + hsd

(
dsd

do

)− η
2

]

+ ρ nr + nd, (6.26)

whereρ is the amplification gain of each RIS element,do is a reference distance,η denotes

the path loss exponent,Ps is the transmission power,xs is the transmitted signal,hsi
andhdi

are complex Gaussian RVs with a zero mean and unit variance, i.e.,CN (0, 1), andnr, and

nd are the AWGN at the RIS and D, which are distributed asCN (0, σ2
rd) andCN (0, σ2

d),

respectively. In addition,φi is the adjustable phase applied to theith RIS reflecting element.

At the E, the received signal can be expressed as

yE =
√

Ps xs

[(
dsr dre

d2
o

)− η
2

N∑

i=1

hsi
ρ hei

ejφi +

(
dse

do

)− η
2

hse

]

+ ρ nr + ne, (6.27)

wherehei
is the channel coefficient between theith RIS element and the E, andne is the

AWGN at the E.
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6.4.2 Performance Analysis

In this section, the outage probability,Pout, and the SOP are investigated.

6.4.3 Outage Probability

The outage probability,Pout, is defined byPout = Pr(γD ≤ ϑb) = FγD
(ϑb), whereγD is

the instantaneous SNR at D andϑb = 2Rd − 1, Rd being the data transmission rate. In this

regards,γD can be expressed as

γD =
Ps

σ2
rd

∣
∣
∣
∣
∣

(
dsr drd

d2
o

)− η
2

N∑

i=1

hsi
ρ hdi

ejφi +

(
dsd

do

)− η
2

hsd

∣
∣
∣
∣
∣

2

=

∣
∣
∣
∣
∣
Ω1

N∑

i=1

hsi
hdi

ejφi + Ω2 hsp

∣
∣
∣
∣
∣

2

,

(6.28)

whereσ2
rd = σ2

d + ρ2σ2
r , Ω1 =

√
γ̄d ρ

(
dsr drp

d2
o

)− η
2
, andΩ2 =

√
γ̄d

(
dsp

do

)− η
2
, γ̄d = Ps

σ2
rd

.

According to the central limit theorem,χ1 =
∑N

i=1 |hsi
| |hdi

| can be approximated as a

Gaussian RV with a mean valueμ = Nπ
4

and varianceσ2 = N
(
1 − π

16

)
[1]. Moreover,

χ2 = |hsd| is a Rayleigh-distributed RV with a parameterλD. Thus,γD can be expressed

asγD =
(
Ω1χ1 + Ω2 χ2

)2

, leading to the CDF given by [9]

FγD
(γ) =

1

2

[

erf

(
(ϑ1/ϑ2)

√
γ − μ

√
2σ2

)

+ erf

(
μ

√
2σ2

)]

−

√
λD

2ζ1

exp

(
−
(
ϑ1
√

γ − ϑ2μ
)2

2ζ2
1

)

erf

(
ζ4
√

γ − ζ5

ζ1ζ2

)

−

√
λD

2ζ1

exp

(
−
(
ϑ1
√

γ − ϑ2μ
)2

2ζ2
1

)

erf

(
ζ3
√

γ + ζ5

ζ1ζ2

)

,

(6.29)

whereϑ1 = 1
Ω2

, ϑ2 = Ω1

Ω2
, ζ1 =

√
σ2ϑ2 + λD, ζ2 =

√
2σ2λD, ζ3 = σ2ϑ1ϑ2, ζ4 = λDϑ1

ϑ2
,

ζ5 = λDμ, and erf(∙) is the error function [20, eq. (8.250.1)].
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6.4.4 Secrecy Outage Probability

The SOP can be defined as the probability that the achievable secrecy rate is less than

a predefined target secrecy rate,Rs, for the cellular transmission system. Based on the

definition, the SOP is given by SOP= Pr(CS < Rs) , whereRs is the secrecy rate, andCS

is the secrecy capacity, which is given byCS = [CD − CE, 0]+ , whereCD andCE are the

cellular and eavesdropper capacities, respectively, and[x, 0]+ = max(x, 0). In this regard,

CD andCE are given byCD = log2 (1 + γD) , andCE = log2 (1 + γE), whereγD andγE

are the SNR at D and E, respectively.γD is defined in (6.28), andγE is given by

γE =
Ps

σ2
re

∣
∣
∣
∣
∣

(
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∣
∣
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2
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(6.30)

whereσ2
re = σ2

e + ρ2σ2
r , E1 =

√
γ̄e ρ

(
dsr dre

d2
o

)− η
2
, γ̄e = Ps

σ2
re

, andE2 =
√

γ̄e

(
dse

do

)− η
2
. γE

can be approximated using an exponential random variable with parameterλE = N E2
1 +E2

2 .

Hence, the PDF ofγE can be expressed as

fYE
(γ) =

1

λE

exp

(

−
γ

λE

)

. (6.31)

Generally, the SOP can be formulated as [30]

SOP=

∫ ∞

0

FγD
(β γ + α) fγE

(γ) dγ, (6.32)

whereβ = 2Rs , andα = β − 1. However, using the expression in (6.29) to evaluate

the SOP is not mathematically tractable. Thus, the following alternative expression for the
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error function [31]

erf(x) ≈






1 −
∑4

i=1 Ψi exp (−Δi x
2) x ≥ 0

−1 +
∑4

i=1 Ψi exp (−Δi x
2) x < 0,

(6.33)

whereΨ = [1/8, 1/4, 1/4, 1/4] andΔ = [1, 2, 20/3, 20/17], can be utilized. By plugging

(6.29) and (6.31) into (6.32) with the help of (6.33) and [20, eq. (2.33.1)], the SOP can be

derived as

SOP= I1 − I2 − I3, (6.34)

whereI1, I2, andI3 can be derived as

I1 = exp
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(6.35)

whereb1 = (ϑ1/ϑ2)√
2σ2

, b2 = μ√
2σ2

, A1 =
√

α b1− b2, a1 = 1
λEβb21

+Δi, a2 = 2b2
λEβb21

, Λ1 =

A1a1 + a2, Λ2 = 2A1a1 + a2.
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(6.36)

wherec1 =
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(6.37)

whereυ1 =
ϑ2

1ζ2
2γ

2ζ2
3

+
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2
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+ ζ5
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, Φ2 =

A3υ1 + υ2, Φ3 = 2A3υ1 + υ2 Φ4 = A3υ4 + υ2, Φ5 = 2A3υ4 + υ2.

Finally, the SOP can be obtained by plugging (6.35), (6.36), and (6.37) into (6.34).
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Fig. 6.3: The D2D outage probability, whereRb = 1 b/s/Hz .

6.5 Results and Discussions

6.5.1 Passive RIS

In this section, we present the numerical results of the D2D outage probability, the SOP

of the cellular network, and the PNSC to validate the analytical analysis. In this respect,

the cellular network’s secrecy performance is analyzed, and the influence of the RIS is

examined. The main parameters utilized to obtain the numerical and simulation results are

set asω4 = 20 dB,ω5 = 0 dB,NB = 4 ,Rb = 1 b/s/Hz,Rs = 1 b/s/Hz, andσ2
υ = 1, where

υ ∈ {d, c, e}.

Figure6.3 plots the analytical and simulation results of the outage probability of the

RIS-assisted D2DPout, versusω1, for different values ofN at the RIS. For comparison

purposes, the outage probability of a single AF-relaying D2D communication is presented.

As shown,Pout of the D2D link decreases dramatically whenω1 increases. Interestingly, as

the number of elements at the RIS,N , increases,Pout improves significantly. Consequently,

the reliability of D2D communication increases. As a result, it can be inferred that for a

given D2D outage probability requirement, the RIS’s energy efficiency can be enhanced by
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increasingN . To illustrate,ω1 can be decreased by approximately 15 dB, using an RIS

with N = 10 compared withN = 4 to achieve the D2D outage probability of10−4. It is

worth mentioning that RIS-assisted system outperforms the AF-relaying system. To show

the performance loss caused by discrete phase shifts, we provide simulation results with

the phase error of each reflector uniformly distributed in
{
−π

4
, π

4

}
[32]. Furthermore, the

simulation and numerical results agree perfectly, confirming the accuracy of our results.

The SOP is shown in Fig.6.4 versusω3 for different values ofN . Notably, the SOP

decreases asN increases, demonstrating the influence of the jamming signals from RIS

on E. Therefore, the security of the data transmission is enhanced. Moreover, the SOP

decreases asω3 increases. To illustrate,ω3 can be decreased by approximately 10 dB, using

an RIS withN = 10 compared withN = 4 to achieve an SOP of10−4. As a benchmark, the

SOP of the AF-relaying D2D communication [33] is provided. As revealed in our analysis

and simulation, improved secrecy performance can be achieved using RIS compared to the

relay-aided scenario. This is due to the fact that the eavesdropping signal is degraded atE
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due to the jamming signals produced by RIS, which in turn results in more secure cellular

transmission. To illustrate,ω3 can be decreased by approximately 15 dB, using an RIS with

N = 10 compared with relay-aided scenario to achieve an SOP of10−4. With this in mind,

the asymptotic results are also presented, and an excellent match with the exact ones can be

observed asω3 → ∞. This also confirms the accuracy of the expressions ofGa andGd.

Figure6.5illustrates the cellular PNSC versusω3, where the analytical result is provided

by (6.25). Interestingly, the PNSC improves asN increases, showing the benefits of RIS.

Additionally, asω3 increases, the PNSC increases, implying an improvement in the security

level of the cellular network. It is worth mentioning that the non-zero secrecy capacity

exists even when the eavesdropper’s channel has a higher average SNR as compared to

main channel i.e.,γE > γC . Simulation results are shown to conform with the analytical

results, validating the analysis.
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6.5.2 Active RIS

In this subsection, numerical results validated by Monte-Carlo simulations are presented.

Specifically, the proposed active RIS-aided communication performance is evaluated in

terms of the outage probability and SOP. Unless otherwise stated, the numerical and simu-

lation results are obtained considering the following parameters:ϑb = 0.0001,β = 1.0007,

η = 3.5, σ2
d = 0 dBm,σ2

e = 0 dBm, andσ2
r = −80 dBm. Considering a two-dimensional

Cartesian coordinate for the simulation setup of the active RIS-aided system, we assume

that S is located at the origin (0, 0), the RIS at (40m, 10m), E at (50m, 10m), and D at

(100m, 0m).

In Fig. 6.6, the amplification impact on the received SNR at D is investigated. In this

regard, the analytical and simulation results of the outage probability of the active RIS-

aided communication,Pout, versusPs, for different values ofρ at the RIS, whereN = 30,

is shown. It can be observed thatPout improves asρ increases. That is, the transmission

reliability increases. As an illustration,Ps can be reduced by about 18 dBm, employing an
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active RIS withρ = 15 dB compared with passive RIS (ρ = 0 dB) to achievePout = 10−2. To

evaluate the influence of the active RIS on the reliability in the RIS-aided communication

compared to a passive RIS, Fig.6.7 presentsPout, versusPs, for different values ofN at

the RIS. It can be seen that passive RIS requires more thanN = 600 to achieve the same

performance of active RIS with onlyN = 30 andρ = 15 dB. Clearly using active RIS results

in a significant decrease in the number of elements required to achieve a given performance.

This reduction in the number of elements implies a decrease in the size of the RIS and the

cost. A cost-effective design of the active RIS is proposed in the next section. The obtained

results reveal that the double fading impact is overcome due to using active RIS compared

to the passive RIS. Furthermore, simulation and numerical results agree well, confirming

the accuracy of our analysis.

The SOP versusPs is shown in Fig.6.8 for different values ofρ, whereN = 30, and

γ̄e = 10 dB. It is evident that the SOP decreases asρ increases, demonstrating the influence

of the amplification at the active RIS, leading to the secrecy performance enhancement. In
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Fig. 6.9, the SOP is plotted versus the location of D, distanceL(m), for the active aided

communication. It can be observed that the SOP is significantly improved by using ac-

tive RIS. It is also noteworthy that active RIS can potentially overcome the double fading

problem by producing higher amplification gain and guaranteeing secure transmission. Fur-

thermore, the SOP initially decreases to the lowest values atL = 40 m and then increases to

1. This can be explained by the fact that atL = 40 m, minimum distance between S and D,

the fading on the RIS-D link is minimized. As a result, the SOP is lower.

Although active RIS consumes additional power to amplify the reflected signals, the sig-

nificant decrease in the number of required elements considerably reduces the circuit power

consumption. Thus, the benefit provided by active RIS over its passive counterpart can be

achieved with the same power budget. It is also important to note that active RIS exploits

the electromagnetic scattering principles to amplify the signals in the air without reception,

and thus do not need complex and power-hungry radio-frequency chain components as in

relays.
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6.6 Design of an Active RIS for Smart Radio Environments

In the past, several designs have been proposed for reflect-arrays, which are the ancestors

of RIS. For example, a 6" square offset beam reflect-array operating at 28 GHz with a 28.4

dB and 31.3 dB gains for square and parabolic modules, respectively [34]. We also have

liquid crystal, graphene, terahertz arrays, and arrays of lenses for optical frequencies [35].

To obtain an intelligent radio environment, with these modules, their design must involve

reconfigurable parameters. This improvement led to the design of reconfigurable reflect-

arrays, liquid-crystal-based reconfigurable, and metal-only reflect-arrays [36], an electron-

ically reconfigurable dual-frequency reflect-array with 1600 elements for X/Ku-band [37],

to mention only a few. An overhead-aware RIS design has recently been proposed for an

intelligent radio environment [38]. Here we propose an active RIS for smart radio environ-

ment, which has reflection and amplification capabilities.

Figure6.10depicts the structure of the proposed multi-layer active RIS module. It com-

bines two feeds, two delay-lines, and a variable-gain amplifier. The RF-in feed detects the
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Fig. 6.10: Active RIS for an intelligent radio environment.

incoming signal, while the RF-out feed radiates the reflected and amplified signal towards

the receiver. The two feeds are connected through an RF-amplifier. The ground layer rep-

resents the RIS module’s connection to the ground and maybe slotted to reduce the amount

of material used. The top layer represents the top cover of the module, and the middle

layer represents the patch/RIS layer, which contains the feeds, the amplifier, and the two

microstrip lines.

The incident wave couples into the input feed (RF-in feed), travels through the first

variable length microstrip line, and undergoes the variable-gain amplification. The resulting

signal goes through the second microstrip line before reaching the output feed (RF-out feed)

for radiation towards the receiver. The most prominent way to design variable microstrip

lines is by creating an insulated wire microstrip transmission line with a defined impedance.

In our case, the line is to be printed in the form of a printed circuit board (PCB) trace of

appropriate geometry. Two PCB traces are placed symmetrically to a specific axis to obtain

the two microstrip lines, which are connected to the variable-gain amplifier. The amplifier

in the RIS module, which includes an electronically tunable phase shifter, can be designed

using ERA-1 [39], which requires about 3.4 V and 4 mA to introduce an angle retardation,

φ, and a magnification coefficient,ρ. A Class-E wideband monolithic amplifier with a high

dynamic frequency range can be used. In practice, it can be enclosed in a package using
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transistors in the Darlington configuration, and their fabrication may use the InGaP doping

technology.

6.7 Conclusion

In this chapter, RIS technology is investigated to enhance the reliability and robustness of

D2D communication and improve the security level of the cellular network concurrently.

New analytical expressions are derived for the cellular SOP and PNSC, and the D2D outage

probability. Moreover, an active RIS-aided communication system is investigated in terms

of robustness, reliability, and PLS. The performance of the system is evaluated . As re-

vealed by our analysis and simulation, active RIS can overcome the double fading problem

introduced by the cascaded channel due to the S-RIS and RIS-D links. Finally, a practical

and cost-effective design of active RIS elements is proposed. Furthermore, the accuracy of

these expressions are verified through Monte-Carlo simulations.
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Chapter 7

Reconfigurable Intelligent

Surfaces-Aided Secure Underlay CR

Networks

7.1 Abstract

In this chapter, we investigate a RIS-aided wireless communication system in an underlay

cognitive radio network. An RIS is utilized to adjust its reflecting elements to enhance

the secondary network data transmission while improving the primary network’s secrecy

performance concurrently. Specifically, analytical results for the outage probability for the

secondary network, the secrecy outage probability, and the probability of non-zero secrecy

capacity for the primary network are derived in closed-form. Simulation and analytical

results are presented to verify the derived expressions’ correctness and the effectiveness of

the proposed scenario. Furthermore, asymptotic analysis is carried out.
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7.2 Introduction

Mobile wireless communication has experienced rapid development in data traffic due to the

dramatic growth of smart devices. According to Cisco, the average number of mobiles per

capita will be 3.6 by 2023 [1], leading to an enormous demand for radio spectrum resources,

including bandwidth and energy. Consequently, spectral efficiency and energy efficiency

are becoming two crucial principles for designing future wireless networks [2]. Cognitive

radio (CR) has been proposed in [3] as an efficient technique to improve spectral efficiency.

In CR networks, the spectrum can be shared by two different networks, the primary network

(PN) and the secondary network (SN), provided that the produced interference from the SN

to the PN is controlled by interference constraint. In [4], the RIS technology has been

employed to aid data transmission in CR networks. The authors in [5] proposed an RIS-

assisted CR system to enhance the secondary’s achievable rate by taking the interference

effect on the primary users into account.

In this chapter, we propose a secure RIS-aided underlay cognitive network. To the

best of our knowledge, no work has been reported in the literature investigating the use of

RIS to enhance the PLS of the PN and improve the SN transmission link simultaneously.

Furthermore, by taking into account the interference produced by the SN and the RIS on

the PN, the impact of the RIS on the PN security is evaluated. The main contributions of

this chapter are listed as follows:

• The RIS is introduced to enhance the robustness and reliability of the SN communi-

cation, while simultaneously improving the PLS of the PN.

• To compensate for the spectrum sharing, the RIS technology is utilized as a friendly

jammer to ensure a high-secrecy performance for the PN, consequently enabling a

win-win situation between the two networks, i.e., security provisioning of the PN

and high reliability and robustness for the SN.
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Fig. 7.1: System Model.

• The SN outage probability is investigated, and a novel analytical expression is de-

rived. Moreover, the PN secrecy performance is examined, and closed-form expres-

sions for the SOP and PNSC are also derived.

• Asymptotic analysis is carried out for the SOP to get more insights into the effects of

the proposed system’s parameters.

• The accuracy of our analyses is verified through extensive Monte-Carlo simulations.

7.3 System Model

As shown in Fig.7.1, we consider an underlay cognitive network where the SN shares the

licensed spectrum of the PN. The SN consists of a single-antenna secondary transmitter,

S, and a single-antenna secondary receiver, D. The PN consists of a primary transmitter,

PT, and a primary receiver, PR, each equipped with a single antenna. PT and PR are com-

municating in the presence of a single-antenna eavesdropper, E. It is worth mentioning

that the direct links from S to D, PR, and E are considered. An RIS is deployed on a sur-

rounding building’s facade to assist S in improving the propagation conditions by providing
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high-quality virtual link from S to D, while serving as a jammer towards E, resulting in an

enhanced secrecy rate for the PN. The RIS is made ofN reflecting elements. It is assumed

that the CSI of S is perfectly known at the RIS to maximize the received SNR at D. How-

ever, E is considered as passive, and thus its CSI is not available at both the RIS and the

PT.

All the channels are assumed to undergo Rayleigh fading. The channel coefficients for

the S→ RIS, RIS→ D, S→ D, PT→ PR, PT→ E, RIS→ E, RIS→ PR, S→ E, and

S→ PR links are denoted ashS
1, hD, hsd, hpp, hpe, hE, hP, hse, andhsp, respectively. The

signals reflected by the RIS two or more times are neglected due to severe path loss. Thus,

the received signal at D can be expressed as

yD =
√

Ps xs

[
N∑

i=1

hsi
hdi

ejφi + hsd

]

+ nd, (7.1)

wherePs is the SN transmission power,xs is the SN transmitted signal, andnd is the

AWGN at D. In addition,hsi
andhdi

are complex Gaussian RVs with a zero mean and unit

variance, andφi is the adjustable phase applied by theith reflecting element of the RIS.

Moreover, we assume that the PT is far away from the RIS and D and, therefore, it does

not impose any real interference. Consequently, the interference at the RIS and D from PT

is negligible; this is a well-known assumption that is widely used in the literature (e.g. [6],

[7]). Furthermore, the phases of the channelshsi
andhdi

are assumed to be perfectly known

at the RIS. Hence, the optimal phase shift at the RIS is selected to maximize the SNR at D

[8], [9]. Besides, we assume that the reflected gain of theith metasurface is equal to 1 [8],

[10]. The received signal at the PR can be expressed as

yP =
√

Pp hpp xp +
√

Ps xs

[
N∑

i=1

hsi
hpi

ejφi + hsp

]

+ np, (7.2)

1 The bold font is used to indicate vectors.
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wherePp is the PN transmission power,xp is the PN transmitted signal, andnp is the

AWGN at the PR. The received signal at the E is given by

yE =
√

Pp hpe xp +
√

Ps xs

[
N∑

i=1

hsi
hei

ejφi + hse

]

+ ne, (7.3)

wherehei
is the channel coefficient between theith element of the RIS and the E, andne is

the AWGN at the E.

7.4 Performance Analysis

In this section, the SN outage probability,Pout, the PN SOP, the asymptotic SOP, and the

PN’s PNSC are investigated.

7.4.1 CR Outage Probability

For the SN, the outage probability,Pout, is defined by

Pout = Pr(γD ≤ ϑb) = FγD
(ϑb), (7.4)

whereϑb = 2Rd −1, Rd is the data rate of the SN transmission, andγD is the instantaneous

SNR for the CR link which is given by

γD =
Ps

σ2
d

∣
∣
∣
∣
∣

N∑

i=1

hsi
hdi

ejφi + hsd

∣
∣
∣
∣
∣

2

. (7.5)

In the underlay CR system, the transmitted power from S,Ps, must be under a certain

level to limit the interference. With this in mind,Ps can be constrained asPs YP ≤ Q,

whereYP is the channel fading coefficient from the RIS and S, respectively, andQ is the

interference temperature limit. To elaborate,YP consists of both the direct link from S and
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the reflected link from the RIS, whileQ represents the maximum tolerated interference

power at the PR. From the primary user perspective, settingPs = Q
YP

is the worst case

scenario which still guarantees its reliable operation [11]. From (7.2), YP can be expressed

as

YP =

∣
∣
∣
∣
∣

N∑

i=1

hsi
hpi

ejφi + hsp

∣
∣
∣
∣
∣

2

, (7.6)

where
∑N

i=1 hsi
hpi

ejφi + hsp can be approximated as a complex Gaussian RV. Hence,YP

can be approximated by an exponential RV with a parameterλP = N + 1. Therefore, its

probability density function (PDF) can be expressed as

fYP
(γ) =

1

λP

exp

(

−
γ

λP

)

. (7.7)

Now, by replacingPs with Q
YP

in (7.5), γD can be obtained as

γD =
Q

YP σ2
d

∣
∣
∣
∣
∣

N∑

i=1

hsi
hdi

ejφi + hsd

∣
∣
∣
∣
∣

2

=
YD

YP

, (7.8)

whereYD = Ω
(∑N

i=1 |hsi
| |hdi

| + |hsd|
)2

, Ω = Q
σ2

d
. According to the central limit the-

orem,χ1 =
∑N

i=1 |hsi
| |hdi

| can be approximated as a Gaussian RV with a mean value

μ = Nπ
4

and varianceσ2 = N
(
1 − π

16

)
[8]. Moreover,χ2 = |hsd| is a Rayleigh-distributed

RV with a parameterλD. Thus, the PDFs ofχ1 andχ2 are given by

fχ1(γ) =
1

√
2πσ2

exp

(
− (γ − μ)2

2σ2

)

, (7.9)

and

fχ2 (γ) =
γ

λD

exp

(

−
γ2

2λD

)

, (7.10)
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respectively. Hence,YD can be expressed asYD = Ω (χ1 + χ2)
2 , leading to its cumulative

distribution function (CDF) given by [12]

FYD
(γ) =

1

2

[

erf

(
ϑ1
√

γ − μ
√

2σ2

)

+ erf

(
μ

√
2σ2

)]

−

√
λD

2ζ1

exp

(
−
(
ϑ1
√

γ − μ
)2

2ζ2
1

)

× erf

(
ζ4
√

γ − ζ5

ζ1ζ2

)

−

√
λD

2ζ1

exp

(
−
(
ϑ1
√

γ − μ
)2

2ζ2
1

)

erf

(
ζ3
√

γ + ζ5

ζ1ζ2

)

,

(7.11)

whereϑ1 = Ω−1, ζ1 =
√

σ2 + λD, ζ2 =
√

2σ2λD, ζ3 = σ2ϑ1, ζ4 = λDϑ1, ζ5 = λD μ, and

erf(.) is the error function [13, eq. (8.250.1)].Pout, which is defined in (7.4), can be further

mathematically written as [14]

Pout =

∫ ∞

0

FYD
(γ x) fYP

(x) dx. (7.12)

However, utilizing the expression in (7.11) to evaluateFγD
(γ) is not mathematically tractable.

Thus, the following alternative expression for the erf function [15]

erf(x) ≈






1 −
∑4

i=1 Ψi exp (−Δi x
2) x ≥ 0

−1 +
∑4

i=1 Ψi exp (−Δi x
2) x < 0,

(7.13)

whereΨ = [1/8, 1/4, 1/4, 1/4] andΔ = [1, 2, 20/3, 20/17], can be utilized. By plugging

(7.11) into (7.12) with the help of (7.13) and [13, eq. (2.33.1)],Pout can be derived as

Pout = I1 − I2 − I3, (7.14)
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whereI1, I2, andI3 are shown as

I1 =
4∑

i=1

Ψi exp
(
−a2

2

)

4b2
1

√
(a2/2)3λP

[

2
√

a1 (exp (b2 (a2 − a1b2)) − 2) + exp

(
a2

2

4a1

)
√

π (a2 − 2a1b2)

×

(

erfc

(
a2

2
√

a1

)

− erf

(
a2

2
√

a1

)

+ erf

(
a2 − 2a1b2

2
√

a1

))]

+ exp

(
−b2

2

b2
1λP

)

+
1

2

(

erf

(
μ

√
2σ2

)

− 1

)

,

(7.15)

I2 =
exp (−c3) Ξ1

4

[
1
√

c3
1

(

2
√

c1

(

2 − exp

((
ζ5

ζ1ζ2

)(

c2 − c1

(
ζ5

ζ1ζ2

))))

−Ξ2

√
π exp

(
c2
2

4c1

)(

erf

(
Ξ2

2
√

c1

)

− erf

(
c2

2
√

c1

)

+ erfc

(
c2

2
√

c1

)))

+
4∑

i=1

Ψi√
c3
4

(

2
√

c4

(

exp

((
ζ5

ζ1ζ2

)(

c2 − c4

(
ζ5

ζ1ζ2

)))

− 2

)

+ Ξ3

√
π exp

(
c2
2

4c4

)(

erf

(
Ξ3

2
√

c4

)

−erf

(
c2

2
√

c4

)

+ erfc

(
c2

2
√

c4

)))]

,

(7.16)

I3 =
Ξ4

4
exp

(

−

(

υ3 −

(
ζ5

ζ1ζ2

)

υ2

))[

υ
− 3

2
1 exp

(

−

(
ζ5

ζ1ζ2

)2

υ1

)(

−Ξ5

√
π exp

(
Ξ2

5

4υ1

)

erf

(
Ξ5

2
√

υ1

)

+ 2
√

υ1

)

+
4∑

i=1

Ψi√
υ3

4

exp

(

−

(
ζ5

ζ1ζ2

)2

υ4

)(

−2
√

υ4 + Ξ6

√
π exp

(
Ξ2

6

4υ4

)

erf

(
Ξ6

2
√

υ4

))]

,

(7.17)

where

b1 =
ϑ1

√
γ

√
2σ2

, b2 = μ√
2σ2

, a1 = 1
λp b21

+Δi, a2 = 2b2
λp b21

, Ξ1 =
ζ1ζ2

2

√
λD

λP ζ2
4

, Ξ2 = c2−2c1

(
ζ5

ζ1ζ2

)
,
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Ξ3 = c2 − 2c4

(
ζ5

ζ1ζ2

)
, c1 =

ϑ2
1ζ2

2

2ζ2
4

+
ζ2
1ζ2

2

λP ζ2
4γ

, c2 = ζ2
ζ1ζ2

4γ

(
ϑ1 (ϑ1ζ5γ − μζ4γ) +

2ζ2
1ζ5

λP

)
,

c3 =
ζ2
5

λP ζ2
4

+ 1
2ζ2

1

(
ϑ1ζ5
ζ4

− μ
)2

, c4 = c1 + Δi, υ1 =
ϑ2

1ζ2
2γ

2ζ2
3

+
ζ2
1ζ2

2

λP ζ2
3
,

υ2 = ζ2
ζ1ζ2

3

(
ϑ1

(
ϑ1ζ5γ + μζ3

√
γ
)

+
2ζ2

1ζ5
λP

)
, υ3 =

ζ2
5

λP ζ2
3

+ 1
2ζ2

1

(
ϑ1ζ5

√
γ

ζ3
+ μ
)2

, υ4 =

υ1 + Δi, Ξ4 =
ζ1ζ2

2

√
λD

λP ζ2
3

, Ξ5 = 2υ1

(
ζ5

ζ1ζ2

)
− υ2, and Ξ6 = 2υ4

(
ζ5

ζ1ζ2

)
− υ2.

Now, Pout can be obtained by plugging (7.14) into (7.4).

7.4.2 Secrecy Outage Probability

The SOP can be defined as the probability that the achievable secrecy rate is less than a

predefined target secrecy rate,Rs, for the cellular transmission. Based on this, the SOP is

given by

SOP= Pr(CS < Rs) , (7.18)

whereCS is the secrecy capacity, which is given by

CS =






CP − CE, γP > γE,

0, γP ≤ γE,
(7.19)

whereCP andCE denote the PN and the E capacities, respectively, andγP andγE are the

instantaneous SINR at the PR and the E, respectively. In this regard,CP is given by

CP = log2

(
1 + γP

)
, (7.20)

whereγP is given by

γP =
Pp |hpp|

2

Ps YP + σ2
p

. (7.21)

186



Now, by replacingPs in (7.21) with Q
YP

yields

γP =
Pp |hpp|

2

Q + σ2
p

= ω |hpp|
2 , (7.22)

whereω = γ̄p
Q
σ2

p
+1

, andγ̄p = Pp

σ2
p
. In addition,CE can be obtained by

CE = log2

(
1 + γE

)
, (7.23)

whereγE is given by

γE =
Pp |hpe|

2

Ps

∣
∣
∣
∑N

i=1 hsi
hei

ejφi + hse

∣
∣
∣
2

+ σ2
e

=
γpe

YE + 1
,

(7.24)

whereYE = γ̄se

∣
∣
∣
∑N

i=1 hsi
hei

ejφi + hse

∣
∣
∣
2

, γ̄se = Ps

σ2
e
, γpe = γ̄e |hpe|

2 , and γ̄e = Pp

σ2
e
. The

termYE can be approximated by an exponential RV with a parameterλE = N γ̄se + γ̄se.

Hence, the PDF ofYE can be expressed as

fYE
(γ) =

1

λE

exp

(

−
γ

λE

)

. (7.25)

The PDF ofγE can be derived using

fγE
(γ) =

∫ ∞

0

(x + 1) fγpe(γ (x + 1)) fYE
(x) dx, (7.26)

wherefγpe(.) is given by

fγpe (γ) =
1

γ̄e

exp

(

−
γ

γ̄e

)

. (7.27)
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By substituting (7.27) and (7.25) in (7.26), fγE
(γ) can be obtained as

fγE
(γ) = exp

(

−
γ

γ̄e

)
(γ̄e(1 + λE) + λE γ)

(γ̄e + λE γ)2 . (7.28)

Now, the SOP can be formulated as

SOP=

∫ ∞

0

FγP
(β γ + α) fγE

(γ) dγ, (7.29)

whereβ = 2Rs , α = β − 1, andFγP
(.) is given by

FγP
(γ) =

(
1 − exp

(
−

γ

ω

))
. (7.30)

By plugging (7.30) and (7.28) in (7.29), and using partial fraction expansion, then [13, eq.

(3.382.4)], the SOP can be derived as

SOP=
exp

(
−α

ω

)

λE ω

[

λE ω
(
exp

(α

ω

)
− 1
)

+ exp

(
γ̄e (β γ̄e + ω)

λE ω

)

(
β λ2

E + ω (γ̄e − 1)
)
Γ

(

0,
γ̄e (β γ̄e + ω)

λE ω

)]

.

(7.31)

7.4.3 Asymptotic Secrecy Outage Analysis

To acquire more insights on the system design, the asymptotic SOP, SOP∞, is examined

whenγp → ∞. In this scenario, we consider thatγp >> γe. SOP∞ can be written as

SOP∞ = (Gaγd)
−Gd + O(γ −Gd

d ), (7.32)

whereGd is the secrecy diversity order,Ga is the secrecy array gain, andO(.) is the higher

order terms. Mathematically speaking, to derive the SOP∞, the asymptotic CDF,F∞
γp

(γ),

is first obtained by following the same steps in the derivation of [16, eq. (42)]. By plugging
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F∞
γp

(γ) into (7.29), and using partial fraction expansion, then [13, eq. (3.382.4)], after

performing some algebraic manipulations, it turns out thatGd = 1 andGa is given by

Ga =

[(
β γ̄e√
λE

(
1

√
λE

W−1,−0.5

(
1

λE

)

+ W−1.5,−1

(
1

λE

))

+ α

(
1

√
λE

W−0.5,0

(
1

λE

)

+W−1,0.5

(
1

λE

)))

exp

(
1

λE

)]−1

,

(7.33)

whereWa,b(.) is the Whittaker function [13, eq. (9.220.4)].

7.4.4 Probability of Non-zero Secrecy Capacity

The non-zero secrecy capacity is obtained whenγP > γE. The PNSC can be obtained by

PNSC= Pr(γP > γE) = 1 −
∫ ∞

0

FγP
(γ) fγE

(γ) dγ. (7.34)

By plugging (7.30) and (7.28) in (7.34), and using partial fraction expansion, then [13, eq.

(3.382.4)], the PNSC can be derived as

PNSC= 1 −
1

λE ω

[

exp

(
γ̄e (γ̄e + ω)

λE ω

)
(
λ2

E + ω (γ̄e − 1)
)
Γ

(

0,
γ̄e (γ̄e + ω)

λE ω

)]

.

(7.35)

7.5 Results and Discussions

In this section, numerical results of the CR outage probability, the primary SOP, and the pri-

mary PNSC are presented and compared with those obtained through Monte-Carlo simula-

tions. In this respect, the effect of different related parameters on the CR outage probability,

the primary SOP, and primary PNSC of the proposed system model are investigated. Unless

otherwise stated, numerical and simulation results are obtained considering the following
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parameters:Q = 10 dBW,γ̄se = 5 dB,Rb = 1 b/s/Hz,λD = 2, andβ = 1.003.
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N = 100 (Simulation)
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Fig. 7.2: The secondary outage probability,Pout, vs. Q, for different values of the number
of reflecting elements,N , whereRd = 1 b/s/Hz.

Figure7.2 plots the analytical and simulation results of the outage probability of the

RIS-assisted CR,Pout, versusQ, for different values ofN at the RIS. As shown in this

figure,Pout of the SN transmission decreases dramatically whenQ increases. That is, the

reliability of SN communication increases asN increases. As an illustration,Q decreases

by approximately 4 dB, using an RIS withN = 20 compared withN = 50 to achieve a SN

outage probability of10−2. Furthermore, simulation and numerical results agree perfectly,

confirming the accuracy of our analysis.

Pout is shown in Fig.7.3for different schemes and compared with the proposed system

model. Towards this end, the relay-aided transmission [17], phase shift error [18], and

unavailability of the direct link between S and D [16] [19] scenarios are introduced and the

results obtained through Monte-Carlo simulations. To elaborate on the performance loss

caused by discrete phase shifts, simulation results with the phase error of each reflector
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Fig. 7.3: The secondary outage probability,Pout, vs. Q, for different scenarios, where
N = 30, Rd = 1 b/s/Hz.

uniformly distributed in
{
−π

4
, π

4

}
are provided. It can be observed that the SN’s reliability

is improved by utilizing the RIS in the presence of the S-D link compared to other scenarios.

This is due to the fact that the RIS can maximize the received SNR at D and thus improve

the channel quality of the SN. It is worth mentioning that the proposed system model has the

best performance. Furthermore, simulation and numerical results agree perfectly, verifying

the correctness of our analysis.

The SOP is shown in Fig.7.4 versusγ̄p, for different values ofN . The SNR at the

E, γ̄e, takes two possible values: 0 dB and 10 dB. The SOP decreases asN increases,

showing the influence of the jamming signals from the RIS on the E. Consequently, the

PN secrecy performance is improved. Moreover, the SOP is enhanced asγ̄p increases and

γ̄e decreases. As revealed in our analysis and simulation, improved secrecy performance

can be achieved using RIS as a friendly jammer. This is because the wiretapped signal is

degraded at the E due to the jamming signals generated by the RIS, resulting in more secure

PN transmission. The asymptotic results are also included, and an excellent match with the
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Fig. 7.4: The primary secrecy outage probability, SOP, vs.γ̄p, for different values of the
number of reflecting elements,N .

exact ones can be seen asγ̄p → ∞, confirming the precision of the expressions ofGa and

Gd. Furthermore, theoretical results and simulation results agree perfectly, verifying the

exactness of our analysis.

Figure7.5 plots the PNSC versus̄γp. It can be noted that the PNSC improves asγ̄p

increases for a fixed̄γe. Moreover, the PNSC improves with decreasingγ̄e. Further, it is

also remarkable that the PNSC increases asN increases. Interestingly, secure transmission

is guaranteed asN increases. Analytical results are also found to match simulation results,

validating the accuracy of our analysis.

7.6 Conclusion

In this chapter, the RIS technology is exploited to improve the reliability and robustness

of the SN communication and enhance the PN’s secrecy performance simultaneously in
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a cognitive radio network. New analytical expressions are derived for the SN’s outage

probability and the PN’s SOP. The accuracy of these expressions is verified through Monte-

Carlo simulations. As revealed by the analytical and simulation results, the PN’s SOP, the

PNSC, and the SN’s outage probability are concurrently improved, confirming the benefits

of utilizing the RIS technology.
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Chapter 8

Conclusions and Future Work

In this final chapter, we summarize the contributions presented in previous chapters and

discuss several potential future directions for investigation.

8.1 Conclusions and Future Work

In this chapter, we first highlight the contributions of this thesis. Then, we propose some

research topics as future works.

8.1.1 Conclusions

In this thesis, we focus on the PLS in 5G and beyond wireless networks enabling technolo-

gies. In the following, we summarise the major contributions of each chapter as follows:

In Chapter 2, we have proposed a cooperative scheme, whereby the D2D pair, in return

for being allowed to share the spectrum band of the cellular network, serves as a friendly

jammer through its MIMO relay to degrade the wiretapped signal at an eavesdropper. The

proposed system model aims to show that spectrum sharing is advantageous for both D2D

communications and cellular networks concerning reliability and robustness for the former

197



and PLS enhancement for the latter, in which the perfect and outdated CSI are considered.

More importantly, the benefits due to the cooperation scheme are verified through extensive

numerical and simulation results. The results show enhancement of the robustness and

reliability of D2D communication and simultaneous improvement of the cellular network’s

PLS by generating jamming signals towards the eavesdropper. Thus, enabling a win-win

situation is achieved between the two networks, i.e., security provisioning for the cellular

user and high reliability and robustness for the D2D users.

In Chapter 3, a secure system model is designed to improve the secrecy performance of

the cellular network and the reliability of the D2D communications simultaneously. To this

end, an FD MIMO relay is employed to confuse the eavesdropper by generating jamming

signals while ensuring improved transmission performance for the D2D system. Two prac-

tical combining techniques, SC or MRC, are utilized to combine the wiretapped signals at

the eavesdropper. Considering a practical scenario in which the CSI of the eavesdropper’s

channel is unknown, a dual antenna selection scheme at the relay is proposed. This is an

appealing and practical scheme where spectrum sharing is beneficial for the D2D and cel-

lular networks in terms of reliability enhancement and security provisioning, respectively.

The perfect and outdated CSI are considered. A comprehensive analysis is undertaken to

evaluate the performance of the proposed system model, and new closed-form expressions

for the D2D outage probability, the cellular SOP, and the cellular PNSC are derived. An

asymptotic analysis is carried out to gain more insights into the effect of the various system

parameters on the SOP.

In Chapter 4, the ORS and SRS schemes are utilized to enhance the inband underlay

D2D secrecy performance. Two practical combining approaches, MRC and SC, are used to

increase the eavesdropped signals. For combining techniques and relay selection schemes,

new closed-form expressions for the D2D SOP and PNSC are derived. Most noteworthy

in the obtained results is the fact that the ORS scheme consistently outperforms the SRS
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scheme, assuming that the CSI of the wiretapped link is available. That is, the ORS guaran-

tees the optimal secrecy performance for D2D communications. Additionally, the impact of

D2D relays is investigated. It is observed, under these combining techniques, that increas-

ing D2D relays enhances the D2D secrecy performance. The asymptotic results, which

give a better understanding of the influence of the main system parameters on the SOP,

are provided. As revealed in our analysis and confirmed through simulations, the diversity

order is equal for combining approaches and relay selection schemes. These results also

show that the number of antennas at the eavesdropper does not influence the diversity or-

der. Moreover, we verified that, under both ORS and SRS schemes, increasing the number

of antennas at the eavesdropper degrades the secrecy performance of D2D communica-

tions. Furthermore, the secrecy performance of underlay multihop D2D relaying is studied

where closed-form expressions for the outage probability, the SOP, and the probability of

non-zero secrecy capacity are derived. Simulation results validating the derived analytical

expressions are provided. The results revealed the effect of the different number of D2D

multihop relays on the security level of the D2D communications.

In Chapter 5, EH technology and dual-antenna selection are employed in the underlying

system to enhance the reliability and robustness of the CR network and improve the security

level of the primary network concurrently. To this end, multiple antennas for receiving

and transmitting data are employed at the secondary receiver to enhance the CR network’s

reliability and robustness and confuse the eavesdropper by generating jamming signals,

respectively. New analytical expressions are derived for the CR outage probability, primary

SOP, and primary PNSC. In addition, asymptotic analysis is provided to get insight into the

parameters of the proposed system model. The accuracy of these expressions is verified

through Monte-Carlo simulations.

In Chapter 6, the RIS technology is investigated to enhance the reliability and robustness

of D2D communication and improve the security level of the cellular network concurrently.
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As compensation for spectrum sharing, the RIS serves as a friendly jammer to ensure a

high-security level for the cellular network, thus enabling a win-win situation between the

two networks, i.e., security provisioning for the cellular user and high reliability and robust-

ness for the D2D users. New analytical expressions are derived for the cellular SOP, the

PNSC and the D2D outage probability. Moreover, we have investigated the design of active

elements in RIS to overcome the double-fading problem introduced in the RIS-aided link

in a wireless communications system. Towards this end, each active RIS element amplifies

the reflected incident signal rather than only reflecting it as done in passive RIS modules.

As revealed in our analysis and simulation, the use of active elements leads to a drastic

reduction in the size of RIS to achieve a given performance level. Furthermore, a practical

design for active RIS is proposed.

In Chapter 7, the RIS technology is exploited to improve the reliability and robustness

of the SN communication and enhance the PN’s secrecy performance simultaneously in

a cognitive radio network. New analytical expressions are derived for the SN’s outage

probability and the PN’s SOP. The accuracy of these expressions is verified through Monte-

Carlo simulations. As revealed by the analytical and simulation results, the PN’s SOP

and the PNSC and the SN’s outage probability are concurrently improved, confirming the

benefits of utilizing the RIS technology.

8.1.2 Future Work

The work presented in this thesis opens the door for future investigations, including the

following:

• Employing machine-learning tools, specifically deep reinforcement learning (DRL),

has gained momentum as promising tools than traditional ones to address challeng-

ing PLS of wireless systems. DRL is considered a revolution in artificial intelligence

(AI), representing a promising move toward developing autonomous systems. DRL
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has many advantages, such as obtaining the solution of sophisticated network opti-

mizations, allowing network entities to learn and build knowledge about the commu-

nication and networking environment, and providing autonomous decision-making.

These ground-breaking advantages are leading to improve the PLS of 6G wireless

networks. Designing secure wireless systems using DRL tools is an important re-

search point.

• Notwithstanding the RIS advantages, various practical problems in terms of PLS im-

provements should be addressed. For confounding the eavesdroppers’ signals, IRS

passive beamforming, which requires perfect CSI, can be utilized. However, achiev-

ing perfect CSI is practically challenging. Thus, investigating RIS-aided PLS en-

hancement for the next generation wireless communication networks considering the

outdated/imperfect CSI of the eavesdroppers can be considered another direction for

future work.

• With the accelerated advancement of the next-generation wireless networks, unmanned

aerial vehicles (UAVs) have received considerable attention. The advantages of UAV

communications are multi-fold and include high mobility, line-of-sight (LoS) trans-

mission, and low cost UAVs have been widely utilized in several scenarios to improve

communication quality. The PLS of the RIS-aided UAV communication system is an-

other worthy topic to be investigated. More research is required to design effective

and efficient secure RIS-aided UAV communication schemes for practical scenarios.

In conclusion, more investigations can be done regarding improving the PLS in 5G and

beyond wireless networks enabling technologies. The DRL and RIS-aided approach should

be considered for future investigations.
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