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Abstract

Authenticating users in commercial smartphones is curregtla naive process
putting the smartphone owner in security risks in events siticas unauthorized device
sharing, device loss or theft, and session hijacking. With ¢hrecent interest of gov-
ernmental and health organizations to provide their usersith applications that can
be run on their smartphones, securing these devices with nseees above the cur-
rent solutions is imperative. In this research, we proposecantinuous authentication
module for a Personal Health Record system that monitors itssers for authenticity
over time via their touch biometrics and denies access to tb® who can not satisfy
authentication criteria.

The proposed solution can be used in any smartphone applicat that is highly
sensitive in terms of privacy and security which needs contious authentication while
running. We will also propose a noti cation module that helg to build transparency
for the user about how their shared personal information issed in the system, so they
will be more willing to trust our application. The proposed ontinuous authentication
was implemented in an actual Personal Health Record systenr fAndroid enabled
smartphones to make it more secure and practical to use. Thesults show an average
precision of above 95% in detecting whether a user is the legivner of a smartphone
or not. Finally, we composed an open-source dataset for toublometrics and made
it available to the public. This is the rst publicly availab le dataset related to touch

biometrics.
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Chapter 1

Preliminary De nitions

This chapter gives de nitions of important terms used throghout the document.

Cloud Computing: It provides ubiquitous, on-demand access-through-networ
to a shared set of con gurable computing devices that couldasily be provi-
sioned and released with least management requirements oteractions from

the service provider parties [28].

Internet of Things: It is a relatively new concept that has attracted much
attention in the scenario of wireless telecommunication. e main idea behind
it is the universal presence of a variety of things (objectgground us such as
di erent sensors, actuators and smartphones which are abte communicate

with each other to reach a uni ed objective [5].

Internet of Everything: This is a more pervasive realization of Internet of
Things. As processing capabilities of computing devices neases and as more

and more people use smart devices and connect them to eacheotin more



valuable and meaningful ways, Internet of Things moves towds Internet of

Everything [8].

Computer Security: ~ When talking about computer security, the goal is to
address three important aspects of any computing system: rcdentiality to

ensure only authorized parties can access assets, intggtib make sure that
the correctness of assets is guaranteed and only authorizemties can modify
them, and availability to certify that assets are availableto authorized parties

whenever they need them [37].

Computer Privacy: this term refers to the rights of users of computing devices
to specify to whom, how, when and in what details they are witig to share

their personal information [48].

Authentication:  In a communication between two parties, authentication as-

sures both sides that they know each other's actual identitj14].

Authorization:  In an environment with multiple users and shared assets, it
is essential to limit access privileges (authorizations)tdi erent parties. For
example, in a database, available authorization types carelread, write and

create which can be granted to some users and denied from saotteers [39].

Encryption: It is involved with translating data from an understandablefor-
mat to a meaningless "encrypted" one and is commonly used togbect sensitive

information from unauthorized parties [1].

Anonymization, randomization and suppression: A dataset of private in-

formation usually has attributes that can lead to revealinghe identity of people.
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Anonymization sanitizes data aiming to reduce leakage of pate information.
Randomization is the process of adding noise to a dataset asdppression is

about hiding parts of data that can result in information diclosure.

Challenge-response protocol: It is used to authenticate parties. The ow

of this protocol is as below [7]:

{ Alice sends an ID to Bob in order to identify herself to Bob.
{ Bob sends a challenge related to the sent ID back to Alice.

{ Alice sends a response to the challenge along with a data elemi¢ she

validates the challenge. The response is based on the seniadelement.

{ Bob accepts the data element if he validates the response.

One Time Password (OTP):  OTP can be a sheet of paper containing pass-
words or an electronic device that is able to generate di ent passwords each
time requested. ldeally, a malicious user fails to impersate a party without

having access to that sheet of paper or the electronic devi&:t].

Usage session: A usage session starts right after a user is authenticated trse
a system until the privilege is taken away from them for whateer reason. In
most smartphones, a usage session is usually the time betweatering a lock

or pin code, and switching the screen o .

Session hijacking: It is a client-side attack which happens when a malicious
user steals the session information related to a rightful asof a speci ¢ website

and uses that information to override authentication to tha website [32].



Personal Health Record (PHR) system: Its main objective is to give
the full control of health information access to the patientas the data owner.
It also enables fast sharing of patient information with phgicians and health
professionals and helps with reducing the need for storingfents' information

on papers, allowing them to have their whole medical historiy one place. [13].

Biometrics: Generally, it is de ned as any personal physical charactetic
that is automatically measurable, robust and distinguishiale and can be used

to identify a party [51].

Social engineering: It is an approach for unauthorized access to personal
information of computing devices via non-technical mean#s an example, one
can call a library information service, trying to impersonte a library member.
He asks the server if his postal address has been updated in libeary directory,
giving the member's name as the identi er. The clerk looks # name up, and
reads the current address to the impersonator. In this scema the malicious
user has gained unauthorized access to someone's postalrasisl through non-

technical means [44].

Digital signature:  Generally, it is considered as a set of features extracted
from an entity, stored somewhere such as a le or database tabfor later
authentication purposes. A signi cant trait of digital signature is that it is
enough to substantially represent the content of the origad entity, so that if it
is tampered with, the receiving party will know, verifying he digital signature

with the entity's content [26].



Pattern recognition: It is the process in which speci c persons or machines
understand complex and seemingly independent events asnti@ble patterns.

It is the principal idea behind almost every machine learnmtechnique [6].

Classi cation: It is the process of categorizing a dataset into mutually eke
sive groups in a way that all the members in a group are as sianilas possible
to each other while being as far as possible in comparison lwthe members of

the other groups [20].

Bayesian network: It is a mathematical approach that represents a joint
probability distribution P among a set variablesv. A bayesian network is

usually used to model domain knowledge, especially in medi [45].

Genetic Programming: It is an inductive machine learning technique that
evolves a computer program to accomplish a prede ned task laycollection of
stated examples and has been applied to complex, nonlineaoplems, especially

where the domain of the solution is not known or easily guedda [50]

Support Vector Machine (SVM): This technique is a powerful statistical
learning method which is used for binary-class classi camns. It is capable of
nding non-linear solutions for complex problems which oter machine learning

techniques can not nd appropriate solutions for [46].

Over tting:  Over tting is a problem that can happen in many machine learn
ing techniques such as SVMs and bayesian networks. It occursem a complex
generated model performs better on training data than a sintigr one but per-

forms worse on test data [31].



Application Programming Interface (API): It is a set of functions, proto-
cols and resources for developing software applications. IsRallow developers

to use third-party services much more easily [2].

Integrated Development Environment (IDE): It is a programming envi-
ronment with a graphical user interface, a text editor for witing codes, a com-
piler and/or interpreter and also, a debugger. Examples oDEs are Eclipse,

JBuilder, DreamWeaver and WebStorm [3].



Chapter 2

Introduction

Before 1990s, computing devices, were mostly isolated argkking them secure was
usually considered as a human task, done by the administratof the devices. After
the Internet stepped into the computing world, and we slowl\began to realize the
distributed computing capabilities of connected deviceghings changed a lot and
everything became much more complicated.

Cloud computing, Internet of Things or even Internet of Eveything are the most
recent realizations of the Internet revolution back in 199§ enabling highly scalable
distributed environments where data and information are ridkept inside an isolated
computing device, but are rather distributed amongst a hugamount of computing
nodes all around the world. In such a distributed environmeénkeeping sensitive data
and information secure is not a human task done by a sole adnsinator.

In our modern world, the Internet revolution has introducedlots of challenges
in the eld of security and privacy. A lot of research has beemone to address

these challenges. Solutions such as authentication, authmtion, anonymization,



randomization, suppression, and di erent types of encrypdn over sensitive data are
amongst the products of research done in this eld.

One of the well-known solutions to secure a computing systesiauthentication.
Basically, authentication is done via entering a passwordeliore having access to a
sensitive source. This approach is the most straightforwérmechanism for making
sure a party is authenticated. However, recently, the authéication process has been
enriched with other mechanisms such as challenge-respogsestions, security tokens,
one time passwords (OTP) and two-step veri cations.

With di erent sensors, computing devices can master more cqiex and accurate
authentication approaches, as well. Using built-in cameraand nger-print read-
ers, biometric authentication can be used in computing des¢s. However, these
approaches usually require special conditions to operateoperly and are also expen-
sive.

The biggest problem with such approaches is that the whole gress will be done
once, initially, hence putting the computing system at secity risks such as unau-
thorized device sharing, device lost/theft and session higking [43]. These security
risks are more visible when the computing systems we are refigg to are portable
smartphones.

Smartphones have become inseparable entities from our gy life. Our gen-
eration is highly dependent on the functionalities introdaed by such devices, to the
extent that life can get extremely di cult without them. Also , the technology in the
eld grows so fast that currently the computational landscae has changed drastically
and in some scenarios smartphones outperform laptops andgki®ps [10]. Having this

in mind, it's a legit assumption that currently, there are mae security risks to address
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with regards to smartphones in comparison with traditionalaptops and desktops.

Device Shipments, 2015

i0S/0S X 12.37%
Windows - 11.79%
Other ] 21.66%

Figure 2.1: OS Device Shipments, 2015 [4].

According to [4], smartphones having Android Operating Syste (OS), are the
most popular devices in the world. See Figure 2.1 for detailsa @S device shipments
in 2015. The most frequently used authentication methods iesmartphones having
an Android Operating System are entering an unlock pattern,raa short-length pin
code and touching a sequence of specic areas on the screerhese methods are
all considered as static authentication, meaning they runndy at the beginning of a
usage session.

Static authentication may seem convenient for most scenas in using a smart-
phone, and actually is the only authentication mechanism it is available in com-
mercial smartphones nowadays. On the other hand, continuswauthentication is a
whole other concept in the way users are authenticated and miored to stay so,
throughout the whole session of device usage.

Acquiring information about user's biometrics sounds like great idea for enabling
continuous authentication. In the most naive approach, theiser can be asked to

provide biometric information such as ngerprints or iris @ttern via some sensors,



every few seconds or minutes. This approach is not really ptecal for multiple
reasons. Providing sensors for reading ngerprints or irigatterns is costly. Also, it
will be a huge burden for the user to provide such informatioavery now and then.
Moreover, providing information such as iris pattern reques special conditions, such
as enough light intensity and having a front camera.

Recently, research has been done on considering touch betawf smartphone
users as a biometric feature, hence making it possible to ate a model of the behavior
of a smartphone owner and deciding if the current user is thectmal owner or not.
This approach is gaining popularity because it requires nxta sensors and peripheral
devices to be connected to smartphones. All the required imfoation for creating
such a model will be gathered from touch sensors that are ady there in all touch
enabled smartphones.

As mentioned before, continuous authentication can help prenting risks such as
unauthorized device sharing, device lost or theft and sessihijacking. These risks
are more pronounced when smartphones have sensitive apgtiiens and information
installed on them. Health-care applications are indeed amgst the most sensitive
applications and recently, people tend to use these types applications on their
smartphones more frequently.

Using touch dynamics as a biometric feature for smartphonearchelp a lot in this
scenario, where users are not only asked to pass through aditeonal authentication
method, but also will be continuously monitored so that thewill stay authenticated
throughout the whole usage session.

In this proposed research, the main focus will be on applyingmtinuous authenti-

cation on a secure revocable Personal Health Record (PHR) Syst, done by Debnath
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et al. [13], to make it robust against the shortcomings of tiditional approaches for
authentication. Such a system will be used to share patiestinformation among
health professionals very quickly. However, since the infoation being shared is sen-
sitive personal healthcare information, highest securitsneasures must be involved in
the whole process. All the information in the system is storeith an encrypted man-
ner to minimize the security risks that reside in the communation between di erent
parties of the application.

In this research, the concerns regarding authentication ttie user will be studied
and a continuous authentication mechanism will be proposetthat ascertains that
once a user is authenticated, they will stay so, unless theage session is terminated
deliberately. This is a huge concern, because once someoas been authorized to
access such a sensitive application and the information ids it, no encryption mech-
anism can help. In order to realize this ongoing authenticetn process, a smartphone
owner's touch biometrics will be considered as the criteri@r detecting the authen-
ticity of the current user of the smartphone.

A classi cation model will be created based on the touch bekmr of a user (the
way a user touches the screen of their smartphone) that willebused later on to tell
if the current touch behavior - while using an application sth as PHR - belongs to
the rightful user or not. The touch behavior information wil be gathered using an
Android application called \TouchSense", developed as a bypduct of this research.
The dataset, gathered by TouchSense will be made available the public, so that
other researchers can easily have access to an open-souned:documented touch
dynamics dataset.

Also, a detailed noti cation and audit module design for the IR application will

11



be proposed to let its users have more control over their séng&e documents, stored
in the application and provide a transparent approach for te users to revoke the
access of the di erent roles involved in the system to theiratuments.

In the next chapter a literature review will be presented abat the related work
in the eld of authentication. In Chapter 4 research questios and objectives will
be outlined followed by the research methodology, while Cpter 5 describes the
implementation of the proposed approach. In Chapter 6, theesults of the research

are presented. Finally concluding remarks and future work argiven in Chapter 7.
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Chapter 3

Related Work

As mentioned in the previous chapter, authentication is onefahe oldest, yet most
common approaches to provide security for a computing syste Authentication is
the rst and most important line of defense in a system of trugd and open networks.
The authentication mechanisms proposed in [49, 9, 23], arenang the rst e orts
to create robust techniques by solving problems such as raliag of a password by
gaining access to stored information in a system and preveng information leakage
by intercepting a user's communication.

Wegman et al. [49], in 1981, provided solutions such as avioig storing passwords
as plain-texts in a computing system and encrypting the infonation to be commu-
nicated, to address the two problems above. However, they igdte that solving the
problem with inadvertent password disclosure is not as stightforward as hashing
mechanisms and encryption systems. They hint that using s@mmechanisms for
physically recognizing the user entering a password, suchk @ voice signature, can be

a solution to alleviate the challenge.
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As dierent approaches for authentication will be reviewedn the rest of this
section, we will see that mechanisms involved with physidgldistinguishing di erent
users are referred to as biometrics and have been a vibrantideof research. More
recent examples of research in the eld of human biometricerf authentication can
be found in [18, 38, 47, 22].

The most preliminary and also most widely used authenticain mechanism is us-
ing password. Generally, the user provides an identi er shas a user name or a token
card, along with a password, in order to be authenticated. Imost secure systems
the password entered will not be stored as plain-text. Passewd authentication has

several vulnerabilities such as:

Password might be easy to guess.

It may be revealed by writing it down and leaving it in a highlyvisible area.

Eavesdropping and social engineering can help passwordcdigery [15].

One-time passwords are another mechanism for authenticati which help in
adding more security to a computing system. McDonald [27]asims that in the 1990s,
a major attack was to passively capture and replay passwords order to authenti-
cate users. To prevent such attacks they suggest passwordciption to create an
encrypted password that can be used only once, and cannot leeised to create other
passwords. Such an encoded password is referred to as ometpassword. Goyal et
al. have improved the idea of one-time password by securinggainst eavesdropping
and server database collusion, simultaneously [19].

There are scenarios where authenticating communicating ipi&s is not necessary.

As an example, when downloading an application update, the plication server does

14



not need to authenticate the user who is downloading the uptig and the user is not
worried about which server to download the update from. Howey, the user would
like to make sure that the data to be downloaded is from a trustd, non-malicious
source. In such scenarios, digital signature is considerad an authentication ap-
proach [15].

Using biometric features such as ngerprint, iris pattern ad voice signature can
help us create robust authentication systems. With the receprogresses in pattern
recognition, there are already sensors on commercial cortipg devices that can sense
these patterns and classify them with an outstanding perforance and accuracy [40].
Levy et al. propose a random ngerprint biometrics authentation process for the
users of e-learning courses [24]. They indicate that implemting such authentication
is presumed to reduce exam cheating in e-learning environmt& This approach
performs well for online courses, because they provide a $lasfree environment for
users to use a ngerprint sensor in order to be identi ed. Sdrcan approach would
not perform well in environments where users may wear gloveged a quick response
time for using a computing system or even have greasy ngers.

As mentioned, there are challenges for using such authenticlda mechanisms. As
another example, image processing has had a great progregs ¢he course of time,
however the sensor which takes a photo of the user's eyes f@s pattern recognition,
say a smartphone's front camera, should be able to record higjuality images so
that the classi cation can perform reasonably. Also, the enkonment has a huge
e ect on such biometric authentication approaches. Lightntensity can a ect the
images recorded from a smartphone's camera, and noisy eowiments can reduce the

performance of speech recognition [43].
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Since availability is an essential security guaranty, an ddentication method
should always be available. The problems mentioned about y#iological biomet-
rics violate the availability of related approaches. Howevdiometrics are not limited
to only physiological features such as ngerprint, voice ahiris pattern. There are
behavioral biometrics, as well. As an example, the pattern which a user is working
on their laptop's keyboard can be a unique behavior, makinga behavioral biomet-
ric feature for that user. Some authentication systems usinkeystroke dynamics are
proposed in [35, 11, 52].

However, limiting the solutions to secure authentication chllenge to only physi-
cal keyboards and its keystroke dynamics, neglects a vasbgp of computing devices
that are part of our everyday lives. Most of today's commeral smartphones don't
have a built-in physical keyboard. Instead, they can senseuch dynamics. The most
common used keyboards in smartphones are soft keyboards ebhirespond to user's
touches on the screen. Recent research has shown that toughahmics can be consid-
ered as a good source for behavioral biometrics that can elaliser authentication
[30, 42, 29].

Traditional authentication methods such as passwords anddk patterns or pass-
codes are widely used in commercial smartphones. Given tlaetf that smartphone
usage is usually in short intervals of time [17] unlike destp computers, authenticat-
ing users, using password or passcode entry can be a cumbmesalemand from the
user. This is why smartphones should be able to continuousiyuthenticate the user
in the background with the least involvement from them.

User authentication can be done continuously, by constantiponitoring the user's

touch dynamics. This way a user can steadily get authenticatl beyond the initial

16



authentication. This possibility is one of the most noticeble advantages of using
touch biometrics over other physiological biometrics [43]Ensuring that a user will
be continuously authenticated is also a great security guamtee for sensitive applica-
tions that can be run on smartphones. Recent interest of baskgovernmental and
healthcare organizations to provide mobile application®f their users, increases the
need for such robust authentication approaches in commeatdevices.

Among the most recent trends in healthcare applications areePsonal Health
Record (PHR) systems. PHR enables fast sharing of patient infoation with physi-
cians and health professionals. It totally eliminates the eed for storing patients'
information on papers and allows patients to have their whelmedical history in one
place. [13].

According to [25], one of the big barriers of a successful inephentation of PHR
systems is security concerns that users have. Security andvpcy issues are a prin-
cipal barrier for implementing PHR systems. People usuallyah't like to store their
personal health information in applications they don't trist. Sending information
to third party cloud infrastructures requires a solid trust between users and cloud
provider. Debnaht et al. [13] have proposed a solution to mekPHRs more secure
by implementing a secure revocable policy-based system lwh ne grained access
control mechanism. Its main purpose is to protect against @usted cloud service
providers, and malicious users. Also, a hierarchical accessocation method is pro-
posed in this research which allows a user to revoke any othesers' access to their
private information at any time, instantly.

One of the questions that needs an answer in order to nd solons for such trust

issues is that how can a mobile health system show its usens,a uent manner,
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what data is being stored, what are the inferences that coulde made based on the
shared data, and where and how the information would be usedhe user receives
noti cations if any violations occur regarding the policis agreed-upon [21].

Also, implementing a continuous authentication system thatan guard the sensi-
tive PHR information accessible on the user's smartphone fromalicious users, can
reduce this concern and make PHR systems more usable and pieait Having con-
tinuous authentication in place, guarantees that a smartpdne is actually used by its
owner, and prevents access to sensitive data when the sméudpe is being used by a
di erent person.

There are challenges in implementing continuous authentitton, especially when
the targets are smartphones. The biggest challenge is thatdre is no open-source
usable dataset for users' touch dynamics accessible foreashers, imposing them to
go through a cumbersome survey and data gathering processhie able to work on
improving models for touch dynamics.

Another important consideration for implementing such medmisms is minimizing
power consumption. Decreasing sampling rate [36, 33] andlding complex opera-
tions until the device is being charged [12] are among the stbns to reduce power
consumption.

Since this is a data classi cation problem, choosing a sultée classi er is a chal-
lenge. Bayesian network is one of the popular classi ers ukéor classifying touch
dynamics data [16]. Saevanee et al. [41] proposed a clagsusing a probabilistic
neural network. They claim that using only the nger pressue feature to feed in the
neural network classi er produces a high accuracy rate of 9@

Accuracy maximization is another crucial challenge in impftaenting continuous
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touch dynamics authentication. In creating models for instmenting a classi er, it
is desirable to have a low false positive rate also referred &s miss alarm rate or
Type | error. In our context, keeping the false positive ratelown means less invalid
users being falsely accepted. Also, the false negative rabt@gld be as low as possible,
meaning fewer valid users being falsely rejected.

Since user's touch dynamics behavior can change over timatal adjustment is
done to update the templates stored, indicating a user's tah behavior. In [12],
a method is proposed that can capture such gradual changesdampdate the base
templates after each successful authentication.

Taking into account all the challenges, and possibilitiesot progress, the next
chapter will address research questions and objectives bist thesis along with the

research methodology.
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Chapter 4

Research Questions and

Methodology

A user can get authenticated using multiple authenticatiormethods, as discussed in
the previous chapter.

In the previous chapter, we mentioned that the most challemgg barrier in the
way of implementing PHRs practically is users' trust into usig such an application
in a secure way. Gaining users' trust does not seem to be easynsidering entering
an unlock pattern, inputting a short-length pin code or toubing a sequence of spe-
ci c areas on the screen are the most common authenticatioparoaches on today's
commercial smartphones which are all prone to many securitysues.

A crucial research question would be, how to gain users' tiuand help them use
sensitive applications with an ease of mind on their smartgimes. As a result, the
main objective of this research is to design a continuous dagntication approach using

touch dynamics behavior of users to authenticate them on trgo, in the background,
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all the time.

The next research question is how to provide a mechanism foHR systems -
that are mainly involved with giving access to sensitive héth data of di erent users
to a hierarchy of di erent medical roles - so that users know kenever their data is
accessed via another role in the application. These accessan fall into two main
categories: valid accesses and invalid ones.

Another objective is to design a noti cation module that can le used in PHR
systems, so that users can de ne what noti cations about wih types of accesses
and events in the system they want to receive. Such a noti catn module will take
the responsibility to keep the user informed of any selectezlient that is related to
their sensitive information stored in the system.

Last but not least, the absence of an open-source dataset fetudying touch
dynamics is a huge burden for every researcher interestedtie eld. A by-product
of this thesis is a complete and well documented dataset redd to touch dynamics
of di erent users, available to public.

To summarize, based on the raised questions, the goals ofstiesearch are as

follows:

Preparing an open-source dataset for touch biometrics assible to all re-
searchers interested in researching on continuous authieation. This is a pre-

requisite for creating our continuous authentication meamism.

Implementing a continuous authentication mechanism usintpuch biometrics
on Android smartphones to be able to authenticate the user ctinuously, in

the background.
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Integrating the created continuous authentication mechdsm into PHR.

Designing a detailed noti cation system for PHR so that the usr can under-

stand who accesses their sensitive information and when.

To ful Il the mentioned objectives, in the reminder of this dapter, the research

methods involved and the required steps will be illustrated

4.1 Composing an open-source dataset for touch
dynamics

As mentioned earlier, an open-source dataset for touch dynam can be a really
valuable asset for the researchers in this eld. On top of thait is an essential
ingredient for this research to create a continuous autheoation system.

As a result, one of the contributions of this thesis is to comze a well-documented
dataset that the whole classi er model creation process Wibe built upon. The
dataset will be available to the public, so that it can be usedh other research on
continuous authentication using touch biometrics.

In order to create such a dataset the following stages werengpleted:

4.1.1 Data Collection

After studying the related work done in this eld and considemg some innovative
ideas, the following features were gathered using our \TonSense" Android applica-

tion, which will be fully described in section 5.1.3.
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Pressure: this feature indicates the pressure applied by the user'suoh action
on the screen. This is a normalized value between 0 and 1. THeser to 1, the

heavier the pressure.

Size: this feature indicates the size of the user's touch actiongi the number
of pixels a ected on the screen. This is a normalized value tweeen O and 1.

The closer to 1, the bigger the size.

Touch Major: this feature reports the major axis of an ellipse that represts

the touched area by the user.

Touch Minor: this feature reports the minor axis of an ellipse that represts

the touched area by the user.

Duration:  this feature represents the time interval from the moment anger
touches the screen up until when the nger looses contact witt. The value is

stored in milliseconds.

Fly Time: this feature depicts the time interval between each consdote
touch and is stored in milliseconds. It has more meaning wheve are interested
in touch biometrics for typing words or numbers. In this corgxt y time means
the time consumed between nishing typing a character and atting to type

the next one.

Shake: This feature records the amount of the vibration of the smaphone
while the user performs touch events. This basically showkd speed that the

device moves from point X1;y1) to point (X5;Y2). In this research we would
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like to see the results of considering this feature as an inmmive biometric for

touch behavior.

Orientation: This feature records whether the touch behavior has been
recorded while the device was in the landscape orientation the portrait one.

A value of 1 represents portrait while a value of 2 depicts lascape.

Word or Number: This feature records whether the touch behavior belongs
to typing in a word or a number. A value of 1 represents typing aord while

a value of 2 indicates typing a number.

4.1.2 Determining the optimal feature set for model creation

The review helped de ning an initial set of features for crdang a dataset that will
be used in the training, test and validation processes to @& the nal classi ers.

De ning the optimal feature set is a challenging task becaestaking too many
features into account can lead to an over tted model which eaperform well, only
for the training dataset. On the other hand, having too few f@tures will result in a
very general and simple model that can not guarantee a high@aracy classi er. The
trade-o in here needs to be ne tuned via a series of trial an@rror experiments in
order to reach the optimal feature set. A detailed experimeémwill be illustrated in
Chapter 6 to discuss how the most contributing features hauseen selected to create

the classi ers.
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4.1.3 Designing a mobile application to gather touch data

An android application was developed called TouchSense. law made available to
the public via Google Play Store!. The details of how it was implemented will be
addressed in Chapter 5. The application was implemented iuch a way that it
prompts the user to type in 30 random words or numbers and wkikhe user interacts
with the keyboard, it listens for the touch inputs correspoding to those actions and
stores them in a data le. Once all the 30 prompts are ful lled the application sends
the aggregated data to a secure Amazon S3 server along with gmeartphone's unique
Android ID for further processing and composing the actual daset.

There were a couple of limitations applied to TouchSense vehi will be discussed

below:

Listening to touch behavior while typing: In an application like PHR or
any other sensitive mobile application such as mobile bankjnand electronic
government applications, an action which happens most fregntly is typing in
some words and/or numbers. They could be prompted becauseaopassword
requirement, or simply because the user needs to Il in a formo submit in the
application. It was decided that listening to all of the tout events may result
in deriving a poor classi er as a touch biometric for each useThis limitation
was applied because, usually each user has a special typirdpdvior. Hence,
listening to only those touch events that are related to typig could provide us

with a more informative dataset.

Frequency of Words vs. Numbers: We decided to show random words for

Lavailable at: https://play.google.com/store/apps/details?id=org.mun.na vid.touchsense
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the user to type in more often than prompting them for numbersin fact the
probability of a user being prompted to type in a word is 70% wle a number
will be shown only 30% of the times. This is because, usuallp@ications such
as PHR are involved with lling in forms that contain mostly e Ids dealing with

alphabetic characters rather than numeric values.

Custom Soft Keyboard vs. Android Soft Keyboard: For security rea-
sons, Android OS masks all the touch events when a user uses &raroid soft
keyboard as an input mechanism. This input medium is launchkeas a third
party application when the user wants to input some text in adrm inside an
application such as PHR. Unfortunately, since all the touch ents are masked
by default, there is no practical way to listen to touch everg when using the

standard Android keyboard except for rooting the device.

However, rooting a device is an advanced operation and is nainsething that
general users are willing to do in order to have an extra feat incorporated
in their phones. It also involves some risks such as causingnthge to the OS
or even bricking the phone. Creating custom soft keyboarda iAndroid is a
common practice. In fact one can design a custom keyboard tHaoks just like
the standard Android keyboard with almost the same functiondy. We decided
- instead of requiring a rooted smartphone which would sigoantly reduce the
targets of our research - to implement a custom keyboard andei that instead

of the standard one to gather touch information.
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4.1.4 Processing the raw aggregated data

Some of the features gathered required preprocessing befarclassi er model could
be created based on the dataset. Since the application wasiable to the public,
and there could be no limitations on the devices used during&h experiment, and
due to often drastic variances in installed Android operatig systems on each brand
of smartphone, the gathered data had to be preprocessed.

After the dataset was collected it was noticed that among the 14 participants’
devices, 22 of them would store a value of 1.0 for the touch peeire feature in all
events, i.e. those devices could not sense the amount of gtee applied by a touch
action and would simply send a value of 1.0 instead, to inditaathat a touch event has
happened, while the other 19 devices could perfectly storecarate values for each
pressure applied to the screen. Considering all those data ane bucket would be
inappropriate and would result in misleading higher accuy in the classi ers made
for each device.

To prevent this problem, it was decided to create two categi@s. One for those
participants whose devices could sense the applied pregsand one for those without
this ability. With this approach the classi er models for eab device could be built
based on the category that they belonged to.

Additionally, all the outliers of the data had to be removed fom the dataset
before any further attempts to create the classi er modelsSmartphone users can not
always be persistent with the way that they interact with ther devices, hence there
could be some outliers in the raw data gathered from each de&i To remove those,

Weka's preprocessing lter called InterquartileRange - alter for detecting outliers
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and extreme values based on interquartile ranges - was used.

4.2 Designing a continuous authentication module

The most important goal of this research is to provide PHR andgdentially all sen-
sitive applications in medical, banking and governmentalraas with a continuous
authentication module that can learn the way users interactvith their smartphones
through recording their touch behavior and creating a modétom the gathered data.
To realize this objective, a set of consecutive steps werekéam which will be covered

next.

4.2.1 Composing .ar les from the gathered raw data

To create our classi er models we will be using Weka applican. Weka stands for
Waikato Environment for Knowledge Analysis and is a suite of achine learning
software written in Java and has been developed at the Univergiof Waikato, New
Zealand. It is a free software licensed under GNU General PidbLicense.

To perform a machine learning task, one needs a dataset. Weealdy described
how we composed our datasets in the previous section. Howevers not possible to
use the composed datasets in Weka unless they are converteditspeci ¢ le format
with .ar extension. This le format is the most standard one that Weka accepts as
an input for data mining tasks. In Figure 4.1, an example data&s in this format is

illustrated.
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@RELATION touch

BATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE
@ATTRIBUTE

pressure
zize
touchmajor
touchminor
duration
flytime
shake
orientation

REAL
REAL
REAL
REAL
REAL
REAL
REAL
INTEGER

@ATTRIBUTE
@ATTRIBUTE

INTEGER
{thd4b54ed4ad8aed9f9, Others}

type
class

@DATA
.17871149,0.12091731,212.57143,135.42857,94,0,20.66979,1,1, 5b454edad8aed9f9
.183878,0.12601344,221.33333,141.33333,115,384,1.8735139,1,1,5b454e4ad2acd9f0
.1764706, 0. 08696515, 140.57143,100.71429, 78,1174, 58.204388, 1,1, bh4bdedad8acd9fo
.21699347,0.10076442,177.0,113.0,72,284,34.262558,1,1,5b454edad8aed9£9
.2296919,0.10394124,170.57143,128.57143, 88,995, 22. 066862, 1,1, 5hd5dedadfacd 9£9
.22352943,0.10997221,174.0,142.5,97,250,74.507614,1,1, 5b454edad8acd9£9
.18655464,0.10781298,180.85715, 129.42857, 88, 225,4.057803, 1, 1, 5hd54dedadfacd9£9
.18263306,0.105132535,165.42857,137.14285,80,843,42.31157,1,1, 5b454edad8acd9f9
.18366015,0.10389159,174.0,125.0,70,632,44.435402,1,1,5b454edad8ae49£9
.1882353,0.13099374,210.0,167.0,79,0,50.901524,1, 1, 5b454edad8aed9£9
.17952071,0.101459354, 154, 66667, 137.33333,117, 86, 36.363422,1,1,5b454edad8aed9£9
L26722687,0.101856455,162.0,131.14285, 90, 867,16.576,1,1, bhibhdedadsacd9fo
.2739496,0.11079122,182.57143,136.28572, 74,181, 78.580154,1, 1, 5b454edadSacd9£0
.23137258,0.10163307,163.5,129.0, 96,1037, 68.553696,1, 1, 5hd5dedadfacd 9£9
.18562092,0.10250174,179.0,116.0,71,140,50.01559,1,1, 5b454edad8acd9fg

Lo s e e o e R o B e i Y e A e

Figure 4.1: An example ar le, composed from the gathered raw ata, that Weka

accepts as an input for our data mining process.

According to Figure 4.1, an ar le starts with \@RELATION" foll owed by a
string that indicates the name of the relation. Following tle relation name, there
are multiple lines starting with \@ATTRIBUTE". Each such lin e indicates a feature
used in the relation, plus a line indicating the class of theefation. For our dataset,
as we mentioned earlier, we used 9 features hence, we haveid€sl|starting with
the \@ATTRIBUTE" tag, with the last one depicting the relation's class. In this

example we have two classes, \5b454e4ad8ae49f9", whichhis AndroidID of one of

the participants' devices and \Others", indicating data gahered from all the other
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devices.

Each feature attribute has a name and a type. In the above exate, you can
see the names used for the features and the types that eachtdiea's value should
be stored. After pointing out all the attributes, the next line is a single \@DATA"
followed by as many data rows that there are in the dataset. Ifrigure 4.1, you
can see the rst 15 rows of the gathered data for a user with thA&ndroidID of
\6b454e4ad8ae49f9". An important thing to notice in the ordeof the represented
data in each line is that data should be stored with the exactasne order that the
attributes have been de ned and it should be comma-separate Also, the last item

in each line indicates the class that the row belongs to.

4.2.2 Choosing an appropriate machine learning technique

The next step, after preparing the required ar les for eachparticipant, is to use
a machine learning technique in order to create a user-cusized classi er model.
Researchers have used a variety of di erent techniques suab Naive Bayes Network,
Genetic Programming (GP), Neural Network (NN) or Support VectoMachine (SVM)
and have obtained di erent results.

Undoubtedly, the appropriate technique must be chosen based the complex-
ity of the de ned problem space. Some techniques perform Ibet when the model
tends to be non-linear, some other are more preferable foropiding linear models as
the solution. Some models require a very long training timend some have notice-
ably higher response time that contradicts the need to use lame classi cation in an

application like PHR.
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Based on the literature review, creating a classi er for a @s's touch dynamics
is de nitely a non-linear problem. Hence, MultilayerPercepon, RandomCommittee
and J48 were chosen as possible better options for derivingnAoear models from
the compiled datasets. In Chapter 6, a set of experiments hrebeen done to nd
out which technique can lead to better performance accordjno the datasets that
have been instrumented. On top of that, the selected technig will be compared to
a BayesNet classi er which has been used as the machine leagntechnique in most
of the research in this eld.

The nominated techniques will be benchmarked in di erent ®marios and the
one that can create a model with the lowest False Positive arféhlse Negative rate
will be chosen. Having a lower False Positive rate is of more portance in our
application since we would like to create models that will péorm better on detecting
unauthorized users correctly, i.e., it could be tolerablép some extent, if the classi er
doesn't recognize a smartphone user as the legit owner butnbuld not be a desirable
behavior if the model produces a high chance of incorrectlyassifying unauthorized
users as the legit ones. It should be taken into consideratidhat the desired model

should be as general as possible while having a high accuratyhe same time.

4.2.3 Creation of the models

Now that we have our ar les ready, and we have selected an apppriate machine
learning technique, the next step is to create our classi enodels. For this purpose, we
developed a J2EE application that automates the whole modaleation process. Once

the application is run, all the existing raw data gathered fom di erent participants

31



are downloaded from a designated S3 bucket called \touchfari. Each downloaded
le will be keyed based on the device's AndroidID, thus givingus the opportunity
to create participant specic ar les and classi er models using the AndroidID that
has been recorded.

Then, the corresponding ar les will be composed automatially based on what
we described in the previous section. These ar les will beonsidered as the training,
testing and validation dataset for our next step which is usig Weka's Java API to
build a classi er model with 10-fold cross validation.

After each model is created, it will be named using the partipant's AndroidID
and will be stored as a model le which is a serialized formatheit Weka uses to
save a classi er model. When all the models are created logalthey will be then
uploaded to another S3 bucket, called \model-info", keyed ith the same AndroidID
used to store the ar les. Having the keyed model les, accedde via an S3 bucket
is considered the rst practical step towards enabling coimuous authentication in
our PHR application.

In the next section, we will describe how the prepared modetse used in our

PHR application.

4.2.4 The design of the module

After successfully creating the models, the next step is to @she users' models as a
functional module in our PHR application. Once the classi emodel is there in the
application, giving inputs to it will result in the desired dassi cation results. The

implementation objective is to get touch inputs from a uses actions when using the
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customized keyboard for typing, feeding them as a stream of events into the classifier
model and obtaining the results which simply tell if the inputs correspond to the
behavior of the smartphone owner or not. Figure 4.2 shows the flow of events when

the continuous authentication mechanism is in action.

Continuous Authentication Sequence

User Touch Dynamics Sensor PHR System Touch Dynamics Module

Interacts with PHR System)

User is already
authenticated

sends request to PHR System )
Relays received touch data to Touch Dynamics Module )
< Responds to authenticated user

Assesses the input (touch data)
via the classification model '

( User is still authenticated
waits for next request from the user :

[Classifier detects the inpput as an unknown touch behavior]

m [Classifier detects the inpput as the user's touch behavior]

( User is no longer authenticated

( logs out the user

User Touch Dynamics Sensor PHR System Touch Dynamics Module

Figure 4.2: The flow of events when the continuous authentication mechanism is in

action.

This ongoing process, performed in the background, is the behavior of a continuous

authentication mechanism in our PHR application.
Using Weka’s Android API along with Amazon S3’s API for Android makes the

above mentioned process possible. Two scenarios will be covered in the following:

e A user who has already participated in “TouchSense” will run our
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PHR application: In this scenario, the rst thing that PHR does is to send a
request to the S3 server's \models-info" bucket, checkinfthere exists a model
le with the same name as the device's AndroidID. It will nd the model le
and will request a push operation from the bucket to the PHR apjgation's
shared memory. Once the le is loaded into the memory succédyy, it will be

written into the PHR's cache so that it can be used later on.

When the model is in place, the whole process that was mentiehén Figure

4.2 will become functional.

A new user who has not participated in \TouchSense" will run our

PHR application: In this scenario, our PHR application has already sent a
request to the S3 server's \models-info" bucket along withhie AndroidID of
the device and S3 has replied with a \le not found" message. Wdm PHR
receives this message, it will automatically pop up a warninthat in order
to enable continuous authentication the user needs to indtahe \TouchSense"
application from Google Play Store and participate in the di@ gathering process
at least once, so that a personalized classi er model can beated for the new

user.

There will be a URL in the pop-up that can direct the user to the TouchSense"
application page in Google Play Store, so that they can indtat easily. Af-

ter the user nishes participating in the data gathering pr@ess, our automatic
model creator describe in Section 5.2.3 will build the custared classi er for
the Androidld corresponding to their smartphone and will updad it to the S3's

\models-info" bucket. The user will be prompted to restart heir PHR applica-
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tion, and upon the next run of the application the rst scenaio mentioned above
will take place and the user will be able to use the continuousuthentication

module.

4.3 Designing a Detailed Noti cation System

Unarguably, users do not tend to trust an application involvd with their sensitive
information such as banking transactions and health recaosdunless they can under-
stand, transparently, where their information is stored ad how it will be accessed
by other parties in the application. The main goal of designg a noti cation system
for PHR is to update its users with any actions done by other p&es that require
accessing their information.

Most of the current health applications, in particular PHRs an't provide this
type of transparency to their users. However, it is inevitalel that without having
users' trust there is not a big chance for a sensitive applitan to be widely used.
Thus, building up a true trust between our PHR application and ts users is one of
the primary goals of this research. The steps required to flilthis goal would be as

follows:

4.3.1 Reviewing current health related applications

There are quite a lot of health related applications for Andrial devices on Google Play
Store. In an attempt to discover if those applications haveansidered transparency
in giving information about providing access to critical douments to the users or

giving them the ability to set some rules for enabling or didding access to specic
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documents or actors in the system, three popular applicatis were installed and
assessed. The following gives a report about the experience

\Personal Health Record PHR" 2, \Mobile Health Record" * and \Track My
Medical Records"# were the three applications that we assessed to see if thewha
any means to build the required trust between them and theirsers.

Table 4.3.1 gives a brief information about the number of davloads, the required

permissions, the applications' ratings and latest update afe for the above three

applications.
Name Downloads Latest Update Required Permissions Play Store Rating
Personal Health Record PHR 5,000 - 10,000 July 29, 2016 full network access 2.9
nd accounts on the device, read your contacts,
read phone status and identity,
read the contents of your USB storage,
modify or delete the contents of your USB storage,

. 1.000 - 5.000| March 24. 2017 receive data from Internet,
Mobile Health Record ' ' are ' control vibration, prevent device from sleeping 4.9

view network connections,
Track My Medical Records | 10,000 - 50,000 November 8, 2013 full network access 3.9

Table 4.1: A summary of the three assessed health-relatedpdipations.

According to the above table, \Mobile Health Record" has the Ighest rating (4.9)
and at the same time the lowest number of downloads by the userlt also requires
many sensitive permissions to operate. \Personal Health Reds PHR" has the
lowest rating (2.9) but has a slightly higher number of dowmlads. Its only required

permission request is to have full network access. On the ethhand, \Track My

2Available at: https://play.google.com/store/apps/details?id=com.drchron o.onpatient
3Available at: https://play.google.com/store/apps/details?id=com.bidhee .familyhealthnepal
4Available at: https://play.google.com/store/apps/details?id=com.freehe althtrack.free.health.track
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Medical Records" has a relatively high number of downloadsd a fair rating of 3.9.
It requires viewing network connections and full network aess to operate.

Among the three applications, one thing in common is requesg for full network
access. Thisis areally bold permission to give to an applian that is related to one's
sensitive health related information. Granting this pernssion to any application of
this kind can enable it to send patients' information over tke network to anywhere
without them even noticing. This is exactly where users stato second guess their
trust with such applications.

All these three applications' functionalities were complely assessed and there
were no signs of any module that gives their users some kind adntrol on their
health related documents. Controls such as setting limita&gn on the audience of
some of the documents and setting noti cations for accessbg speci c roles in the
application or at least, to some special documents.

In Figure 4.3, you can see three screen-shots of the main meriuhe three ap-
plications. As can be seen, there are no noti cation and aceesontrol modules

implemented in any of them.
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Upon receiving a noti cation, the user will be provided with he functionality to
revoke the access to the related document to the actor thatitrated the noti cation
or they can simply dismiss it.

If the user dismisses a noti cation by a mistake or they charmggtheir mind about
a speci ¢ document, role or user, they can always browse thugh their stored audits
and take the desired actions accordingly. We believe that cgu a design makes the
most crucially sensitive aspect of our PHR application comglely transparent to the
user hence, giving them more reasons to trust us and use ouphgation.

The aim of designing the noti cation module is to make acceisg a user's sensitive

documents as transparent as possible.

Figure 4.5: The design of PHR application's noti cation setting page.
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First of all, the user should be able to turn noti cation 'on' and 'o ' on dier-
ent documents and roles. Figure 4.5 shows two muck-ups of th&lR application's
setting page after the designed module is implemented. Figu#.5(a) depicts the sit-
uation when the user wants to set noti cation rules on access to speci c documents
and Figure 4.5(b) corresponds to setting noti cation rules 1 speci ¢ accesses from
particular users.

Upon accessing those documents that have noti cation enabler the users that
are in the access-sensitive group, a noti cation will be issd from the PHR applica-

tion (Figure 4.6).

Figure 4.6: A PHR application's noti cation showing up in the Android's noti cation

center.
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When a user taps on their PHR noti cations from the noti cation center, they
will be redirected to the noti cation page of the PHR applicaton (Figure 4.7), where

they can instantly revoke the access noti ed to them or dismss the noti cation.

Figure 4.7: A PHR application's noti cation page with "instant revoke" and "dismiss"

functionalities.
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Chapter 5

Implementation

In this chapter, the software and hardware requirements antbn gurations regarding
TouchSense, the automatic model creation application andhé continuous authenti-
cation module and its integration into the PHR application wil be outlined, followed

by a brief description of the whole implementation processif each application.

5.1 TouchSense application

As discussed in the previous chapter, the design and implentetion of the Touch-
Sense application was the rst step to make creating a contilwus authentication
module possible. Thus, in this section we will rst explain he implementation pro-

cess of this application.

43



5.1.1 Software environment

The application has been built using API 14: Android 4.0 (Ice GGam Sandwich) so
that it can run on most of the Android based smartphones both naern and older
ones. The reason this API level has been chosen for developliogichSense is to nd
as many willing users to participate in the data gathering pase, hence choosing a
higher API level would minimize our chances of nding enoughapticipants.

The operating system used for developing this applicationas 64-bit Ubuntu 16.04
LTS (Xenial Xerus). Also, the Integrated Development Environrent (IDE) used for

building, running and testing the application was Android Sadio 2.1.2.

5.1.2 Hardware environment

All the implementation and build processes have been performeding a single node

desktop computer with the following hardware con guration

Installed memory (RAM): 8 GB.

Processor: Intel(R) Core(TM) i7-6700HQ CPU @ 2.60 GHz.

Also, the run and test processes have taken place on a OnePldss3nartphone

with the following hardware details:

Installed memory (RAM): 6 GB.

Processor: 2.35GHz Qualcomm Snapdragon 821 quad-core.
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Once the user accepts to send the gathered data, the text la the memory will
be uploaded to an Amazon S3's bucket called \touch-info" al@with the AndroidID
of the user's smartphone. This AndroidID will be used as an idé cation parameter
that can uniquely distinguish a smartphone's data among thether participants' data
that reside on the \touch-info" bucket. Each raw le sent fran a smartphone is named
in the following format:

AndroidID-Timestamp.txt

The following code snippet shows how AndroidID is retrieveddm the device in

the TouchSense application:

String androidld =
android.provider.Settings.Secure.getString(getContentResolver(),

android.provider.Settings.Secure., ANDROID_ID);

As can be seen in Figure 5.3, no matter what the response of theeuss, after
the pop-up is closed the NEXT button will change to START OVER. One the user
touches the button, a new experiment will start and upon comiption the data can

be sent as a new le to the Amazon S3 server, if only the user agee
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To automate the process of transforming the raw text les imb ar les, and then
building the classi ers from the generated ar les, a J2EE ajplication was developed.
In the following sections we will describe the software andihdware environments used

to develop this application and its implementation details

5.2.1 Software environment

This application has been built using J2EE technology. Sprinframework version
4.0.6.RELEASE has been used as the primary framework. For @dase interactions,
Hibernate version 4.3.6.Final has been utilized. Also the chers database is MySQL
version 5.1.31. We have used Servlet API version 3.1.0 to etfafa RESTful api
for our TouchSense application to send requests and recenasponses. Also, the
Integrated Development Environment (IDE) used for buildig, running and testing

the application is IntelliJ IDEA 15.0.6.

5.2.2 Hardware environment

The hardware environment is the same as the environment uskx developing Touch-
Sense. However, since this application is not a mobile appglion, there is no need to
test it on a smartphone. As a result, all the tests have been rusn the same machine

that the development took place.

5.2.3 Implementation details

This application contains one RESTful API endpoint called ‘automate’ which han-

dles the following operations:
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Reading all the raw les that reside in the \touch-info" bucket.

Converting the raw les to appropriate ar les so that they can be used with

Weka's API later on.

Updating all the existing ar les with the new raw data received from Amazon

S3.

Creating models based on the updated ar les.

Uploading the created local models to Amazon S3's \models-oifbucket to be

used in PHR, later.

Deleting the local model les.

Uploading the updated ar les to Amazon S3's \ar -info" bucke t.
Deleting the local ar les.

Deleting the local and remote raw les.

Throughout this chapter, pseudocodes are used to demong&ahe implementa-
tion process. For more details, refer to Appendinx A which coains the code snippets
of each pseudocode. The following pseudocode demonstratdsgh level representa-

tion of what happens in the automate endpoint:
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1. myCredentials BasicAWSCredentials(ACCESSKEY, SECRETKEY)
2: s3Client  AmazonS3Client(myCredentials)

3: readAllRawFilesAndConvertToAr (s3Client)

4: readAllAr Files(s3Client)

5. updateAr Files()

6: createModels()

7. uploadLocalModelsToS3(s3Client)

8: deleteLocalModelFiles()

9: deleteLocalRawFiles()

10: uploadLocalAr FilesToS3(s3Client)

11: deleteLocalAr Files()

At line 3 of the above pseudocode, the readAllIRawFilesAndComé&oAr () func-
tion will send a request to Amazon S3 server to list all the rawles that exist in the
\touch-info" bucket and downloads them all to the temp folde of the tomcat web
server that runs the application. After all the raw les are davnloaded, the function
goes through each one of them and converts them to ar les, akescribed in Chapter
4,

It should be mentioned that after this process is done, all thother ar les
that are already inside Amazon S3's \ar -info" bucket shouldbe updated with the
information in the downloaded raw les. The update is done sthat all the rows

of the new raw les will be added to the existing ar les as rows indicating the
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\Others" class, since those are features collected from aher smartphone with a
di erent AndroidID. This is the reason why at lines 4 and 5 all he existing ar les
will be read from S3 and then will be updated using the updateAfiles() function.
Then, at line 6, the createModels() function is called. Thigunction uses Weka's
Java API to build a classi er for each updated ar le which is stored in the temp
folder of the tomcat running the application. The below psedbcode shows how this

operation is done:

1. leDirectory the path to tmp directory for ar les
2: modelDirectory  the path to tmp directory for model les
3: if modelDirectory does not existhen

4: create the directory

5. for each ar File in leDirectory do

6: androidld rst part of ar File name

7 create an instance of RandomCommittee classi er

8: create an Instances object from Weka library using the comeof the ar File
9: set the class index of the Instances object

10: build the classi er using the Instances object

11: write the serialized classifer to modelDirectory using thandroidld value for

the le name.

The above pseudocode shows that the createModels() functiderates through

all the ar les in leDirectory. Extracts the androidld for each ar le from its
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le name at line 6. Then, at line 7, creates a classi er instate. In this example,
RandomCommittee has been used as a classi er. In order to inathe classier
instance, an Instances object should be created. Lines 8 1 dhow this operation by
reading an ar le into the instance object, called inst.

The class index is set for the instance object at line 9. At len10, the classi er is
built based on the created instance object. Finally, at linel], the created classi er will
be serialized into a le with androidld as the name and .models the extention, in the
modelDirectory, so that later on it can be uploaded to our Amaan S3's \models-info"

bucket for later use.

5.3 Continuous authentication module in PHR

As mentioned before, one of the main objectives of this reselris to provide PHR
system with a continuous authentication mechanism. The tget PHR system to
apply this security measure to, is the one implemented by Dehth et al. [13] for An-
droid devices. In the following sections, we will describ&¢ implementation process

of this module in PHR.

5.3.1 Software environment

The application uses API 22: Android 5.1 (Lollipop) which is cmpatible with most
of the Android smartphones in the market, today. The operatig system used for
developing this module is 64-bit Ubuntu 16.04 LTS (Xenial Xerys Also, the Inte-
grated Development Environment (IDE) used for building, rmning and testing the

application is Android Studio 2.1.2.
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5.3.2 Hardware environment

All the implementation and build processes have been performeding a single node

desktop computer with the following hardware con guration
Installed memory (RAM): 8 GB.
Processor: Intel(R) Core(TM) i7-6700HQ CPU @ 2.60 GHz.

Also, the run and test processes have been performed on an LG $&Bartphone

with the following hardware speci cation:
Installed memory (RAM): 3 GB.

Processor: 2.5 GHz quad-core Krait 400.

5.3.3 Implementation details

The automatic model creation application that was descrilzein the previous section
takes care of creating the classi er model for each smartphe that has been involved
in an experiment via TouchSense, at least once. After the mdde created, it will
be uploaded to the \models-info" bucket on an Amazon S3 seryaeady to be used
by the PHR application. In the remainder of this section, we Wlidescribe how PHR
uses those created models in its continuous authenticatiomodule.

When a user runs their PHR application, the rst thing the application does is
to send a request to Amazon S3's \models-info" bucket along thithe smartphone's
AndroidID to lookup the classi er model created for that smatphone. Two scenarios

could happen:
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The classier model does not exist for the sent AndroidID: This
basically means that the owner of the smartphone hasn't yebmpleted at least
one experiment using the TouchSense application. In this eggsa popup will be
shown to the user indicating that in order to use the continuas authentication
feature, they need to install TouchSense and run the experemt. The URL to
TouchSense's page on Google Play Store will be provided sattlthe user can

easily download the application and start to use it.

The classi er model exists for the sent AndroidID: In this case, upon
receiving a success response from the rst request, the PHRpdipation sends
another request to download the designated classi er modeto the application.
After sending the download request the model will be download into the
memory and using Weka's API for Android, the classi er will be mstantiated
and ready in the memory to be used by PHR. The following pseudode shows

the entire process of obtaining the assigned classi er mdde PHR.

. classi erFile  the serialized .model le stored in the application contexhamed
by the device's androidld

. if classi erFile does not existthen

fetch it from S3's 'models' bucket

: testClassier  the instantiated classifer from classi erFile

. create an instance of RandomCommittee classi er

. let the keyboard use the testClassi er
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At line 3, the request to download a le named androidld + \.madel" is sent to

S3. Then, at line 4 the testing classi er instance, named t&slassi er will be created

using Weka's Android API so that the classi er can be used in thenemory.

Now that we have the testing classi er ready in the memory, l& see how it

actually works. The following pseudocode shows the testirmtpssi er in action.

10:

11:

12:

13:

. de ne pressure, size, touchmajor, touchminor, duration, ytime, shake, orienta-

tion, and type as the attributes of the dataset

. classValues [androidID, \Others"]

create a classAttribute instance and set it to classValues
create an Attributes instance and add all the attributes dened at line 1

create the empty dataset \touch" with the above attributes

: when a touch happens gather all the values regarding each ritute and put it

in an instance of the \touch" dataset

. prediction  the result of calling the classi er's classifylnstance fustion for the

created instance
if prediction equals Othen

the touch belongs to the legit owner

keep a history of this event in the classifyResults list
else

the touch does not belong to the legit owner

keep a history of this event in the classifyResults list
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As can be seen from the above pseudocode, from line 1 to 5 thddnse required
for the classi er to make a decision will be made based on thaput features as
the user uses the custom keyboard to enter data. As the instands instantiated,
the classi er's classifylnstance() method will be called ral it will return a double
value as the result. If the returned value is equal to O, it mee that the instance
belongs to the owner of the smartphone, hence it adds a value oue' to a list called
classifyResults. Otherwise, a value of “false' will be adtiéo the classifyResults list.

After each successful completion of typing a word or numberf the number of
‘true' values in the classifyResults array list is above 70%f all the values in the
list, the user can continue using the PHR application. Howeveif at any time, this
value drops below 70%, the user will be automatically loggexit, and will be asked
to enter their credentials to access PHR again. The pop-up skimg the warning of

losing control of the current session is shown in Figure 5.4
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Figure 5.4: The user will receive an alert when the continuowsithentication module

detects that they are no longer authorized to access the apgtion.

When this module detects an access violation via the backgmma classi cation
mechanism covered in Section 5, the user will immediately lieformed and logged
out of the system. The user should provide some type of crediets to be able to
access the system again.

The type of credentials required could be set by the legit usef the application
during the registration process. The user can have di eremptions such as entering a
password, challenge-response, two-way authenticationcasecurity questions to take

action after authentication is voided via the continuous atlnentication module.
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Chapter 6

Results

In this chapter, the results of the research will be outlined First, details about
the participants of the TouchSense application, its usagend the geographical dis-
tribution of the participants will be illustrated. Then, a set of experiments about
both the gathered touch behavior dataset and the classi ergsed in the continuous

authentication module will be run and their results will be @&scribed in details.

6.1 TouchSense usage results

The TouchSense application was installed 55 times in totatarting from the 16th of

March, 2017 until the 2nd of April, 2017. Figure 6.1 shows thisxformation.
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leading versions that hosted TouchSense are Android versié® and 7.0, respectively.

Figure 6.3: The percentage of installs on each Android version

6.2 The e ect of removing outliers in the gathered

data

To investigate the e ect of outliers in the gathered data onlte classi ers that are built
for each participant, we used ten datasets from ten di erenparticipants and applied
Weka's \InterquartileRange" Iter to detect the outliers i n each dataset and removed

them using the \RemoveWithValues" lter. The original and the new datasets were
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trained using J48 decision tree classi er and the results wecompared together.
The interquartile range Iter is an unsupervised Iter that can be applied to

attributes of a dataset to detect outliers and extreme valwe and it works based

on interquartile ranges. Obviously, the Iter skips the clas attribute. Outliers are

computed using the following formula:

Q3+OF IQR<x< = Q3+EVF IQR (6.1)

With:
Q1 = 25% quartile
Q3 = 75% quartile
IQR = Interquartile range, di erence betweenQ1 and Q3
OF = Outlier factor, the factor for determining the thresholdsfor outliers
EV F = Extreme value factor, The factor for determining the thre$olds for extreme

values

Figures 6.4 to 6.7 plot Mean Absolute Error, False Positive Rat Classi er Preci-
sion and ROC Area, respectively for 10 di erent participantsclassi er models named
using the Androidld of each participant's device. The clas&r used in this experi-
ment is J48 decision tree. The blue marks depict the resultsrfdata with outliers

and the orange marks showcase the results for data without thars.
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Figure 6.4: Mean Absolute Error for ten di erent Androidlds.

The less the value of mean absolute error the better the perfoance of a classi er.
In Figure 6.4 it can be seen that in most of the cases the mean ahge error value
for the dataset without outliers is slightly less than the oe with outliers, except for

the second device.
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Figure 6.5: False Positive Rate for ten di erent Androidlds.

False positive rate is a very important indicator for us to asess the quality of the
built classi ers. In the continuous authentication case,tiis less tolerable to classify a
non-legit user as the owner of a smartphone (False Positive)mpared to classifying a
legit owner as a non-owner incorrectly (False Negative). Hemcthe plot in Figure 6.5
illustrates the false positive rate for ten di erent partidpants' classi ers and compares
the results for when the dataset contains outliers (blue mks) versus when the data
has no outliers (orange marks). The plot con rms that, howear very slightly, but in

most cases the false positive rate is lesser when data has ndiers.

65



Figure 6.6: Classi er Precision for ten di erent Androidlds.

The classi er precision answers this question: \Given a pitwve prediction from
the classi er, how likely is it to be correct?" and this is a vey important question.
If our classi er detects a touch behavior as a legit owner bakior or detects one as
a non-legit user, we would like to be as con dent as possibldaut this decision.
Figure 6.6 shows the classi er precision for when data conte outliers (blue marks)
and when the data has no outliers (orange marks). This gurelso con rms that the

precision is relatively better when the outliers are remodefrom the data.
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Figure 6.7: ROC Area for ten di erent Androidlds.

The accuracy of a classi er can be measured by the area undéetROC curve.
An area of 1 represents a perfect result; an area of 0.5 reprasea worthless result.
In Figure 6.7, the ROC area for 10 di erent participants' clasi ers can be seen for
when data contains outliers (blue marks) and when the data Bano outliers (orange
marks). It can be concluded that the ROC area is greater for vém the data lacks
outliers in most of the cases.

Generally, the four gures above con rm that our classi ersperform better when
the outliers are removed from the dataset. However, the di @nce is really insigni -
cant. This can validate our data gathering approach, con rimg that the users have

been reasonably honest when performing the experimentg.ithey have been consis-
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tent throughout the whole experiment with their touch behavor. If there were lots
of di erences in their behavior, we would have seen more oiglfs in our dataset and
as a result, this experiment would have shown more signi camli erences between

the classi ers' performances in each category.

6.3 Evaluating the importance of each feature

Using our TouchSense application, we gathered nine featuf®s each touch interac-
tion of the users with their smartphones. As mentioned in Chagpr 4, the features
were as below. The values in the parentheses show the name adheattribute as

stored in the datasets.
Pressure (pressure)
Size (size)
Touch major (touchmajor)
Touch minor (touchminor)
Touch duration (duration)
Touch y-time (ytime)
Device's vibration (shake)
Device's orientation (orientation)

Type of the phrase whether word or number (type)
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For this experiment, we used an attribute evaluator algoritm called \Correlation-
AttributeEval" from Weka to assess the contribution of eachfeature in our gathered
data and decide if we should eliminate some of them in order ¢dtain better perform-
ing classi ers or not. \CorrelationAttributeEval" evalua tes the worth of an attribute
by measuring the correlation (Pearson's) between it and thelass.

We ran this algorithm for twenty di erent datasets of participants. Table 6.1 shows
the rank (correlation value) of all attributes for each dataet. In the last row, the
mean of the correlation values that each attribute has beerssigned to is calculated.
Those with larger values contribute more and the ones with satier values can be
regarded as the least contributing features.

First thing to notice when looking at Table 6.1 is that the corelation value for
the orientation feature is O for all the datasets. This is actally because none of the
participants used the TouchSense application in the landspe mode, although it was
functional in that mode as well. As a result, the orientation éature can be safely
removed from the dataset since it doesn't contribute to it irany way.

There can be multiple reasons why none of the users used thadacape mode.
Generally, some users prefer to use their smartphones in tpertrait mode. Also,
some users only use the landscape mode on their tablets whiwve bigger screen
sizes. Another reason can be the lack of an appropriate applion design specic
to the landscape mode. The TouchSense application uses thensadesign for both
modes of operation, however, for a better user experienceleanode should have its

own speci ¢ design.
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‘ Item ‘ Androidld ‘ pressure ‘ size ‘ touchmajor | touchminor ‘ duration ‘ ytime ‘ shake ‘ orientation ‘ type ‘
1 2befe3dcblOcZadA) 0.36080 | 0.42090 0.11480 0.11730 0.05390 | 0.32000| 0.06030 0 0.09030
2 5b454e4ad8ae49f9 0.11290 | 0.10600 0.38550 0.27940 0.02290 | 0.01070| 0.03220 0 0.08170
3 6ae57ac86337d0c8 0.37869 | 0.07620 0.48289 0.52376 0.04588 | 0.04008| 0.17063 0 0.00615
4 17dbd51fc956e866 0.35120 | 0.14270 0.14090 0.16150 0.25130 | 0.08190| 0.06880 0 0.05070
5 25bde1742e198e2b 0.25630 | 0.25890 0.18700 0.21030 0.03570 | 0.08220| 0.09490 0 0.05400
6 27ca8b d5d26872| 0.16360 | 0.02660 0.13700 0.13300 0.01810 | 0.08140| 0.09380 0 0.04090
7 69c6095d09e85e74 0.04420 | 0.13820 0.02990 0.01990 0.03450 | 0.05820| 0.01410 0 0.08370
8 95f7f7d8b82fbe3a 0.40090 | 0.05220 0.52930 0.57250 0.07800 | 0.03940| 0.04610 0 0.01670
9 401a0549143041f5 0.26280 | 0.37150 0.20966 0.20418 0.02637 | 0.07621| 0.16616 0 0.00777
10 | 868cfad405c82e9a 0.20291 | 0.04274 0.05310 0.04326 0.14295 0 0.13646 0 0.02374
11 | 5351e9daeaa79450 0.17350 | 0.14050 0.14700 0.14610 0.02900 | 0.11130| 0.06610 0 0.03980
12 | 3663248fa7abf026 0.11770 | 0.12880 0.01470 0.03190 0.21850 | 0.03870| 0.06760 0 0.04460
13 a2f9246¢cfc48e9c9 0.14520 | 0.25060 0.14230 0.13830 0.03100 | 0.02540| 0.05990 0 0.01900
14 | al39bad3e9cef57¢ 0.24172 | 0.21156 0.13314 0.12906 0.03507 | 0.06503| 0.09208 0 0.00689
15 | b7d6def4b9f4c03Q 0.10390 | 0.18570 0.13700 0.13410 0.02040 | 0.06300| 0.01520 0 0.02470
16 | cb05c98191aebd7e 0.18240 | 0.17010 0.14130 0.14120 0.13410 | 0.03570| 0.16100 0 0.01750
17 | d2d0d48fc14007e9 0.14940 | 0.27960 0.13280 0.13810 0.09550 | 0.04560| 0.03000 0 0.02970
18 | e6cl72cabbe05a41 0.35830 | 0.34000 0.19690 0.19030 0.01490 | 0.02610| 0.05910 0 0.06040
19 | eb1c0682c66e6379 0.03410 | 0.57360 0.23110 0.23130 0.30920 | 0.24230| 0.16170 0 0.09630
20 | fb58815420addb16 0.16426 | 0.17709 0.19923 0.11765 0.00954 | 0.08643| 0.00577 0 0.07226

Mean 0.21024 | 0.20467 0.18728 0.18316 0.08034 | 0.07650 | 0.08010 0 0.04334

Table 6.1: The correlation values of all attributes for eacHevice's classi er. The rst
column shows the Androidld of each of the twenty participantssmartphones. The

rest of the columns show the recorded attributes' correlan values.
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Looking at the last row, based on the mean value of the corrélan values for each

column the features can be ranked as bellow:

1. pressure (0.21024)

2. size (0.20467)

3. touchmajor (0.18728)

4. touchminor (0.18316)

5. duration (0.08034)

6. shake (0.08010)

\l

. ytime (0.07650)

(o]

. type (0.04334)

Now that we have the ranking of our eight features, we will staby eliminating the
last ranked feature and create classi ers for six participdas, and then will eliminate
the next least ranked feature and again will create classirg with the new data set.
We do so, until we have eliminated three least signi cant feaares and will compare
the resulting classi ers with the original one which involes all the recorded features.
All the classi ers in this experiment have been built using J48lecision tree.

The following six gures show the ROC Area and precision chaeg of the resulting
classi ers when the three least contributing features areemoved from the datasets

of six random participants, one after one.
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Figure 6.8: Feature reduction results for the participant wh Androidld:

95f7f7d8b82fbe3a.

Figure 6.9: Feature reduction results for the participant wh Androidld:

cb05c98191aebd7e.
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Figure 6.10: Feature reduction results for the participant wh Androidid:

a2f9246¢fc48e9c9.

Figure 6.11: Feature reduction results for the participant wh Androidid:

6ae57ac86337d0c8.
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Figure 6.12: Feature reduction results for the participant wh Androidid:

868cfad405c82e9a.

Figure 6.13: Feature reduction results for the participant wh Androidid:

5351e9daeaa79450.
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As can be seen from the above gures, removing 'type' from thedtures set leads
to a slight increase in the resulting classi ers' precisioand also enhances the ROC
Area value. Going further with removing the next feature whik is 'ytime' has a
more visible enhancement e ect on the precision and ROC Areables in most of the
cases. However, in all the gures, it is apparent that movingdrward and removing
'shake’, the third least signi cant feature, results in an d@vious decrease in both the
precision and ROC Area of the resulting classi ers.

Having too many features in a dataset can lead to over tted cksi ers that do a
poor job on classifying new instances. On the other hand, tdew features result in
extremely general classi er models that usually lack penfmance. We would like to
have a specialized but not over- tted model while it is still @neral enough to perform
well on unseen instances. Hence, there is a trade-o to selélaé appropriate number
of features for our datasets, indeed. In this experiment, w&howed that removing
the two least signi cant features in our dataset results in btter precision and ROC
Area values. However, that is where we should stop reducing tlémensionality of

our dataset, since removing the next feature decreases therfprmance, signi cantly.

6.4 Deciding the best performing and most prac-
tical classier

The last experiment is designed to help with deciding the beperforming and most
practical classier for our continuous authentication modle. In this experiment,

we used ten random datasets, gathered using the TouchSengpleation from ten
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di erent participants and built four di erent classi er mo dels for them using Multilay-
erPercepteron (NN), J48 decision tree (J48), RandomCommitte®C) and BayesNet
(BN), all from Weka. Then, the resulting classi ers were comgred together based
on 4 di erent criteria: Mean Absolute Error, True Positive Rae, False Positive Rate

and ROC Area. The following gures illustrate the results of his experiment.

Figure 6.14: Mean Absolute Error values of four classi ers (NN, & RC and BN)

for ten di erent participants.

As can be seen in Figure 6.14, the mean absolute error value fad Bnd NN are
signi cantly worse than J48 and RC. However, J48 and RC have vemiose behavior
with RC showing a slightly better performance.

Figures 6.15 and 6.16 show the values of True Positive Rate (R and False

Positive Rate (FPR) for the same ten participants, respectey.
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Figure 6.15: True Positive Rate values of four classi ers (NN, & RC and BN) for

the same ten participants.

Figure 6.16: False Positive Rate values of four classi ers (NN48, RC and BN) for

the same ten participants.
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According to Figure 6.15, BN has the best TPR when compared to ¢hthree
other classiers. The other classi ers have a similar trencand RC is just slightly
better in having a higher TPR. However, at the same time, Figuré.16 shows that
BN is the worst classi er when it comes to the FPR. This basicl indicates the
trade o between TPR and FPR. Again, the three other classi ersare really similar
in behavior with NN having a small advantage.

As mentioned eatrlier, it is obvious that a rational businessatision when trying to
build a model for continuous authentication is to design a aksi er with a decent True
Positive Rate and most importantly a very low rate of False Psitive. Considering
this, BN is instantly ruled out. Although it has the best True Positive Rate, it is
doing far worse than the other three classi ers when it comés FPR. Among the rest
of the classi ers, NN has a very slightly better rate of FPR whi being noticeably
worse in terms of TPR. Between RC and J48, the better performinclassi er is RC

for having both better TPR and FPR than J48.
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Figure 6.17: ROC Area values of four classi ers (NN, J48, RC and BNdf the same

ten participants.

Finally, Figure 6.17 shows that RC has a better ROC Area value inotnparison
with J48, which again con rms our choice. Although NN and BN haveverall better
ROC Area values, their high FPR rules them out from being choseas the best

performing classi er.
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Chapter 7

Conclusion and Future Work

Security issues are among the most important factors that pvent a user from us-
ing computer applications, especially in case of applicatis that request access to
personal and private information. With the recent evolutionin the way mobile appli-
cations are developed and used, more healthcare softwar@adsessible to public. An
important barrier in the way of using such health related aplications is that the users
usually have no intention to share their private health infanation in an untrusted
environment where many security challenges may exist.

One of the signi cant security issues with using sensitivepplications in a smart-
phone is that in today's market, the authentication mecharims incorporated in these
\smart" devices are not smart enough. Entering a pin code, agssword, a sequence
of touches on speci ¢ regions of the screen or a combinatiohtbese approaches are
the most frequently used methods in commercial smartphones

There are also few devices that support scanning ngerprigtto enable a more

robust authentication in exchange for a noticeably higherrjze. Also, face and voice
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recognition methods have been used for authentication purpes; however the per-
formance of these machine learning techniques are deperidem the quality of the
capturing devices and also the amount of noise in the surrogding environment.

Considering the touch dynamics of a user as a biometric traitve proposed a
continuous authentication module that uses touch sensorssvhich are already built-
in all the commercial, touch-enabled smartphones - to captel the touch behavior of
a user continuously and decide if the ow of touch events beigs to them or not via
a classi er model.

We also proposed the design of a noti cation and audit moduléhat provides
the users of our PHR application with detailed information abut accesses to their
personal health documents by the di erent hierarchy of rokin the system, giving
them the possibility to revoke access to speci c roles ingtty, based on the received
noti cations. They will also be able to see a full access hmty to each document they
own in the application, on-demand. We believe that adding iB kind of transparency
and letting the users of an application know exactly how, whmeand with whom their
assets are shared will build the trust required for an appktion to be used widely
and readily.

There are some areas that this research can continue and &eol The rst sug-
gestion would be to keep track of the users' touch behavior the PHR application
and send their touch behavior data frequently to our Amazon S§erver to update the
existing ar les and consequently, the classi er models foall of the users, in order
to create better classi ers that take the gradual behavior fothe users into account.
Right now, the user's classi er models get updated only whea new user uses the

TouchSense application or a returning user runs a new expeent in the application.
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Another suggestion would be to provide a suitable design fon¢ landscape mode
of the TouchSense application and encourage the users to tmeh modes of oper-
ation when using the application to gather meaningful infanation about a device's
orientation and assess its e ects on the resulting classie.

Finally, it was already mentioned that the existence of a notation module in
the PHR application is a vital addition. In this research the @sign of this module
was outlined. The next step would be to implement the desigmd add it to the PHR

application.
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1

2

3

Appendix A

Code Snippets of TouchSense and

PHR

This appendix includes all the code snippets that describéaé¢ implementation pro-
cess of the TouchSense application along with the modi catins applied to the PHR
application to enable continuous authentication.

This function updates the ar les based on the received raw les. It then creates the
models from the updated ar les and uploads them to Amazon S8'\model-info"

bucket.

@RequestMapping(value = {"/automate"}, method = RequestMethod.GET)
public String createModels(ModelMap model) throws IOException {
AWSCredentials myCredentials = new BasicAWSCredentials(ACCESS_KEY,
SECRET_KEY);

AmazonS3Client s3Client = new AmazonS3Client(myCredentials);

try {
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23

24

25

26

27

28

29

30

readAllRawFilesAndConvertToArff(s3Client);
readAllArffFiles(s3Client);

updateArffFiles();

createModels();
uploadLocalModelsToS3(s3Client);
deleteLocalModelFiles();
deleteLocalRawFiles();
uploadLocalArffFilesToS3(s3Client);

deleteLocalArffFiles();

} catch (AmazonServiceException ase) {

System.out.printin("Caught an AmazonServiceException, " +
"which means your request made it " +
"to Amazon S3, but was rejected with an error response " +
"for some reason.");
System.out.printin("Error Message: " + ase.getMessage());
System.out.printin("HTTP Status Code: " + ase.getStatusCode());
System.out.printin("AWS Error Code: " + ase.getErrorCode());

System.out.printin("Error Type: + ase.getErrorType());

n

System.out.printin("Request ID: + ase.getRequestld());

} catch (AmazonClientException ace) {

System.out.printin("Caught an AmazonClientException, " +
"which means the client encountered " +
"an internal error while trying to communicate" +
" with S3, " +

"such as not being able to access the network.");
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32

33

34

35

36

37

38

39

N

10

System.out.printin("Error Message: " + ace.getMessage());
} catch (Exception e) {

e.printStackTrace();

List<Smartphone> smartphones = service.findAllSmartphones();
model.addAttribute("smartphones”, smartphones);

return "allsmartphones";

This function iterates through all the ar les and creates aserialized classi er for

each one and writes the created model in the models directory

private void createModels() throws Exception {

File fileDirectory = new File(System.getProperty(“java.io.tmpdir") +
"W\arffs");

File modelDirectory = new File(System.getProperty("java.io.tmpdir”) +
"Wmodels");

if (!modelDirectory.exists()) {
modelDirectory.mkdirs();

}

for (File arffFile : fileDirectory.listFiles()) {
String androidld = arffFile.getName().split("\\.")[0];

classifier = new RandomCommittee();
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N

Instances inst = new Instances(
new BufferedReader(
new FileReader(arffFile)));
inst.setClassindex(inst.numAttributes() - 1);
classifier.buildClassifier(inst);
SerializationHelper.write(modelDirectory.getPath() + "\" + androidld

+ ".model", classifier);

This function sends a getObject request to S3 server and iastiates the classi er

model to be used in PHR.

private Classifier loadModel(String androidld) throws Exception {

File classifierFile = new
File(getApplicationContext().getFilesDir()+"\\"+androidld+".model");

AWSCredentials myCredentials = new BasicAWSCredentials(ACCESS_KEY,
SECRET_KEY);

AmazonS3Client s3Client = new AmazonS3Client(myCredentials);

S30bject modelObject = s3Client.getObject(MODELS BUCKET, androidld +
".model");

if (modelObject == null) {
return null;

lelse{
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try {

IOUtils.copy(modelObject.getObjectContent(), new
FileOutputStream(classifierFile));
} catch (Exception e) {

return null;

}

FilelnputStream fis = new FilelnputStream(classifierFile);

testClassifier = (Classifier) weka.core.SerializationHelper.read(fis);

if (testClassifier = null) {
mKeyboardView.setClassifier(testClassifier);

}

Message message = mHandler.obtainMessage();

message.sendToTarget();

return testClassifier;

This method gets all the features required for the classi o classify an instance and

decides if a set of features belongs to the smartphone beirnged by the legit owner

or to the "Others".

1 private void testClassifier(float pressureAverage, float sizeAverage,

2

float touchMajorAverage, float touchMinorAverage, long elapsedTime,
long elapsedFlyTime, float speed, int orientation, int wordOrNumber) {

Attribute pressureAttribute = new Attribute("pressure");
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Attribute sizeAttribute = new Attribute("size");

Attribute touchmajorAttribute = new Attribute("touchmajor";

Attribute touchminorAttribute = new Attribute("touchminor");
Attribute durationAttribute = new Attribute("duration");
Attribute flytimeAttribute = new Attribute("flytime");

Attribute shakeAttribute = new Attribute("shake");

Attribute orientationAttribute = new Attribute("orientation™);
Attribute typeAttribute = new Attribute("type");
ArrayList<String> myClassValues = new ArrayList<String>(2);

myClassValues.add(androidld);

myClassValues.add("Others");

/I Create nominal attribute "classAttribute"

Attribute classAttribute = new Attribute("class", myClassValues);

Il Create vector of the above attributes
ArrayList<Attribute> attributes = new ArrayList<Attribute>(9);
attributes.add(pressureAttribute);

attributes.add(sizeAttribute);
attributes.add(touchmajorAttribute);
attributes.add(touchminorAttribute);
attributes.add(durationAttribute);
attributes.add(flytimeAttribute);

attributes.add(shakeAttribute);

attributes.add(orientationAttribute);
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48
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attributes.add(typeAttribute);

attributes.add(classAttribute);

/I Create the empty dataset "touch" with above attributes

Instances touch = new Instances("touch”, attributes, 0);

/I Make classAttribute the class attribute

touch.setClassIndex(classAttribute.index());

Instance inst = new Denselnstance(10);

/I Set instance's values for the attributes "pressureAttribute”,
"sizeAttribute”, and
I"classAttribute™
inst.setValue(pressureAttribute, pressureAverage);
inst.setValue(sizeAttribute, sizeAverage);
inst.setValue(touchmajorAttribute, touchMajorAverage);
inst.setValue(touchminorAttribute, touchMinorAverage);
inst.setValue(durationAttribute, elapsedTime);
inst.setValue(flytimeAttribute, elapsedFlyTime);
inst.setValue(shakeAttribute, speed);
inst.setValue(orientationAttribute, orientation);
inst.setValue(typeAttribute, wordOrNumber);

inst.setValue(classAttribute, androidld);
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52 /| Set instance's dataset to be the dataset "touch"

53 inst.setDataset(touch);

54

55 try {

56 double pred = classifier.classifylnstance(inst);
57 if(pred == 0){

58 classifyResults.add(true);

59 lelse{

60 classifyResults.add(false);

61 }

62 } catch (Exception e) {
63 e.printStackTrace();
64 }

65 }
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