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demonstrated with the data from a liquefied natural gas (LNG) process facility. The

method allows for continual updating of occurrence probability for adverse events and

failure probabilities of safety barriers for successive monthly data from industry.
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CHAPTER 1

Introduction and Overview

Process accidents are major cause of concern in industrial process facilities. These
accidents are often caused by equipment malfunction, process deviation, structural
failure, and human error [3]. Their inadequate control can increase the probability of
occurrence of industrial accidents. These are reflected in a few accident examples that
have occurred in the last few decades, such as the Ocean Ranger, North Atlantic accident,
the British Petroleum (BP), Texas City disaster [4-7], BP's deepwater horizon offshore
drilling rig explosion and oil spill [8-13], Imperial sugar refinery dust explosion (Figure
[.1) on February 7, 2008 in Port Wentworth, Georgia [ 14]. Between 1926 and 1997, 3222
accidents have occurred. of which a large number of accidents belong to chemical process
facility [15-23]. Major process accidents between 1944 and 2012 are well described in
literature, and experts’ opinions [16-21, 24-30]. Hence, only the LNG accident
occurrences are highlighted in Table 1.1.

Recent advancement in science and engineering is helping to decrease the number
of incidents; however, the level of damage from these few incidents has radically
increased [19, 31, 32]. During the 90s, Health and Safety Executive (HSE) of UK studied
on 600 accidents and found average cost per accident on oil platform £2951 [33]. In
Australia, the estimated safety pay for injuries was about $20 billion in same era which is
equivalent to 5% Australia’s GDP [34, 35]. Bhopal (1984) chemical plant disaster cost at

least 2000 lives, injuries over 200,000 [36] and a hefty pay of $470 million to the victims







Industrial facilities including the offshore process facilities can never be made
completely safe and risk free. Safety of the process facility specifies risk free environment
which means, prevention from any accident or damages that might cause personal health
hazard. According to IEC 61508 [40] safety means. “Freedom from unacceptable risk of
physical injury or of damage to the health of people, either directly, or indirectly as a
result of damage to property or to the environment” [41]. However, experts review
suggest that a proper accident model and likelihood assessment technique can improve
the degree of inherent safety [3, 42-49] and ensure the maintenance of risk level as low as
reasonably practicable (ALARP) [3, 12, 49-52]. To limit or avoid hazard at source, Kletz
[44] developed the concept of inherently safer design in the late 70s [47].

Industrialists, researchers, workers, - members of regulatory bodies, policy makers
can all learn from past incidents. So it is essential to collect data and maintain a database
for research purpose. The Center for Chemical Process Safety (CCPS) of US was
established aftermath of Bhopal tragedy to implement safety practice in workplaces.
Since 1™ of April, 1996, RIDDOR 95 (The Reporting of Injuries, Diseases and Dangerous
Occurrences Regulations 1995) act mandate to report all work related injuries, diseases
and dangerous occurrences to HSE (Health Safety Executive) [53]. Organizations and
Research center viz. Wharton Risk Management and Decision Processes Center
established in 1984 [54, 55], the American Institute of Chemical Engineers (AIChE)
Center for Chemical Process Safety (CCPS) established in 1985 [56], National Response
Center (NRC) [57] and Mary Kay O’Connor Process Safety Center at Texas A&M
University (TAMU) established in 1995 [58] have taken initiatives to collect and share

incident database with industrialists, researchers and experts. Past Industrial accident




investigation and review clearly identify that most of the accidents occurred due to

improper likelihood assessment of risk contributors and correlations of these contributors
to occurrence of a potential accident. Experts’ judgment emphasize on learning from past
accidents [19, 31, 59, 60] to prevent further occurrences in future. The Cullen report on
Piper Alpha disaster [61] made a significant change to manage safety process by the
industry and the regulator [47]. Baker Panel [62] proposed 10 recommendations to
improve process safety after its investigations on process safety management in BP’s US
refineries [63]. Process safety leadership, process safety knowledge & expertise, process
safety cultures are among those recommendations which are thoroughly practiced
nowadays by many US companies. The US Chemical Safety Board (CSB) strictly

emphasizes process safety culture in highly hazardous industries [5].
1.1 Motivation

In order to improve industrial safety, it is essential to predict the likelihood and
posterior probabilities of adverse events through an accident modeling mechanism. The
System Hazard Identification, Prediction and Prevention (SHIPP) methodology is one
such method recently proposed by Rathnayaka et al. [1]. It is assumed in this method that
an adverse event occurs only as a result of the failure or otherwise of the safety barriers in
a sequential manner [1, 2, 66]. In a real life industrial system, the safely barriers need not
fail in a sequential manner to cause an adverse end event. In the current dissertation we

propose a new mechanism to improve this situation.



1.2 Objective

Fault and event tree methods are widely used in process facility to estimate risk of
accident occurrence though they are inadequate to show the conditional dependency in a
rather sequential approach. The objective of this analysis is to present a Bayesian network
based non-sequential accident model which will include two non-mechanical safety
barriers viz. human and management & organizational factors with other five engineering
safety barriers. This model is able to address the limitation of current accident models
such as: non-sequential, conditional and the interdependence relationships of safety
barriers. In addition, this model is able to calculate the occurrence of adverse events in
any order using Bayesian network approach. It can perform real time occurrence and
posterior probability estimation using industrial data. Furthermore, a Bayesian updating
mechanism is able to update the probabilities of end events' as well as success/failure of
safety barriers’ when real time information becomes available. In this case, Bayesian
network is an ideal approach which not only describe the dependency and evaluate the
likelihood of end events' occurrence but also able to demonstrate the conditional
likelihood assessment for different scenarios. The improved methodology presented here
can be extended easily to other process facilities or accident scenarios.

1.3  Goal of the Project

The goal of the project is to develop a Bayesian network based accident model
that helps to predict the occurrence likelihood of end events and update as usual when
real time information becomes available in the system. Bayesian updating mechanism is

being integrated to update the occurrence likelihood of end events’ when real time




information becomes available. Further, developed accident model will be implemented

on a case study of LNG process facility.
1.4 Approach

In this work, analyses of event trees and Bayesian network modeling have been
applied. Theoretical explanation of the model and analysis will be laid out. Analysis will
consist of five parts; (i) Design Bayesian network model, (ii) Calculation and analyses of
the likelihood results using forward analysis on Bayesian network, (ii1) Calculation of
posterior results using prior and likelihood results, (iv) Estimation of each barrier
contribution on occurrence of end events using backward analysis on Bayesian network,
and (v) Updating safety barrier probabilities in real time. Further, the model will be able
to update the occurrence likelihood of end events’ with real time information from the

system. The process will continue every time new information becomes available.
1.5 Result

The result of this analysis will drive the users to use this improved accident model
for different accident scenarios and estimate the occurrence likelihood of the end events.
It will also help to update prior safety barrier failure probabilities real time for the given
system and incorporate necessary steps to mitigate or minimize end events’ occurrences.
1.6 Layout of the Thesis

In the background, several accident models are discussed along with the concept
of safety barriers together with end events’ definition in chapter 2. A brief review of

SHIPP methodology is also included in chapter 2. A brief discussion of revised event tree

(3.1.1) and Bayesian network modeling (3.1.2) along with fundamentals of Bayesian



network are included in chapter 3. Conditional probability assessment technique,

Bayesian inference, likelihood and updating model are also included under mathematical
formulation and discussed in chapter 4. This is followed by the implementation of the
developed model on a case study of LNG process facility with a step-by-step explanation,
in chapter 5. The findings are analyzed in chapter 6. A brief discussion followed by
conclusions is included in chapter 7. Recommendations for further analysis in future are

provided in chapter 8.









STAMP model, “an accident is described as an event that occurs from inappropriate or

inadequate control or enforcement of safety-related constraints on the development,
design, and operation of the system, rather than simply occurring due to independent
component failures™ [1, 41].

Fleming [74] introduced the Safety Culture Maturity Model (SCMM) in Health
and Safety Executive. The concept of SCMM was being used for a potential safety
culture improvement in the offshore oil and gas industry. The concept was developed by
the Software Engineering Institute (SEI) which possessed five level processes for
organizations safety. Later ten elements were included in the safety culture maturity
model. It was assumed based on research that safety performance improves in
organization with increasing levels of maturity. More details about SCMM can be found
in Fleming [74].

Table 2.1 lists number of accident models that are available for accident scenario
analysis e.g. Domino theory, Swiss Cheese model, Kujath's model, SHIPP model and
proposed Bayesian network model and comparison among these models. These accident
models are well summarized in Rathnayaka et al. [1]. All of these existing accident
models consider that the occurrences of end events have to be sequential with the failure
of safety barriers; however, in real life events occurrence is not always sequential and
could be happened in any order. Furthermore, human and management & organizational
barrier have been ignored in all models except SHIPP which have significant influence to
the occurrence of end events. Moreover, end event occurrences are conditional to the

functional and non-functional states of safety barriers.



Table 2.1: Comparison of Available Accident Models

Domino Swiss Cheese Kujath’s SHIPP Bayesian Network
Features Theory [68] model [70] Model [72] Methodology [1] (Proposed) [75]
. . Use fault tree Use Bayesian
Cause integration Not . network
of accident well defined - fo integrate the to integrate the
Defined Not defined potential causes ;
occurrence potential causes
Likelihood
assessment of Quantitative Quantitative
safety barriers Qualitative Qualitative Qualitative and qualitative and qualitative
Accident UtllllZC previous Utll.lze previous
accident data to accident data to
precursor data Not Not Not . .
. . - predict end event predict end event
integration defined defined defined e o
probabilities probabilities
Updating Able to update Able to update
mechanism Never used Never used Never used prior information  prior information
Accident Sequential and
modeling Scquential Sequential Epidemiological Sequential Non-sequential
Human and
Management Dctined. Included
barrier Ignored Ignored Ignored and used and used













Catastrophe: The term “catastrophe’ can be defined as an event that could cause major
damages to human health, property or environment for a significant time period or forever
[1]. For example, Bhopal disaster - the worst industrial disaster in history [35, 38] caused
permanent shutdown of the UCIL (Union Carbide India Limited) pesticide plant.

The definition of end events is available in several publications, journals, expert
opinions [ 1, 54, 90].
2.2 Safety Barrier Definition

The concept of safety barrier is introduced by several authors in different ways
which shows the same functionality. During the 60s, Gibson [91] and Haddon [92] used
“the concepts of energy and barriers as a basis™ in accident analysis [93]. Skogdalen &
Vinnem [12], Sklet [87], Bento [94], and Duijm et al. [95] use words i.e. *limit’, ‘control’,
‘prevent’, ‘mitigate’, *minimize’ to define the function of safety barriers in a similar
pattern. Bento [94] defines safety barrier as a solution or a system to minimize
occurrences of events. Skogdalen & Vinnem [12] and Sklet [87] define it as a “*physical
and/or nonphysical” source to “prevent, control, or mitigate undesired events or
accidents™. For example, after the liquefaction process in the LNG process facility, liquid
gas is transferred from system A to system B for shipping purposes and the safety barrier
works in every stage of this process to prevent. control or mitigate any consequences of
hazardous events. Barrier functions are well described in experts’ review [1, 12, 87, 96].

Safety barriers work as a shield in every stage of accident propagation until it
reaches catastrophic accident. The safety barriers that we consider in the current

dissertation are (i) "Release Prevention Barrier’ - which mitigates chemical or energy
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release, (ii) ‘Dispersion Prevention Barrier’ - which restricts the propagation of chemical

or energy release, (iii) ‘Ignition Prevention Barrier’ — which prevents the flammable
release to ignite, (iv) ‘Escalation Prevention Barrier’ - which prevents the escape of
release materials, and (v) ‘Damage Control and Emergency Management Barrier’ - as a
final stage to shield against catastrophic incident.

‘Human factors” and ‘human error’ are two terms often exchanged in the offshore
process industry without clear explanation [97]. These two terms are often used as the
general cause of an accident. According to Rasmussen et al. [98] and Rasmussen [99-
101], “Accidents are typically judged to be caused by *human error’ on the part of a train
driver, a pilot, or a process operator”. Traditionally, human factor is defined as “the
scientific study of the interaction between man and machine” [97]. According to HSE
[102], human factors refer here is to the environmental, work related factors, and
individual characteristics which influence human behavior at work in a way that affect
health and safety. In present study, we are considering human factor barrier to reflect
above elements. Failure of human factor barrier reflect human induced by one or more of
these factors. The other term ‘human error’ is defined by Rasmussen [100] as “human
acts which are judged by somebody to deviate from some kind of reference act...they are
subjective and they vary with time”. Human factor was largely ignored in the past in
evaluation of accident analysis. Early research shows human factor involvement in the
causation of accidents. In the 60s, several human factors specialists (i.e. Altman [103];
Chapanis [104]; Christensen [105]) associated ‘human error’ in accident causation;
however, American Research Institute used this concept in accident analysis [101].

Brazier [106] studied on human factor involvement in accident causation in various



process industries. Wagenaar & Groeneweg [107] researched on marine industry in
findings of human factor causes. Table 2.2 represents statistical analysis of human factor

contribution in various fields, industry and discipline [70, 108-113].

Table 2.2: Human Error Involvement in Different Fields

Field Failure rate
Nuclear industry over 90%
Chemical and

petro-chemical industry over 80%
Marine and Offshore over 75%
Aviation over 70%

Drinking water
distribution and hygiene over 75%

The process operator under the supervision of management/organizational factor
has the vital responsibility to assure a safe operational environment. A study by the
Institute of Nuclear Power Operations [114] showed that at least 92% of the underlying
causes of accidents were caused by people. According to Cullen [61] report on Piper
Alpha disaster, insufficient qualified and trained personnel were involved in production
for long time. A report by the UK P&l Club [115] indicates that more than 62% error
resulted by one or more individuals [116]. In workplace, human interaction advances as a
cycle through chain of command, as manager affects supervisor, supervisor affects
subordinates and vice versa, organization’s safety culture (training) which might affect
the workplace safety. Recent study shows, thirty three major factors might be involved in
human factor barrier failure [1] which is influenced by the leadership, training, safety
management procedure etc., under the management of different industry. Kim et al. [31]

emphasize on root causes responsible for human error such as. ‘fatigue’, "inadequate






factors to influence and contribute at every stage of safety procedure. More information
on safety culture management in industry can be found on Mearns et al. [97], Reason
[121], Cox & Cox [124]. and Turner & Pidgeon [125].

Human and management & organizational factor barriers are included in proposed
work and kept common in every stage of event sequence, so they are more emphasized.
Leveson [65] highlighted that communication lacking between human and machine
operating system can be an alarming factor in occurrence of accidents. Hence, all
influential risk contributing factor including the human communication error have to be
addressed in each step of accident modeling approach for a comprehensive safety
assessment and improving overall safety for a system. In the SHIPP methodology, human
and management & organizational barrier were suggested; however, limited information

was discussed on these barriers.

2.3 Accident Modeling: SHIPP

Recently, Rathnayaka et al. [I, 2, 66] proposed SHIPP (System Hazard
Identification, Prediction and Prevention) methodology as a quantitative safety
assessment approach to evaluate safety at different stage of probable accident sequence
analysis. In process industry, liquid and gas leaks, cryogenic temperature, flammability,
and vapor dispersion are potential hazards [66, 126]. “Cryogenic temperature and
flammability and vapor dispersion characteristics are potential safety issues” among the
physical properties of LNG [66]. SHIPP is applicable in LNG process facilities to
maintain and manage these safety issues by identifying potential hazards (i.e. end events)

through assessing accident scenarios using safety barriers and forecast the future
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happening. SHIPP methodology is a sequential accident model technique, which
encompassed the human and management factors, however, Rathnayaka et al. [I, 2]
provided no guidance on how to implement these factors for evaluating the likelihood
(i.e. probability) of final events’ occurrence. T he conceptual diagram of the SHIPP
methodology is shown in Figure 2.3, which is translated into an event tree as shown in
Figure 2.4 for calculating occurrence probability of end events. The end events i.e. safe,
near miss, mishap, incident, accident and catastrophe are the outcome events of safe sate
deviation for an abnormal operation (e.g., LNG release). In SHIPP methodology. events’
consequence follows the hierarchy and sequence viz. first near miss, next mishap, then
incident and accident to follow, which is exactly analogous to the structural development
of event tree. In real life scenario, end events’ occurrence can happen in any random
order (i.c. near miss can escalate to an incident or accident). However, in the SHIPP
methodology, the safety barriers have to be arranged in sequential order, which restrict
the escalation of difterent end events’ occurrence sequentially rather than randomly.

Sklet [87] identified five release factors responsible for hydrocarbon release (i.e.
human and operational errors, technical failures, process upsets, external events and
design failures). Following release factor or, safety barrier has been classified in the

SHIPP methodology for the accident prevention strategies;
1. Human Factor Barrier (HFB)
2. Management and Organizational Barrier (MOB)
3. Release Prevention Barrier (RPB)

4. Dispersion Prevention Barrier (DPB)

20




5. Ignition Prevention Barrier (IPB)

6. Escalation Prevention Barrier (EPB)

7. Damage Control and Emergency Management Barrier (DCEMB)

Management & Organizational Barrier (M&OB)

Human Factor Barrier (HFB)

1
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Human Factor Barrier (HFB)

Management & Organizational Barrier (M&OB)

Figure 2.3; SHIPP Model [1, 2, 66]

The SHIPP methodology incorporates four steps to accomplish accident
progression and likelihood assessment for a given abnormal operation i.e. system
definition, hazard identification and analysis, accident modeling and prediction, updating,
decision making and implementations of the prevention strategies [1, 2, 66]. However,
while implementing the SHIPP method for LNG data, Rathnayaka et al. [2] used only
four safety barriers excluding Damage Control and Emergency Management Barrier,
Human Factor Barrier and Management and Organizational Barriers. In a subsequent
paper, Rathnayaka et al. [66] included Human and Management Barriers but still

neglected the Damage Control and Emergency Management Barrier. In the current work
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we include the entire seven safety barrier and as a result include an adverse event of

highest order ‘Catastrophe’. The end events’ occurrence can be estimated if the prior

information of safety barrier is available. This model with predictive capabilities can be

applied to any real-life accident situation in process industry (i.e. LNG, LPG). The

proposed Bayesian network model presented by Baksh et al. [75] adopted the same source

of the basic event probability data as used by other researchers such as Rathnayaka et al.

[66].
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Figure 2.4: Accident Sequence [1, 2]
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CHAPTER 3

Methodology

3.1 Model Development

3.1.1 Event tree modeling

Revised event tree, which is translated from the SHIPP model, is illustrated in
Figure 3.1. The failure probability of each safety barrier is denoted by X; (=1 to 7) as
seven safety barriers (i.e. human, management, release prevention, dispersion prevention,
ignition prevention, escalation prevention and damage control prevention factor) are
utilized in revised event tree model to prevent, mitigate or control an end event i.e. safe
(S) to escalate to a near miss (N), mishap (M). incident (I), accident (A) or catastrophe
(C). Failure probabilities for each safety barrier are assigned in the event tree viz. HFB
(2.90x107), MOB (4.21x107), RPB (5.27x107), DPB (6.16x10%), IPB (10.60x107%),
EPB (2.71x10%), and DCEMB (10.88x107). There are twenty four potential
consequences which have been identified exaggerating from the initial safe state in an
LNG process facility. First twelve consequences are: (i) S (All X, X;, X5 safety barriers
work properly), (ii) N (X,, X3 both work, but X, fails), (iii) S (X, fails, but both X5 and
X3 work), (iv) N (X, X3 both fail, but X5 works), (v) N (X5 fails, but X, X; and X4
work), (vi) M (X3, X3 both fail, but both X; and X4 work), (vii) N (X;, X3 both fail, but
both X, and X4 work) and (viii) M (X, X; and Xj fail, but X4 works), (ix) M (X3, X4 both
fail, but X, X3 and Xs work), (x) I (X2. X3 and X4 fail, but X, and X5 both work), (xi) M

(Xi. X3 and X4 fail, but X,, and Xs both work), (xii) I (X;, X5 X3 and X4 fail, but Xs
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3.1.2 Bayesian network modeling

Bayesian inference is one of the emerging thought got much attention to scholars.
Nowadays Bayesian theory is implemented in fault diagnosis while engineers, experts are
using in safety and risk analysis of the system process. Bayesian network can be defined
by its characteristics; a set of variables, a set of edges (directed), finite set of mutually
exclusive states in each variable and form of a directed acyclic graph [127]. Bayesian
network is called a directed acyclic graph (DAG) due to representation of its conditional |
interdependency [128]. In Bayesian Network. “probability inference of an event is
conditional on the observed evidence™ [129]. Bayesian network can implement forward or

prediction analysis; however, it can perform backward or diagnosis analysis as well [130].

Direct cause Indirect cause Common cause Common effect
P(Y[X) P(Y|X) P(YIX) P(ZIX,Y)
PZ|Y) P(Z|X)

Figure 3.2: Cause and Effect Relationship

Figure 3.2 represents causal network with a set of variables (i.e. X, Y, Z) and a set
of directed edges between those variables. [f there is an edge from X to Y, we can say that

X is a parent of Y and Y is a child of X. It can be represented by P(Y|X). Similarly, if
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other certainties through D. Figure 3.4 represents both converging and diverging
connections between its variables. From parent node X; and X, connection diverges to
all consequences (i.e. safe, near miss, mishap, incident, accident and catastrophe). For
each consequence, connection converges such as X;, X, and X3 converge to safe
consequence. Here, X;, X, and X3 are safety barriers to prevent unwanted consequences.
These are possible causes as well since failure of these barriers might cause near miss or
other consequences deviated from safe state. If we know a possible condition of “how”
and “why” a near miss occurs, it might lead us to possible causes; otherwise one possible
cause cannot tell about other causes. Relevant details regarding Bayesian network can be
found on Jensen & Nielsen [127], Neil et al. [131] and Pearl [132].
Networking

Bayesian network diagram includes nodes and edges. The failure probability of
each safety barrier is denoted by X; in the relative Bayesian network (Figure 3.4) which
comprises ‘circular’ nodes as safety barriers as well as parents from X, to X7 (i.e. human,
management, release prevention, dispersion prevention, ignition prevention, escalation
prevention and damage control prevention factor) and ‘oval’ shaped nodes as end events
as well as children (i.e. safe, near miss, mishap, incident, accident, and catastrophe).
Safety barriers (parents) are linked through edges with end events (children). In current
network, only dotted line represents edges from Human factor (X;) barrier to all end
events. Management factor is connected through breaking lines/edges to all end events.

Other listed barriers are connected through hard lines/edges.
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) ST Human Factor (HFB)

X2- - - - Management & Organizational Factor (MOB)

Xz —---- Release Prevention Barrier (RPB)

Dispersion Prevention Barrier (DPB)

Ignition Prevention Barrier (IPB)

Xg —---- Escalation Prevention Barrier (EPB)

X- —--- Damage Control & Fmergency Management Barrier (DCEMB)

HFB: 99.71x107  MOB: 9579x10? RPB: 9473x10?  DPB. 9384x10°  IPB: 89.40x10” EPB: 97.29x10? DCEMB: 89 12x107

3 RS
Not Near Miss
— e — ) > — 3 Catastrophe

5.70x107 .
- .
9,07x10" 8.69x102 5.10x10” 5.88x10* 1.46x10 1.78x10

Figure 3.4: Proposed Bayesian Network Model [75]
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Considering the SHIPP conceptual model, but non-sequential array, Bayesian
network model (Figure 3.4) has been proposed which is based on revised event tree (The
revised event tree includes human and management & organizational barriers). Bayesian
network model is superior for real time accident scenarios and designing accident model
and analysis and hereby, preferred due to its ability for successive approximation and
handle uncertainty. Moreover, it can describe the dependency and conditionality of the
prior causes and consequences. The current Bayesian model can depict the accident
scenarios and help to determine the occurrence probability of end events in any order
conditional to any given state of safety barriers. It requires only a small number of
directed edges in addition to small number of probabilities to add a new piece of
information in Bayesian network. In the proposed Bayesian model, Bayesian network is
developed for each safety barrier and their relevant links with the end events. Edges
between safety barriers and end events are considered as non-sequential; however, events’
occurrence is sequential. Bayesian theory can be implemented in the current Bayesian
model to update prior belief of safety barriers with observations of actual performance
[130, 133]. Figure 3.4 represents the sequences of safety barriers to prevent and mitigate
potential end events in an LNG process facility. It also depicts failure of relevant barriers
individually and collectively leading to end states. Depending on the failure
consequences. the end results might be near miss to catastrophic accident deviated from a

safe state.
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CHAPTER 4

Mathematical Formulation and Analysis

4.1 Conditional Probability Assessment
The nodes of a Bayesian network are associated with the conditional probability which
determines the nodes’ probability distribution [131]. In present analysis, Bayesian
network is used to estimate prior conditional events’ occurrence probability. Further,
using the prior occurrence probability of safety barriers in revised event tree (Figure 3.1),
end states occurrence probability has been estimated using forward analysis (Equation
4.1). Moreover, failure probabilities of the safety barriers are updated with the help of
backward conditional probability approach (Equation 4.2) by using the posterior
probabilities of adverse events and the newly observed data.
4.1.1 Forward analysis (Posterior probability estimation)

Bobbio et al. [130] nicely defined forward analysis as, “predictive analysis, in
which the probability of occurrence of any node of the network is calculated on the basis

of the prior probabilities of the root nodes and the conditional dependence of each node™.

P(z)= ZP(x,,xz,xS,z)

X).X5.0

P(z = success) = Z P(x,,x,,x,,2z = success)

Np X

= D P(x)P(x,)P(x;)P(z = success | x,,x,, %) 4.1

X[,X2,X3
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To estimate the probability of an end event’ occurrence in a given time period, the
specific safety barrier contribution in every stage is kept in count by summing over the
possible situations. For each end state (i.e. safe, near miss, mishap, incident, accident, and

catastrophe), forward analysis has been implemented in following ways:

P(Safe = yes) = 3 P(X,)P(X,)P(X,)P(Safe = yes | X,, X, X,)

X

P(Nearmiss = yes)
= ZP(XI YP(X,)P(X,)P(NotSafe)P(Nearmiss = yes | X,, X,.X,, NoiSafe)

XAy

P(Mishap = yes)
= Z:P(Xl VP(X,)P(X)P(NotNearmiss)P(Mishap = yes | X, X,, X, NotNearmiss)

X)X

P(Incident = yes)
= Z P(X\)P(X,)P(X,)P(NotMishap) P(Incident = yes | X, X,.X ;, NotMishap)

X)X

P(Accident = yes)
= Z P(X,)P(X,)P(X,)P(Notlncident)P(Accident = yes| X, X,, X, Notincident)

P(Catastrophe = yes)
= Z:P(Xl YP(X,)P(NotAccident) P(Catastrophe = yes | X, X, . NotAccident)
4.1.2 Backward analysis (Bayesian failure probability estimation)
“Backward (diagnostic) analysis concerns the computation of the posterior
probability of any given set of variables given some observation (the evidence),

represented as instantiation of some of the variables to one of their admissible values”

[130].
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P(x, = work & z = success
P(x, = work | z = success) = ( )

P(z = success)

Z P(x, =work.x,,x,.z = success)
X3.X3

P(z = success) 4.2

The preferred method for estimating P(X, | Safe = yes) or P(X;| Nearmiss = yes) is
using the statistical analysis of accident data. Contribution of each barrier in end events’
occurrence is estimated by taking probabilities of X, (/ = 1...,7) given that system is in end
state (i.e. safe, near miss, mishap, incident, accident and catastrophe) and summing over
the possible situations. Here, X;, X5, X3, X, Xs5, Xsand X7 are identified as safety barriers
(i.e. human, management, release prevention, dispersion prevention, ignition prevention,
escalation prevention and damage control prevention factor). Backward analysis has been
implemented to check the contribution of each safety barrier in occurrence of any end

events in following ways:

P(X,|Safe = yesy= Y P(X, =5.X,,X,.Safe = yes)/ P(Safe = yes)

X3.%3

P(X,|Safe = yesy= Y P(X,. X, =s,X,,Safe = yes)/ P(Safe = yes)
2 1 2 3

A RAS!

P(X, | Safe = yes) = ZP(X],XZ,X3 =s,Suafe = yes)/ P(Safe = yes)
P(X, | Nearmiss = yes)
= Z P(X, =5.X,,X,,NotSafe = yes, Nearniiss = yes)/ P(Nearmiss = yes)

XXy
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P(X, | Nearmiss = yes)
= ZP(Xl , X, =s5,X,,NotSafe = yes, Nearmiss = yes)/ P(Nearmiss = yes)

RIRRE]

P(X | Nearmiss = yes)
= » P(X,,X,,X, =s,NotSafe = yes, Nearmiss = yes)/ P(Nearmiss = yes)

Xp,X

In similar way, mishap, incident, accident and catastrophe have been included to
estimate the barrier contribution in causation of end events.

4.2 Bayesian Updating Model

Prior Likelihood
probabilitics probabilities
P(x) P(data|x)

\/

Bayesian Inference

Pldata| x,)P{x,)
> P(data| x,)P(x,)

A4

Posterior

probabilities
P(x | data)

Figure 4.1: Bayesian Updating Process

Bayesian inference estimates the updated consequence results in case of failure of
safety barriers through Bayesian network analysis. Once the prior failure probabilities of
safety barriers, P(x;) are available and likelihood probabilities, P(data | x;) are estimated,

posterior probabilities, P(x; | data) can be calculated. Bayesian updating mechanism is
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illustrated in Figure 4.1. Subsequently, Bayesian backward conditional probability
approach helps to update safety barrier success/failure probabilities. The whole
consequence is demonstrated through a flowchart diagram for an LNG process facility in

Figure 4.2.

Prior safety barsicr
lailure probabihties

v

Create Bayesian network for
abnormal cvents

v

Calculate occurrence probability of
—»  abnormal cvents using Bayesian
nctwork

v

I.ist abnormal cvents’

real time data

v

N=0

—~ N=N+17 i«

<
4

Continue with

Any new

abnormal cventsy prior failure probabihiry

Calculate likelihood probabiliry
from given data

v

Caleulate posterior probability using

Bayesian analysis

Update barrier failure probability

using backward analysis

v

Figure 4.2: Flowchart for Updating Barrier Failure Probabilities for LNG Process Facility
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4.2.1 Likelihood estimation

Using the real life site specific data, likelihood probabilities are estimated for the
specific scenario. To define likelihood, identification of end events for a given time
duration (each month) in each category is essential which is denoted by N, After
estimating the occurrence probabilities of each end state, the likelihood probabilities,

P(E|X) is calculated for each end state using the following Equation (4.3):

N,

el

N, N s N

[
ZNG,I :Nc,l +Nc,2 +Nc.3+Nﬂ.4+Ne,5 +Ne,(y

i=1

N 6
P(E| X)=—X ,wherez N, #0

[
ZNU,, i=l
= 4.3)
4.2.2 Bayes’ theorem
Bayes’ theorem updates probabilities [134] for given new pieces of evidence

using the following Equation (4.4).

_PX.E) _ P(X,E) _ PE|X)PX)

PAXTE) P(E) Y. P(X.E) Y P(E|X)P(X)

(4.4)

where,
X represents a specific hypothesis (may or may not be some null hypothesis).
E represents observed evidence.
P(X) is called the prior probability of X.
P(E|X) is called the conditional probability of seeing the evidence E if the
hypothesis X happens to be true.

P(E) is called the marginal probability of E.
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Here, occurrence probability of the safety barrier X is an identical independent

random variable and P(E|X) is likelihood probabilities whereas, P(X|E) is posterior

probabilities. Prior probabilities, P(X) and likelihood probabilities, P(E|X) are replaced in

Bayes’ theorem (Equation 4.4) to estimate posterior probabilities, P(X|E) or, updated

occurrence probabilities. The denominator represents the normalizing factor.




CHAPTER 5

Model Testing

Bayesian theory is convenient to estimate posterior probabilities of end events. Safety
barriers’ success/failure probability estimation using backward conditional probability
approach is another advantage of this method. Before testing the improved model, expert
opinion, literature review and process component failure data are used to estimate prior
failure probabilities of the /-th safety barrier for different values of i (1, 2, 3,...,7) through

relevant fault tree simulation [2, 66, 135] (Table 5.1) and is presented in Appendix A.

Table 5.1: Prior Occurrence Probability for Iiach Primary Safety Barrier

Safety Barrier(.X}) Failure Probability, P(X})
Human Factor Barrier (HFB) 2.90x107
Management and Organizational Barrier (MOB) 4.21x107
Release Prevention Barrier (RPB) 5.27x107
Dispersion Prevention Barrier (DPB) 6.16x107
Ignition Prevention Barrier (IPB) 10.60x107
Escalation Prevention Barrier (EPB) 2.71x107
Damage Control and Emergency Management 10.88x 102

Barrier (DCEMB)

5.1 LNG Process Facility Data Evaluation
5.1.1 LNG and process train

LNG (Liquefied Natural Gas) is a highly demanded condensed natural gas
(boiling temperature ranges from -166° C to -157° C at atmospheric pressure). It is a

mixed component of methane, ethane, propane. nitrogen and other particles which are
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combustible with a LFL (Lower Flammable Limit) limit of 4-5% by volume in air and an

UFL (Upper Flammable Limit) limit of 15%, depending on temperature [136]. To make it
more economical and meet global energy demand, it is liquefied for easy shipping for
different regions. According to CEE [137], it needs to follow a LNG train which is
comprised four stages, (1) Exploration and production, (2) Liquefaction, (3) Shipping,
and (4) Regasification and storage. Liquefaction is an important step in LNG process train
since it transforms natural gases in a liquid form to make it usable for customers. The
liquefaction plant is fed with gas sourced from the production field. During this process,
contaminants such as, carbon dioxide (CO,), water (H,0), Nitrogen (N;) is removed to
avoid freezing up or, any unwanted damages [66]. Liquefaction facilities are well
established with several parallel trains where LNG is stored in double-walled inner and
outer tanks at atmospheric pressure. Several safety measures are taken in LNG process
facilities though any catastrophic hazards have not taken place until today. The hazardous
nature of LNG can be found on Rathnayaka et al. [66], Bernatik et al. [136], and Horn &
Wilson [139].
5.1.2 Case study application of proposed model

The proposed Bayesian model is applied to LNG process facilities to evaluate past
accident data as well as accident scenarios. In this section, an LNG process plant (Figure
5.1) data is studied to demonstrate the application of the proposed Bayesian accident
model. In this case study, six possible end states/events (i.e. safe, near miss, mishap,
incident, accident and catastrophe) are identified. From the revised sequential event tree
(Figure 3.1), it has been observed that the process system is deviated from its normal

operation which results in ‘safe’ events; however, no harm/loss is occurred. If the
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management and organizational factor barrier (MOB) fails (i.e. poor safety culture),
release might occur and human factor barrier (HFB) might not be able to stop/prevent it
which results in a ‘near miss’. Now if the HFB fails (i.c. operator error) and release
occurs, MOB still can manage it through strong safety culture management and prevent
the release causing no harms, which is still a ‘safe’ event. If both HFB and MOB fail (i.e.
operator error, wrong decision), release would happen and ‘safe’ will escalate to a ‘near
miss’. Similarly, other end events’ consequences can be explained from the given event
tree. However, all the consequences are happening sequentially and that is a drawback of
this improved sequential SHIPP model. In real life scenario, end events’ occurrence can
happen in any order (i.e. near miss can escalate to an incident or accident). So it is crucial
to use this updated and improved non-sequential approach which is defined as Bayesian
network approach [75]. Now if the non-sequential concept is applied on Bayesian
network model in Figure 3.4, the end events’ consequences can be explained in any order.
For example, a mishap just happened due to HFB, RPB (Release prevention barrier) and
DPB (Dispersion prevention barrier) failure which might escalate to an accident and the
chances of occurrences can be estimated if the “not incident’, HFB, MOB and DCEMB
(Damage control and emergency management barrier) success probabilities are available.
In similar way, probabilities of other consequences can be estimated. Both revised event
tree and Bayesian network model are useful to validate the assumption. Prior failure
probabilities can be applied in the revised event tree model as well as in the Bayesian
network model to estimate the occurrence probabilities for both models. The results are
listed in Table 5.2. It may be observed from the listed results that the occurrence

probabilities for both models closely match.
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Figure 5.1: LNG Process Plant [66, 140]
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Table 5.2: Prior Occurrence Probabilities of End Events Using SHIPP and Bay esian Model

Event Tree Conditional Event
End Occurrence Occurrence
Fvents(E) Probability P(£)) Probability P(E})
Safe (E)) 9.07x10" 9.07x10"
Near miss (£>) 8.73x107 8.69x107
Mishap (E3) 4.86x107 5.10x107
Incident (E,) 4.43x10™ 5.88x10™
Accident (Es) 2.30x107 1.46x107
Catastrophe (Es) 3.95x107 1.78x10°

5.1.3 Model validation

End events’ occurrence in a process facility on a regular basis is not unusual.

Hence, first 10 months end events’ data (2008) [2] of an LNG process plant is presented

in Table 5.3 to proof that evidence. This raw data is used in the proposed Bayesian

network model (Figure 3.4).

Table 5.3: Real Monthly Data of the First 10 Months of the Year 2008 [2]

Safe  Nearmiss Mishap Incident Accident Catastrophe  Total
Month  (£)) (E>) (E3) (E4) (Es) (Eo) Events
1 5 4 2 1 0 0 12
2 4 6 2 0 0 0 12
3 5 7 2 1 0 0 15
4 18 44 12 8 1 0 83
5 5 18 5 2 0 0 30
6 3 9 1 1 0 0 14
7 4 6 0 1 1 0 12
8 4 7 3 1 0 0 15
9 3 10 3 1 0 0 17
10 2 3 2 2 0 0 9
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The estimated likelihood and posterior probabilities are listed in Table 5.4 and 5.5.

Here, the posterior probabilities are calculated using both prior occurrence and likelihood

probabilities of end events.

Table 5.4: Likelihood of Events Occurrence of the First 10 Months of the Year 2008

Safe Near miss Mishap Incident Accident  Catastrophe
Month (E)) (£2) (E3) (E9) (E5) (Es)
1 4.17<10" 3.33x10"  1.67x10"  8.33x107 0.0 0.0
2 33310 5.00x10"  1.67x10" 0.0 0.0 0.0
3 3.33x107" 4.67<10"  1.33x107 6.67x107 0.0 0.0
4 2.17<10" 530107 1.45x107  9.64x102  1.20x107 0.0
5 1.67<107"  6.00x10"  1.67x10"  6.67x107 0.0 0.0
6 215107 6.43x10"  7.14x107  7.14x10™ 0.0 0.0
7 33310 5.00x10" 0.0 8.33x10%  8.33x10 0.0
8 267107 4.67x10"  2.00x10"  6.67x107 0.0 0.0
9 1.76x10"  5.88x10"  1.76x10"  5.88x10 0.0 0.0
10 222x10" 333x107 2.22x10" 2.22x10" 0.0 0.0
Table 5.5: Posterior Events™ Occurrence of the First 10 Months of the Year 2008
Safe Near miss  Mishap Incident Accident  Catastrophe
Month (£ (E2) (E3) (E£y) (Es5) (E¢)
I 9.27x10"  7.10x102  2.08x10°  1.20x10™ 0.0 0.0
2 8.72x10"  1.25x10"  2.45x107 0.0 0.0 0.0
3 8.80x107"  1.18x107"  1.98x10°  1.14x10" 0.0 0.0
4 8.08x10"  1.89x10"  3.03x10°  2.33x10*  7.22x107 0.0
5 7.40x<107  2.55x<10"  4.16x10°  1.92x107 0.0 0.0
6 7.76x10"  2.23x10" 1.45x10°  1.68x10™ 0.0 0.0
7 8.74x10"  1.26x10" 0.0 1.42x10*  3.52x10° 0.0
8 8.53x10"  1.43x10"  3.60x10°  1.38x10" 0.0 0.0
9 7.55x<107"  2.41x10"  4.24x10°  1.63x10™ 0.0 0.0
10 870x10"  125x10"  4.89x10°  5.64x10™ 0.0 0.0
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Despite careful steps in accident modelling it is a requirement to validate the
model and verify numerical calculation. As a first step, the model can be validated and
compare all numerical values with other models. For the proposed Bayesian model to
pass the validation, it is necessary to compare the posterior end results with prior months.
For example, if the *0°th (prior) and later month end events’ values closely match for both
SHIPP and proposed Bayesian model then the proposed model will be acceptable. For the
comparison, the end events’ posterior probabilities for the ‘0’th (prior) and the “10°tA
month are obtained from the revised event tree and Bayesian network and are listed in
Table 5.6. Further, these two results are compared. 1t may be observed from Table 5.6
that posterior values for both SHIPP and Bayesian model closely match. Graphical
representation of 10 months occurrence probability is available in Figure 5.2. Another

case study of Macondo blowout well accident is presented in Appendix B.

Table 5.6: Model Comparison for End Events® Probabilities

End SHIPP Proposed
Month Events Model Model
Safe (E;) 9.07x10™ 9.07x10""
Near miss (£-) 8.73x107 8.69x1072
0" month (prior)  Mishap (E3) 4.86x107 5.10x107
Incident (E;) 4.43x10™ 5.88x10™
Accident (E5) 2.30%107 1.46x107
Catastrophe (E5) 3.95%107 1.78x10°
Safe (£)) 8.50%10"" 8.70x10™
Near miss (£5) 1.45%10"! 1.25%x10°!
10" month Mishap (£3) 4.00<107 4.89x107
Incident (E,) 3.00x10™ 5.64x10™
Accident (E5) 9.21x107 0.0
Catastrophe (£s) 0.0 0.0
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5.2  Application to 24 Months Data

5.2.1 Likelihood failure probability estimation
The 24 months real time data from LNG process plant is listed in Table 5.7. From
this raw data four end events (safe, near miss, mishap and incident) are identified with
frequent number of occurrence. Only three accident occurrence in 24 months period and
no catastrophe has been observed. Columns 2-7 of Table 5.7 represent each end event
occurrence and column 8 represents total occurrence for each month. To calculate
likelihood probabilities of the given data, Equation (4.3) is used.
The likelihood probabilities are estimated using following steps:
e Identify end events for each month in each category denoted by N,
o Assess total number of end events by taking sum on N, ; ,where i is the i-th barrier.
e Estimate the likelihood for each event of each month by dividing each
corresponding months’ total.
For example, in the 2™ month, Safe (E£,) events happened twice (i.e. i =2). Total

events for the 2" month are 7.

6

Z Nc,:
i=1

:NL',] +Nc,2+NL‘,3+NU,4+Nc,5 +Nu,6
=24+2+2+1+040
=7

¢ Now the likelihood P(£|X) is calculated using the following equation as illustrated

in Equation (4.3),
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P(E| X)
N

¢

>N,

1

_2
7
= 2.857x10"

Likewise, likelihood probabilities for other end events for each month have been

calculated using above equation. Updated likelihood probabilities are listed in Table 5.8.
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Table 5.7: Real Monthly Data of the Years 2008 and 2009 [66]

Month
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Table 5.8: Likelihood of Events Occurrence of the Years 2008 and 2009

Safe Near miss ~ Mishap Incident  Accident Catastrophe
Month (E) (E2) (E3) (E4) (E5) (Es)
1 429x10"  5.71x10" 0.0 0.0 0.0 0.0
2 2.86x10"  2.86x10"  2.86x10"  1.43x10" 0.0 0.0
3 7.14x10"  2.86x10" 0.0 0.0 0.0 0.0
4 2.39x107"  5.65x10"  1.74x10" 2.17x107 0.0 0.0
5 3.33x10"  5.56x10"  1.11x10" 0.0 0.0 0.0
6 4.00x10"  6.00x10"! 0.0 0.0 0.0 0.0
7 5.00x10"  2.50x10"  1.25%10"  1.25x10" 0.0 0.0
8 1.67x10"  3.33x10" 0.0 5.00x10" 0.0 0.0
9 6.67x10"  3.33x10" 0.0 0.0 0.0 0.0
10 2.86x10"  429x10"  1.43x10" 0.0 1.43x10™ 0.0
11 143107 5.71x10"  2.86x10" 0.0 0.0 0.0
12 6.67x10"  3.33x10" 0.0 0.0 0.0 0.0
13 4.17x107  3.33x10"  1.67x10"  8.33x107 0.0 0.0
14 333x10"  5.00x10"  1.67x10" 0.0 0.0 0.0
15 333x107  4.67x10"  1.33x10"  6.67x107 0.0 0.0
16 2.13x107  5.74x10"  1.28x107"  6.38x107  2.13x107 0.0
17 L15x107  5.77x10"  2.31x10"  7.69x107 0.0 0.0
18 2.50x10"  5.83x10"  8.33x10%  8.33x107 0.0 0.0
19  3.33x107  5.00x107 0.0 8.33x10%  8.33x107 0.0
20 2.67x107  4.67x107  2.00x10"  6.67x107 0.0 0.0
21 1.76x10"  5.88x10"  1.76x10"  5.88x10™ 0.0 0.0
22 2.22x107 3.33x100 222x10" 2.22x10" 0.0 0.0
23 3.68x10"  526x107  1.05x10" 0.0 0.0 0.0
24 4.00x107  4.00x10"  2.00x10"" 0.0 0.0 0.0

49



5.2.2 Posterior events’ occurrence probability estimation

In this step, Bayesian theory is applied to calculate the posterior probability of
each end state. Using prior occurrence probabilities from Table 5.2 and likelihood
probabilities from Table 5.8, posterior probabilities have been estimated using Bayes’
Equation (4.4). The posterior probabilities are estimated using subsequent steps:

e Numerator can be written as for each event:

(leyi * Pey,i)s

where, i=1,2, 3,4, 5, 6;

k=1,2,3,4,....... 23, 24;

e Denominator can be written for the 2" month as:

To calculate the denominator, above approach has been used:

6
ZP(EIX)P(X) = (2.857 x 1071 %9.074 x 10™1) + (2.857 x 107! % 8.688 x 1072) + ---

i=1
+ (0.0 +1.782 x 1076) =2.856 x 107!

P(E|X)P(X)
¢ L P(EIX)P(X)

Now,

2.593 x 107!
2.856 x 107!

=9.079 x 1072, posterior value for the ‘Safe’ event for the 2™ month.
Likewise, posterior probabilities for other events for each month have been

calculated using Bayes® Equation (4.4). Updated posterior values are listed in Table 5.9.
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Table 5.9; Posterior Events’ Occurrence of the Years 2008 and 2009

Safe Near miss ~ Mishap Incident  Accident  Catastrophe
Month (E)) (E2) (E3) (Ey) (E5) (Es)
I 8.87x10"  1.13x10" 0.0 0.0 0.0 0.0
2 9.08x10"  8.69x10%  5.10x10°  2.94x10™ 0.0 0.0
3 9.63x10"  3.69x107 0.0 0.0 0.0 0.0
4 8.13x10"  1.84x10"  3.32x10°  4.79x107 0.0 0.0
5 8.61x10"  1.37x10"  1.61x107 0.0 0.0 0.0
6 8.74x10"  1.26x10 0.0 0.0 0.0 0.0
7 9.53x10"  4.56x107  1.34x10°  1.54x10™ 0.0 0.0
8 8.38x10"  1.60x10" 0.0 1.63x107 0.0 0.0
9 9.54x10"  4.57x107 0.0 0.0 0.0 0.0
10 8.72x107  1.25x10"  2.45x107 0.0 7.02x10° 0.0
1 7.17x10" 275107 8.06x107 0.0 0.0 0.0
12 9.54x10"  4.57x107 0.0 0.0 0.0 0.0
13 927x10" 710107 2.08x10°  1.20x10™ 0.0 0.0
14 872x10"  1.25x10"  2.45x107 0.0 0.0 0.0
15 8.80x10"  1.18x10"  1.98x10°  1.14x10™ 0.0 0.0
16  7.92x10"  2.05¢107  2.67x10°  1.54x10*  1.27x10° 0.0
17 671107 3.21x10"  7.54x10°  2.90x10™ 0.0 0.0
18 8.16x107  1.82x10"  1.53x10°  1.76x10™ 0.0 0.0
19  8.74x10"  1.26x10" 0.0 1.42x10*  3.52x10° 0.0
20 8.53x10"  1.43x10"  3.60x10°  1.38x10" 0.0 0.0
21 7.55x107  2.41x107 4.24x10°  1.63x10™ 0.0 0.0
22 8.70x10"  1.25x107  4.89x10°  5.64x10™ 0.0 0.0
23 8.78x107"  1.20x107  1.41x107 0.0 0.0 0.0
24 9.10x10"  8.72x10%  2.56x107 0.0 0.0 0.0
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5.2.3 Bayesian updating

To update the existing safety barrier success probabilities real time, backward or

diagnosis analysis has been done. In addition, conditional probability table listed in Table

5.10 is used to calculate the end events’ occurrence as well as each safety barrier

contribution in occurrence of any end events.

Table 5.10: Conditional Probability Table

Safety Barrier

End HFB MOB RPB DPB IPB EPB DCEMB
Events (X1) (X2) (X3) (X9 (Xs) (Xo) (X7)
Success Success Success - - - -
Safe )
Fail Success Success - - - -
Success Success Fail Success - - -
Fail Success Fail Success - - -
Near miss . L.
Success Fail Fail Success - - -
Fail Fail Fail Success - - -
Success Success Fail Fail Success - -
Fail Success Fail Fail Success - -
Mishap , . .
Success Fail Fail Fail Success - -
Fail Fail Fail Fail Success - -
Success Success Fail Fail Fail Success -
. Fail Success Fail Fail Fail Success -
Incident . ; . .
Success Fail Fail Fail Fail Success -
Fail Fail Fail Fail Fail Success -
Success Success Fail Fail Fail Fail Success
Fail Success Fail Fail Fail Fail Success
Accident . . ) . .
Success Fail Fail Fail Fail Fail Success
Fail Fail Fail Fail Fail Fail Success
Success Success Fail Fail Fail Fail Fail
Fail Success Fail Fail Fail Fail Fail
Catastrophe . . . . . .
Success Fail Fail Fail Fail Fail Fail
Fail Fail Fail Fail Fail Fail Fail
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t =N’ -th time barrier success probabilities for X;, X5, X;, X, X5, X5 and X7 are listed in

following table:

Satety Barrier(X)) Success Probability, P(X))
Human Factor Barrier (HFB) 99.71x107
Management and Organizational Barrier (MOB) 95.79x10
Release Prevention Barrier (RPB) 94.73x107
Dispersion Prevention Barrier (DPB) 93.84x107
Ignition Prevention Barrier (IPB) 89.40x107
Escalation Prevention Barrier (EPB) 97.29x10™
Dam'age Control and Emergency Management 89 12x107
Barrier (DCEMB)

Posterior information of the 19" and 20™ months is adopted from the case study (Table

5.9):
Safe Near miss ~ Mishap Incident  Accident Catastrophe
Month P(E) P(E;) P(E3) P(Ey) P(Es) P(Es)
19 8.74x<10"  1.26x10" 0.0 1.42x10%  3.52x10°® 0.0
20 8.53x107  1.43x10" 3.60x10° 1.38x10* 0.0 0.0

From conditional probability table we can see the system is in safe state while all three
barriers respectively, HFB(X;), MOB(X>) and RPB(X3) are in success/working state.
Even the failure of HFB(X)) still keeps the system safe. Since the system is in safe state,
all three barriers related to safe sequence have significant contribution to keep it safe.
This individual contribution can be estimated through backward analysis approach. Now
to estimate HFB(X,) contribution while the system is in safe state, following equation has

been used:

> P(X, = 5. Xy, X;, Safe = yes)
P(Xl | Saf(,’ = ’yes) — RERS

P(Safe = yes)
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State P(X)) P(X2) P(X;) P(X4) P(Xs) P(Xe) P(X7)
Prior Values  99.71x107  95.79=107°  94.73x107  93.84<107°  89.40x107 97.29~10°  89.12x107

Safe 93.64x107  93.64x107  93.64%107 - - - -
Near miss 299107 2.98x107 - 2.99x107 - - -
Mishap 0.0 0.0 - - 0.0 - -
Incident 5834107 5.83x107 - - - 5.83x107 -
Accident 8.36x10"  8.36x10"7 - - - - 8.36x10™""
Catastrophe 0.0 0.0 - - - - -
Here “success’ contribution of the safety barriers Xy, X5, X3 are estimated while these are in “safe’ state and rest Xy, X5, X and X7

are in “failure” state. Adding up all the contribution in all state for X}, X5, Xzand (1 — contribution) for X, Xs, X4 and X-are listed

as follows:

Barrier P(X)) P(X2) P(X;3) P(Xy) P(Xs) P(Xe)  P(X9)
Success S 5 7 >
Probabilitics 96.63%10™ 96.62x10~  93.64x10"  97.01x10™ 1.0 1.0 1.0

Matlab code and step by step analysis is available in Appendix C and D.

Now, updated barricr success probabilitics have been cstimated after using “prior’ success valucs of the safety barriers
and 19" month “posterior” information of the end events. To estimate new values for the barricrs, updated barrier success
probabilities need to be considered as prior information from the above table and the 20" month “posterior’ information of the

end events as normalizing factor in denominator.




Crotn P(X1) P(X;) P(X3) P(X4) P(Xs) P(Xs) P(X7)
Prior Values  96.63x107  96.62x107  93.64x107  97.01<107 1.0 1.0 1.0
Safe 89.54x107  89.65<10°  89.65x107 - - - -
Near miss 3.25%x107 3.25x107 - 3.25%107 - - -
Mishap 1.09x107 1.09x107 - - 1.09x10™ - -
Incident 0.0 0.0 - - - 0.0 -
Accident 0.0 0.0 - - - - 0.0
Catastrophe 0.0 0.0 - - - - -
Adding up all the contribution in all state for X;, Xo. Xzand (1 — contribution) for X, X5, Xsand .X- follows:

Barrier P(X) P(Xs) P(X5) P(X,) P(Xs) P(Xo)  P(X3)
Success = 5 = , S

Probabilitics 92.80x107  92.91x107  89.65¢107 9675107  99.99x10" 1.0 1.0

These barrier success probabilities will be updated in the next time interval, +1. as new information is available in the system.

Matlab code for the step by step analysis is given in Appendix C.

56







supported by plant specific data. The posterior probabilities of end events’ viz. safe, near

miss, mishap, incident, accident and catastrophe are shown in Figures 6.1 to 6.6.

Occurence probability of Safe events over 24 months
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Figure 6.1: Posterior Occurrence Probabilitics of Safe Events Over 24 Months
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Figure 6.2: Posterior Occurrence Probabilities of Near miss Events Over 24 Months
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Figure 6.3: Posterior Occurrence Probabilitics of Mishap Events Over 24 Months
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Figure 6.4: Posterior Occurrence Probabilities of Incident Events Over 24 Months
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Analysis of above Figures highlight that the end events’ occurrence probabilities
over the time period have been changed drastically as new information is integrated into
the analysis. Occurrence probabilities have been changed significantly from its initial
belief. With some exception in the month of April of 2008 and 2009, end events’
occurrence is relatively higher compare to other months from the beginning of year 2009.
Probability of *Safe’ events’ occurrence is reduced and as a result, *near miss’ and
‘mishap’ are getting increased. *Incident” and “accident’ are gradually decreased. In the
month of April, it’s comparatively higher than any other months though near miss events
are high in those months. It is evident that the safe events have a higher occurrence
probability at the beginning of the analysis. As it can be seen from Figure 6.1, the
posterior probability is fluctuating all over the months which are never been steady. Near
miss occurrence in Figure 6.2 shows almost same but upward fluctuation. The number of
occurrences is on top in the month of April of the year 2009 as it reaches to the peak. Rest
of the Figures (6.5 and 6.6) show a little fluctuation as there are not enough incident and
accident events have taken place. Only three accident occurrences with low priority
(7.02x107°, 1.27x10°°, 3.52x10°) has been observed; however no catastrophe has been
detected in that time period. The performance of the system is degraded with time which
might result in higher occurrence probability of near misses and mishap events.
Therefore, the prior estimation of consequences indicates that this particular LNG facility
observes accidents with very low frequency whereas the observation of near misses is
frequent. The past accident statistical data in different process industries displayed the
same phenomena. In reality, events such as near misses and mishaps are more frequent

than incidents or accidents. Therefore, the model results are significantly supported by
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real data. However, end event probabilities over the months of the year 2008 and 2009

change significantly as new data are integrated into the analysis. The safe event has a high
probability of occurrence at the beginning and as time goes by the probability is reduced
from 9.07x10"' to 8.87x10-" at the beginning of January 2008 and then increased to
9.07x10"" at the beginning of January 2009 The lowest occurrence probability has been
observed to 6.71x10"" in the month of May of 2009. Furthermore, high severity events
have low probabilities of occurrence at the beginning. As time goes by, the likelihood of
event occurrence dramatically increases. The probability of ‘“accident” occurrence
changes from 1.46x10”t0 3.52x10°.

For model comparison, occurrence probabilities are estimated using the prior
failure probabilities of safety barriers in both revised event tree and Bayesian network and
the outcome are relatively favorable. After observing these results, it is assumed that the
chance of system being safe is 9.07x10" which is relatively high compare to other end
events’ results. The probability of accident and catastrophic accident causation are
respectively. 1.46x107 and 1.78x10®. Similar prior belief or failure probabilities of the
safety barrier are used in revised event tree which gives 9.07x10"" for system being safe
whereas, 2.30x107 for being an accident and 3.95x10” for a catastrophic accident. From
both observations, it is clear that the improved model is applicable to real life accident
scenarios in any process industry with minor adjustment. Due to end event occurrence in
process facility, safety measures are undertaken whether it’s mechanical or management
concern. Variation of posterior probability (Figure 6.1 to 6.6) distribution over time

period indicates impairment of the LNG process facility.
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viz. human and management & organizational factors, has made a significant

difference in current study. In addition, an important mechanical safety barrier viz.
Damage Control and Emergency Management Barrier (DCEMB) is included in the
prediction of posterior probabilities of adverse events for real time industrial data and
as a result an adverse event of highest order viz. Catastrophe is included in the study.
The end events i.e. safe, near miss, mishap, incident, accident and catastrophe are the
outcome events of safe sate deviation for an abnormal operation (e.g., LNG release).
The 24 months real time raw data from LNG process plant are used for the
current study with frequent number of adverse event occurrence in every month.
Bayes’ theorem is convenient to estimate posterior probabilities of end events for the
current study. Similarly, to obtain the posterior information or update the safety
barrier success/failure probabilities real-time, Bayes’ theorem has been used. For LNG
release case study, occurrence probabilities of end events are estimated using forward
analysis. From the graphical representation, it is clear that the posterior probability is
fluctuating over the months except for the catastrophe events. In studied example,
near misses and mishaps are more frequent than incidents or accidents. It also
demonstrates a higher probability of occurrence of safe events; as time goes by, the
system degrade and safety barrier performance is reduced which causes incidents and
accidents to occur in the process facility. From the prior data, it has been observed
accident occurrence with very low frequency whereas the occurrence of near miss is
frequent. The end event probabilities over the months of the year 2008 and 2009
change significantly as new data are integrated into the analysis. The posterior
probabilities are used to update the safety barrier failure probabilities through a

backward analysis and in turn update the estimates of the likelihood continually. To
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CHAPTER 8

Future Works

There are several improvements can be implemented in proposed methodology:

e Uncertainty analysis: Uncertainty analysis or error propagation needs to be
included as the value has been calculated from several measured numbers.

e Non-cyclic network: To display an event’s consequence, sometimes non-
cyclic network is essential in real life analysis. Therefore it needs to be
considered during graphical illustration.

e Testing and validation: The model can be tested and validated with a new set
of data which is required.

e Tools: Several tools are recommended for testing and analysis. Hence, a tool
needs to be developed for easy and effective use.

e Results: Results can be altered to suite the need of the user; they can be

displayed graphically in a chart.
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Figure A3: Fault tree analysis of Release Prevention Barvier (RPB) failure [1, 2
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Safety barrier(X;) Failure Probability, P(X))
Well control barrier (WCB) 7.13x107
Influx mitigation barrier (IMB) 6.43x107
Ignition prevention barrier (IPB) 13.77x107
Escalation prevention barrier (EPB) 11.10x107
Emergency management barrier (EMB) 10.88x107
Management and organizational barrier (M&OB) 10.27x107

Table B2: Prior Occurrence Probabilities of End Events Using SHIPP and Bayesian Model

Event Tree Conditional Event
End Occurrence Occurrence
Events(£) Probability, P(Ey) Probability, P(£y)
Safe (E)) 9.29x10"' 9.29x10™
Kick (E,) 6.67x107 6.67x10™
Blowout (£5) 4.45x107 3.95x107
Fire and explosion (E,) 1.23x10™ 5.61x10™
Catastrophe (E5) 1.52x10° 6.25%10°

Table B1: Prior Occurrence Probability for Each Primary Safety Barrier [135]
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Safe state:

End Events Safety Barrier State Success Probability
Management Barrier S 0.8793
1 Safe -
Well control Barrier S 0.9287
Management Barrier F 0.9579
2 Safe -
Well control Barrier S 0.9287
Kick state:
End Events Safety Barrier State Success Probability
Management Barrier S 0.8793
1 Kick Not Safe S 7.1300e-2
Influx Mitigation Barrier S 0.9357
Management Barrier F 0.1207
2 Kick Not Safe S 7.1300e-2
Influx Mitigation Barrier S 0.9357
Blowout state:
End Events Safety Barrier State Success Probability
Management Barrier S 0.8793
1 Blowout Not Kick S 4.5850e-3
Ignition Prevention Barrier S 0.8623
Management Barrier F 0.1207
2 Blowout Not Kick S 4.5850e-3
Ignition Prevention Barrier S 0.8623
Fire and explosion state:
End Events Safety Barrier State Success Probability
Management Barrier S 0.8793
Fire and
1 explosion Not Blowout S 6.3140e-4
Escalation Prevention Barrier S 0.8890
Management Barrier F 0.1207
Fire and ]
2 explosion Not Blowout S A 314ne-4
S U.8890

| Escalation Prevention Barrier

102




Catastrophe state:

Barrier

End Events Safety Barrier State Success Probability

Management Barrier S 0.8793

1 | Catastrophe Not Fire and explosion S 7.0090e-5
Emergengy Management S 0.8912

arrier

Management Barrier F 0.1207

2 | Catastrophe Not Fire and explosion S 7.0090e-5
Emergency Management s 08912
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Ns = Not Safe, NKick = Not Kick, Blowout = Bt, Not Blowout = NBt, Fire = Fi,
Not Fire = NFi, Catastrophe = Cat

P(Safe) = P(Safe|X1,X2)P(X1) P(X2) + P(Safe|X1,X2) P(X1) P(X2)
= (1*0.8793*0.9287) + (170.1207*0.9287)
= 0.81661 + 0.11209
= 9.2870e-1

P(Ns) = 1 - P(Safe)
= 1-9.2870e-1
= 7.1300e-2

P(Kick) = P(Kick | X1,X3,Ns)P(X1) P(X3)P(Ns) + P(Kick | X1,X3,Ns)P(X1) P(X3)P(Ns)
= (1*0.8793*0.9357*7.1300e-2) + (1*0.1207*0.9357*7.1300e-2)
= 5.8663e-2 + 8.0525¢-3
= 6.6715¢-2

P(Not Kick) = 1 — P(Safe) — P(Kick)
=1-9.2870e-1 - 6.6715¢-2
= 4.5850e-3

P(Blowout) = P(Bt | X1,X4,NKick)P(X1)P(X4)P(NKick)
+ P(Bt | X1,X4,NKick)P(X1)P(X4)P(NKick)
= (1*0.8793*0.8623*4.5850e-3) + (1*0.1207*0.8623*4.5850e-3)
= 3.4764e-3 + 4.7721e-4
= 3.9536¢-3

P(Not Blowout) = 1 — P(Safe) — P(Kick) — P(Blowout)
=1-9.2870e-1 - 6.6715e-2 - 3.9536e-3
=6.3140e-4

P(Fire) = P(Fi | X1,X5,NBt)P(X1) P(X5)P(NBt) + P(Fi | X1,X5,NB)P(X1) P(X5)P(NBt)
= (1*0.8793*0.8890*6.3140e-4) + (1*0.1207*0.8890*6.3140e-4)
= 4.9356e-4 + 6.7751e-5
=5.6131e4

P(Not Fire) = 1 — P(Safe) — P(Kick) ~ P(Blowout) — P(Fire)

=1-9.2870e-1-6.6715e-2 - 3.9536e-3 - 5.6131e-4
= 7.0090e-5
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P(Catastrophe) = P(Cat | X1,X6 NFi)P(X1)P(X6)P(NFi)
+ P(Cat | X1,X6,NFi)P(X1)P(X6)P(NFi)
= (1*0.8793%0.8912*7.0090e-5) + (1*0.1207*0.8912*7.0090e-5)
= 5.4925e-5 + 7.5394¢-6
= 6.2464¢-5
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Appendix C

Matlab Code

o
o

Safe = Sf; Near miss = Nm;
Incident = In; Accident =

oo

2
°

o

e

Mishap = Mh;

Catastrophe = Cat;

FE——mm e —— Prior barrier probabilities(success)

px1=0.9971; px2=0.9579; px3=0.9473; px4=0.9384; px5=0.894;

px6=0.9729;

px7=0.8912;

§E———— e m Prior occurrence probability estimation
Sfl = (pxl*px2*px3);

Sf2 = ((1-px1l)*px2*px3);

Sf = Sfl1 + Sf2;

Ns = 1-Sf;

Nml = (pxl*px2*px4*Ns);

Nm?2 = {((l-pxl)*px2*px4*Ns);

N3 = (pxl1*{l-px2)*px4*Ns);

I

Nm4
Nm = Nml+Nm2-+Nm3+Nmd;
NNm = 1-Sf-Nm;

Mhl = (pxl*px2*px5*NNm) ;

Mh2 = ((1-px1)*px2*px5*NNm) ;

Mh3 = (px1*(l-px2)*px5*NNm) ;

Mhd = ((1-px1)* (1-px2)*px5*NNm) ;
Mh = Mhl+Mh2+Mh3+Mhi4;

NMh = 1-Sf-Nm-Mh;

Inl = (pxl*px2*px6*NMh) ;

In2 = ((l-pxl)*px2*px6*NMh) ;

In3 = (pxl*(1-px2)*px6*NMh) ;

Ind = ((1-px1)*{1-px2)*px6*NMh);

In = Inl+In2+In3+Ind;

NIn = 1-Sf-Nm-Mh-In;

Acl = (pxl*px2*px7*NIn);

Ac2 = {((l-pxl)*px2*px7*NIn};

Ac3 = (px1*({1l-px2)*px7*NIn);

Acd = ({(1-px1l)* (1-px2)*px7*NIn);

Ac = Acl+Ac2+Ac3+Acd;
NAc = 1-Sf-Nm-Mh-In-Ac;

Catl = (px1*px2*NAc);

Cat2 = ((l-pxl)*px2*NAc);
Cat3 = (pxl*{1l-px2)*NAc);
Catd = ((l-px1)*(1-px2)*NAc);

Cat = Catl+Cat2+Cat3+Catd;

Prior = [Sf Nm Mh In Ac Cat];

((1-px1)*(1l-px2) *px4*Ns);
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o

6]

——————————————— Likelihood calculation(improved methodology)-——-—--%%

o0

FEm e Cumulative data 10 months-----—-——--------—-——--~
Safe = [5 9 14 32 37 40 44 48 51 53]1°';

NearMiss = [4 10 17 61 79 88 94 101 111 114]1°';

Mishap = [2 4 6 18 23 24 24 27 30 32]";

Incident = [1 1 2 10 12 13 14 15 16 18]"';

Accident = (00011122221

Catastrophe = [0 0 0 0 0 O O 0 0 0]"';

Events = [Safe NearMiss Mishap Incident Accident Catastrophe];
$%—————————— 10 months Cumulative Data Conversion to Real Data---—-----
m = 10;

SafeN = zeros(10,1); NearMissN = zeros{(10,1});

MishapN = zeros{10,1); IncidentN = zeros(10,1);
AccidentN = zeros(10,1); CatastropheN = zeros(10,1);

UpdatedRealData = zerosi(m, 6);
SafeN(1,1) = Safe(l,1);
NearMissN{(1l,1) = NearMiss(1l,1);

MishapN(1l,1) = Mishap(1l,1);

)

1,1)
AccidentN{1l,1) = Accident(l,1);

1

IncidentN{ = Incident (1,1);
CatastropheN(1l,1) = Catastrophe(l,1);
for i = 1:m-1
SafeN(i+1,1) = Safe(i+1,1) - Safe(i,1l);
NearMissN(i+1,1) = NearMiss(i+1l,1) - NearMiss(i,1l):
MishapN(i+1l,1) = Mishap(i+l,1) - Mishap(i,1);
IncidentN(i+1,1) = Incident(i+l,1) - Incident(i,1);
AccidentN(i+1,1) = Accident(i+l,1) - Accident(i,1l);
CatastropheN(i+1,1) = Catastrophe(i+l,1) - Catastrophe(i,1};
end
disp(’' Safe Near miss Mishap Incident Accident
Catastrophe ')
disp('=———="=~-""-— -
_')
UpdatedRealData = [SafeN NearMissN MishapN IncidentN AccidentN
CatastropheN]
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FF——— e Likelihood estimation 10 months data----——-—-—------

m = 10;

Safel, = zeros(10,1}); NearMissL = zeros{(10,1);
MishapL = zeros(10,1); IncidentL = zeros({(10,1);
Accidentl = zeros(10,1); Catastrophel = zeros(1l0,1);

Likelihoodbata = zeros{m,6);

for 1 = 1:m
SafelL (i, 1) = SafeN(i,1l)/sum(UpdatedRealData (i, :));
NearMissL(i,l) = NearMissN(i,1l)/sum(UpdatedRealbata(i,:)):;
MishapL(i,1) = MishapN(i,1)/sum(UpdatedRealData(i,:));
IncidentL(i,1) = IncidentN(i,1)/sum(UpdatedRealData(i,:));
AccidentL (1,1) = AccidentN({i,1)/sum{UpdatedRealData(i,:});
CatastropheL(i,1) = CatastropheN({i,1l)/sum{UpdatedRealData (i, :));

end

disp ("' Safe Near miss Mishap Incident Accident

Catastrophe ')

disp('-———-——=————="—""— e

1]

)
Likelihoodbata = [Safel NearMissL MishapL Incidentl AccidentL
Catastrophel]

$F-————————— Posterior probability estimation 10 months---—-—----
m = 10;
SafeP = zeros(10,1); NearMissP = zeros(10,1);

MishapP = zeros(10,1); IncidentP = zeros(10,1);
AccidentP = zeros(1l0,1); CatastropheP = zeros(10,1);

PosteriorData = zeros(m,6);
TotalProb = zeros(m,1);
for i = 1:m

TotalProb(i,1l)=(Safel(i,1)*Sf)+ (NearMissL(i,1)*Nm)+ (MishapL(i,1)*M
h)+
(IncidentL (i,1)*In)+ (AccidentL(i,1)*Ac)+{(Catastrophel (i, 1)*Cat);

end
for i = 1:m
SafeP(i,1) = (SafelL(i,1)*Sf)/TotalProb(i,1);
NearMissP(i,1) = (NearMissL(i,1)*Nm)/TotalProb(i,1);
MishapP(i,1) = (MishapL(i,1l)*Mh)/TotalProb(i,1};
IncidentP (i, 1) = (IncidentL(i,1)*In}/TotalProb(i,1);
AccidentP (i, 1) = (AccidentL(i,l)*Ac)/TotalProbi(i,1);
CatastropheP(i, 1) = (Catastrophel(i,1)*Cat)/TotalProb(i,1);
end
disp ("' Safe Near miss Mishap Incident Accident
Catastrophe ')
disp(T——=-———— o
")
PosteriorData = [SafeP NearMissP MishapP IncidentP AccidentP
CatastropheP]
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o

e 10 months data plot-—-———-----————-—-—-————-

o

R et i Safe plot-———----—-————=-———-——————————
E = PosteriorData;
plot{etl,'.-g")

% Labels are erased, so generate them manually:
title{'Occurrence probability of Safe events over 10 months')
xlabel ("Month')

ylabel ("Posterior probability (Safe) ')

% Add a legend in the upper left:

legend('Safe"')

e e Near miss plot----—-——---—---—--=-—-———————

et?2 = EB(1:10,2);

plot(et2,'.-b")

% Labels are erased, so generate them manually:

title('Occurrence probability of Near miss events over 10 months')
xlabel ("Month')

vlabel ('Posterior probability (Near miss) ")

% Add a legend in the upper left:

legend('Near miss')

T Mishap plot---——-----=-==+------————-

|

|

|
etl = E(1:10,1);

|

et3 = E(1:10,3);

plot(et3,'.-m")

% Labels are erased, so generate them manually:
title('Occurrence probability of Mishap events over 10 months')
xlabel ("Month")

ylabel ('Posterior probability (Mishap)')

% Add a legend in the upper left:

legend{'Mishap"')

g% e Incident plot--——-—----——--———————————-

etd = E(1:10,4);
plot{et4,'.-b")
% Labels are erased, so generate them manually:

title('Occurrence probability of Incident events over 10 months')
xlabel ('Month')

yvlabel ('Posterior probability (Incident)')

% Add a legend in the upper left:

legend('Incident')
G Accident plot-—-—--—-————————————mm o

et = E(1:10,5);

plot (etb,".-m")

% Labels are erased, so generate them manually:

title('Occurrence probability of Accident events over 10 months')
xlabel ('Month")

yvlabel ("Posterior probability (Accident)')

% Add a legend in the upper left:

legend('Accident')
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FE e Catastrophe plot-——————-=——=—--——~————————-

et6 = E(1:10,06);

plot(ete,'.-r")

% Labels are erased, so generate them manually:

title('Occurrence probability of Catastrophe events over 10 months')
xlabel ("Month')

yvlabel ('Posterior probability (Catastrophe)')

% Add a legend in the upper left:

legend('Catastrophe')

B Subplot end events--~-—-———---———-—-=-———-
subplot (2,3, 1)
plot(etl,'.-b'")

subplot(2,3,2)
plot(et2,'.-b")
subplot (2,3, 3)
plot(et3,'.-b'")
subplot (2, 3, 4)
plot(etd,'.-b")
subplot (2, 3,5)

plot (et5,'.-b")
subplot (2, 3, 6)
plot(et6,'.-b")
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[ss)

TG -———m——— Likelihood calculation{improved methodology)--—-----%%

e
o o

s oo e Cumulative data 24 months-------—----—-=—----—~

o

Safe = [3 5 10 21 24 26 30 31 33 35 36 40 45 49 54 64 67 70 74 78 81

83 90 9417,

NearMiss = [4 6 8 34 39 42 44 46 47 50 54 56 60 66 73 100 115 122 128
135 145 148 158 162]';

Mishap = [0 2 2 10 11 11 12 12 12 13 15 15 17 19 21 27 33 34 34 37 40
42 44 46]°';

Incident = [0 1 122236666 677811 13 14 15 16 17 19 19
191"

Accident = [0 000000001111 11222333333]";
Catastrophe = [0 000 00 00000000000000C000O01";

Events = [Safe NearMiss Mishap Incident Accident Catastrophe];

§F—mm— = 24 months cumulative data conversion to real data---------
m = 24;

SafeN = zeros(24,1); NearMissN = zeros(24,1);

MishapN = zeros(24,1); IncidentN = zeros(24,1);
AccidentN = zeros(24,1); CatastropheN = zeros(24,1);

UpdatedRealData = zeros(m, 6);

SafeN(1,1) = Safe(l,1);
NearMissN(1l,1) = NearMiss(1,1);
MishapN (1,1} = Mishap(1l,1);:
IncidentN(1l,1) = Incident(1,1);
AccidentN(1,1) = Accident(l,1);
CatastropheN(1,1) = Catastrophe(l,1);
for i = 1:m-1
SafeN(i+1,1) = Safe(i+l,1) - Safe(i,1);
NearMissN{i+1,1) = NearMiss(i+1l,1) - NearMiss{(i,1l);
MishapN(i+1,1} = Mishap(i+l,1) - Mishap(i,1);
IncidentN(i+1,1) = Incident(i+l,1) - Incident(i,1);
AccidentN{(i+1,1) = Accident(i+1,1) - Accident(i,1);
CatastropheN(i+1l,1) = Catastrophe(i+1l,1) - Catastrophe(i,1);
End
disp(' Safe Near miss Mishap Incident Accident
Catastrophe ')
A 8P (" = m ")
UpdatedRealData = [SafeN NearMissN MishapN IncidentN AccidentN
CatastropheN]
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R R e e Likelihood estimation-—-—----=---——————==-——-——

m = 24;

Safel = zeros(24,1); NearMissL = zeros(24,1);
MishapL = zeros(24,1); IncidentL = zeros{(24,1);
Accidentl = zeros(24,1); Catastrophel = zeros(24,1);
LikelihoodData = zeros(m, ©6);

for i = 1:m
Safel(i,1) = SafeN(i,1)/sum(UpdatedRealData (i, :}));
NearMissL(i,1l) = NearMissN(i,1l)/sum(UpdatedRealbata(i, :));
MishapL (i, l) = MishapN(i,1)/sum(UpdatedRealData(i,:));
IncidentL{i,1) = IncidentN({i,1)/sum(UpdatedRealData(i,:});
AccidentL(i,1) = AccidentN(i,1)/sum(UpdatedRealDatali,:));
CatastropheL(l,l) = CatastropheN(i,1)/sum(UpdatedRealData(i, :
End
disp ("' Safe Near miss Mishap Incident Accident
Catastrophe ')
18P (P o m )
LikelihoodData = [Safel NearMissl, MishapL IncidentL AccidentL
Catastrophel]
§%-—mmm - Posterior probability estimation 24 months data--------
m = 24;

SafeP = zeros(24,1); NearMissP = zeros(24,1);
MishapP = zeros(24,1); IncidentP = zeros(24,1);
AccidentP = zeros(24,1); CatastropheP = zeros(24,1);
PosteriorData = zeros(m,6);

TotalProb = zeros(m,1};

for i = 1:m
TotalProb(i,1) = (SafelL(i,1l)*Sf)+ (NearMissL (i, 1)*Nm)+
{MishapL (i, 1)*Mh)+ (IncidentL(i,1)*In)+ (AccidentL (i, 1) *Ac)
+(CatastropheL (i,1)*Cat);

end
|

for i = 1:m

SafeP(i,1) = (S afeL(i,l)*Sf)/TotalProb( 1)

NearMissP(i,1) = (NearMissL(1i )*Nm)/TotalProb(i,l);

MishapP (1, 1) = (MishapL(i,l)*Mh)/TotalProb(i,l);

IncidentP (i, 1) = (IncidentL({i,1)*In)/TotalProb{i,1);

Acc1dentP( 1) =

CatastropheP(l 1) = (CatastropheL(i,1)*Cat)/TotalProb(i,1);
end
disp("' Safe Near miss Mishap Incident Accident
Catastrophe ')
disp('—====+—"———————— ")
PosteriorData = [SafeP NearMissP MishapP IncidentP AccidentP
CatastropheP]

(AccidentL(l,l)*Ac)/TotalProb(i,1);
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GG mmmmm oo 24 months Data Plot-----=-—-——-——-—————=——~
o T i Safe plot-——-——-——-—————-----——————=

E = PosteriorData;

etl = E(1:24,1};

plot(etl,'.-g")

% Labels are erased, so generate them manually:

title ('Cccurrence probability of Safe events over 24 months')
xlabel ('Month')

ylabel ('Posterior probability (Safe)')

% Add a legend in the upper left:

]

legend('Safe')
R e i Near miss plot--—-—-=---—-———-————---———~

et? = E(1:24,2);

plot(et2,"'.-b")

$ Labels are erased, so generate them manually:

title ('Occurrence probability of Near miss events over 24 months')
xlabel ("Month')

ylabel ('Posterior probability (Near miss)')

% Add a legend in the upper left:

legend('Near miss')

et3 = E(1:24, 3);

plot{et3,"'.-m")

% Labels are erased, so generate them manually:
title('Occurrence probability of Mishap events over 24 months')
xlabel ("Month')

ylabel {'Posterior probability (Mishap)')

% Add a legend in the upper left:

legend{'Mishap"')

]

e e e e Incident plot--=-—-——=-—-—--——————=—-———~—

o

etd = E(1:24,4);

plot(etd,'.-b'"}

% Labels are erased, so generate them manually:

title('Occurrence probability of Incident events over 24 months')
xlabel {("Month"')

ylabel {'Posterior probability (Incident)")

% Add a legend in the upper left:

legend('Incident')

e Accident plot--——-——-—-———-—----—-—————-

etbh = E(1:24,5);

plot (etb,".-m")

% Labels are erased, so generate them manually:

title('Occurrence probability of Accident events over 24 months')
xlabel ("Month'")

vlabel ('Posterior probability (Accident}')

¢ Add a legend in the upper left:

legend("Accident')

129



e Catastrophe plot

et6 = E(1:24,6);

plot{eto,'.-r"}

% Labels are erased, so generate them manually:

title('Occurrence probability of Catastrophe events over 24 months')
xlabel ("Month'}

ylabel ('Posterior probability (Catastrophe)')

% Add a legend in the upper left:

legend('Catastrophe')

R Subplot of 24 months end events’ data

subplot(2,3,1)

plot(etl,'.-b")
subplot (2, 3,2)
plot(et2,'.-b")

subplot (2, 3, 3)
plot(et3,'.-b'")
subplot(2,3,4)
plot(etd,'.-b")
subplot(2,3,5)
plot(et5,'.-b")
subplot (2, 3, 6)
plot{et6,'.-b")
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$-— Safe=S; Not safe=nS; Near miss=N; Not near miss=nN; Mishap=M;
~-— Not mishap=nM; Incident=I; Not incident=nI; Accident=A;
-— Not accident=nA; Catastrophe=C; Not Catastrophe=nC;

o0
o

o
oo

FE——— e Posterior data from 19th month--------"-------———-
PSafel9 = 0.87429;

PNmissl9 = 0.12556;

PMishapl9 = 0.0;

PIncidentl9 = 1.4167e-4;

PAccidentl1l9 = 3.5168e-6;

PCatastrophel9 = 0.0;

Posterior = [PSafel9 PNmissl9 PMishapl8 PIncidentl9 PAccidentl9
PCatastrophel9]
o Prior Occurrence Probability-----------------

fx1 = 0.9971; fx2 = 0.9579; fx3 = 0.9473; fx4 = 0.9384; fx5 = 0.894;

fx6 = 0.9729; f£x7 = 0.8912;
S1 = (fx1*fx2*£fx3); ‘
S2 = ((1-fxl)*fx2*fx3); |

S =81 + S82;
ns =1 - S;

N1l = (fx1*fx2*£fx4*ns);

N2 = ((1-fx1)*fx2*fx4*nS);

N3 = (fx1*(1-fx2)*fx4*nS); |

Nd = ((1-fx1)*(1-fx2)*fx4*n8); |

N = NI + N2 + N3 + N4; |

nN=1-35-N; |
|

Ml = (fx1*fx2*£x5*nN); |

M2 = ((1-fxl)*fx2*fx5*nN); |

M3 = (fx1*(1-fx2)*fx5*nN);

M4 = ((1-fx1)*(1-fx2)*fx5*nN);

M =Ml + M2 + M3 + M4; |

nM =1 -8 - N - M; |

Tl = (fx1*fx2*fx6*nM); !
|
|

I3 = (fx1*{1-fx2)*fx6*nM);

I4 = ((1-fx1)*(1-fx2)*fx6*nM);
I =11+ I2 + I3 + 1I4;

nI =1-8-N-M-1I;

{

I2 = ((1-fx1)*fx2*fx6*nM);
(
(

Al = (fx1*fx2*fx7*nl);
A2 = ((1-fx1)*fx2*fx7*nl);
A3 = (fx1*{1-fx2)*fx7*nl);
A4 = ((1-fx1)*{1-fx2)*fx7*nl);
A = Al + A2 + A3 + A4;
1

naA =

- 5S-N-M-1I - A;
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G- X1, X2, X3 contributions on Safe events---——---——-——----

X1 8 = (S1*fx1*fx2*fx3)/PSafel9;

X2 s = ((S1*fx1*fx2*fx3)+ (S2* (1-fx1)*fx2*fx3))/PSafel9;

X3 8 = ((S1*fx1*fx2*fx3)+ (S2* (1-fx1)*fx2*fx3))/PSafel?;

Stepl = [X1 8 X2 S X3 3]

- X1, X2, X4 contrikbutions on Near miss events-—----------
PN2 =

PN3 = fx1*({1-fx2)*fx4*ns;

PN4 = (1-fx1)*(1-fx2)*fx4*ns;

PnSl = fx1*(1-fx2)*£fx3;

PnS2 = (1-fx1)*(1-fx2)*fx3;

PnS3 = fx1*fx2* (1-fx3);

PnS4 = (1-fx1)*fx2*(1-fx3);

PnS5 = fx1*(1-fx2)* (1-fx3);

PnS6 = (1-fx1)*(1-fx2)* (1-fx3};

Xl_N = ((PN1*PnS3*fx1*fx2*fx4) + (PN3* (PnS1+PnS5)*fx1*(1-
fx2)*fx4) ) /PNmissl19;

X2 N = ((PN1*PnS3*fx1*fx2*fx4) + (PN2*PnS4* (1~
fx1)*fx2*fx4))/PNmissl9;

X4 N = ((PN1*PnS3*fxl*fx2*fxd) + (PN2*PnS4* (1-fxl)*fx2*fx4)
(PN3* (PnS1+PnS5) *fx1* (1-fx2)*fx4) + (PN4* (PnS2+PnS6)*(1-fx1)*

fx2)*fx4))/PNmissl9;

Step2 = [X1 N X2 N X3 S X4 N]

§F———mm X1, X2, X5 contributions on Mishap events—-—---—--—---—-

PM1 = fx1*fx2*fx5*nN;

PM2 = (1-fx1)*fx2*fx5*nN;
PM3 = fx1*(1-fx2)*fx5*nN;
PM4 = (1-fx1)*(1-fx2)*£fx5*nN;

PnN1 = fx1*fx2* (1-fx4)*nS;

PnN2 = (1-fx1l)*fx2*({1-fx4)*nS;
PnN3 = fx1*(1-fx2)*(1-fx4)*ns;
PnN4 = (1-fx1)*(1-fx2)*(1-fx4)*nS;

PnS1l = fx1*(1-fx2)*fx3;

PnS2 = (1-fx1)* (1-fx2)*fx3;
PnS3 = fx1*fx2* (1-fx3);

PnS4 = (1-fx1)*fx2*(1-fx3);
PnS5 = fx1*(1-£fx2)* (1-£fx3});
PnS6 = (1-fx1)*(1-fx2)* (1-fx3);

PN1 = fx1*fx2*fx4*ns;
(1-fx1)*fx2*fx4*ns;
+
(1-
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X1 M = ((PM1*PnN1*PnS3*fx1*fx2*fx5) + (PM3*PnN3* (PnS1+PnsS5)*fx1*(1-
fx2)*fx5)) /PMishapl9;

X2 M = ((PM1*PnN1*PnS3*fx1*fx2*fx5) + (PM2*PnN2*PnS4* (1-
fx1)*fx2*fx5))/PMishapl9;

X5 M = ((PM1*PnN1*PnS3*fx1*fx2*fx5) + (PM2*PnN2*PnS4* (1-£x1)*fx2*fx5)
+ (PM3*PnN3* (PnS1+PnS5) *fx1* (1-fx2)*fx5) + (PM4*PnN4* (PnS2+PnsSe6)* (1-

fx1)*(1-fx2)*fx5))/PMishapl9;

Step3 = [X1 M X2 M X3 S X4 N X5 M]

R R i bt X1, X2, X6 contributions on Incident events—----------

PI1 = fx1*fx2*fx6*nM;

PI2 = (1-fx1)*fx2*fx6*nM;
PI3 = fx1*{1-fx2)*fx6*nM;
PT4 = (1-fx1)*(1-fx2)*fx6*nM;

PnMl = fx1*fx2*{1-fx5)*nN;

PnM2 = (1-fx1)*£x2*(1-£x5)*nN;
PnM3 = fx1*(1-£fx2)* (1-£fx5)*nN;
PnM4 = (1-fx1)*(1-fx2)* (1-fx5)*nN;

PnN1 = fx1*fx2* (1-£fx4)*nS;

PnNz = (1-fx1)*fx2* (1-fx4)*nS;
PnN3 = fx1*(1-fx2)*(1-fx4)*nS;
PnNd = (1-fx1)*(1-fx2)* (1-fx4)*nS;

PnSl = fx1*{1-fx2)*£x3;

PnS2 = (1-fx1)*(1-fx2)*fx3;

PnS3 = fx1*fx2*(1-fx3);

PnSd = (1-fx1)*fx2* (1-fx3);

PnS5 = fx1*(1-£fx2)* (1-fx3);

PnS6 = (1-fx1)}*(1-fx2)*(1-fx3);

X1 T = ((PI1*PnMI*PnNI1*PnS3*£fx1*fx2*fx6) +

(PI3*PnM3*PnN3* (PnS1+PnS5) *fx1* (1-fx2) *fx6) ) /PIncident19;

X2 I = ({PI1*PnM1*PnN1*PnS3*£x1*fx2*£x6) + (PI2*PnM2*PnN2*Pns4=* (1l-
fx1)*fx2*fx6) ) /PIncidentl9;
X6 T = ((PI1*PnM1*PnN1*PnS3*fx1*fx2*£fx6) + (PI2*PnM2*PnN2*PnS4* (1-

fx1)*fx2*fx6) + (PI3*PnM3*PnN3* (PnS1+PnS5)*fx1* (1-fx2)*fx6) +
(PI4*PnM4*PnN4* (PnS2+PnS6) * (1-fx1)* (1-fx2)*fx6))/PIncidentl9;

Stepd = [X1 I X2 1 X3 S X4 N X5 M X6 T]
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FE—mm X1, X2, X7 contributions on Accident events-----------

PAl = fx1*fx2*fx7*nIl;

PA2 = (1-fx1)*fx2*fx7*nIl;
PA3 = fx1*(1-fx2)*fx7*nI;
PAd = (1-fx1)*(1l-fx2)*fx7*nl;

PnIl = £x1*fx2*(1-fx6)*nM;

PniZ2 = (1-fx1)}*fx2* (1-fx6)*nM;
Pnl3 = fx1*(1-£fx2)*{(1-fx6)*nM;
Pnld4 = (1-fx1)*(1-fx2)*(1-fx6)*nM;

PnM1 = £x1*£fx2* (1-fx5)*nN;

PnM2 = (1-fx1)*fx2*{(1-fx5)*nN;
PnM3 = fx1*(1-£fx2)*{1-£x5)*nN;
PnM4 = (1-fx1)*{1-fx2)*(1-fx5)*nN;

PnN1 = fx1*fx2* (1-fx4)*nS;

PnN2 = (1-fx1)*fx2* (1-£x4)*nS;
PnN3 = fx1*(1-fx2)* (1-fx4)*nS;
PnN4d = (1-fx1}*({1-fx2)*{(1-fx4}*ns;

PnSl = f£x1*{(1-£x2)*£x3;

PnS2 = (1-fx1)*(1-£fx2)*fx3;

PnS3 = fx1*fx2* (1-£x3);

PnS4d = (1-fx1)*fx2* (1-fx3);

PnSS = fx1*(1-fx2)* (1-£fx3);

PnS6 = (1-fx1)*{1-fx2)* (1-fx3);

X1 A = ((PA1*PnI1*PnMI1*PnN1*PnS3*fxl1*fx2*fx7) +

(PXB*PnI3*PnM3*PnN3*(PnSl+PnSS)*fx1*(1—fx2)*fx7))/PAccident19;

X2_A = ((PA1*PnI1*PnM1*PnN1*PnS3*fx1*fx2*fx7} +
(PA2*PnI2*PnM2*PnN2*PnS4* (1-fx1)*fx2*fx7))/PAccidentl19;

X7 A = ((PALl*PnIl*PnM1*PnN1*PnS3*fx1*fx2*fx7) +
(PAZ2*PnI2*PnM2*PnN2*PnS4* (1-£fx1)*fx2*£fx7) +
(PA3*PnI3*PnM3*PnN3* (PnS1+PnSo) *fx1* (1-fx2} *fx7) +
(PA4*PnT4*PnM4*PnN4A* (PnS2+PnS6) * (1-fx1) * (1-£x2)*fx7))/PAccidentl19;

Step5 = [X1 A X2 A X3 S X4 N X5 M X6 I X7 A]
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PCl = fx1*fx2*nhA;

PC2 = {

1-fx1) *fx2*nA;

PC3 = fx1* (1-fx2)*nA;

PnAl =
PnA2 =
PnA3 =

PnIl =
PnlI2 =
Pnl3 =

PnM1 =
PnM2 =
PnM3 =

PnN1 =
PnN2 =
PnN3 =

PnsSl =
PnS2 =
PnsS3 =
PnsS4 =
PnsSsS =
PnSe6c =

X1 C

il

fx1*fx2* (1-£x7)*nI;
(1-fx1)*fx2* (1-fx7)*nl;
fx1*(1-£fx2)*(1-fx7)*nl;

fx1*fx2* (1-fx6) *nM;
(1-fx1)*fx2* (1-fx6)*nM;
fx1*(1-fx2)* (1-fx6)*nM;

fx1*fx2* (1-fx5) *nN;
(1-fx1)*fx2* (1-fx5)*nN;
fxl*(1-fx2)* (1-fx5) *nN;

fx1*fx2*(1-fx4)*nS;
{(1-fx1)*tx2*(1-fx4)*nS;
fx1*(1-fx2)* (1-£fx4)*nS;

fx1* (1-fx2)*£x3;
(1-fx1)y*(1-fx2) *£x3;
fx1*fx2* (1-£fx3);
(1-fx1)*fx2* (1-fx3);
fx1*{(1-fx2)* (1-£fx3);
(1-fx1)* (1-fx2)*(1-fx3);

((PC1*PnAL*PnI1*PnMI*PnN1*PnS3*fx1*fx2) +

(PC3*PnA3*PnI3*PnM3*PnN3* (PnS1+PnSH) *fx1* (1-fx2)))/PCatastrophel;

X2 C =

((PC1l*PnAl*PnIl*PnM1*PnN1*PnS3*fx1*fx2) +

(PC2*PnA2*PnI2*PnM2*PnN2*PnS4* (1-fx1) *fx2)) /PCatastrophel9;

Step6b =

X1Total =

X2Total
X3Total
X4Total
X5Total
XoTotal
X7Total

[X1 C X2 C X3 S X4 N X5 M X6 I X7 A]

[X1 S + X1 N + X1 M + X1 I + X1 A]
[X2 S + X2 N + X2 M + X2 I + X2 A)
[X3 S]

= [1 - X4 N
[1
[
[1

_N]
- X5 M]
- X6 1]
- X7_A]
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FF——— Posterior data from 20th month as normalizing factor

PSafe20 = 0.8533;

PNmiss20 = 0.14297;

PMishap20 = 0.0035958;

PIncident20 = 0.00013826;

PAccident20 = 0.0;

PCatastrophe20 = 0.0;

Posterior =[PSafe20 PNmiss20 PMishap20 PIncident20 PAccident20

PCatastrophe20}]

3= Updated barrier success probabilities--------------
bxl = 9.662le-1;

bx2 = 9.6617e-1;

bx3 = 9.3636e-1;

bxd4d = 9.7014e-1;

bx5 = 1.0;

bxt = 1.0;

bx7 = 1.0;

E-m e Prior Occurrence Probability Estimation--------—-----
S1 = (bx1*bx2*bx3);

52 = ({(1-bx1l)*bx2*bx3);

S = S1 + 82;
ng =1 - §;

N1 = (bx1*bx2*bx4*nS);

N2 = ((1-bxl)*bx2*bx4*nS);

N3 = (bx1*{(1-bx2)*bx4*nS});

N4 = ((l-bxl)*(1-bx2)*bx4*nS);
N = NI + N2 + N3 + N4;

nN =1 - 8§ - N;

M1 = (bx1*bx2*bx5*nN) ;

M2 = ((1-bx1l;*bx2*bx5*nN} ;

M3 = (bx1*(1-bx2)*bx5*nN};

M4 = ((1-bx1l)*(1l-bx2)*bx5*nN};

M =Ml + M2 + M3 + M4;
nM =1 -8 - N - M;

I1 = (bx1l*bx2*bx6*nM) ;
I2 = ((1-bx1)*bx2*bx6*nM) ;
I3 = (bx1*{1-bx2)*bxo*nM);
T4 = ((1-bx1)*(1-bx2)*bx6*nM);
I =11+ 12 + I3 + I4;
nf=1-8~-N-M- I;
Al = (bx1*bx2*bx7*nl);
A2 = ((1-bx1)*bx2*bx7*nI);
A3 = (bx1l*(1-bx2)*bx7*nl);
Ad = ((1-bx1l)*(1-bx2)*bx7*nI};
A = Al + A2 + A3 + A4;
1

nA = - S -N-M-1-A;
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X1 8 = (S1*bx1*bx2*bx3)/PSafe20;

X2 S = ((Sl*bx1*bx2*bx3)+(52* (1-bx1)*bx2*bx3))/PSafe20;

X3 S = ((S1*bx1*bx2*bx3)+(S2* (1-bxl)*bx2*bx3))/PSafe20;

Stepl = [X1 8 X2 S X3 8]

§F-——————— X1, X2, X4 contributions on Near miss events--—-----——----

PN1 = bx1*bx2*bx4*nS;

PN2 = (1l-bxl)*bx2*bx4*ns;
PN3 = bx1*{1-bx2)*bx4*nS;
PN4 = (1-bx1)*{1-bx2)*bx4*nS;

PnSl = bx1*{1-bx2)*bx3;

PnS2 = (1-bx1)* (1-bx2)*bx3;

PnS3 = bx1*bx2* (1-bx3);

PnS4 = (1-bx1)*bx2* (1-bx3);

PnSS = bx1*(1-bx2)* (1-bx3);

PnS6 = (1-bx1)*(1-bx2)* (1-bx3};

X1 N = {(PN1*PnS3*bx1*bx2*bx4) + (PN3*{PnS1+PnS5)*bx1* (1-

bx2)*bx4))/PNmiss20;

X2 N = ((PN1*PnS3*bxl*bx2*bx4) + (PN2*PnS4*(1-
bx1) *bx2*bx4) ) /PNmiss20;

X4 N = ((PN1*PnS3*bx1*bx2*bx4)} + (PN2*PnS4~* (1-bxl)*bx2*bx4) +

(PN3* (PnS1+PnS5) *bx1* (1-bx2) *bxd) + (PN4A* (PnS2+PnS6)* (1-bx1l)*(1-
bx2) *bx4)) /PNmiss20;

Step2 = [X1 N X2 N X3 S X4 NJ

$%-—————m——————— X1, X2, X5 contributions con Mishap events--—-——-=—-——-

PM1 = bx1*bx2*bx5*nN;

PM2 = (1-bx1l)*bxZ2*bx5*nN;

PM3 = bx1l*({1-bx2)*bx5*nN;

PM4 = (1-bx1)*(1-bx2)*bx5*nN;

PnN1 = bx1*bx2* (1-bx4)*nS;

PnNZ2 = (1-bx1)*bx2* (1-bx4)*nS;
PnN3 = bx1*(1-bx2)* (1l-bx4}*nS;
PnN4 = (1-bx1)*(1-bx2)* (1-bx4)*nS;
PnS1 = bx1*{(1-bx2)*bx3;

PnS2 = (l-bx1l)*{1l-bx2)*bx3;

PnS3 = bx1*bx2* (1-bx3);

PnS4 = (1-bx1)*bx2* (1-bx3};
PnS5 = bx1* (1-bx2)* (1-bx3};
PnS6 = (1-bx1)*(1-bx2)*{1-bx3};
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X1 M = ( (PM1*PnN1+*PnS3*bxl*bx2*bx5) + (PM3*PnN3* (PnS1+PnS5) *bx1* (1-
bx2)*bx5)) /PMishap20;

X2 M = ((PM1*PnN1*PnS3*bx1l*bx2*bx5) + (PM2*PnN2*PnS4* (1-
bx1)*bx2*bx5))/PMishap20;

X5 M = ((PM1*PnN1*PnS3*bx1*bx2*bx5) + {(PM2*PnN2*PnS4* {1-bx1) *bx2*bx5)
+ (PM3*PnN3* (PnS1+PnS5) *bx1* (1-bx2) *bx5) + (PM4*PnN4* (PnS2+PnsS6)* (1-
bx1)* (1-bx2)*bx5))/PMishap20;

Step3 = [X1 M X2 M X3 S X4 N X5 M]

§E——m = X1, X2, X6 contributions on Incident events--—-——-—-----—

PI1 = bx1*bx2*bx6*nM;

PI2 = (1-bxl)*bx2*bx6*nM;
PI3 = bx1l* (1l-bx2)*bx6*nM;
PI4 = (1-bxl)*(1-bx2)*bx6*nM;

PnM1 = bx1l*bx2* (1-bx5)*nN;

PnM2 = (1-bx1l}*bx2* (1-bx5)*nN;
PnM3 = bx1*(1-bx2)* (1-bx5)*nN;
PnM4 = (1-bxl)*(1-bx2)* (1-bx5) *nN;

PnN1l = bx1*bx2* (1-bx4)*nS;

PnN2 = (1-bx1l)*bx2* (1-bx4)*nS;
PnN3 = bx1* (1-bx2)* (1-bx4)*nS;
PnN4 = (1-bx1)*(1-bx2)*{(1-bx4)}*nS;

PnSl = bx1*(1-bx2)*bx3;

PnS2 = (1-bx1l}*{1-bx2)*bx3;

PnS3 = bx1l*bx2* (1-bx3);

PnS4 = (1-bx1l)*bx2* (1-bx3};

PnS5 = bxl*(1-bx2)*{(1-bx3);

PnS6 = (1-bx1)* (1-bx2)* (1-bx3);

X1 I = ((PI1*PnM1*PnN1*PnS3*bx1*bx2*bx6) +

(Pf3*PnM3*PnN3*(PnSl+Pn55)*bxl*(l—bx2)*bx6))/PIncidentZO;

X2 I = ((PI1*PnM1*PnN1*PnS3*bx1*bx2*bx6) + (PIZ*PnMZ*PnN2*PnS4~* (1-
bx1)*bx2*bx6))/PIncident20;

X6 T = ((PI1*PnM1*PnN1*PnS3*bxl*bx2*bx6) + (PIZ*PnM2*PnN2*PnS4* (1-
bx1l)*bx2*bx6) + (PI3*PnM3*PnN3* (PnS1+PnS5)*bx1l*(1-bx2)*bx6) +
(PI4*PnM4*PnN4* (PnS2+PnS6) * (1-bx1)* (1-bx2) *bx6))/PIncident20;

Stepd = [X1 T X2 T X3 § X4 N X5 M X6 I]
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X2, X7 contributions on Accident events

= bx1*bx2*bx7*nI;
(1-bx1)*bx2*bx7*nl;
bx1* (1-bx2)*bx7*nI;
(1-bx1)* (1-bx2)*bx7*nI;

= bxl*bx2* (1-bx6t)*nM;
PnIi2 (1-bx1)*bx2* (1-bx6) *nM;
PnI3 = bx1*{1l-bx2)* {1-bx6) *nM;
Pnl4 (1-bx1)* (1-bx2)* {1-bx6) *nM;

PnM1l = bx1*bx2* (1-bx5)*nN;

PnM2 (1-bx1)*bx2* (1-bx5) *nN;
PnM3 bx1* (1-bx2)* (1-bx5)*nN;
PnM4 = (1-bx1l)*(1-bx2)* (1-bx5})*nN;

PnN1 = bx1*bx2* (1-bx4)*nS;

PnN2 = (1-bx1l)*bx2* (1-bx4)*ns;
PnN3 = bx1*(1-bx2)* (1-bx4)*nSs;
PaN4d = (l-bx1l)*(1-bx2)* (1-bx4)*nS;

PnSl = bxl*(1-bx2)*bx3;

PnS2 — (1-bx1)*(1-bx2)*bx3;

PnS3 = bxl*bx2* (1-bx3);

PnS4 = (1-bx1)*bx2* {(1-bx3);

PnSS = bx1* {(1-bx2)* (1-bx3);

PnS6 = (1-bx1)*{(1-bx2)* (1-bx3);

X1 A = ((PAl*PnIl*PnM1*PnN1*PnS3*bx1*bx2*bx7) +

(PX3*PnIB*PnM3*PnN3*(PnSl+PnSB)*bxl*(1~bx2)*bx7))/PAccident20;

X2 A = ((PA1*PnI1*PnM1*PnN1*PnS3*bx1*bx2*bx7) +
(PA2*PnI2*PnM2*PnN2*PnS4* (1-bx1l) *bx2*bx7) ) /PAccident20;

X7 A = ((PA1*PnIl*PnM1*PnN1*PnS3*bx1*bx2*bx7) +
(PAZ2*PRIZ2*PnM2*PnN2*PnS4* (1-bx1l)*bx2*bx7) +

(PA3*PnlI3*PnM3*PnN3* (PnS1+PnS5) *bxl* (1-bx2) *bx7) +
(PA4*PnI4*PnM4*PnN4* (PnS2+PnS6) * (1-bx1)* (1-bx2) *bx7) ) /Phccident20;

Step5 = [X1 A X2 A X3 S X4 N X5 M X6 I X7_A]
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PCl = bxl*bx2*nA;

PC2 = {

1-bx1) *bx2*nA;

PC3 = bx1* (1-bx2}*nA;

PnAl =
PnA2
PnA3 =

Il

Pnlil =
Pniz =
Pni3 =

PnM1l =
PnM2 =
PnM3 =

PnN1 =
PnN2 =
PnN3 =

PnSl =
PnS2 =
PnsS3 =
PnsS4 =
PnsS5 =
Pnse =

X1 C =

bx1*bx2* (1-bx7)*nI;
(1-bx1)*bx2* (1-bx7)*nI;
bx1* (1-bx2)* (1-bx7)*nI;

bx1*bx2* (1-bx6) *nM;
(1-bx1) *bx2* (1-bx6&) *nM;
bx1* (1-bx2)* {1-bx&) *nM;

bxl*bx2* (1-bx5)*nN;
{(1-bx1)*bx2* {(1-bx5) *nN;
bx1* (1-bx2)* (1-bx5) *nN;

bx1*bx2* {1-bx4)*nS;
(1-bx1) *bx2* (1-bx4) *nS;
bx1* (1-bx2)* (1-bx4d)*nS;

bx1l* (1-bx2)*bx3;
(1-bx1)* (1-bx2) *bx3;
bx1l*bx2* (1-bx3);
(1-bx1)*bx2* (1-bx3);
bx1* (1-bx2)* (1-bx3);
(1-bx1)*(1-bx2)* (1-bx3);

({PC1*PNAl*PnI1*PnM1*PnN1*PnS3*bx1*bx2) +

(PE3*PnA3*PnI3*PnM3*PDN3*(PnSl+Pn55)*bx1*(1—bx2)))/PCatastropheZO;

X2 C =

((PC1*PnAl*PnI1*PnM1*PnN1*PnS3*bx1*bx2) +

(PC2*PnA2*Pnl2*PnM2*PnN2*PnS4* (1-bx1)*bx2))/PCatastrophe20;

Stept =

X1Total

X2Total =

X3Total

X4Total =

X5Total
XeTotal
X7Total

[X1 C X2 C X3 S X4 N X5 M X6 I X7_A]

1 8+ XL N+ XL M+ X1 I+ X1_A]
2 8+ X2 N+ X2 M+ X2 I+ X2 A]

- X4_N]
- X5 M)
- X6 1]
- X7 _A]
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Appendix D

Calculation (forward and backward analysis)

Safe state:
End Events Safety Barrier State Success Probability
Human Factor S 0.9971
1 Safe Management Factor S 0.9579
Release Prevention Factor S 0.9473
Human Factor F 0.0029
2 Safe Management Factor S 0.9579
Release Prevention Factor S 0.9473
Near miss state:
End Events Safety Barrier State Success Probability
Human Factor S 0.9971
. Mananament Factor S 0.9579
1 Near miss
ot Safe S 9.2581e-2
Dispersion Prevention Factor S 0.9384
Human Egctor S 0.9971
. manggement Factor F 0.0421
2 Near miss
Not Safe S 9.2581e-2
Dispersion Prevention Factor S 0.9384
Human Factor F 0.0029
. Management Fartor S 0.9579
3 Near miss
Not Safe S 9.2581e-2
Dispersion Prevention Factor S 0.9384
Human Factor F 0.0029
. Management Factor F 0.0421
4 | Near miss
Not Safe S 9.2581e-2
Dispersion Prevention Factor S 0.9384
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Mishap state:

End Events Safety Barrier State Success Probability
Human Factor S 0.9971
. Management Factor S 0.9579
1 Mishap -
Not Near Miss S 5.7030e-3
Ignition Prevention Factor S 0.8940
Human Factor S 0.9971
. Management Factor F 0.0421
2 Mishap -
Not Near Miss S 5.7030e-3
Ignition Prevention Factor S 0.8940
Human Factor F 0.0029
. Management Factor S 0.9579
3 Mishap -
Not Near Miss S 5.7030e-3
Ignition Prevention Factor S 0.8940
Human Factor F 0.0029
. Management Factor F 0.0421
4 Mishap -
Not Near Miss S 5.7030e-3
Ignition Prevention Factor S 0.8940
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Incident state:

End Fvents

Safety Barrier

Success Probability

Incident

Human Factor

0.9971

Management Factor

0.9579

Not Mishap

6.0452e-4

Escalation Prevention Factor

0.9729

Human Factor S 0.9971
. Management Factor F 0.0421
2 Incident -
Not Mishap S 6.0452e-4
Escalation Prevention Factor S 0.9729
Human Factor F 0.0029
. Management Factor S N ak79
3 Incident
Not Mishap S 6.U4b2e-4
Escalation Prevention Factor S 0.9729
Human Factor F 0.0029
. Management Factor F 0.0421
4 Incident
Not Mishap S 6.0452e-4
Fs<calation Prevention Factor S 0.9729
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Accident state:

End Events Safety Barrier State | Success Probability
Human Factor S 0.9971
1| Accident Management Factor S 0.9579
Not Incident S 1.6382e-5
Damage Control Emergency Factor S 0.8912
| Human Factor S 0.9971
. Management Factor F 0.0421
2 | Accident
Not Incident S 1.6382e-5
Damage Control Emergency Factor S 0.8912
Human Factor F 0.0029
3| Accident Management Factor S 0.9579
Not Incident S 1.6382e-5
Damage Control Emergency Factor S 0.8912
Human Factor F 0.0029
. Management Factor F 0.0421
4 | Accident -
Not Incident S 1.6382e-5
Damage Control Emergency Factor S 0.8912
Catastrophic state:
End Events Safety Barrier State Success Probability
Human Factor S 0.9971
1 | Catastrophe Management Factor S 0.9579
Not Accident S 1.7824e-6
Human Factor S 0.9971
2 | Catastrophe Management Factor F 0.0421
Not Accident S 1.7824e-6
Human Factor F 0.0029
3 | Catastrophe o Management Fartar S 0.9579
Not Accident 1 S 1.7824e-6
Human Factor F 0.0029
4 | Catastrophe Management Factor F 0.0421
Not Accident S 1.7824e-6
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Nm = Near Miss, Mishap = Mh, Incident = In, Accident = Acc, Catastrophe = Cat

P(Safe) = P(Safe|X1,X2,X3) P(X1) P(X2) P(X3) + P(Safe[X1,X2,X3) P(X1) P(X2) P(X3)
=(1*0.9971*0.9579*0.9473) + (1*0.002970.9579*0.9473)
=0.90479 + 0.0026315
=9.0742e-1

P(Not safe) = 1 - P(Safe)

=1-9.0742e-1
=9.258e-2
P(Near Miss) = P(Nm | X1, X2, X4, Not safe) P(X1) P(X2) P(X4) P(Not safe)
+ P(Nm | X1, X2, X4, Not safe) P(X1) P(X2) P(X4) P(Not safe)
+ P(Nm | X1, X2, X4, Not safe) P(X1) P(X2) P(X4) P(Not safe)
+P(Nm | X1, X2, X4, Not safe) P(X1) P(X2) P(X4) P(Not safe)

= (1"0.9971*0.9579*0.9384*9.258e-2) + (1*0.9971*0.0421*0.938479.258¢-2)
+(1*0.0029*0.9579*0.9384*9.258e-2) + (1*0.0029*0.042170.9384"9.258e-2)
= 8.2978e-2 + 3.6469¢-3 + 2.4134e-4 + 1.0607e-5

= 8.6877e-2

P(Not Near Miss) = 1 - P(Safe) - P(Near Miss)
=1-9.0742e-1-8.6877e-2

=5.703e-3
P(Mishap) = P(Mh | X1, X2, X5, Not Near miss) P(X1) P(X2) P(X5) P(Not Near miss)
P(Mh | X1, X2, X5, Not Near miss) P(X1) P(X2) P(X5) P(Not Near miss)
P(Mh | X1, X2, X5, Not Near miss) P(X1) P(X2) P(X5) P(Not Near miss)
P(

+ P(Mh | X1, X2, X5, Not Near miss) P(X1) P(X2) P(X5) P(Not Near miss)
= (1*0.997170.9579*0.894*5.703e-3) + (1*0.9971*0.0421*0.894*5.703e-3)
+(1*0.0029*0.9579*0.894*5.703e-3) + (1*0.0029*0.0421*0.894*5.703e-3)
= 4.8697e-3 + 2.1402e-4 + 1.4163e-5 + 6.2247e-7

= 5.0985e-3

P(Not Mishap) = 1 — P(Safe) — P(Near Miss) — P(Mishap)

=1-9.0742e-1- 8.6877e-2 - 5.0985e-3
=6.045e-4
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P(Incident) = P(In | X1, X2, X6, Not Mishap) P(X1) P(X2) P(X8) P(Not Mishap)
+ P(In | X1, X2, X6, Not Mishap) P(X1) P(X2) P(X6) P(Not Mishap)
+P(In | X1, X2, X6, Not Mishap) P(X1) P(X2) P(X6) P(Not Mishap)
+ P(In | X1, X2, X6, Not Mishap) P(X1) P(X2) P(X6) P(Not Mishap)
=(1*0.9971*0.9579*0.9729*6.045e-4) + (1*0.9971*0.042170.972976.045e-4)
+(1*0.0029*0.9579*0.9729*6.045e-4) + (1*0.0029*0.0421*0.9729*6.045e-4)
=5.6172e-4 + 2.4688e-5 + 1.6337e-6 + 7.1803e-8
=5.8811e-4

P(Not Incident) = 1 — P(Safe) — P(Near Miss) — P(Mishap) — P(Incident)
=1-9.0742e-1- 8.6877e-2 - 5.0985e-3 - 5.8811e-4
=1.639e-5

P(Accident) = P(Acc | X1, X2, X7, Not Incident) P(X1) P(X2) P(X7) P(Not Incident)
+ P(Acc | X1, X2, X7, Not Incident) P(X1) P(X2) P(X7) P(Not Incident)
+ P(Acc | X1, X2, X7, Not Incident) P(X1) P(X2) P(X7) P(Not Incident)
+ P(Acc | X1, X2, X7, Not Incident) P(X1) P(X2) P(X7) P(Not Incident)
=(1*0.9971*0.9579*0.8912*1.639e-5) + (1*0.9971*0.0421*0.8912*1.639e-5)
+(1*0.0029*0.9579*0.8912*1.639¢e-5) + (1*0.0029*0.0421*0.8912*1.639e-5)
=1.3951e-5 + 6.1316e-7 + 4.0576e-8 + 1.7833e-9
=1.4607e-5

P(Not Accident) = 1 — P(Safe) — P(Near Miss) — P(Mishap) — P(Incident) — P(Accident)
=1-9.0742e-1 - 8.6877e-2 - 5.0985e-3 - 5.8811e-4 - 1.4607e-5
=1.783e-6

P(Catastrophe) P(Cat | X1, X2, Not Accident) P(X1) P(X2) P(Not Accident)
P(Cat | X1, X2, Not Accident) P(X1) P(X2) P(Not Accident)
P(Cat | X1, X2, Not Accident) P(X1) 2) P(Not Accident)
+ P(Cat | X1, X2, Not Accident) P(X1) P(X2) P(Not Accident)
=(1*0.9971*0.9579*1.783e-6) + (1"0.9971*0.0421*1.783e-6)
+(1*0.0029*0.9579*1.783e-6) + (1*0.002970.0421*1.783e-6)
=1.703e-6 + 7.4847e-8 + 4.953e-9 + 2.1769e-10
=1.783e-6

(
PX

PRIOR EVENTS' SUCCESS PROBABILITIES

SAFE N.MISS MISHAP INCIDENT  ACCIDENT  CATASTROPHE

9.0742e-1 8.6877e-2 5.0985e-3 5.8811e-4 1.4607e-5 1.7830e-6
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P(X4 | Near miss = yes)

= P(X4 & Near miss = yes) / P(Near miss = yes)

= 3.7495e-3 / 0.12556
= 2.9862e-2

Step 2: Updated X1, X2, X4

X2 X3
0.9579 0.9473

Barriers

Step
1
2



















P(X1 | Incident = yes)

= P(X1 & Incident = yes) / P(Incident = yes)
=8.2633e-11/1.4167e-4

= 5.8328e-7
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Piincdent = yes | X1 = § X2 = F, X6 = S NMh = yes) = (0.5971"0.0421*0 8729°6.045e-4} = 2 4688¢-5
P{Incident = yes | X1 =F, X2 =F, X6 = §, NMh = yes) = (0.0029*0.0421*0.9729*6.045e-4) = 7.1803e-8

P(X6 | Incident = yes)
=P(X6 & Incident = yes) / P(Incident = yes)
=Yy P(X1,X2,X6 = S, Incident = yes) / P(Incident = yes)

=X i

&, XE=S X Nifivayes I 5+ PEX T eE X2

(e iy e %0,002940.957940.9729)
+(2.4688e-5*2 5376e-5"2 394e-474 1978e-270.9971*0.0421*0.9729)
+(7.1803e-8*7.3806e-8"6.9627e-7*1.2209¢-4*0.0029*0.0421*0.9729)
= 8.2631e-11 + 1.7196e-23 + 2.5712¢-16 + 5.3511e-29

= 8.2631e-11

P(X6 | Incident = yes)

= P(X2 & Incident =yes) / P(Incident = yes)
=8.2631e-11/1.4167e-4

= 5.8326e-7

Updated X1, X2, X6

_ X1 X2 X3 X4 X5 X6
Barrier
0.9971 ) 0.9579 .1 0.9473 i 0.9384 . 0.894 . 0.9729
Step Updating
2
3 o
A -
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Updated X1, X2, X7

Prior values
X1 X2 X3 X4 X5 X6 X7
Barrier
0.9971 0.9579 0.9473 0.9384 0.894 0.9729 0.8912
Updating

Step X1 X2 X3 X4 X5 X6 X7

1 i 5 K

2 d

3 e 0 iz

4 %] Gign

5 2.3 & g ety
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Updated X1, X2, X7

Prior values

X1 X2 X3 X4 X5 X8 X7
Barrier
09971 09579 09473 0.9384 0.894 0.9729 0.8912
Updating

Step X1 X2 X3 X4 X5 X6 X7

1 . D

2 LT . .

3 o R 2

4 ERERNAS s 2 5y

E) Hae 2 S i 4

[} e
Total 0.96621 0.96617 0.93636 0.97014 1 1 1
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Step 1: Updated X1, X2, X3

Prior values
Barrier X1 X2 X3
0.9971 ! 0.9579 ! 09473
Updating
Step X1 X2
1 CLORGEE
Step 2: Updated X1, X2, X4
Prior values
Barrier X1 X2 X3 X4
0.9971 ! 0.9579 ! 0.9473 l 0.9384
Updating
Step X1 X4
1 )
2 T REEZeD G D
Step 3: Updated X1, X2, X5
Prior values
Barrier X1 X2 X3 X4 X5
0.9971 ! 0.9579 ! 0.9473 ! 0.9384 l 0.894
Updating
Step X4 X5
1 . 04
2 G
I T .
Step 4: Updated X1, X2, X6
Prior vaiues
IR X2 X3 X4 X5 X6
Barrier
u.9971 || noas79 09473 | | | 09384 1| 0894 | | | 09729
Updating
Step X1 X4 X5 X6
1 O
2 2 h8e-z 2 uitle-2 )
3 0.0 - - 00 -
4 SRNY2] b okEGe-7
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Step 5 Updated X1, X2, X7

Prior values
Barrier X1 X2 X3 X4 X5 X6 X7
0.9971 1 0 9579 1| 09473 || 0.9384 | | 0.894 0.9729 1 0 8912
Updating
Step X1 X3 X4 X5 X6 X7
1 . . e
2 7
3 . N
4 v ]
5 G4t g Gl
Step 6 Updated X1, X2
Prior values
Barner X1 X2 X3 X4 X5 X6 X7
0.9971 1 0.9579 1| 09473 || 0.9384 i 0.894 i 09729 ! 08912
Updating
Step xt | ] x4 X5 T X7
4 ~ I |
e 7R
- 9 G
4 ¢ g
5 ¢ Gt
[ iy
Updated Barrier Success Probabilities
X1 X2 X3 X4 X5 X6 X7
096621 0 96617 093636 097014 10 10 10
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Step 1: Updated X1, X2, X3

| Prior values
) X1 X2 X3
Barrier
0.96621 ! 0.96617 ! 0.93636
Updating
Step X1 X2 X3
1 ¢ Buiad T EERG S
Step 2: Updated X1, X2, X4
Prior values
Barrier Al X2 X3 X4
0.96621 ! 0.96618 ! 0.93636 ! 0.97014
Updating
Step X1 X4
1 o
2 3
Step 3: Updated X1, X2, X5
Prior values
Barrier X1 X2 X3 X4 X5
0.96621 ! 0.96618 l 0.93636 l 0.97014 1.0
Updating
Step X3 X4 X5
1 (SR IAY
2 10w
3 1 f 0584
Step 4: Updated X1, X2, X6
Prior values
. X1 X2 X3 X4 X5 X6
Barrier
0.96621 ! 0.96618 | | 093636 | | | 097014 ! 1.0 ! 1.0
Updating
Step Y2 | I YA | I YR X6
1 -
2
3 i . PusERe
4 ¢ 5
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Step 5: Updated X1, X2, X7

Prior vaiues
A x2 X3 x4 X5 X6 X7
Barrier
0.96621 1 0.96618 1| 093636 | | 0.97014 1 1.0 | 1.0 1.0
Updating
Step X1 X4 X5 X6 X7
1 e
2
3 H
4 .
Step 6: Updated X1, X2
Prior values
Barrior X1 X2 X3 b T X6 X7
0.96621 i 0.96618 1] 093636 | | | vervin |, v 1.0 1.0
Updating
Step X4 X5 X6 K
2 ReLE
3 1
4 %
5 5
[}

Updated Barrier Success Probabilities

X1

X2

X3

X4

X5

X6

X7

092806

0.92913

0.89653

0.96749

0.99989

1.0

10
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